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1 anyone give any argument to begin with or opening statement or 

2 anything like that. We've been dealing with this issue, the 

3 upstream collection and the certifications under 702 for several 

4 months, so I don't think there's any need for that. 

5 I'm sure that there· will be both lawyers and nonlawyers 

6 responding to some of the questions. Since this is a formal 

7 hearing on the record, we need to swear, particularly those 

8 nonlawyers who will be responding to questions. 

9 It might be easiest if everybody who's going to be 

10 responding simply stands up a41111J swears those who absolutely 

11 need to be sworn. I think that's probably the easiest 

12 procedure. So everyone who's going to be speaking and 

13 potentially responding to factual issues, please stand be sworn. 

14 (Attendees are sworn.) 

15 THE COURT: All right. So first of all, I want to 

16 thank everyone not only for being here but for all the very 

17 helpful materials that have been supplied over the past few 

18 months. We've looked at them closely, taken them all into 

19 account, obviously had questions with respect to certain things, 

20 and you've followed up with responses, and all of that is very 

21 much appreciated and has advanced this matter considerably. 

22 We wind up at this point with some continuing questions 

23 that I thought it would be useful to have you come in and talk 

By "many__ ar~~!3-~~'-.I-.-···- ----~-~. 

25 mea_n !:hey include minimization _concerns< they _incl.llcie. :e9Jl1e. 

'J?Ol? 3ECR£'I'//COHIN'f//ORCON, NOFORN 



NYT v DOJ, 16 CIV 7020_000083

Names of certain hearing participants withheld under b(6) and b(7)(C).
Al1 withheld infonnation exempt under b(1) and b(3) unless otheiWise noted. APi)foved for public telease. 

'±'OP S_ECRET/ /C0f1INT;'/ORCOU, tfOPORI4 4 

1 questions about the submissions, looking no t al l t he ~;ay back 

2 but back one or two submissions; they include defini t ional 

3 questions relating to intent; and they include Fourth Amendment 

4 i ssues . There just are a number of areas . 

5 As I said already, I understand that different people may 

6 be respondi ng to t hose different areas , but let me just j ump 

7 right in and start 1~ith a couple of questions mai nl y about t he 

8 Augus t 1 6 submission, although t he questions obviously relate to 

9 some of the ear lier and the mos t recent August 30 submission as 

10 well . 

11 In the August 16 submission -- I think it's in footnote 5 

12 on page 2 -- the government has discussed and i ndicated that 

13 some of the I nternet communi cat ions t hat have been acquired and 

14 are continuing to be acquired under secti on 702 wer e pur ged 

15 prior to the July 14, 2011, time point in dealing with this 

16 s t a t isti cal assessment and therefore were not included in the 

17 NSA sample. I have a few questions about t hat body of 

18 communications that ~~ere purged. 

19 Does t he government know how many communications >;ere 

20 purged and 1~hy they ~~ere purged? 

21 -= Ne do not have an exact account at this 

22 point of how many wer e pur ged. 

23 THE COURT: Do you have any sense of why they were 

24 purged? 

25 -= There could be a number of r easons : 

TQP SECRBT//COtii!1T//ORCOtJ, NOFORN 
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l roamers, overcollect of sorts, and things we would have filed of 

2 incidents . 

3 THE COURT : Do we know if any '~<ere purged because they 

4 were determined to be wholly domestic? 

5 11111111 : I don' t believe any of those were purged 

6 because they were wholly domestic . 

7 THE COURT: You don ' t believe, or you're sure that 

8 they weren ' t? 

9 111111111: In our previous filings, we have indicated 

10 that prior to our statistical analysis we had not identified any 

ll communications of the MCT type that wer e wholly domestic, ••hich 

12 would require purge. 

13 THE COURT: Now , since we don't know much about t his 

14 purged group -- and this again is just focusing on the 

15 statistical sample -- how do we know that the sample is 

16 representative of the actual collection of Internet 

17 communications? If we don ' t know what 's been purged and what 

18 the nature of those purged communications is, doesn ' t that 

19 affect the validity of the sample to the extent that it 's a 

20 sample of the collection of I nternet communications? 

21 11111111 : The sample that we evaluated were the 

22 sample that were in there and available to us . 

23 THE COURT : I understand . 

24 11111111: In our evaluation of this sample set, there 

25 were some communications that were purged during our evaluation, 

Cf'OF SSCRB'f//CO!tlt~'f//ORCOtl, t10FORN 
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1 but we believe that given t he six-month period, the number of 

2 items that were included in that six-month period and then the 

3 number that we manually evaluated has a statistical 

4 representation of that whole body with a 95 percent confidence . 

5 THE COURT: But it seems -- to a fairly ignorant 

6 mathematician, it seems that if you're trying to get a 

7 representative sample and that representative sample is to be 

8 representative of the col lected Internet communications but you 

9 first take a chunk out of the collected Internet communications , 

10 that could affect the validity of that sample . 

1 1 I don't know how it would affect it or whether it would 

12 affect it significantly, but I'm just trying to probe whether it 

13 does have some impact mathematically on the validity of that 

14 sample as being representative of the collected Internet 

15 communications. 

16 Your Honor, if I might t ry to answer that 

17 from the General Counsel' s Office. We know that the sample that 

18 we took was one specific date, and so it ' s representat ive a 

19 snapshot of time what was in our system . 

20 The reason , Your Honor, that we can ' t articulate the number 

21 of items that had been purged is because ~1e can't put our finger 

22 on those in the same way that we can put our finger on \~hat ' s in 

23 our systems at any one point in time . As you may be aware from 

24 prior filings , when we discover a compliance incident,_ it ma:t.., be 

25 several months in time beyond the t ime that the actual item was 

TQP SEGRST/ /COUIN'i'//ORCOl~ I !40PORN 
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1 collected. 

2 So that 13.25 million sample that you sa1~ is reflective of 

3 what was i n our systems as of that particular date . As you 

4 march forward in time from the t ime ~1e took that sample, you 

5 would expect that other i tems that 1~ere collected during that 

6 time could also be similarly i dentified through our compliance 

7 process and purged. 

8 THE COURT: Well, let me - - this i s not intended to be 

9 reflective of the truth and is simply for demonstrative 

10 purposes, but if you purged 13 million from during that time 

11 peri od, then all the numbers t hat you're presenting would really 

12 only be half of the picture in terms of "1hat ' s collected . 

13 See, I'm interested ultimately in vlhat ' s being collected, 

14 not what happens to be sitting in your data files at a 

15 particular point in time . If the purging that takes place as a 

16 normal course of business is half of the material, then it 

17 changes everythi ng just from that perspective even without 

18 knowing what the purged material is, whether it 's of a different 

19 nature and richer in terms of whol ly domestic communications or 

20 not . Just i n terms of raw numbers , it would really alter 

21 things. 

22 So to the extent that you can tell me something about how 

23 much has been purged -- 10 percent, . 0001 percent, SO percent 

24 it certainly is helpful for me in a~sessing the imEect of the 

25 statistical presentation you make. 

TQP SECRET//€0}1Ill9?//0RCOli , P•OFORl~ 
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1 Right . Your Honor, I think we understand 

2 that and appreciate the point. My understanding, though, of the 

3 Court's underlying concern was how many of the communications 

4 were wholly domestic. 

5 THE COURT: Ultimately, yes . 

6 Right . It has been an unusual occurrence 

7 for our folks to find wholly domestic communications in the 702 

8 collections. So, although I can ' t say it with a certainty, it 

9 seems to me that of the communications that would have been 

10 purged in the normal course of our compliance regime because 

11 either it was a roamer communication or 1-1e misidentified a task 

12 selector, that those were not likely to have been wholly 

13 domestic communications that would have affected the validity of 

14 the sample in the sense that we were going through the sample 

15 size to actually try to find wholly domestic communications. 

16 THE COURT: I understand that based on your 

17 presumptions and the presentation you've made, but even 

18 accepting the presentation you've made and assuming that the 

19 nature of the purged materials we're talking about right now is 

20 the same as the sample you looked at, if the volume of the 

21 purged materials is equal to what's left, then the numbers that 

22 you ' ve given me have to be doubled . 

23 Your Honor, I think it ' s fair to say that 

24 we don't believe that it would be that high, but we haven ' t come 

25 prepared with numbers in terms of 

TQP SEGRST//C0~4It~'P/ /OR:CO!J; PJBFORU 
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1 THE COURT : And you certainly could assess that for 

2 the future at some point, because you ca n look at what ' s 

3 collected and look at what's left during a six-month period, but 

4 for now you can't tell me anything more with respect to the 

5 six-month period that was analyzed. 

6 Those are certainly numbers that we can 

7 try to get to Your Honor , but we don ' t have those today . 

8 THE COURT : Okay . Let ' s move on . 

9 MR . I NGLIS : Your Honor, could we, though, take the 

10 action and respond back to you ~1ithin thi s week with what we can 

11 reconstruct in terms of t hat purged l ist? 

12 THE COURT : Yes . I t hi nk wha t we should do is at the 

13 end of this discussion decide ~~hat you woul d like to present 

14 further and talk about a timeline for i t . Let ' s not do it on 

15 one item, because there may be fou r i t ems by the time we ' re 

16 through. 

17 Staying on the same vein with respect to the August 16 

18 submission, the government states later on i n that submission 

19 I think it ' s on page 7 -- that NSA cannot de termine whether 224 

20 of the roughly 5,000 MCTs examined contained wholly domestic 

21 communications . Then a little bit later, it's noted that 23 of 

22 the 224 MCTs were not further analyzed because they were 

23 subsequently purged or pl aced on the NSA ' s master purged list . 

24 With respect to those 23, do we know why t hose were purged, 

25 or are they just part of this broader cat egory t hat were purged? 

l'OP SECRET/ /G9!9HIT//ORCON, NOFORN 
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1 111111111: Yes, Your Honor. In fact, I believe some 

2 of the ones that were purged during the sample time were 

3 responsive to incident that was previously 

4 reported to the Court in the prior filing. If you recall, I 

5 believe NSA purged somewhere upwards oflllllll total 

6 transactions as a result of thatllllllllll incident. I can't 

7 remember the exact number, but a specific number of that 23 were 

8 related to that purge. 

9 THE COURT: Were any of the 23 purged because they 

10 were wholly domestic communications? 

11111111: No, Your Honor. 11 

12 THE COURT: All right. Then also in the August 16 

13 submission, we have this sort of unknown category which is the 

14 -- 45,359 I think is the accurate --no, I'm sorry. Not the 

15 unknown category, but there are 45,359 of the overall sample of 

16 50,440 transactions reviewed that were determined to be single 

17 discrete communications. So those were sort of set aside with 

18 no further analysis. 

19 In an earlier submission, I think the June 1 submission on 

20 page 6, you noted that communications are nearly always 

21 transmitted from a sender to a recipient through multiple legs 

22 before reaching their final destinations, and certainly that 

23 seems obvious to all of us who have dealt with these things. 

-----li-------- . 

_____ 25 t]1("! __ gQ_"IJ'e:r:nment __ lli!S _ 

TQP SEGRET//CO:HIHT//OI4:COPl, UOFOHN 
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1 domestic communications in t hat group that you didn't analyze 

2 f urther? 

3 It's possible, Your Honor, but 14e --

4 THE COURT : It's more than possible, isn't i t ? Isn't 

5 it likely there will be some about communications 

6 and it's actually a 

7 communication that is between t wo U.S.-located persons? 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 why --

Your Honor, that is possible . However, 

'POP SECRB'f'//COUIWP//ORCON, t~OP8Rl~ 
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1 So there may be a number of other things that weren't more 

2 specifically looked at within that particular sample which we 

3 could attempt to take back and answer for the Court at a later 

4 time, but the sample that was run was for the purpose of 

5 describing MCTs and the nature and scope of that feature of that 

6 col lection . 

7 THE COURT : All right . I think it ' s fair for me to 

8 say to you that I am concerned about this category 1•ithin the 

9 sample of 45,000, which is most of the sample . It ' s by far the 

10 majority of the sample and the fact that it does seem to us that 

1 1 there are going to be some about communications that are 

12 probabl y wholly domestic communications in that grouping, and I 

13 don't have any way to quantify or assess how much it is . 

14 I know you have cautiously, and appropriately, used the 

15 term "possible. " It seems to me it ' s more than possible ; it is 

16 highly likely, but I can't say 14hat it means because I don't 

17 know what kind of volume we might be talking about . So let ' s 

18 put that down on the list of somet hing that we may benefit from 

19 further information on . 

20 I 'm going to allow the legal advisors to follow up with 

21 questions on these subjects before I move to another one. 

22 -- FI SC legal counsel. Just a 

23 

24 

25 

'l'OP SECRE':F //COt~! ti'f / /ORCOtl, tJOFORN 
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1 Do you have a sense 

2 one way or another? 

3 It's not necessarily the case that 

4 

5 

6 

7 

8 ·- But other than that sort of general 

15 

9 observation, you don't have a sense percentage-wise of how many 

10 

11 

12 THE COURT: All right. Staying with the August 16 

13 submission for just a moment longer, the government has 

14 concluded-- I think it's on page 9 of that submission -- that 

15 of the 13.25 million Internet transactions acquired via the 

16 upstream collection during a six-month period, between 48,609, 

17 and 70,168 are MCTs containing one or more communications 

18 between nontargeted persons but lacking sufficient information 

19 for NSA to identify the location of the sender and all intended 

20 recipients of that communication. 

21 It's a category that I call "the unknown category," which 

22 is fairly large, certainly larger than the category that you've 

23 identified as actually containing a wholly domestic 

24 

2_5. 

communication. A .lit_tl.~.later in the submission, .Y.OU ij'ldicate 

thi!t NSA. h«l> no.bas:i.s to pel:i,e.ve that a11y of .this c<!te.gox:y Q.f ··-

TOP SECRET//COHIW;r?//ORC0~1, NOFORn 
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1 transactions contain wholly domestic communications . 

2 Now, that ' s a fairly absolute statement that's made in the 

3 submission . Doesn ' t the conclusion that between 996 and 4, 965, 

4 which are pretty low percentages but nonethe less a n actual 

5 determined amount on thi s sampl e , doesn 't the conclusion t hat 

6 t here are those wholly domestic communications acquired every 

7 six months, doesn ' t that undermine the presumption that none of 

8 these unknown transactions contain wholly domestic 

9 communications? ~louldn ' t one expect that at least that 

10 percentage of that unknown category ~~ould be ~1holly domestic? 

11 MR. INGLIS : Your Honor, if I might , I ' ll defer to llll 
12 to provide the detailed answer, but i n that case , when presented 

13 with the possibil ity that these are either unknown or 

14 unknowable, we pushed our analysts furthe r to do two checks 

15 against each and every one of these items , first to check to 

16 determine whether or not there was any information that might be 

17 att ribut able to a domestic communication, and second, to 

lB de t e rmine whether ther e was any information that might lead us 

19 to concl ude that in fact it 1vas a foreign communication . 

20 In each case , both of those checks for each of these items 

21 came back showing t hat the preponderance of evidence -- not 

22 absolutely, but the preponderance of evidence 11hich we had 

23 before us would say t hat there were no domest i c communications 

24 in that pile . 

25 THE COURT: So I guess what you ' re saying is that this_ 

TOP SECRBT//CG~1I!~T//ORC0}l , ~lOFOR-N 
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1 grouping, you've determined, is not going to be -- it's going to 

2 be less rich in wholly domestic communications than the overall 

3 sample is. 

4 

5 

6 

7 

8 

9 

10 

111111111 That's correct. 

THE COURT: I mean less rich even to the point of 

containing no wholly domestic communication. Why is it that 

this grouping what is it about this grouping that should 

convince me that it is different than the rest of the sample and 

will contain no wholly domestic communications? 

MR. INGLIS: That's more than a fair question. It 

11 wasn't that it was wholly devoid of contextual information, that 

12 it lacked information, a conclusive statement, but the remaining 

13 artifacts led us in every case into a -- if you had to decide 

14 yes or no based upon the available information that it was 

15 foreign as opposed to domestic. So in each case it wasn't that 

16 there was no information. There was insufficient information to 

17 say with absolute certainty. 

18 111111111 Correct. And the way we did that analysis 

19. stemmed from the data set we evaluated. Of that 224, we did 

20 this in-depth analysis that Chris described, and via a 

21 statistical analysis we were able to extrapolate that sample set 

22 with a 95 percent certainty across the entire 13 million. And 

23 there's a certain error associated with that, and that error is 

_________ _2_4 ___ exprcess_ed_in_the_conf.ict_e=e_int_e.ryal~----

-25- So_ bas.ed on the data s.et .that w.e evaluated on. page 7. and_ 

'l'OP SECRE'3'//CO!HN'3'//0RCON, NOFOR!I 
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1 before, our statistician was able to draw conclusions based on 

2 that to the true proportion of those type of communication 

3 across the entire 13 million set within that certain confidence 

4 interval. 

5 MR. INGLIS: But, Your Honor, if I understand your 

6 question, you would ask why do we believe that that population 

7 of data that we would declare as unknowable is statistically 

8 different than the larger set from which it was extracted, 

9 perhaps on a statistically relevant basis. 

10 THE COURT: My guess would be that it goes in the 

11 opposite direction because it's a group that has already 

12 eliminated all these large portions that clearly don't contain 

13 any wholly domestic communications from your view. So why does 

14 it then 

15 MR. INGLIS: In the case of the 10 wholly domestic 

16 communications that clearly stood out as having artifacts that 

17 said they're wholly domestic. In the case of this pile, there 

18 were no artifacts associated with those that spoke to the 

19 possibility of domestic that we couldn't rule it absolutely out. 

20 We also looked to see whether in each case there were 

21 artifacts that would lead us to conclude that if we had to make 

22 a judgment that they were foreign, not domestic, and in which 

23 case both of those tests led us to conclude that they were, not 

~--------2_4- ___ pr_es.ump_ti;z.e.J.¥,_bu_Lmo.re 1 i kel¥.,__t.o_he_fm:ei_gn_:than_domes.tic. _________ _ 

_ 25- _ _ _ _ There was-no-information. L'm aware __ of in .the. file -~~-and. we 

TQP SEG&ET//GOUIJ?IT//ORCON, NOFOHN 
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1 pushed our analysts very hard on this particular pile because we 

2 had the same question you did, which is could this be a soft 

3 underbelly in our analysis, and pushed them very hard, and they 

4 came back with no information that would lead them to conclude a 

5 strong possibility that they were domestic. 

6 That's correct. 

7 

8 

9 

10 

11 

12 THE COURT: Where -- and excuse me for asking the 

13 question this way, but I just want all the help I can get. 

14 Where should I look in this submission for the explanation that 

15 you've given me about the analysis of this unknown group that 

16 led you to conclude that it will not contain wholly domestic 

17 communications? 

19 

20 

21 

22 

23 

THE COURT: Page 7 where, sir? 

On the second bolder bullet. 

THE COURT: Of the 5,081 MCTs? 

-:Yes. 

THE COURT: All right. We can read that further and 

___________ 2_4_ __ ana_ly_'"_e_i:t_~--------

25 MR. INGLIS: Y_our_ Honor, we're happy. to be _more __ _ 

TQP SECRET//COIHII'I'//ORCOII, NOPOR!l 
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1 

2 

21 

3 and all of that can affect the amount and type 

4 of data included in a particular transaction. 

5 What I'd like to get a fix on is what this means in terms 

6 of any particular sampling at any particular time. In view of 

7 that evolution, is it likely that if NSA did a similar analysis, 

8 a sampling type analysis of the upstream collection at some 

9 later date, two years later than the one done in the recent time 

10 period ending in July, is it likely that that analysis would 

11 wind up with something significantly or at least somewhat 

12 different? This evolution, is it material evolution that really 

13 would change things significantly? Or don't you know? 

14 Your Honor, a lot of the analysis 

15 focused on identifying MCTs and their percentages showing up in 

16 our collection. It is possible that let's say two years down 

17 the road that the Internet is more rich with MCTs for a number 

18 of different reasons. 

19 We could have 

20 

21 

22 statistically increase the amount of MCTs. 

23 Because of that unknowable factor of technology popularity 

-~~--- __ _?_4 ______ in_t)Je __ fUt.llxe_, __ t_l:J_g_t_...Q_g_ulcLc:::.b<!llg_ELthin.gs. several 

__ 2_5 ___ ;cears _ago_, we' v:e talked. in_ the p_as.t. about 

'fO~ SECRE'I'//COMIN'f'//ORCON, NOPORN 
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1 

2 

3 technologies have evolved, that has become more and more 

22 

4 popular. So we could see somewhat different results if we were 

5 to conduct a similar study in the future. That is definitely 

6 something that could happen. 

7 THE COURT: And there's no reason --

8 The other thing I wanted to add, 

9 Your Honor, is one of the other factors here that can somewhat 

10 limit the evolution is that one of the factors in play here is 

11 

12 

13 

14 

15 

16 

17 

18 

19 THE COURT: I think that last explanation of a 

20 limiting factor is important because it affects the question I 

21 was about to ask, which is, we use the term evolution, and I 

22 take it we would look at this with respect to MCTs and say there 

23 has been an evolution to the extent that there are more MCTs now 

--~~-----2A_ ____ than._w.as_the __ cas_e___l_()_}Le.ar_s__a_go~C_o_r_r_e_c_t ?'----~~~~~~ 

25 Lwould s.ay .that .in some cases-""' so, _ _ 
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1 

2 

3 

4 

5 of the MCTs that has evolved as well. 

23 

6 THE COURT: But, in light of the limiting factor that 

7 you just mentioned, can we make an assumption that the upstream 

8 collection -- let's just focus on that -- will become richer and 

9 richer in MCTs, or can we not make that assumption? 

10 I don't think we could or couldn't with 

11 any degree of competence. 

12 THE COURT: All right. Let's move on to presumptions 

13 more generally here. There are several presumptions that the 

14 government has urged the Court to continue to rely upon with 

15 regard to the upstream collection. 

16 

17 

18 

19 1 submission on page 11. 

in the June 

20 There's also a presumption that the vast majority of 

21 persons outside the U.S. are non-U.S. persons and most of their 

22 communications are with other non-U.S. persons located overseas. 

23 That's referenced in the June 28 submission on page 5. And 

WQP SECR&T//COP1IN'P//ORCON, UOFORN 
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1 about that a littl e bit, and that ' s certai nly referenced as wel l 

2 in the J une 1 submission . 

3 In view of the analysis of the upst~eam collec tion that 

4 you ' ve done -- and I knOI< we ' re talking about numbers and 

5 percentages here , but in view of that analysis, and in 

6 particular the conclusion that the upstream collection does 

7 contain a certain number of or percentage of wholly domestic 

8 communications over a six-month period as analyzed, can the 

9 Court rel y on those presumptions as real l y being absolute, or 

10 are they imperfect presumptions at best? 

11 Your Honor, if I may, I think they are, 

12 like all presumptions, imperfect. I think the numbers we've 

13 generated from the study approximate what we expected; that is , 

14 a l ow number of domestic communications when something we think 

15 is aberrational is taking place . So •1e do not intend to say it 

1 6 can never be the case that , but the presumption is it's not the 

17 normal behavior , and I think that's what the study bore out . 

18 MR . INGLIS : And, Your Honor, I I<Oul d add as t he chief 

19 operating officer of the National Security Agency and having to 

20 then essentially sign up to our end of a representation , t hat I 

21 feel the same, that the preponderance of those assumptions has 

22 been borne out by the data t o be correct but imperfect and that 

23 what we then have to apply are a set of procedures to ensure 

24 _ that w.e_areJ o.oking for.. tQo.se _exceptions and that_we _act 

25 appropriately 1ohen ~o~e dis cover those exceptions a nd that we can 
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1 therefore offer back that the totality of that has a high 

2 probability, again not absolute, but a high probability of 

3 making the right call in terms of what our presumption should be 

4 and having a high probability of catching the exceptions that 

5 then ensue and dealing with those appropriately. 

6 THE COURT: Let's just turn back the page a moment to 

7 something we were talking about a minute ago with the evolution 

8 of the Internet. Any sense of what, for example, 

9 do to these issues and the way that 

10 Internet communications are routed? 

11 

12 

13 

14 

15 

16 

17 So at this point, we haven't seen any change, and I'm not 

18 too sure what we would expect to see just given the nature of 

19 

20 

21 THE COURT: We're talking about imperfect 

22 presumptions. To the extent that NSA is acquiring-

25 word~s•~ .shou.ld we inste~ad pxesume_ that communic_atLo.ns_ are within~ 
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1 the United States and with U.S. persons? 

2 

3 

MR. INGLIS: Your Honor, I think that question centers 

on 

4 so I would asklllll to talk to that. 

5 Just to clarify, the question is, is 

6 should we presume at some future date that a U.S. service 

7 provider is primarily servicing U.S. persons? Or ... 

8 THE COURT: It's a little less than that. It's just 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

if the acquisition is 

of someone in the United States, do the presumptions that you 

rely on and urge the Court to apply hold up, or should we 

actually think that the opposite would be true, that·for those 

acquisitions, the presumptions, if you're going to apply a 

presumption, the presumption should be that the communications 

are within the United States and with U.S. persons? 

So if the person was in the 

United States and we intercepted that, 

would we presume at some future date that that was -- I'm not 

sure I fully understand. 

If I can address it, Your Honor. I 

21 think that that would be an excellent presumption to reverse if 

22 not for the presence of the targeted selectors. So remember 

23 that the reason that we collect any particular transmission is 

. --·--·-~··--...2j_ _____ :that it contained the target selector which would be an -~1-~~-

25 inde.:Rencle.nt d.etermination. that .. the targ.et is_xe.asonab~y .to be 
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1 outside the U.S. So that weakens otherwise what I think would 

2 be the natural inclination to reverse that presumption. 

·- If you've· got a transaction that is-

8 With respect to those individual discrete 

9 communications, what presumption, if any, should be applied? 

10 In that scenario that you've described, 

11 

12 we still are applying the IP filtering 

13 process. So if that user 

14 

15 

16 particular scenario wouldn't occur. 

17 

18 

1 9 examples we have. 

So that is in the 10 

20 We 

21 think we're going to very, very rarely see that happen because 

22 the overall presumption of the statute, remember, is that the 

23 whole world out there is using the services here. 

___ . ______ _2rj . 

.... - 25 
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1 

2 

28 

3 That 's the scenario -- and ''le ' ve seen it play out in this study 

4 on 10 occasions --that ' s a scenario that you ' re raising . But 

5 it l<on ' t be somebody in the United States communicating l<ith 

6 in the United States . 

7 ·- Just to make sure the point is crystal 

8 clear for the Court, the concern that the Court has about l<hat 

9 presumption t o apply to communications 

10 

11 

12 

13 

14 

15 

16 

17 

18 - which was the exception in the study, not the rule . 

19 Is that a fair statement? 

20 

21 

111111111 That's correct . 

MR.-: And I t h ink i t 's also important to 

22 remember that the presumptions aren't the first resort. The 

23 presumptions are in many senses a last resort . There can be 

24 o_bj~~~ive iodi~ia_of the location_Qf the cQ~uni~ants that i s 

25 more reliable than the pres~mption. The presumpt ions apply 

'fOP SECRE'f//COtiin'f//ORCON, NOPOR}4 
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1 ostensibly in the absence of information to the contrary, and 

2 implicit in that requirement is a due diligence requirement to 

3 actually try to assess whether there's any objective information 

4 that to the extent you need to rely on the presumption that 

5 would rebut the presumption. 

6 I think NSA's manual review bears out that the digging can 

7 result in the location of reliable, objective information that 

8 is indicative of a person's location. 

9 MS. MONACO: Just to press on that one bit, I think 

10 that's why the Court is struggling with the 224. NSA only 

11 arrived at that 224 because the NSA works through all of the 

12 objective indicia that- mentions, and then, only then, 

13 after discarding all of that and identifying all of that and 

14 making conclusions from it results in the 224 where there were 

15 no reliable indicia. 

16 THE COURT: To round this out -- and- if you 

17 have more questions, please fe~l free to ask them-- but let's 

18 

19 

20 

21 

22 

23 

.25 

talk about situation for a moment that I 

___ 1'HE __ _COURT: 
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1 
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4 

5 

6 

7 

8 

9 

1 0 

1 1 

12 

13 

14 

15 

1 6 

1 7 

18 

19 

20 THE COURT: 

2 1 

22 

23 

24 

25 
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THE COURT : All right . Okay. Let ' s move on t o the 

question of i ntent . This is sort of a difficult question to 

answer . It 's an easy question to ask, but I' 11 thrm1 i t out 

there, and I can be more specific if you'd like me to be . 

33 

The government's submissions do use various terms 

intentional, unintentional, inadvertent, incidental -- to hen 

describing the upstream collection or aspects of the upstream 

collection. I ' m a little confused as to what is meant, and 

rather than just thr01oing that out to you, let me ask one or two 

specific questions . 

Is unintentional the same as inadvertent? As you use those 

terms, are they the same? Do both mean "not intended?" 

·- Your Honor, I think that's correct . 

" Inadvertent" is a term that's used in the NSA immunization 

procedures , and "unintentional" has been used in various 

documents as well . But I think "inadvertent " and 

"unintentional" can mean the same thing. 

THE COURT : And "intenti onal" is the opposite of both 

"unintentional " and "inadvertent. " ·-= Yes . 
THE COURT: And "incidental" means >~hat? 

• "Incidental ," I think as we've framed it, 

means something that results as a consequence of an action that 

'i'OP SECRB'f//COUIN'f//ORCOti I lJOFORN 
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1 11e take intentionally . 

2 THE COURT: Is happening or a byproduct --

3 • - It's not our intent in taking that action, 

4 but as you said, it ' s a byproduct of that action . So in an MCT, 

5 for example, our intent is to acquire a communication to, from , 

6 or about a targeted sel ector . At the time He acquire that 

7 transaction, v1e may not even knol< that it's an MCT that.contains 

8 other communications . 

9 So 11e acquire the MCT because v1e see, hey, that's a 

10 communi cation that has a targeted selector . We reasonably 

11 beli eve that that has foreign intelligence information in it . 

12 We acquire it, it ' s turns out it ' s MCT, it ' s got other 

13 communicati ons i n i t. We still intended to acquire that 

14 transaction and anything contained vlithin it such that to the 

15 extent there are these other communications in it, it ' s 

16 incidental to our acquisition of the transaction. 

17 THE COURT : All right . Let's drill dovm a little 

18 more . The June 28 submi ssion states that "acquisition of 

19 Internet transactions is intentional ," and on the same page, 

20 page 6 , further states that "given the government ' s knowledge 

21 that such transactions may also include information t hat is not 

22 to, from, or about a task selector, the acquisition of this 

23 additional information is not inadvertent." 

24 

25 

_____ I think that's correct . 

THE COURT: Later in the same filing, and also in the 
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1 August 30 filing, the government seems to be saying that any 

2 wholly domestic communication that is acquired as part of a 

3 transaction is obtained unintentionally or inadvertently . Is 

4 that also correct? 

5 ·- Yes . 

6 THE COURT : Now, NSA knO>IS with certainty that both 

7 will be acquired. In other tvords, wholly domestic discrete 

8 communications are simply a subset of the nontarget discrete 

9 communications that you acquire as part of a transaction . So 

10 how do you reconcile t hat with these statements with respect to 

11 intentional or unintentional? 

12 Ill 111111: So we intentionally acquire MCTs because 

13 they contain the presence of a targeted selector that we believe 

14 is used by a non-u.s . person located outside the United States . 

15 However, He don't intentionally acquire al l such MCTs . ~le know 

16 that we cannot acquire --

17 THE COURT : You knO>Iingly acquire them, though . 

18 ·- But we don't intentionally acquire them. 

19 THE COURT : Wel l, we'll get to that in a moment . 

20 Ill-: Understood. And we may not kno>l at the 

21 time of acquisition that that MCT is something that contains --

22 THE COURT : With respect to a particular transaction. 

23 • - Exactly . So He are intentionally 

24 acquiring MCTs, but we have also implemented IIIIIIIIIJ means to 

25 ensure that He are not i ntentionally acquiring wholly domestic 

~--------------------~------------~~~--~ -
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1 communications, but we believe that those IIIIIIIIIJ means are 

2 reasonably designed to prevent that . Granted, they are not 

3 perfect, but we do believe that they are reasonably designed to 

4 prevent t he acquisition of those communications. 

5 THE COURT : Let ' s jump to the statute for a second . 

6 Under section 1881 (a) (1), the Court is required to determine 

7 whether the targeting procedures are, in the language of the 

8 statute, "reasonably designed to prevent the intentional 

9 acquisition of any communi cation as to which the sender and all 

10 intended recipients are known at the time of the acquisition to 

11 be located in the United States ." 

12 Le t ' s look at those two parts of that statutory provision . 

13 Intentional acquisition. 

14 In the government's view, what 's the meaning of 

15 "intentional" as used i n the statute? And to set the framework 

16 for you, I think in criminal law and in tort law it's generally 

17 settled that a person intends to produce a consequence either 

18 when he acts ~~ith a purpose of produc i ng the consequence , which 

19 is what you ' ve been focusing on I think in your papers a nd here 

20 for the moment, or, when he acts knowing that the consequence is 

21 substantially certain to occur . 

22 It does seem to me that you really focus on the first part 

23 of that traditional definition, because you ' re really only 

24 talking about the speci fic-purpose definition and not the 

25 knowledge of substantial certainty aspect of intent. Am I 

'f6P s:ecRET//COr1IN'f/ /ORCO!J , noFOffiJ 
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1 right? 

2 Ill 111111: I think we need to focus on the f act that 

3 -- I mean, granted, the statute says that v1e are precluded from 

4 acquiring communications as to which the sender and all int ended 

5 reci p i ents are known at the time of acqui sition to be located in 

6 the United States . I grant you that we may not have focused 

7 specifically on that aspect , our kn01~ledge at the t ime of 

8 acquisition. I think NSA's manual review has shown that it can 

9 take a l ot of drilling dotm into these communications to 

10 determine whether or not they are in fact >lhOlly domestic. 

11 THE COURT : Wel l , it doesn ' t take that much drilling 

12 anymore to determine that there are some that are ;vholly 

13 domestic . It does take a lot of drilling, if you even can, to 

14 determi ne that a particular transaction is wholly domestic or a 

15 communication 1vithin a transaction is wholly domestic. 

16 Indeed, it • s especially true o.r especially d ifficult when 

17 acquired, but it doesn ' t t ake much now to conclude, because 

18 that • s ~<hat your analysis has concluded, that there will be 

19 v1holly domestic communications acquired . Certainly ~< ill be . 

20 Ill IIIII: No, no . I agree a hundred percent with 

21 that , You r Honor . But again, at the time of acquisition, we may 

22 not know it, and it ' s at the time of acquisition that the 

23 statute precludes us from i ntentionally acquiring a domestic 

24 communication . 

25 THE COURT: Then tve' re getting a little bi t semantic . 

TOP 3ECRE'f//COl1IN'f//eRCOU, NOPORti 
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1 It depends on what you mean by "acquisition," whether you mean 

2 acquisition of a particular communication, acquisition of a 

3 particular transaction, or the acquisition that takes place 

4 during the space of a day, or an hour. If it ' s either of the 

5 latter tv1o, you know that there ' s some v1holly domestic 

6 communications that are being acquired, statistically . 

7 • - Statisticall y, yes . Personally, the way 

8 that I've always viewed the 1•ay that that provision in the 

9 statute works is it's on an acquisition- by-acquisition basis, 

10 and "acquisition" meaning communication-by-communication basis, 

11 because we are targeting to acquire foreign intelligence 

12 information. That foreign intelligence information is contained 

13 in individual communications . 

14 THE COURT : Do you th i nk that definitionally, the 

15 Court, when it ' s i nterpreting and applying 1881(a) in this 

16 setting, should only be focused on the purpose portion of the 

17 definition that I went through a moment ago, or should the Court 

18 also be looking at the knowing aspect of it - - in other words, 

19 that part of the definition of "intention" at to be applied here 

20 is " not only acting ~<ith a purpose of producing the consequence 

21 but also acting knowing that the consequence i s substantially 

22 certain to occur"? 

23 Should I be jettisoning that portion of the traditional 

24 "intentional" definition and ape_!ying some narrower definition 

25 here? Or are you only saying that even applying both prongs of 

'fOP SECM'i'//CO!!Hl'F//ORCO!l, tlOFORN 
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l that definition you need to look at what's happening and what's 

2 known at the time of the acquisition of a specific transaction? 

3 Ill IIIII: I think it's the latter , and I also think 

4 that the fact that the statute says tha t the procedures have to 

5 be reasonably designed to prevent the acquisition of 

6 communications as to which the sender and all intended 

7 recipients are known at the time of acquisition to be located in 

8 the United States. 

9 I think given that language, the statute contemplates that 

10 there ' s not going to be a perfect system. It has to be a 

11 reasonably designed system, and I t hink the results of NSA's 

12 manual reviel' bear out the fact that the system that NSA has 

13 designed, albeit not perfect, is reasonably designed to prevent 

14 the acquisition that the statute prohibits. 

15 Your Honor, it I could add one thing . 

16 If ~~e could take away some of the complication of this 

17 discussion by focusing just on other than MCT, for what it's 

18 worth, I think the Court has already considered and countenanced 

19 the idea that some targets are going to roam into the 

20 United States, or we could turn out to be wrong and they would 

21 be in the United States. And some statistically, probably a 

22 very small percentage of those may have communications with 

23 other people in the United States. 

24 So, __ to a certain extent, this may_pe a threshold the Court 

25 has already crossed or at least walked up to and assessed. So I 

TOP SE:CRST//COIHN'>'//SRCOII, ll9FORII 
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1 would just like the offer that in the context of this question 

2 about 1•hat the statute means. 

3 THE COURT : I think that's a fair point in terms of we 

4 all kno~1 that systems are not going to be perfect. We ' ve 

5 a l ready faced some instances , and thi s may be another one that 

6 is an acceptable imperfection . But that's what ~Ve have to 

7 explore a little bit more before the Court is prepared to reach 

B that conclusion. 

9 We've already talked a little bit about the second part of 

10 the statutory term o f the " kno~Vn at the time of acquisition. " 

11 So it ~Vould be your view that the kno~Vledge or t he certainty 

12 that the collection lvill result in the acquisition of t housands 

13 over the course of a year of lvholly domestic communications does 

14 not mean that there ' s a violation of 1881. Set aside the 

15 " reasonabl y designed" language, which I think is important, but 

16 just set that aside for a second. 

17 

18 

Ill IIIII: I ' m not sure I understand the question . 

THE COURT : Well , you kno1• at the time of acquisition 

19 that there are thousands of transactions that are going to be 

20 wholly domestic over the course of a year. At the time of 

21 acquisition of a particular transaction, you don • t kno1• that 

22 that transaction is wholly domestic . 

23 Your assessment is t hat even on this kno1vledge prong of the 

-----=2-=-4 de~~nition and looki ng at the "known at the time of acqui sition" 

25 langu~ge of the statute, that the Court should real ly not be 

~~~~.~~ ~--~------~~------------------~------------~~-----------JI- --
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1 troubled by the fact that it's known that there are going to be 

2 thousands of wholly domestic communications acquired -- and 

3 again, I'm only focusing within the statutory language now; I'm 

4 not talking about the Fourth Amendment-- shouldn't be troubled 

5 by that because it's not known that any particular transaction 

6 is wholly domestic and that the Court therefore need not be 

7 troubled by the fact that everyone knows that there will be some 

8 wnolly domestic communications acquired. 

9 Ill 111111: It's certainly reasonable to presume that 

10 we are going to be acquiring wholly domestic communications 

11 despite our best efforts, and that's why, as we've shown in the 

12 papers, we're relying heavily on the application of our 

13 minimization procedures. 

14 So to the extent that the protections that we put into 

15 place at the time of acquisition don.' t work, then we have these 

16 substantial back-end protections to ensure that to the extent 

17 that one of these domestic communications resides in an NSA 

18 system because it couldn't be weeded out at the point of 

19 acquisition, and an analyst comes across it during the course of 

20 their regular analytical work, that that information is treated 

21 appropriately; i.e., we've committed to destroying any wholly 

22 domestic communications or MCTs containing even a single wholly 

23 domestic communication. So I think the two in tandem work 

-~-~--- __ 2-.!L __ t_o_g_e_t_he.L~~-~--------

__ .25. THE COURT: I _hav_e _o_ne or _tw_o more __ qu.estions_ in _this 
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1 intent section, if you will , and then I think it ' ll be -- >~ell, 

2 let me not assume that 1ve >~On' t have a few more than one or t"'o 

3 questions. Some of this relates to Judge McLaughlin's 2008 

4 opinion, because you do rely on it to a certain extent, back in 

5 the June 28 submission, for example. 

6 You rely on it for the proposition that NSA's acquisition 

7 of transactions continue discrete communications that are not 

8 to, from, or about a task selector is intentional because the 

9 acquisition of the additional information is a necessary yet 

10 unavoidable consequence of acquiring foreign communications to, 

11 from, or about a task selector . 

12 Judge McLaughlin, in that opinion, also found that a 

13 communication would be unintentionally acquired for purposes of 

14 1806, if, for example, the acquisition resulted from a technical 

15 malfunction or an inadvertent misidentification of a selector. 

16 Is the government ' s argument that its acquisition of wholly 

17 domestic communications is unintentional .based on NSA ' s 

18 determination that its filters are not functioning properly, or 

19 is it instead that the filters have a limited capacity to 

20 prevent the acquisition of whol l y domestic communications? 

21 • - : 1 think it ' s both. I think we ' ve 

22 previously asserted that to the extent that NSA ' s filters fail 

23 for a technical reason -- and that has happened in the past, and 

------------~24 we have reported a compliance incident related to that, and we 

25 acquired >~holly domestic communications as a result of that 
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1 that is a situation where we've unintentionally acquired a 

2 wholly domestic communication. In this instance, it's not 

3 THE COURT: It's not a failure. Isn't it more a 

4 limited capacity? 

5 • IIIII: It's a very small limited capacity. But, 

6 yeah, I think it's pretty much--

7 MR. INGLIS: But, Your Honor, I would offer and add 

8 that I think it's more the limited capacity, the limited 

9 technical possibility given the way the communications work, 

10 that if we had the means to devise it such that it would screen 

11 out at that moment in time -- discern, screen out -- we should 

12 be expected and would do so. 

13 THE COURT: If it's that limited capacity or 

14 feasibility, why isn't the acquisition of those communications, 

15 to return to Judge McLaughlin's language, a necessary yet 

16 unavoidable consequence of acquiring communications to, from, or 

17 about a task selector and therefore intentional, under her 

18 opinion? 

19 • - Under her opinion, and as we argued to the 

20 Court, we were basing our assertion that there were certain 

21 types of communications that were intentionally but mistakenly 

22 acquired based on our understanding of where the target was 

23 also. That's where our primary focus was. 

__________ 2_L _ ·-·-- ______ ntis_si.tP.a t.io_n __ i_.,_a __ l it tle bit different than __ thi!h _In__ _________ _ 

25_ that instanc.e, __ we _wer_e __ rel;dng. wholly __ on _our __ r_easonable_but 

.......... __ ............ _______ -------------.... .................... --...---------------------.-.....--------.... ......... -----..-....................... . .. 
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l mistaken belief that our target was located outside the 

2 United States in assessing whether or not, to the extent tha t 

3 that person roams into the United States, 1806(i) applies in 

4 that case . 

5 We determined that it didn't because "e were at all times 

6 intending to acquire al l communications from our targeted 

7 selector under the reasonable but mis taken belief t hat our 

8 target 1•as located out side the United States . 

9 In this context, it's a little bit different . Rather than 

10 relying on the application of the targeting procedures and 

11 relying on our reasonabl e belief, 1-1e are taking active technical 

12 measures to prevent the acquisition of wholly domestic 

13 communication. That ' s the distinction that I draw, and when 

14 those technical means don ' t necessarily work, that ' s when the 

15 acquisition becomes unintentional. 

16 THE COURT: All right . So if we have an acquisition 

17 

18 

19 

20 

21 

22 okay, so that ' s the situation --would the acquisition of those 

23 transactions by the upstream collection be intentional? 

24 ____ IIILIIIIII: I just want to make sure we understand the 

25 question . 

'fOP SECRE':P//COt1Ili'P//OR:COil, nOFORN 
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1 THE COURT: I ' m talking about acquiring wholly 

2 domestic communications in circumstances where 

3 

4 

5 

45 

6 In that situation, wouldn ' t acquisition through 

7 upstream collection be intentional, even though it ' s based on a 

8 mistaken belief that the target was outside the United States? 

9 111111111: I would argue that it ' s still intentional, 

10 because recall that the IP filtering and 

11 is intended to prevent the acquisition of 

12 wholly domestic about communications . I n targeting procedures, 

13 we rely on the presence of the t arget to ensure that "'e ' re not 

14 acquiring any wholly domestic communications . 

15 The fact that in practice we apply the IP filters and -

16 all 

17 communications, including those of the target, I think doesn ' t 

18 undermine the notion that we've relied on in the past that to 

19 t he extent that a person believed to be located outside the 

20 United States roams into t he United States and we continue 

2 1 acquiring their communications, albeit some of which may be 

22 domestic, that that is still intentional but unknowing . 

23 THE COURT : Al l right. 111111, in parti cular, did you 

~ ~nt to ask an thing about the -- I guess it relates back to the 

25 of the collection? 

TOP SSCRB'i'//COUitiT//ORC€~1 , ~iOFORN 
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• - Sure. So, back in 2009, the government 

7 Immediately following that overcollection, the government 

8 took i t upon itself to purge the overcollected communications 

46 

9 from NSA systems in order to ensure that no information had been 

10 disseminated by NSA in any form and to deploy i mproved fil tering 

11 systems to prevent the future acquisition of such nontarget 

12 communications. 

13 In Judge McLaughlin's opinion in improving t hat 

14 surveillance following the 1111 overcollection 

15 incident, she relied heavily on those remedial and preventative 

16 measures in concluding that the overcollection didn't preclude 

17 the approval o f the certification and the procedures before her 

18 for rene~Yal. 

19 The approach being followed here seems quite different in 

20 that the NSA ' s proposing to continue collecting nontarget 

21 information as part of Internet transactions and to keep and 

22 potentially use much of that information . So can you address 

23 t he difference in •>hy you're treating them differently? 

24 think the key difference is in the 1111--l--------
25 incident, the overcollection resulted in the acquisition of 

TOP SECRB'P//COHilJ'i'//ORCOn, tfOFORN 



NYT v DOJ, 16 CIV 7020_000126

Names of certain hearing participants withheld under b(6) and b(7)(C).
All wilhhel<l infoonatlon exempt un<!e< b(1) and b(3) uriess olheiWise noted. Approved for public release. 

TOP SECRB'f//COli i iff//OReeN, l40FOF<M 

1 

2 

3 

4 5-
6 Here, He are only acquiring transactions because they 

47 

7 contai n a target ed selector . At the time of acquisition, we may 

8 not even knoH that there are other discrete communications 

9 within the transaction that aren ' t to, from, or about the 

10 targeted selector . I think that ' s a very key difference. 

11 Also, another important difference between llll and this 

12 situation i s , in - there was a technol ogical fix that could 

13 be implement ed . The - ~<as preventable, and NSA did a l ot of 

14 great work in developing technical means to ensure that those 

15 types of overcollections don ' t happen again. 

16 Again , t hose means aren ' t perfect and every once in a while 

17 something slips though, but by and large, those are technical 

18 means that NSA has implemented to prevent the sort of 

19 overcollection that occurred in IIIII Those technical means 

20 aren ' t avai l ab l e here . NSA lacks the technical means to prevent 

21 -- or can only acquire ~<hole t r ansactions . They can't unpack, 

22 generally speaking, transactions into their component discrete 

23 communications 

24 So I think that ' s another 

25 key difference . 
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1 So, just to sum up, it's the nature of the overcollection . 

2 In IIIII there was no nexus to the targeted selector at all, 

3 whereas here there is a nexus to the targeted selector that 

4 results in the acquisition , presence of the targeted selector in 

5 the transaction, and in 1111 there was a technical fix that 

6 could prevent what was overcollection . Here, there's not a 

7 technical fix that will enable NSA to conduct the acquisition in 

8 a more discrete way. 

9 THE COURT: All right. Let's talk about that for a 

10 second . Is it clear from your submissions and your assessment 

11 of your technology that NSA doesn't currently have or employ 

12 technology that would permit it to acquire everything it ' s 

13 authorized to acquire without also acquiring MCTs? 

15 THE COURT: Is it technically possible -- in other 

16 words, within your knowledge of technology, is it technically 

17 possible to come up with a means to acquire everything but not 

18 MCTs? I know you don't have it right now, but I ' m trying to 

19 examine whether it's possible. 

20 There ' s sort of two components to that . 

21 One is that these technologies are not designed to do that by 

22 nature, and as a result, it is very technologically difficult to 

23 do that in many cases. Some cases it is impossible, but in 

24 

25 

terms of us being able to -- let's 

Could we develop a technology which could 

L-------------------------------------------~-
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1 

2 

3 However, t he viability of 

4 short-lived, largely because 

5 -· 
6 

7 Compound that 

8 it becomes a very hard and infeasible task to do, especially 

9 consideri ng that NSA is only looking at 

49 

10 

11 

12 

13 

14 THE COURT : Have you already l ooked at thi s issue and 

15 made sort of the final de t ermi na t ion by NSA that there isn ' t a 

16 means to come up with a technological , as put it , fix? 

17 Yes. We have concluded that it 's 

18 technol ogically i nfeasible to do this . 

19 MR . INGLIS : I would go further t o say tha t if IIIII 

25 It will necessarily change , a nd we therefo~e will always desig~ 

'.POP SDCR_E9:'//COP1IN~//ORCOU , ~lOFORN 
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1 imperfect systems against tomorrow's probabilities . 

2 THE COURT : But not to be glib, that's your business, 

3 isn't it? Isn ' t that 11hat you do every day in all of these 

4 multitude of settings? 

5 MR. INGLIS : That ' s exactly r i ght , sir, and fairly 

6 put . I Hould say that 11e cannot perfectly anticipate those 

7 changes . So the machinery will fail before "'e detect it, and 

8 then upon detection, we will have to then correct it. 

9 MS . MONACO: I might add if I could, Your Honor , in 

10 our discussions on this issue preceding this hearing, we also 

11 discussed the fact that some of thi s relies on 

12 

13 

14 

15 my colleagues. 

16 THE COURT: All right . Let ' s talk about minimization 

17 for a second . More than a second . In the most recent 

18 submission, NSA has indicated that it will require any analyst 

19 who wants to use a discrete communication 11ithin an MCT to first 

20 perform checks to determine the l ocations of the users of 

21 electronic communications or accounts or addresses, identifiers 

22 referenced in that discrete communication "to the extent 

23 reasonably necessary" to determine whether that communi cation is 

24 wholly domestic . 

25 If the analyst determines that the active user is a task 

TOP SSCI\BT//CO!!IN':P / /ORCOll; )lOFOJUl 
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1 selector or is located outside the United States, then no 

2 further checks would be done. If the active user is not a 

3 tasked selector or is not determined to be located outside the 

4 United States, what happens? 

5 111111111: If the active user is determined to be not 

6 i n the United States? 

7 THE COURT: I t hink t he Hay I'd actually say i t is the 

8 active user is not a tasked selector or is not determined to be 

9 located outside the United States , >lhat do you do then? Can the 

10 analyst use the communication, or are there additional checks 

11 that are necessary? 

12 11111111: There were additional checks . In that case 

13 I think there were- of those that were identified in that 

14 filing, and for each of those the analyst went into deeper 

15 technical analysis of all those discrete communications and 

16 determined that those discrete communications >lere not wholly 

17 domestic. 

18 111111111 But how can you describe the further 

19 checks? 

20 11111111: They went into the content and veri fied 

21 that all of the 

22 contained at least one foreign recipient. 

23 THE COURT : That was done in the context of the 

24 ~mpling1 you mean? 

25 - That was done in the evaluation of the case 

TGP SEGRET//C9t~!}1T//ORGO~J; ~JOFORN 
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1 where the active user was located within the United States. 

2 THE COURT: Is that what an analyst is going to do 

3 tomorrow when they have this circumstance? 

4 111111111: If they were going to use that data, that ' s 

5 what they would do. That's correct . 

6 THE COURT: And if the analyst is unable to determine 

7 that at least one of the communications is outside of the 

8 United States, what happens then? 

9 llllllllt If it was inconclusive, it would be likely 

10 that they would not use that piece of data. 

11 THE COURT: Is that what the protocols and policies 

12 require? Can the analyst use t he communication, or is the 

13 defaul t , if you will, that he or she has to treat it as a wholly 

14 domestic communication? 

15 (Pause) 

16 If you need a second to consult, by all means take it. 

17 There 's no harm to doing that . You're free to do so. 

18 

19 

20 

Thank you, Your Honor . 

(Attendees conferring .) 

111111111: Unless we could confirm, we 140Uld not use 

21 that piece of data. 

22 THE COURT: So that would be the default position . 

23 Just for a second, you referred to these IIIII checks, and 

24 my question is really whether those are going to be used goin_g __ _ 

25 forward, and where do we find in the submissions that you've 

TQP SECRET//CGUINT//ORCON; lJOFORN 
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1 indicated that those are going to be used going forward? 

2 MR . INGLIS: Your Honor, I think the answer to your 

3 first question is yes, the checks that ~o~e have imposed will go 

4 for~o~ard, and as to "'here they are documented at that level of 

5 detail, we ' ll determine. 

6 IIIIIIIIJ: Your Honor, I think you're referring to 

7 things that are detailed on page 8 and 9 of the 30 August 

8 submission "'hich details the very steps that NSA would take . 

9 

10 

11 

12 

13 

14 oranges? 

THE COURT: 8 and 9? 

Yes, Your Honor . 

THE COURT : Okay. --= Your Bonar, ~o~e may be mixing things . 

THE COURT : Talking past each other or apples and 

15 • - If you look at the August 30 submission, 

16 the first clarification that the government makes is one 

17 regarding wholly domestic communications and if an analyst who 

18 is confronted with an MCT ~o~ants to make use of some discrete 

19 communication 11ithin it, they "'ill first do the checks t hat 

20 we've just been talking about to determine whether or not that 

21 communication is wholly domestic. 

22 And I don't know that 1ve got into it at this level of 

23 detail , but if you look at page 3, we do there talk about what 

53 

__ _:2:..;4:_
11 
__ the analyst ~lill do in order ~aid the analyst in attempting to 

25 recognize whether or not they are in fact dealing with a wholly 
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1 minimization procedures, there's complete transparency on the 

2 part of the government because if NSA needs to take that action, 

3 they need to report that to DOJ and ODNI , and we in turn have to 

4 report t ha t to t he Court . 

5 THE COURT: I understand that. I'm still interested 

6 in how that determination is made . The fact that it ' s reported 

7 to the Court later on that a determination was made and it was 

8 used is important, but it's also important to know that there's 

9 an appropr iate process for making that determination within NSA . 

10 Now, if there's no immediate threat to human life in that 

11 same circumstance, does NSA retain the communication? 

12 we would, Your Honor . 

13 THE COURT: And is it marked in some way to indicate 

14 that it cannot be used without that determination being made, or 

15 is it just there? 

16 MR . INGLIS: Your Honor, I do not believe we marked 

17 that communication at that moment in time. 

18 THE COURT : Do you think there ' s a need to, or do you 

19 think an analyst in the future , when confronted with this 

20 communicat ion and making a decision on ~1hether to use it, will 

21 be suffi ciently apprised of the fact that it ' s a wholly domestic 

22 communication and that he or she needs to follow this process in 

23 terms of a threat to human life? 

24 

25 communication. 

It wouldn't be a wholly domestic 

'l:OP S.iCP.ET//~OHHlT//ORGON, •19F9RN 
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1 individuals, and as that M meets N, the prospect of coming up 

2 with M times N, different instantiations of data sets that are 

3 physically separate , that ' s infeasible for us . So our strategy 

4 is to go to1·1ards the marking and to allow commingling to happen, 

5 not sloppil y, but there ' s no real other tenable design. 

6 THE COURT: I have a couple more questions on 

7 minimize, but go ahead. 

8 If I could just follow up on that. 

9 I guess what we're trying to get at here is whether it was 

10 technologically feasible to separate this data out given t hat 

11 there are concerns about what ' s i n it --wholly domestic 

12 communications, lots of U.S.-person information, nontarget u . s . 

13 person information -- whether you physically separate it or 

14 separate it via marking rules , access rules. 

15 Is it possible to segregate that, such that you could then 

16 limit access to it? I guess one of our concerns is, as I 

17 understand it, it comes in to your database and pretty much 

18 immediately is made available to analysts running queries. So 

19 if something is responsive to a query, i t will come up and they 

20 will see it . 

21 We were curious as to whether it would be technologically 

22 possible to sort of either segregate it and sort of immediate l y 

23 or soon thereafter pull out the stuff that you know is okay and 

24 make that available, or, alternatively, or perhaps in addition, 

25 limit the access of the stuff that 's problematic to people who 

TOP SBCRET//COI!IN'l'/ /ORCOll, IIOFORII 
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1 are specially trained or subject to certain additional access. 

2 MR . INGLIS : If I may, I think I hear two questions, 

3 but correct me if I got that wrong. The first is can there be, 

4 upon the collection and the immediate presentation of that 

5 collection to either machine or a person, some distinguishing 

6 characteristic, either some physical segregation or some mark 

7 that goes along with that, atomically bound to that, such that 

8 there's no doubt where this came from. It's either upstream, or 

9 it's all other. I think the answer to that question is yes . 

10 THE COURT: If you can mark it, presumably you can 

11 segregate it. 

12 MR . INGLIS : Yes. But I think the further implied 

13 question is, is there then some meaningful processing that might 

14 occur so that you can then winnOvl and filter that material 

15 before presentation, before some manual application procedures, 

16 and '!e don't yet know of those . vie have thought hard about 

17 that, and we don't yet kno1~ what further processing might occur 

18 absent introducing the human into t he loop and having that human 

19 fol low a rule set that ~<ould help determine what the further 

20 provenance or not of that data might be. 

21 But you have the capability to put the 

22 human in the loop. You have this specially trained cadre of 

23 analysts who are working v1i th your manual database. 

24 Theoretically, you could have a specially trained cadre 

25 MR . INGLIS : So given the answer to the first 
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1 question, is it possible to alert the human beings that come 

2 into contact with that data that there are certain rules that 

3 pertain that you must handle this data, ask questions of this 

4 data in a certain way. 

5 MS . MONACO: As the Court sees from the August 30 

6 submission, that ' s exactly what the proposal is to do going 

7 forward, to apply a banner to this collection so that would 

B effectuate the alert Deputy Director Inglis talked about , and 

9 also that coupled with the training and guidance for t he analyst 

10 working in concert would apply the protections to that 

11 potentially problematic material. 

12 THB COURT: Let ' s go on to another minimization area . 

13 Under section 3 (b) (1) of the NSA minimi zation procedures, "NSA 

14 personnel •lill destroy inadvertently acquired communications of 

15 or concerning a United States person a t the earliest practical 

16 point in the processing cycle at which the communication can be 

17 identified either as clearly not relevant to the authorized 

18 purpose of the acquisition or as not containing evidence of a 

19 crime," and that's all in quotation marks . 

20 But in the June 1 submission, I think at page 22, it ' s 

21 indicated that NSA cannot destroy a discrete communication 

22 within an MCT without destabilizing and potentially rendering 

23 unusable some or all of the collected transaction including the 

24 single discrete communication which is to, from , or about the 

25 task selector . 
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at all . 
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THE COURT: So the upstream collection is not shared 

Correct. 

4 THE COURT: Except on an i ndividual basis once an 

S analyst has focused in on a particular - -

62 

6 Not shared wholesale. That ' s correct. 

7 THE COURT: How about with foreign governments for 

8 translation purposes or analytical purposes under section 7(b) 

9 of your minimization procedures? 

10 

ll 

12 THE COURT: So just to close out the minimization, 

13 unless any of the legal advisors have questions, the manual 

14 review process is not going to be continued prospectively. 

15 Correct? In other words, NSA proposes to rely on analysts who 

16 recognize wholly domestic communications within transactions 

17 when they're confronted with them. 

18 MR. INGLIS: Sir, by the manual of due process, you 

19 mean the process by which 1ve examined the slice of 50,000? 

20 THE COURT: Yes . 

21 MR. INGLIS : We don ' t intend to carry that forward . 

22 We intend to carry the training standard forward for the 

23 analysts who encounter the data . 

24 THE COURT: So wholly domestic communications that are 

25 never viewed by analysts will remain in the repositories for 
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1 five years. 

2 11111111= That's correct . 

3 THE COURT : And with transactions that are reviewed, 

4 should the Court be confident that NSA analysts t~ould be able to 

5 recognize 1·1holly domestic communications when confronted with 

6 them in their daily >~ork? There's been -- even in thi s sampling 

7 process, there ' s been some difficulty in recognizing vlholly 

B domestic communications. 

9 Should t~e be confident that analysts will be able to do 

10 that? Presumably, they're going to have less in the nature of 

11 tools, time, and resources than were employed during this 

12 

13 

analytical exercise . 

Your Honor, I think the Court should be 

14 confident, and really for a couple of reasons . First off , the 

15 10 domestic communications that were confirmed during the reviev1 

16 of the sample were all communications that when you actuall y 

17 looked at them they were not responsive to any foreign 

lB intelligence requirement whatsoever, so it was unl i kely that in 

19 the normal course of business our analyst would have pulled them 

20 up in the first i nstance . Therefore, by operation of NSA ' s 

21 mini mization procedures just sort of by standard, they viOUld 

22 have aged off in five years . 

23 But secondly, the amount of training, the notices to the 

--~2~~4 workforce, the related efforts to be sure that the workforce is 

25 aware of the problem I think will sensitize our analysts to be 
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1 on the lookout for the possibility that an MCT that was 

2 responsive to a query they made of a database might be a wholly 

3 domestic communication and therefore they should go through the 

4 steps that we've outlined in the filings to make sure that 

5 they've properly accounted for it and made sure that it is not 

6 in fact a wholly domestic communication. 

7 MR. INGLIS: Your Honor, if I might add, they're not 

B advised to go through those checks; they ' re compelled to go 

9 through those checks . What l<e found as a practical matter in 

10 this particular activity where we manually examined the 50,000-

11 plus transactions is part of the difficulty in having analysts 

12 identify wholly domestic communications is that they were not in 

13 practice in terms of finding any meaning or use in them . 

14 So we actually had to have them pursue matters that more 

15 often than not they would say that is of no interest to me; I 

16 wouldn't pursue that naturally. And so then becoming 

17 comfortable with the artifacts that are associated with wholly 

18 domestic communications that are otherwise uninteresting and 

19 otherwise not things that they would daily work with was in fact 

20 in my view an opportunity to understand why they then would 

21 necessarily go after those things that are directly responsive 

22 to their queries, as opposed to those things that were 

23 incidentally collected . 

24 THE COURT: Now, I have one more of area of 

25 questioning that ' s really under the umbrella of the Fourth 
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1 

2 

3 

4 

5 

6 

7 

8 

9 

Amendment and probably 15 minutes maybe at most , but there may 

be other things that we'll need to discuss and other things that 

you may want to say . 

10 

In asking t his question I ' m concerned about all of you, but 

I ' m most concerned about the court reporter, and that 

is whether we should take a short break now and resume in five 

to 10 mi nu t es, probably for another -- it depends how much you 

would to say after I finish Ylith the questions . 

The questions themsel ves probably ~1on ' t take more than 15, 

at most 20 minutes, but I don ' t knoYI what further Yle mi ght need 

11 to discuss from your perspective . Anyone think it YIOuld be 

12 advantageous to take a short break? 

13 

14 

15 

on 

MS. MONACO: Well, Your Honor, I don ' t Ylant to impose 

THE COURT : I ' ll ask him independentl y . He may answer 

16 that question yes, and that ' ll be the end of it? 

17 do ~~e need to take a short break? 

18 COURT REPORTER: Five minutes woul d be fine. 

19 (Recess from 1 : 07 p . m. to 1:21 p . m. ) 

20 THE COURT : Let's continue . I want to moye to the 

21 Four t h Amendment, but by moving to the Fourth Amendment, I'm not 

22 really totally moving away from a statutory assessment of 

23 targeting . Both of them have a reasonable component i n the 

24 statutory t~rgeting assessment that may be a reasonably designed 

25 component, but in the Fourth Amendment , there ' s also much more 
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1 of a reasonable aspect. 

2 ~le've assumed, in prior 702 dockets, that at least in some 

3 circumstances, account holders have a reasonable expectation of 

4 privacy in electronic communications and therefore that the 

5 acquisition of electronic communications can result in a search 

6 or seizure '"ithin the meaning of the Fourth Amendment . 

7 Consistent with the position that it's taken in other matters 

8 before the FISC, the government does not assert otherwise in the 

9 multiple filings in this matter. 

10 Can the Court infer, therefore, that the government does 

11 not disagree with the proposition that the acquisition of 

12 electronic communications can result in a search or seizure 

13 within the meaning of the Fourth Amendment? 

14 ·- I think so . 

15 THE COURT: All right. I'll t:ake "I think so" as a 

16 yes. 

17 

18 

19 Yes . 

20 

(Laughter) 

• I ' ll clarify my remarks for the record . 

THE COURT : Let's talk about incidentals. The 

21 government ' s position is that the collection of wholly domestic 

22 communications as part of the Internet transactions that NSA 

23 acquires through this upstream collection is incidental for 

24 purposes of the Fourth Amendment. 

25 Now, as the government acknowledges, the mere fact that an 
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l intrusion is incidental does not necessarily render it 

2 reasonable and thus permissible under the Fourth Amendment, and 

3 I think you ' ve acknowledged that in one of the June submissions, 

4 the June 28 submission probably . 

5 And then in the August 16 submission, it's indicated that , 

6 as ~re ' ve talked about, that NSA acquires at least 2, 000 to 

7 10, 000 t ransactions annually that contain one or more 14holly 

8 domestic communications that are not to, from , or about a task 

9 selector, a t leas t that ' s what this stati stical analysis shows. 

10 Now, do those numbers alone establish a fairly substantial 

11 intrusion on the protected Fourth Amendment interest, 

12 particularly when you consider that the actual number of wholly 

13 domestic communications may be higher depending upon h01·r 

14 convincing you are in a further assessment of the unknown 

15 category of communications , also considering that each 

16 transaction may actually contain mul tiple communications , and 

17 also taking into account that many of the persons whose 

18 communications are being acquired have little or no connection 

19 to the user of the task selector? 

20 Some persons outside the United States are protected under 

21 the Fourth Amendment, and also ~re don ' t know what this category 

22 of about communications in the four to 5,000 of the 50,000 tha t 

23 were set aside as being discrete communications will turn up . 

24 

25 

Just in terms of the numbers, it looks like there 's a 

fairly substantial intrusion on protected Fourth Amendment 

~1----

-
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1 i nterest, doesn ' t it? 

2 Ill 111111: I think that's right, Your Honor. I think 

3 there is clearly an intrusion upon Four th Amendment protected 

4 interest, but in conducting the Fourth Amendment balance, we 

5 also have to consider the protections that are put into place to 

6 protect t hose Fourth Amendment interests . 

7 And as we ' ve asserted, we're committed to destroying any 

8 wholly domestic communications that, for whatever reason, have 

9 run through NSA filters and happen to land i n an NSA repository 

10 and are recognized by NSA analysts as such . 

11 So, yes, even though the Fourth Amendment intrusion may be 

12 greater, we are taking basically the ultimate step that we can 

13 in minimizing the effects of that intrusion by destroying any 

14 MCTs that have wholly domestic communications within them. 

15 THE COURT: And part of the assessment, of course, is 

16 a balancing assessment under the Fou rth Amendment that looks, as 

17 we ' re considering the certifications and the procedures a nd 

18 whether they satisfy the Fou rth Amendment , the government would 

19 stress the importance of the upstream collection to national 

20 security . 

21 I want to just assess tha t a little bit and get a little 

22 bit more of a sense of t ha t . Just numerically, the collection 

23 of Internet transactions really i s a pretty small part of the 

24 collection as a whole . We 're not talking about telephonic 
----1----

25 communications, and according to the numbers , the upstream 

:.. = - -
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1 collection in the aggregate only constitutes about 9 percent of 

2 all Internet communications acquired pursuant to 702 . We have 

3 the PRISM collections, etc . 

4 And then based on the sample and the analysis applied, only 

5 10 percent of that 9 percent, which results in . 9 percent, or 

6 . 009 of the overall collection of Internet communications is 

7 Internet transactions containing multiple communicati ons . 

8 That would suggest that the collection of Internet 

9 transactions through the upstream collection, and particularly 

10 t he MCTs that we ' re concerned about , isn't a particularly 

11 critical national security tool . It ' s a really small part of 

12 what NSA collects. ~lhy should I conclude that it's so vital, 

13 looking at that side of the balance? 

14 MR. INGLIS : Your Honor, I would offer and t hen pass 

15 to 11, perhapsllllll from the operational side of the house, two 

1 6 One is that 

17 

18 

19 

20 

21 

22 

23 

24 

25 

THE COURT : 
11-------
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1 MR . INGLIS : 

2 

3 

4 

5 

6 The second is t hat this collecti on 

7 

B 

9 

10 

11 

12 

13 -· 
14 So a s i gnificant percentage of our counterterrorism 

15 reporting is ul t i mat ely attributable to what we do i n 702 , and 

16 al beit t he percentages woul d show that the upstream is a 

17 relatively smal l percentage of that, but it covers a uni que 

19 11111111: With respect to technology parsing out 

20 those MCTs , we don't have the technol ogy to eli minate t he MCTs 

21 ~1 ithout also eliminating the bulk of the d i screte 

22 communicati ons . We'd lose all of t hat except forllllllll 

23 - that we f ully understand . 

24 THE COURT: Thi s is a un i que Four t h Amendment context, 
----------~11----------~~~----~~~~~ 

25 as many l egal s ettings will be uni que, and therefor e , the Court , 
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1 Honor , by saying that the Court has posed, I think -- put it in 

2 somewhat more of a starker context than I think the government 

3 has in its filings. I n other words , the Court has already 

4 ackno>~ledged that the FI , or t he foreign intellig ence 

5 information sough t through t he to, from, or about task selectors 

6 is of paramount importance to the government and is of the 

7 highest order of magnitude . I t hink that is the one side of the 

8 bal ance that the Court is faced ~lith , and we would not suggest 

9 that it should be put i n such stark terms . 

10 In other words , on the other side of the balance, what 

11 '"e ' ve tried to do i n the study t hat NSA has done is indicate t h e 

12 relatively small port ion, understanding the questions tha t the 

13 Court has raised at the beginning of the hearing about those 

14 numbers , but we ' ve tried to put in place a series of measures 

15 that would enhance the ability o f the Court to make its 

16 reasonableness findi ng i n terms of the analysis that get s done 

17 as the information is seen by the analyst . 

18 So I >~ould suggest to the Court that, no, setting one 

19 potential piece of foreign intelligence information against the 

20 privacy interest of potentially thousands of domestic 

21 communicat i o ns i s , I respectfully suggest, no t t he appropr i ate 

22 analysi s but rather the paramount interest of the foreign 

23 intelligence contained in those MCTs and our inability to get at 

24 that paramount important informatio~ other than by collecting 

·25 the whole MCT. 

- .;;:... 
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1 Balance that against the procedures and the number of steps 

2 that the government is proposing to be put in place to ensure 

3 that there is the maximum amount of pri vacy protection that can 

4 be applied to those pot entially problematic pieces of 

5 communications. 

6 THE COURT : Would we all agree that ultimately the 

7 assessment or application of this balancing under the Fourth 

8 Amendment mi ght be different depending upon whether they ' re in 

9 this fairly substantial upstream collection that is still a 

10 limited percentage of the total collect ion but the outcome of 

11 the Fourth Amendment balancing might be different dependi ng upon 

12 whether the collection of wholl y domestic communications was 

13 1, 000 a year, 10, 000 a year, 100,000 a year, 10 mi l lion a year? 

14 It would depend upon what those numbers show, if you will , 

15 that at some point the collection , even though unintended or 

16 i ncidental, at some poi nt the acquisition of a large volume .of 

17 Fourth Amendment protected communications would simply be too 

18 much under the Fourth Amendment? l'lould we all agree that there 

19 is some tipping point? 

20 MR. INGLIS: Your Honor, I would agree from an NSA 

21 perspective that there is . In the extreme, there must be a 

22 l ine. It's probably not objectively determinable, but there 

23 would be a line . If the preponderance of material that we 

24 picked up was in fact wholly domestic or declared incidental but 

25 in fact it ,.as the preponderance of what l·le picked up, clearly 

~OP SBCRB'F//COUitiT//ORCOli, •IOFORN 



NYT v DOJ, 16 CIV 7020_000153

Names of certain hearing participants withheld under b(6) and b(7)(C).
All v.ilhheld infe<mation exempt under b(1) ancS b(3) unless othefWise noted. Awroved for public release. 

'i'OP SECR:B'f//COUiti'E//ORCO!l , NOFOR!4 74 

1 we ' d be in the wrong place . 

2 THE COURT : I think that's a good way to put it, 

3 Mr . Inglis, that if you have a preponderance that ' s in the 1~rong 

4 category, then· maybe that would be too much . 

5 MR. INGLIS: So if I might, given the opportunity to 

6 answer the question in a subjective manner, complement 

7 Ms . Monaco ' s answer, I ~<ould offer three things as to "'hether 

8 this achieves a reasonable balance between those competing 

9 concerns . 

10 The first is that it does offer unique material that we 

11 believe could provide valuable foreign intelligence . If it were 

12 not unique, if l·le could in fact make up for this some other way 

13 and given the probl ematic nature of this, I think that we ~<ould 

14 quic!<ly go to that corner, but we haven ' t found another "'ay to 

15 go after what we see as unique material. 

16 The second is that we've taken what we believe are all 

17 reasonable measures in the technology and a set of then equally, 

18 if not more so, reasonable procedures of how l<e then use the 

19 fruits of what that technology provides to address the real and 

20 material concerns about Fourth Amendment, statutory, or the 

21 Court's authority, have we made reasonable use of that such that 

22 we are focusing the majority, the preponderance of our efforts 

23 after the greater purpose and at the same time an equal amount 

24 of time and effort to make sure that we don't then incidentally 

25 or intentionally collect the wholly domestic. 
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1 The l ast thing I tvould say is that in equating whether one 

2 report is t he equal of or is offsetting against incurring 

3 intruding upon the privacy of thousands of individuals, that's a 

4 hard call, but the one report coul d in fact protect millions of 

5 individuals , depending upon the densi ty of the population it is 

6 under, is it at risk, and what that report might pertain to . So 

7 t hat's the great unkn01vable here is how valuable is that single 

8 piece of intelligence . 

9 THE COURT : One could use that accurate observation to 

10 support the conclusion that one piece of intelligence does 

11 outtveigh tohatever t he Fourth Amendment intrusion is, and I think 

12 if most reasonable people actually tveighed that one piece of 

13 known intelligence that would save millions of lives against any 

14 number of Fourth Amendment intrusions, they 'd say, yes, get that 

15 piece of intelligence . 

16 MR . INGLI S: I tvould argue that, sir, but I would not 

17 be completely impartial in making that argument . 

18 THE COURT: All right. Just one or ttvo small 

19 questions, and that will be the end of this inquisition . Is NSA 

able to acquire that are to, from, or 

about a task selector from a service provider? 

Yes, we are . 

20 

21 

22 

23 

24 

25 

THE COURT: So, what would NSA acquire in the upstream 

collection in those categories that could not be acquired from 
---1---

the provider, anything? 
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2 lllll f rom the upstream world that we couldn't obt ain f rom the 

3 provider? 

4 THE COURT: Right. Do you get anything more through 

5 the upstream collecti on 

6 

7 

8 

9 

10 

11 

12 

13 

14 

15 

16 

17 

18 

19 

20 

76 

21 111111111: Your Honor, if I may, just t o take this up 

22 anot her level of generality. I n general, NSA cannot do abouts 

24 ~o~ould be e ntirel y off the 
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1 abouts col lection 

2 -· 
3 THE COURT: Okay . So back to the evolution and the 

4 dynamic nature of the Internet, and I ' m curious as to how this 

5 phenomenon affects the Fourth Amendment balancing given that the 

6 upstream collection is going to be constantly changing because 

7 of the nature of the Internet . 

8 If the government can't predict just what the impact of any 

9 changes in the I nternet ••ill be on the collection, is it valid 

10 for the Court to presume in a Fourth Amendment analysis that the 

11 scope and intrusi veness of the upstream col lect ion Hill expand 

12 or contract or stay t he same? 

13 What should the Court presume in applying a Fourth 

14 Amendment analysis? Just take it as it is frozen now, or is it 

15. valid to make some presumpti on or assumption with respect to the 

16 future given what the experts see with respect to the I nternet 

17 and its evolut ion? 

18 MR . INGLIS : I ' ll leave i t to my Department of Justice 

19 colleagues to speak on the Fourth Amendment implications, but I 

20 would say that the Court can and should assume that it will 

21 change. I don 't knoH whether to the greater or the lesser 

22 benefit of the interest bet•1een the government and the Court , 

23 but it will change. And I think the expectation of the Court 

24 upon the government is that the government •1ill discern that 
-----

25 change and faithfully either stay within the authorities gr anted 
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1 by the Court or come back to the Court and argue that those 

2 authorities must be modified in some way, shape, or form based 

3 upon those changes. 

4 THE COURT : So, in this setting, lvith the 

5 cert ifi cat ions and the Fourth Amendment, if the Court is 

6 comfortable, based on t he record bef ore i t not lvi t hstandi ng the 

7 fact that there will be changes, there will be evolutions, the 

8 Court should simply rely on the renewal process and the 

9 obligation of the government to come forward with any addit ional 

10 information, changes in the technology or what have you, in 

11 order to assess a future certification. 

12 MS . MONACO : Your Honor, I ~10uld add to that that 

13 certainly the Court shoul d rely on that, but I would add to that 

14 the Court should also hold the government, quite obviously, to 

1 5 the procedures that we ' ve discussed woul d apply in this case 

16 precisely because we understand the evol ving nature of the 

17 Internet, precisely because we understand the real , and I would 

18 say nontrivial , intrusion that ~1e ' ve all acknowledged and 

19 discussed here, given the nature and collection of MCTs. 

20 And i t's precisely because of that that I t hink the 

21 government ~1ould propose to put in place these series of steps 

22 in what I guess we ' ve termed a multilayered approach to try to 

23 do the utmost in terms of being able to enhance the privacy 

24 protections that exist in t he existing minimization procedures -----
25 that can be applied to that potentially problematic collection. 
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1 THE COURT : All right . Any other questions legal 

2 advisors have? 

3 1111111111 Yes. Can I just ask one quick question? 

4 Do you have a rough estimate as to the percent of Internet 

5 transactions that are actually handled by 

6 just a rough? No? Lots? Few? Anything? 

7 THE COURT : Certainly you ' ve said that because of the 

8 place of the United States in the Internet, t here ' s a very heavy 

9 use of --

1 0 MR. INGLIS: So two things remain true, which is the 

11 ma j ority of the ~1orld' s reliable conununications continue to flo~1 

12 through the United States, largely because of the investments 

13 made over the last 40, 50 years in the creation of the Internet 

14 and also because of the inherent s tabi l ity, resilience of the 

15 infrastructures that then underpin that. 

16 There 's also a degree of innovation t hat continues to 

17 center on the United States, and despite its best efforts , 

18 China, Russia, others , have not yet created the engine of 

19 innovations that have taken those products and materials 

20 offshore, but that has begun to occur. 

21 So you do see a flattening of the innovation, you see a 

22 slight flattening in terms of the infrastructure . So today , and 

23 I think for the foreseeable future, the preponderance of 

24 communications are still centered in through the United States. 

25 But I can see a world 50 years from now IVhere that might be 
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1 completely flat . I can't predict that far out. I just kn01v 

2 over the next year or tlvO we can depend upon the trends that 

3 extend from 10 years past . 

4 And another thing we can say which may 

5 be obvious, lvith respect to our targets, particularly -

6 7-
8 MR. INGLIS : And I 've been pleasantly surprised from 

9 an intelligence perspective 

10 

12 have predicted that 10 years ago, and yet i t ' s been 

13 extraordinarily lucrative for us . 

14 THE COURT: All right. Any other questions? 

15 So, let me make one or two observations, and we'll talk 

16 about what further you can provide. And I do note that I ' ve 

17 kept you here for a long time, and I do know that some among you 

18 may have other places to get to . 

19 It seems to me that to the extent that either the statutory 

20 or the Fourth Amendment analysis turns on the record and 

21 stati stics, if you will , and numbers of potential or actual 

22 wholly domestic communications that are acquired, things of that 

23 sort, we have a situation where we have this -- I'll call it 

24 fairly low number, at least in terms of percentages, of between 
-------11 

25 1 and 5,000 every six months having identified through your 
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1 statistical analysis as containing lvholly domestic 

2 communications t hat are to, from, or about a task selector. 

3 We then have a larger category that I refer to as "unknown" 

4 that is identified as between 48, 609 and 70,168 every six months 

5 that you ' ve indicated you've made some assessment of t hat takes 

6 you out of t he category of totally unkno1m and into a category 

7 of highly unlikely, at least, or lvhatever term you lvant to 

8 apply, or can under the facts apply, highly unlikel y to contain 

9 wholly domestic communications . 

10 I ' m not yet convinced that the record before me supports 

11 the conclusions that have been articulated . So I lvill look for 

12 further information on that to bolster that assessment . 

13 We also have this other category, in your random sampling 

14 again, that is 9/10ths of the random sampling that was set aside 

15 as being discrete communications - - 45 ,000 out of the 50, 000 --

16 as to >lh ich our questioning has indicated we have a concern that 

17 some of the about communications may actually have wholly 

18 domestic communications . 

19 And I don't think that you ' ve really assessed that, either 

20 theoretically or by any actual examination of those particular 

21 transactions or communications. And I ' m not indicating to you 

22 what I expect you to do, but I do have this concern that there 

23 are a fair number of wholly domestic communications in that 

24 category, and there 's nothing -- you really haven't had an 

25 opportunity to address that, but there's nothing that has been 
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1 said to date that ~1ould dissuade me from that conclusion . So 

2 I 'm looking there for some convincing, if you •~ill , assessment 

3 of why there are not ••holly domestic communications within that 

4 body which is 9/l Oths of the random sample . 

5 Those things, and anything else that we identifi ed, really 

6 was r ight at the outset of our discussion today, it ~1ould be 

7 very helpful to receive any further information on those. We 

8 don't have much time, though. 

9 So I think in fairness to the Court, which is very 

10 constrained in the time available now to resolve and write up 

11 any resolution, particularly if I conclude that I cannot totally 

12 approve the certifications, you need to get t hat to me as 

13 quickly as you can. I have to say even this week . It ••ould be 

14 very difficult if we didn't have it this ~1eek to formulat e and 

15 frame the resolution of these matters and get it committed to 

16 writing . 

17 Anything e l se you want to say I would be happy to receive, 

18 and I don ' t want to give the i mpression that this is the last 

19 point of communication even in addition to the written response 

20 that you may have i n the next couple of days . If there's more 

21 to be discussed, then the Court is , in the ••ords of Ross Pero t, 

22 all ears . 

23 MR . INGLIS : Your Honor, if I might ask a question 

24 regarding your summary, you had said at the outset of the 
------11 -

25 conversation expressed a possible concern that the purged data 
-

- ~ -
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1 might constitute an unexplored piece of the territory, to the 

2 extent that it 1•ould be useful for us to describe the attributes 

3 of those things purged and for what reasons , •1e 'd be happy to 

4 provide that as well. 

5 THE COURT: Anything you can provide on that, which 

6 really goes not to the -- Hell, it goes to sort of a generalized 

7 assessment of the validity of the representative sample. 

8 MS. MONACO : Your Honor, if I might suggest, we 

9 understand the constraints on the Court's time on this, and we 

10 very much appreciate all the opportunities the Court has 

ll afforded the government to provide it additional information. 

12 I think what we will do is go back and confer and ensure 

13 that we can provide you whatever it is along these lines that l<e 

1 4 can by the end of the •1eek and be in touch if the Court permits 

15 with the legal advisors on the precise timing on that . 

16 THE COURT: They are al>~ays open to such 

17 communications. 

18 

19 

20 

21 

22 

23 

24 

25 

MS . MONACO: And t hen what I •1ould also say is I know 

•1e • ve had some· of this contact I think at the staff level, but 

looking ahead I think "'e ' 11 also be in touch on potential 

coordination of any transition should the Court be poised to 

issue an order. 

THE COURT: We understand the significance of the 

collections and the significance of technological and other 

issues with respect to any modification in what is currently 
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1 being done, and we'll try to be as open as reasonably possible. 

2 MS. MONACO: We appreciate that . 

3 Your Honor , earlier in the hearing as well 

4 you had asked where a particular part r elated to the unknowns - -

5 

6 

THE COURT: I ' m sorry, what? 

I ' m sorry. You had asked where some of 

7 the representations we had made here today with respect to the 

8 unknowns was in relation to the record indicated that some of 

9 those points were captured in the 30 August submission. I would 

10 point the Court to the final paragraph on page 6 of the 30 

11 August submission there for a fe•• of those representations just 

12 for reference. 

13 THE COURT: And certainly, I hope you don ' t think that 

1 4 we didn't look at and take fully into account the August 30 

15 submission, but I think you can also conclude that it wasn't 

16 fully convincing, so anything more you can do to convince would 

17 be appreciated. 

18 All right. Thank you again for coming and putting up with 

19 these long proceedings. I'll let you get on your way. I'll 

20 look forward to receiving further information and to talking 

21 with you along the way in resolving this very important, unique, 

22 and in some ways difficult matter . I thank NSA and the 

23 Department of Justice for all their efforts in this regard . 

24 Thank you all. (Proceedings adjourned at 1:52 p.m . ) 

25 
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