
U.S. Department of Justice 
 

United States Attorney 
Southern District of New York 

 
 

86 Chambers Street 
New York, New York 10007 

 
July 31, 2015 

 
By Electronic Mail 
 
David E. McCraw, Esq. 
Jeremy A. Kutner, Esq. 
The New York Times Company  
620 Eighth Avenue  
New York, NY  10018  
E-mail: mccrad@nytimes.com 
 jeremy.kutner@nytimes.com 

Re: The New York Times Co. v. U.S. Department of Justice, 14 Civ. 3948 (VSB) 

Dear David and Jeremy: 
 
 This Office represents the United States Department of Justice (“DOJ”), the defendant in 
the above-referenced matter.   DOJ has completed its review and processing of the items 
described in paragraphs 4 and 5 of the Stipulation and Order Regarding Additional Processing 
and Briefing, dated March 30, 2015 (the “Stipulation”).    
 
 With respect to paragraph 4 of the Stipulation, DOJ is releasing 15 documents with 
redactions.  Information has been redacted from these documents pursuant to 5 U.S.C. §§ 
552(b)(1), (b)(3), (b)(6), and (b)(7)(E).  Each redacted document being released has been marked 
with the applicable FOIA exemption or exemptions.  Additional documents that were identified 
as responsive to categories 7 and 9 of Plaintiffs’ March 12, 2014, FOIA request, as narrowed by 
the parties’ joint submission of October 9, 2014 (the “Request”), have been withheld in full.   
 

With respect to paragraph 5 of the Stipulation, DOJ can neither confirm nor deny the 
existence of any documents responsive to category 14 of the Request.   
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If you have any questions, please do not hesitate to contact us. 
 

      Sincerely, 
        

  PREET BHARARA 
      United States Attorney for the 
      Southern District of New York 
      
     By: /s/ John D. Clopper     
      JOHN D. CLOPPER 
      ANDREW E. KRAUSE 
      Assistant United States Attorneys 
      Telephone:  (212) 637-2716/2769 
      Facsimile:  (212) 637-0033 
  E-mail: john.clopper@usdoj.gov 
   andrew.krause@usdoj.gov 
Enclosures 
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oC;ER"ITI't~CAt):(i!NOF 'rii$ :O~~tm. OF ~ATION'"i\L ~t!O~N:CE .~ 'l!fOt 
A,'f';I.'OJiUIIEY·~ PURSU'ANT'W SEC'ne!N 115ili 0011HE FQRll:IGl.'l· 

lNl:$Lll!G:El-lell\ S'!.m'V"EU,~Clt AC1' OF 19181 AS .AJT~lllD 

Tfu$ Dll:eeto:t< ofNati1lnai mt~Ulgllnoe .ru:td.th",A.ttl1tJ<e:y G~:a~r.t!l; based o~-ih.; 
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of l97:g, )l.9 ameNfed{"fue.A~t")" ~m:o.Ceml>·,Persons r.cru)'EinaMy b<>liWBld IP bel~atli:d c:mts!~ ~ 
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(:li) tllallllnlnrl;zatl(;}n J;JX>JQeG!wes !o 1)10, used Mill te>j;ect.t6 ~Dh aoqlrlt~~tcn· acli:Vii:ymeet 

the defi:oitl® ofilllhl~iorr.pm~:;ed,u.~ ®de't seetlon 1 01(h,·o(tllil ,Aet. ($) 

Oti; th~ ba\its·o:f' the: furegoU.g; !l:\o: acqWait\on qf:tb~<:i~ i.Qte!li~<:m~ i;Df~oa 

cortee"'Ping; ,Pelisotl.S reaso!l~1.y: beliexed. \a;'lla.outsid~ tll.<i Un:iteiiL Sota~, ,f!.li dell.m~ ~llove; ts 

't!et~y Wthoril;ed, Any:t{me NSA-se~ ttl aoqtifrl> fure!gn infel~noo i:!rlbt'l;niitlPll. ag:ai¥&t·~ 

V,S. p~ts\!)1, ahmad ilt tha a_bc:¥\:1-'ii~ten.c'l;lima~ri NS;\tl)J~~t 'fi~t:cib.to!rl A~ey G~rt~t~l 
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All redacted information exem.Pt under (b)(1) and/or (b)(3). Approved for Public Release 
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Wlf'O'!JO) 'iut$1!l}t .to se.9!!iJ:la !O$:S !il.ftll<~Jtom~·· • Ii:lie.~~el)~ .. e ... · · · ·' .. · ~ _AiltfiF:~A1 
and ;n.$Up)]Qlio:fNatipJW S~tyA$-!l<:)"{NS:A. ~q~:lt®li\'b · ·th.<tAt".omef 
G:e~·~fthe tl~ciS~t!;l$ md Ill.<~ tJ'Jt'e;Gt¢t'a · iJ.&n1l;l.fut!ill~¢!Nlee !li 
~uth~;>~<lll•fQr the NSA to ao.qllit~ fi;>teigp. h).telUg~l,fQ'\1 lnfilmn~atl t!\>l11llcma.ing p,¢rs~;~ns 
'reasc'o;abfy \1'3f)aved ~P b~ ~ut;dqa "'f~ ti!~d $ta,~s.. and M1et :@.~·thll,{fu.e 
A\ti:lmey G~et<!l antl:,t!ia. ;tiireqfm: oif'Naffl1>nar l$.tell'li?;e~ile: ~t t~~-P.etPJ<nil !1F~il!$. 
herein tQ pio~11>e -·~Jjl'm;w~ed· tP, effeet ntroli. .acq).!l'Sl~a;, I af£!io;n ihe fpiJoV;!iv.g 
ii! i'tt;e.mld aiJllrul!l;e tb \;he .lie~ Oflti7{ l<Lim.vlllioJl;e ar;<! beli~fl 

1. (UilFOOO] The~ are reasonab1~ p!'b<redi.)res: ln.!?i!l~ ili~t.!be NM ~i!I ~s~n, 
· ·d~tctmin~ that its ~oquiliitiQtl qf f¢rei&l4 ilJ.IeJ.Ug~'W5 4Jfe~i:loo..~\!~t-~ ~lib 
r~asf~ ~ei:IQll 1 o~· dt!:f)$~:lion, Q~~rn~ pe;rJ!Ons tJja~cmebly bel;\~.ed' lQ P'e' 
·lo~t,ed 011trtkl~ o:t'·th;, tJ~~cl. Sta~, 'The~e :i_;1!'l;i1le!il®lS !lte· 11t!iru;:h~ t<1 tl;is 
~'lif.l!a E$1>itA,. 1Jl.~tien, any~eNSA $~~ t!) ~equi;;~ fll!rnign 

·, ................ , ... · · · ·• •-~il;lta'l1\g~uce-~h"qgginst>a.U:S .• pilirsol;ubmadia.l:he .. a\lcy.~flirell.G~~ .. ~ ..... ~ ............ , 
lil$t.ler~NSA, wil) fu:srl)bWU: ~~nwy i;'l<',l;ler»l ,autliot.\izaJ:{QJY, 1l!lfuli! tlie.;p:r.~~e$d.Jttel!• 
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ll!lderl3x.ecllt.ive D~r -1:iP~~.$.el$tlQn 2.5. · · · 

;t ~IFOUfY). 'l'he NSk'.!l acqmmU\Inl:lf lbt!irgn: m,t;i!J1gen~e ihfo~oilpWs~atrt l4 
tli6N~Ced Sectj~ 1CS:Ei:·c~I)l'fica£1Q!1. Win nqtllol).~tu.!'tl·el<S.Q~ , 
!l:DI¥eii1l!Me, ilS ·fuaf. tetll).iri d~:l'i)led in !h.<:~ FWA, be~t!S'O<the·NSAlla:i rl~~ 
that tba ii!!l;Veill~.·Wi)i b.~:: al!i!cted i¢ plilfSiiln~ te~$oli.a:l:dir\1<;-Hevetd, l;o. pe• li;l.~Ja~rl · 
outs! de the Umted .stat~. AJJ nbted abo'l'e, the pvc~g~ illiiMf tti make i!llc!i 
det;mnimatio!ll!' are attadl\!;d to tlli~ affl!lio.'\rlt, BS l:iithihlt A. · · 

t ('r8/;/8l/M):flre. NSA'S acquis'!tfqJi ~ffot11l&r! intelJl!gf):DGii·itlfoi!ll~t{o."'l 'i:JUJ:$118,fit 
· ttl J)e·~.ted Sectil:i,n 1 R$:S MrfifiC~1itinJovol:vl'S ob~tlli;\ f<;if~gp 

!ntalliru:n,ce in:tor:tJJP..tioo from or With .t,he as!;istanoe a~on;rn;Llilica'tlAAS 
seJ<Vi'be PJ;tivider$ and/ot . . . ' . . . who h;av.e a~esli to.'tn;; j;~~l>n$ 

· that tlla .and me'"' ~mnm 

'l'OF S.~S,.~H(lffir$R>ifN(l))'d~i 
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TQ.l1''8:iilf)l$lH€tJ1'<mft'ffl.fDF~! 

co_pi,"O!. fb;r,~~.li).t~;ll~&"llW<llP.fol."!l.1[!,tim)1 in ~~ ·liDnn qf,O;OtmJJ,'I.\!ltcatlni_iS<'tQ' an9/i:lt 
fe\:lni. piifsqnii ~a~ona/Jly be!.le.il~ct:tb. b<:~de·iii~ Unt'letf St-'&e:., as detio~<:~.d 
in ·MOOti\litl¢~ With ~ A. 
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All redacted information exempt under (b)(1) and/or (b)(3). Approved for Public Release · 

li'MC&Dtni.lta U:8W;D:B,~ &SA ,IN' Ct'>l>iN!l;t;:i'lJiN Wf:Oii l"fSA&l!\Q:j;ilJ!ST 
T!l'UM::BJ!la-'ll!OJL~ti'PWlU~A:I'lON ltRQM TlUll ATIO~ G~ 

,~'U'l''f!El:E DlltE<:rrOil. 'O'"N.-t'NON!iL IID'EWG'ENCE TQ• .ACQU!RiE 
liD'l'fJ!'),itm :fi\!wE!CViG:lliJ:-fCll:JNF~'nON ~mtS'OW 1'0 S:!ilcrt.oN i!B$;8' 

OF 'flm'FOlm'IGN ~LL:(GJ!,N~URV't.~ ~f;t (FiSA); 
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. 
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~. '. ;DZA. : ·. 'T:[O.N :P:!f.EQ1. .· ... · ··-psll'J,) :sv. NSAII'{.~Dkrm~. ON. ')VI.· . ·TJ:t.NSA 
UQ'(J~T ~'m ·· · Q~.AUT!i.OJ,UZA'l'tON li''!Wl\~1$ A'riXJ,~\" 
G$~ ANJ'l't ·. . . ~T,O;R: OF N~:l;lSJ'{AL.~LU:G$NOlll 'rCI 
ACQJJll~})'QJ.Ui;lllN l}IT]l:r:,LI~NCE,~ORM'AtlPN ~ANT 1'0 

SEC'!'tON 11>5:8 tilT 'r,RE ll'~GN 11'fl'ELr..iGlENCE 
~VEJI.LANCE A.<:r (lmli\) 

1. Wi~ respect to tl).e:.J:nf6J;lnation tha~S:A.a.c~ p!lr~~mttetbe: o~eati1:i~ of · 
~e AAomei(Qep$fi!J' tifth~ Ui!i'ted St;ttt;s rm.i:!.llie Dlt~ttJJ:'<iif.N!!.lifuaal: . 
futf}lligenQe;. thi: 'NS~ W!if1 :fct!lom 

· ~!l.) t1lt.l Standard M'll)lm!zaliQI'll';;oc~duteS" fut ·'f\lep\rLlonic S!;lflr.<lUll!t!.e;: 
CqJl<$-ilcted' by tl;,e Noauo:oal S~1y Aw;en~'l! {!1\se lmPW9 as ·Arm ex; ,A to tfp'.i't~ 
•$!1!-tes :tligttala In't!llligt!!lce D~v~ 13)\ \•tlii);;b 11a;vc been ~ppted by :th;e 
A.ttcrmey· Qe®tal a~ ~.on fi,l.e wilil tqe Fp.re~gu·infe'Ulgen.,.e;gJW~\i!i.l!l!.DG!I.'CC!iJJ:'I;,, 

Ch} Cfiiai,;;. ~i tha m'Odi:llc#!ons 'tl;i tT1~ S!l~.J~.dli!rl NSA ~f. ~.rPmi!!lal'illa 
'PtAAe4ttreS.·~f ~l~aiP SUJ:YeillatlQe adoptlitl by .til,e f~reig)l T$.teiligen® 
i31lr'!ellliitie~'Cbutt mlit'ra Elr<CttDlziaS~~.~~~~ M~. ~~!Ji $~ 

. , ·· .. ·······~........... . .. . .. ~MM, . .,..!.ll.rd,/W,".-~,~:!r~-··· 
Ta\tJO> Motit!!f''}; whlch,ln,Gl\ifl¢'l;l,IQ'il/l are sm., f(l;rtlu 

!. Th~ tollowh1g sha!l be a().d~dto tlle·endot'Sectlon 3Q!} cf\qese 
standli.iji NSA FISA~cetllires: 

(1) The ~1;tlonaJ ;$~ty DiVi$i€lp. of~ l!J>P~I'll'lf of1)!Stf~e· . 
shall peri OJ:lioally tleteiirlbndhat l¢i>ll:Oafion won~rnin.s 
commlllllAAtJ\:m~ of"Or OOQ~en$,g lJ'Qif~!:I: ~tes pe~Qp~ tli:at is: 
reta:lhed tQ.~\s the ~uire:tnent<; of .these p'roo;edtres and: ili,6 
Forei~ T:n!elli~nqe S.ilt\lil<il.lan<l\l.Alft. 

2. Tho-follo'W'.ng snail. be ~dcled to the- eM QfSection 4(.r:i) nr kh$\'ie 
~cta;c\ NSA FlSA p¢~1\dut<:$; . 

With ~ect to B!i)' qther ooullp.!inication. wherll it Is ~nt i';;> 

'NSA. prciCessil;i~. pl!ll1itr!;tl;!e{ tjlat t1i~ ctil:llJli\ltJJca!i'!'1n iilli.e~n a 
~cit md th¢ persGil.~s- aftoJ:i:!e)' (pr ilomeo:ne ~ctfog. o~ ~half of 
the aitilrney) cqncerninglegtil adVice ~emg !iatigliJl:iy tful·tQI1"<>t 
from tll<>Ja:tter, ~uall co~ations·telatlrt.i$ tiJ fo~;eign 
mtelligeure iW'on:n~op: may !JI" refum!Od and rlls0~ witl$ 

• i~ • • ~ •! • •I •• ••·• • l • • 

Der\v<>ii. Fidl1'1: NSNC$SM.l ,..$:2 
:Z0011;ll (J~ . 

·. . I 103'!401,()'8 

· CLASS! F I Etl ANN.E){ oMaoru;m 
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th<W '{J.S, fut$1Jl~e~ ~~ty: !i\llll cow.-nillii~~tm! are 
sp~cifiCBlly\abeled· a"beill!l'·Jlriliile# H<>w~'Y'el:•.·llll11ll 
cGmii'lu@ati!ll'l$ il;i:iiy not be .4is~euWJll\.~d qutsfqe uftba tr;s. 
lllttlli~l'!tll CD.!timuclt{ wi$oot tae :pri(J! tip?1'01/M pf'\\)e Assl!s~ 
A,i±t;!liQeY General ~r \be Maiim1B'l Se~uriey JJlt>~isiiln•:oi> 1\ls, 
desigrtee. 

:>~ TI:i,. f.:tUowm~ sl;t~l1 repla<:a sub~hs (a), (bt,, ·:mtl.{m) of'3~tioo 8 mil 
t'l:i<>~;~; s.tand!l..;!'! 'Nl')A Ff8A ·prcc5dllr"'..s: . 

l'f3A ltlll)l. disso;in4<fif<l. ilil'up.tJ.Qlidy·~l~>b!J; irl9ailicty ·I.Jt ~tsona1Jy 
jd,entifiaJ5l!'i'· i.l¥fQmtati OJ). CQp,teJ:l:\ID~ '(J.trl ted $~~>~- J:l<:'i;l<itl~.· to l'i:itei~ 
gl;lYJltl,t,'l'le~ prRvid.ed<tha.t suoh 4;..lbJJD1i.timr.~ furai~i.!).t<;Ui~ce , 
i'hfiftml;ti6n aa.d ei'i:hll't (i)- t!i~.A~~e~~rlil ~g:pwv~s tb.~ 
dfo~!i~; or(i,!) NAA·rllssi11Ii.ilJafe~ the lJ:44;;nn,ai'Aol1 ~-prl!~~s, 
appwy.~P. by t:l\.~ Altomey·oen,.-.ar, ll:l adcl,Ui'Qn.lli'S;A rna}" clksll!;lfuale 
·~llcll il:i);eign ill.t&llll!iflllele ~oonatfoll, to the f:lttep,t \\lrtl'!~:d:?eti.~y. til:~ 
P~ afN,.tianaJ Jll,~lli~al).ce .(P.!N"(:) ai<cl lp; acc;;Jrdaro:e with. ON! 
diteo~-ves, t!lbj~f to tba follo<&iu~j:itm~~\!!il.st -

......... ._ .... , ........ , ...... , ........ , ....... (£) I)issillllln;>~QIJJl.t•to!:h<>r-fm:;,e:Jgp;.go,r.!"C!lOl~uli;.~$.~-"'t~ .............. ", 
· · upon tlia a.Pfraval. ofthe }JSAia Ofi'l;:;e 'Of tl!!netal f::ollpsel~ 

UlJOiJ ·pof!~ii!etation <!f:tli~ following [aotsrs: tlw i);ttjon~~· 
securlfX b~nefi! thl; O'ci!ed. States mat teaso,ll.ably expi')CH<>: 
obtain £rC<Ui mal<:!ng tM di$$e.nklatiO!li ~e. antlcip»W;l uses !Q 
whhh thii>ibreigngoy~llll1lentwil} }iut'fhe i~'bntri\~iln; ~ 
any pp(ential f'rrr e{lonomlc inj:lll;V, physiqal. h:3nli, or d!ke.r 
restrlctiort of [!\OVentent \tl b.~ _rea!iQl!cib1y ·exp®tli.ct fuJI\'!. 
pro:vi&.ntrtha inih~~on to: the wr<>i&n govel,1l\l?~ml. Jfth_i!l 
prop.Ol3l:l<i ~ellt\sj ef.t!ie di!Wemiliatitl!l· )lave al\l&tl'ii.o/ of 
bmnilll;l i.igh~ apl!Se$, ih.llf1$forY. ;;lwuJd li~ qQJ)foj~ed in 
assessli,J.g l\;e pott~f:t~ for ec.ono@a inJ'\\ty, pl;\:)l$ical:h;i.o.~ OP 

o~r re:itriotiOl:lc;fmov~l'll~il!, arid w'p!ll'l\<>r ~e passem~o;ti 
should T:!e mlide. lil, ~as~- wll,e~e fuel:e· iS\lL reasoq~ble:b:!.§ii!:tp· · 
antic~pate that th\i Qie~;ei'nlnOJ;'til:lll will .NSti!t in.ecol'lrolitJ injitry, 
physical h~; bi; otller'reilb;il;l;it!n· of il:lovemenll (i) the 
app~iYV~ of tbe NS~s Slgrlal$ Melli[~ence DJ4ectcit wn~ 9l,so 
be requjre~ lind (:!1) lf clillllenifnatioo ig approvee,, Nt!,~ Wilt 
underta.lce ~a$'!Ilabfe·s~ b;, em;~ 1$Eit' the, t:il~se!lll)l<!-'tl)d. 
infutmation will he used.lii ifla!4<er consiste:!lt'l'lilli liniQ;Q; 
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Sta.te$11>-W, !ncllriQ.ing ~t\lti:Vi1 Qr-N<l. t~,:!~3 ·i!!lil. 
li'Otlfi~ab'lll fed~tal ~at atatuee. -. ' 

(3) I;>'(SA 'Vv1lt r.ti~ a,.w.rltt!§-:0: veeanf of ~<ttli. d~~rl®: 
~~;ppr>!DV~d ~aat t(llij~~ :jlW¢fl4'1i!;r~a1 i\P.d blf'Gil;ti!a!ii:lli. 
r<:gi!rdln;g;such tlill&e!'i,ilil!;li~lll! ana ~provals shall P"!Hllli<Sb 
a~ailabtHt<O ~iv~~lit bf'\'h~ NatW;nai S~ty Plv\&141:\,. Uniiiad 
'States Da~i.~m ~;>.f' J"USf1~J .on. ;r.; i~t·&n :il.l;l!loothllllu~> 

4, ~r!lmg di~ellili;ultipn n'i\M~~e sr'.a aPl.Efi\ &ciiPll~ :}(1\)t~) !!nd 
.S(b)l).) lJf'.t'f,ie;;e-;$i,l~d N$.A: FJMP$o¢~tl.i;,ras·sh~l1 !:)~ ~~~~tk,d Pf- tM 
followi...Bg~ · 

•~:~<- -• .;.,;.., ,-t,_. • cl."""'-4-!!it~11 1.tt;m•=·lml·-•"'"'" b'" o!l.U!ii.r.ril""'""" .,.. •. ~ 11· """"~. .,...,,. .. ,v . O~w,.....,-. · "'' 
rl::IJ.Son~bly a.ppeartl talilil ev-ld~n,cilil of'a.c~ th"'t bali bee~. )l!, . 
heH)g;, m-. i.'>:-a!:iout ttl ·~a, ¢!ltiiJi1itted; ID.iJ.).I b.-e disil.elniillat~¢{iniitudiog 
tlniteti ~ta:tes petSQ'ri. l!iellt,\tie:t) to ~e FBil !l)l,i;l.cetber ,at)pmpn~ · 

. fadeNi Jaw edotcetn~tli aiitb.QI{tills; il:t_il.i:~-ulome;;~with-S;Q;U.Sc,C •. 
-~ 18Jill'(b)1 ~ey$l1tiV~ Ordet ~ll"•· 12,3:if~; f!il<:l, wh>iitt:: appUC'a~la, tl).l:'! 
.Gt(m¢~ repq~g prolllliftl);'ell'llct G:o:~ in, ~ll'A~~~ l~M 
JMetnQ1:'!11$l1l tifU.udm:t?iid4tg: R;epo~g,;o.f~®aclon 
CauuernilJgj:t~ra.l Cillh!;s,l qr my ijll~so.t' 11o¢.1.!Alent 

5;, n~e fl'll\lwin:g fillliL'! )le.added tl;i lind of iil.~tia!l 0 iifih!<~·m'ldJ!rtllN'SA. 
;F!:SA P!'O!Ril~UI&.li . · ' 

. NSA nJa1diS!iemibi$ an co®"n.llllic:atf~ ao~!'ed t~? "!'he.t;;to\, 
W. b.i -~. -'·all. """"<less· Jll;l""··,_,nJi. ,...,.,.·--'eatiOO.S·'" a.-"::c'M" · "-:tlli Cl-\ ">! , .... ~ . . . ,. ~ ~- Y~<•'""U-1«; .. . ... 'v"v"""""'J;l »'•' . 

.. .. ... ........... , ... _ ... ·· ..... , ....... , .• ,. ........ ~~~flQir~f.ee¥1iiSiili"a:Wi'o\it5a'!i)rWI}A:l'fi;iW6Y''Offi~ ... , ..... · · ... · 
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.(11,1 'the fol!-~w!ng ~44\t{qnai ]DlldUi.llatlO'Il,$ \:0 the ~ittd N3A F:i.\S!A, 
:riJ;l'nimlZll!ion );)I"Ocei!Dtts· for eleatr.oi<ic-sUl"Vei!Ian''"" 

1. 'fi;.f:WfJ;ll,silllldlnii lle~f!rms :$'(i))(;!) and ~e); .5'(1>)1 •anq $(a}oi't1le :.tandani' 
NSA.l?'ISA l\toce\llire3, caihm.lllll!lltticll-$ ~oq\ifued Iinder thrlti-'Catti:!lca'tio'tl. 
· M·retli~d for ]jy"!-yaar!l. · · · · . · · . : · 

2. S'eeuo~ 3(~)~93 of dies~ :i$!!1dar~ NSIA F1SA ntlrrJmiz[tion ~o~ures· 
is.del~t~d atJd replae~ with; 

1o: the:. e;rtent re21il"-lb!lbly posslbi<>1 NSA 'tletsG:t:mfll w!tll. acc.esa to 
the data .aqq_glred ~!lrnllB!!~ to tbis .autJi.prity @all tl,Jlecy f® ilata m a 
~ d,esignad ta ~llll the."reviel!i of cqmmuirl¢~tli<l,!lll· of or 
cdi:!berning; U.S, pert~ <tat !lo not .c&:n~l!;t f'eteig'D. intelligence· 
infu!)llatihil of eVidrm~~ of 1t Ql]_ma. · · 

CLA$SIFlED ANNEX 

I I> ' l,o t> ~. 0 •~ '' 



All redacted information exempt under (b)(1) and/or (b)(3). Approved for Public Release 

3•. S<1t;tiil'P 3{g;)(.1) (lftl1ilsa ~tat"1&,..""12L N.SA l'I!'{;\ mW:in:ll7-'atlon prn.cedw~, ~\atipg; 
w abs~s- "frim p~$ Qllt\eNI1lt'l~iil.!El<:e" 'l:!y· agents ofa. tfii:~- pe.'I'V'et" 
;;;1)al:l Mt E!fi!?ly tc !1:tii\ Slitllrill)l!Jl.ll<:. · 
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'fOP SECR:E'fh'COl\'ill~"fi/ORCON,NOFORN/tXl 

u"NlTED STAnoS 

FOREIGN INT"'~LIGENCE Su""RVEILL.A..1'1CE COURT 

ORDER 

On August 17, 2007, the government filed a set of procedures with ibis Colli"! pu.--s!J!lllt to 50 
U.S.C. § 1805C. Those procedures oertain to a certification by tbe Attorney General and the 
Director ofNational1'1telligence, styled D:Nl!AG 1 05B Certification 07-01, filed under seal on 
August 10, 2007, pursuant to§ !805B(c). Under that certification, and following those orocedures 
("0 7-0 1 pro•~ed,ilres: ") 

These submissions provide the first o~asion fDr Court review of such procedures under 50 
U .S.C. § l 805C(b). Under t.'1at provision, u.'-Je Cou..-1 "shall assess the Government's determination 
... t..l-)at [such] procedures are reasonably designed to ensure that acquisitions conducted pursua11t to 
section l805B do not constitute. electroruc suFeillac"lce. The cou.rt' s review slo..all be limited to 
·Nhether the Goi(el:T'...ment's determi•·1ation is clearly erroneous." Evidently, i1 is the govem.-nent's 
view that acquisitions under the above-referenced procedures will not constitute elactroruc 
surveillance because they v.-i.ll be "directed at a person reasonably believed to be located outside of 
the U!'jted States," ac"ld therefore will be excluded from "'>e definition of electronic surveillance by 
§ l 805A. 

prc)cedures are similar in many respects, tbe Court intends 
for purposes of review under§ l 805C(b). 

"FOP SECRETIICOMTiffh'ORCON,NOFOIDihXl 
Page i 
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ln fur'"therance of that consideration, it is hereby ORDERED as fo!lo·w;;: 

l. The government shall file supp)emental briefing and i.J."l.fonnation on the follov,wg 

questions, which the Court has identified as the principal issues for purposes of its review of these 
procedures under § 1 805C(o): · 

(a) lJnder what ci;·cumstances is it envisioned that, under Part fV. of all­
pro~edures, an "'immediate threat to tb.e national security" would require departu..re from the 
procedures? What provisions of tbe procedures would have to be disregarded in such 
circumstances in order to respond to such a threat? ls a delegation to NSA of authoricy to 
decide WDen it is justified to '' depa.,.-t" from t.'-,ese procedures CO!lStStent with sT..atl..Ttory 

requirements? 

(b) Footnote 1, page 1; of the 0 7-01 procedures appears to exempt from those procedures 
facilities "properly tasked for collection" under certain prior authoriTies from the 07-01 
procedures. To what ext::nt did u'l.at prior taskiilg involve a deten:flinabon of the user's 
location under procedures comparable to those now before the Court? Are such facilities 
permanently exempted from allregui.J."Bments of the 07-01 procedures? Or, for exac-nple, are 

they exempted from requirements for the initiation of collection, but are subject to post­
initiation procedures !see subparagraph (c) beiow) designed to verify that t'->e user of a 
facility is still outside of the United States? 

(c) The procedures state that NSA will "routinely" undertake certain activities that toget'ler 

v.i!l constitute ail "analysis designed to detect ihose occasior.s when a person who when 
since entered t.'-:le United Statcs.'1 

(i) At what time intervals will each of the various steps be ta.lcen° 

a facilitY 
as being lised by a person outside of tbe United 

av,,ar:e.o·! UlUl=•omJ> that it may be used by someone in the 
UDited States. To what extent do these procedures embody a presumption that a user who is 
initially assessed to be outside of Ihe United States remains outside of ihe United States, 

even if there are later indicatior.s to t..'le contrary·? lfiliere is such a presum.ption, why is it 
reasonable? · 

(d) The procedures describe circumstances ''-=·h~c• 
to or from w.'Je taJ:get. •• 

this acquisition involve the interception of one or more typ~s 
a.t pages 12-14 of the Pr'u-nary Order issued on May 

Wno is the "person from whom [NSAj seeks to obtain 

TOF SBCRET//COMINT//ORCOl'!~"10FOR"i.\'Xl 
P:tge 2 
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in this context? 
May NSA acquire as 

one parry (sender or recipient) 10 the conununication is 
outside of tho United States? Or should t.'oe location of the sender be determinative" 

(e) The procedures stare that "information acquired by directing surveillance al: a person not 
reasonabl)' believed to be outside of the United States that constitutes ' ·rh·n.,'ic 

databases..,, 
Does this mean that all records or copies of such 

wording~ 

w.'Je extent that these differences in wording are in'te.!Jded to refleci a substanUve difference in how 
the procedures are i.c-nplemeuted, the gover!l.l-nem is directed to explain in its submission the 
differences in Lrnplementa:rion ~1d reasons theiefOr. To the extent that these differences in wording 
are not D.J.tended to rer1ect a substantive difference, but rather, e.g.; ietlect ch-aft:L."'lg refi..nerne:o.ts that 
took place ~fter the submission oftbe 07-0l procedures) l!'1e govern._-;:nenfs submission shall so state, 

· fuJ.d shall include revised versions of the procedures to the extent necessa.ry to make each set of 
procedures fully accurate and current. 

3. The govern.rnent shaH make Its submission, in conformance 1-\lth paragraphs 1. and 2. 
above, on or before October 26, 2007. 

-d­
~ c.fris lL day of October, 2007, 

Judge, lJnited States Foreign 
Intelligence Su..-veiilance Cou..-t 

TO? ~ECRET//CQ;o,<fi?>TTHORCO~l,NOFOR;'"iiiXl 
Page 3 



584 

All redacted information exempt under (b)(1Yand/or (b)(3). Approved for Public Release 

TOP SECRET//COMI1ffiiORCOl(,NQFORNh'!lffi 

UNTIED STATES 

FOREIGN ThJTELLIGENCE SURVE1LLA.NCE COliRT 

WASHINGTON, D.C. 

) 
) 
) 
) 
) 
) 

GOVEAA1tl.E?\'T'S RESPONSE TO 
THE COu""RT'S ORDER OF OCTOBER 11. 2007 

.. -.-

_,. 

The United States of i•unerica, through the undersigned Department of Justice 

attorney, respectfully submits this response to the questions the Court posed in its Ord.er 

dated October 11, 2007, in the above-captioned mat'cer. (S) 

Pursuant to 50 U.S.C. § 1805C, the Gove=ent has 

used to determine that certain acquisitions of foreign intelligence information concern 

. persons reasonably believed to be located outside of the United States and, therefore, do 

not constitute electronic suxveillance. See 50 US.C. § 1805A ("Nothing in the definition 

of electronic surveillance under section 101 (f) shall be construed to encompass 

surveillance directed at a per>on reasonably believed to be located outside of the United 

States.") 

certifications - captioned 

respectively- authorizing the National Seclli-ity Agency (NSA) to acquire forei::;n 

TOP SECRETIICOMJNT//ORCON,NOFORi'i/IMR 

Classified by: Maro:aret A. Skellv-Nolen. Actin2 Counsel for 
IntelliE>ence Policv. NSD. DOJ 

Reason: 1 .4( c) 

Declassify on: 2.6 October 2032 ._ 
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intelligence information regardffig various targets. In accordance with 50 U.S. C. § 

1805C{b), the Court "shall assess the Government's det=mation ... that [such] 

procedures are reasonably designed to ensure that a~quisitions conducted pursuant to 

section 105B do not constitute electronic surveillance." This review is limited to-whether 

t.'1e Government's detenni,.,ation is "clearly erroneous." Id. The following responses to 

the Court's questions are based prima..ily on informatio11 provided by NSA. (S) 

~~~U-~:,nder what circUJ."UStances i.s it envisioned that, under Pac-t IV of all. 
~I an "immediate threat to the national security" would require departure 

procedures? What provisions of the procedures would have to be disregarded in 
such circumstances in order to respond to such a threai? Is a delegation to NSA of 

authority to decide when it is justified to "deparf' from these procedures consistent v;ith 

statutory requirements? (TSI/Sl/IOC,NF) 

.-'\..ns-.ver lfa) Part IV of each set of procedures was inserted to allow for an 

emergency situation in which the Gove=ent must acquire foreign intelligence 

information on an emergency basis in order to protect against an immedial:e &,reat to 

the natiol".al secu . .rity, but is unable to comply with the procedures at the time of the 

acquisition. For example, due t9 an emc:rgency siruation, the NSA analyst requesting 

due to the emergency situation and the need for immediate collection of 

information.. Under such circumstances, the GoveilJElent wouid continue to adhere to 

the statutory limitation w.'1at it could only direct smveillance at a target reasonaoly 

believed to be located outside oftc'"Je United States. (TS/iSIJ/OC,l'<r) 

TOP SECRr;T/,'CO~HNT!IORCO:?I,?iOFO:E'L'L'ilVIR 
2 
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The Govemment believes this provision is consistent with statutory requirements 

because, as noted above, the Government will aclliere to ·the statu'"t.OT)' liruitation in the 

Protect /unerica Act of 2007 (P 1\..A..) in any case in which it departs from the 

procedures to protect against an immediate threat. Further, Pa1i: IV of the. procedmes 

requires that action under this provision only be taken in the event that obtaining a 

timely modification of the procedures from the Director ofNationallntelligence 

(DNI) and the Attorney General (AG) is not feasible. In additioiJ., Part IV ?fthe 

procedures requires prompt notification ofNSA's departure from the procedmes to 

the representatives of the DN1 and AG. Accordingly, to t'1e extent NSA has been 

delegated the authority to decide if a depac-ture from the procedures is necessary, there 

\>.ill be an opportunity for the DNI and AG to review any such decision by NSA. 

(TS/ /S II /OC,:N"F) 

Question l(b) Foot:tote 1, page 1, of the 07-01 procedUJ.-es appears to exempt from those 
proceclrrres facilities "properly tasked for collection" tmder certain prior authorities from 
the 07-01 procedures. To what extent did that prior tasldng involve a determination of 
the user's location under procedmes comparable to those now before the Court? Are 
such facilities permanently exempted from. all requirements of the 07-01 procedmes'? Or, 
for example, are chey exempted from requirements for the initiation of collection, but are 
subject to post-initiation procedures (see subparagraph (c) below) designed to verify that 
the user of a facility is still outside of the United States? (TSi/SlliOC,Kf) 

Answer l(b) NSA determined that the users of facilities tasked for collection under 

docket numbers- and .. were reasonably believed to be located outside 
• 

the United States based on the same categories of information 

deo>cribed ill the Oi -01 procedmes. However, at the time the foreignness 

i fu docket DUII!~ i 
as "'"selectors" 
for collection 

telephone :u.w:nbets and e-mail accounts tasked for coUect:ion were ::eferred to 
racilities. F_or ease of refereuce, telephone numbers_ and e-mail account5 tasked 

referred to herein as ••facilities. ~ (TSJ"/Sl//OC,NF) 

TOP SECRET/I'CO!I.IDITIIORCO?!,NOFORNh~fR 
3 
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determi:uation was made for each of those facilities tasked for·coUection under docket 

numbers .. and~ every database that is mentioned in the 07-01 

procedures dld not necessarily exist, or contain the same r-ypes of information. The 

fact that each of the facilities was presented to the. Court in docket n=bers .. 

an~means that NSA reasonably believed that the facilities were being used 

outside the United States and that NSA had discovered no information indicating that 

the facilities were being used in the United Stares. However, NSA did not have in 

place, prior to the PA .. "., the forrna.lized and repeatable pre-tasking procedures it has in 

place now with respect to such detenninations. Most significantly, NSA had no 

requirement that such determinations be documented or that the iruormation which 

formed the basis for the determinations be maintained at NSA in a way thai could be 

retrieved and provided to those conducting oversight. Nor did NSA have any 

systematic post-tasking procedures to enswe that NSA became aware of any 

discrepancies between NSA, s pre-tasking foreignness determination for a target and 

the target's actual location. (TS//Sl!/OC,:N1') 

F aciliticos that had been tasked for collection under docket numbers 

are no"' tasked ililder ihe P A.A are not permanently exempted from all 

requirements ofihe 07-0i pmcedures. Specifically, facilities initially tasked pursuant 

to f·:x:itnote 1 of the 07-01 procedures are subjected to the same post-tasking 

procedures designed to verify that their location is outside of the United States and to 

notify NSA of any changes to their location as are other facilities. (TS/ISI//OC,NF) 

TOP S±>CRET!/CQ~,ffiiTIIORCON,NOFORl!//l\1R 
4 
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Question l(c) Tne procedures state thai NSA 'Nil! "routinely" undertake certain 
activities that together will ccnstitute an "analysis designed to detect those occasions 
when a person who when · 
since entered the United C>raLes. 

Question 1( c\CQ At what time intervals will each of the va.rious steps be taken? 
(TS//SV/OC,NF) 

A .. nswer 1( c)(i) Electronic communications acccunts/Bddresses/identifiers tasked 

pursuant to the procedures are all chechd against 

· order to try to detect whether a tasked 

electronic communications accounVaddress/identifier has been used from a location 

(TSI/SI//OC,N'F) 

Telephone selectors are likewise pr<)CeoSSfod the results are 

for the pi.Jrpose of attempting to verify the user's location. 

'fOP S:ECRETh'COl''f!I'Hh'GlRCON,NOFOR?l//MR 
5 • 
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(TS//SI//OC,Nr) 

(TS//Sii/OC,Nr) 

continue to regard a facility 
being used by a person outside 

United States, even a.t~tBr it becomes aware of indications that it may be used by 
someone in the United States. To what extent do these procedures embody a 
presumption that a.user who is initially assessed to be omside of the United States 
remains outside of the United States, even if there are later indications to the contrary? If 
there is such a presumption, why is it-reasonable? (TS//Sii/OC;NF) 

.-'illswer l(c)(ii) Once NSA determines that the user of a facility is reasonably 

believed to be outside the United States, it will presume thai the user remains outside 

the United States, unless it becomes aware of indications to the contraJ.-y. The post-

tasking procedures contained in Part 1 of the procedures, and alro described in 

response to the Cou.-t's question l(c)(i), ano designed to alert NSA to any indicatioru 

that the user is no longer outside the United States. However, there are cases in 

which.U.formation NSA receives may indicate a =r is _in the United States, but NSA 

may still reasonably believe, based on analysis of additional information in NSA's 

TOF 8ECRET//C01\fl?lTIIORCON,.l>!OFGRNI:1V!R 
6 
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Question 1( d) The procedures describe circumstances "where NS 
Ull " ., ••• I .. - • 1• s • 

• 
from the target." 

oes this acquisitio 

Approved for Public Release 

interCv'")Jtion of one or more types of "about communications," as described at pages 12-
14 of the ?r'ililary Order Lssued on May 31, 2007, in Docket No- 'Nbo is the 
"person this 
context? May NSA 
acquire such co=unications, as long as it is reasonably believed that at least one party 
(sender or recipient) to the co=unication is outside of the United States? Or should the 
location of the sender be determinative? (TSI/SL'/OC,NF) 

A.nswer·l(d) The acquisition "where NSA seeks to acquire communications about 

the target," but "not to or from the target" involves the interception of "about" 

co=unications as descr:ibed at pages 12-14 of the Primary Or~r issued on May 31, 

2007, in Docket No. (TS/ISL'!OC,:N"1') 

The person from whom NSA seeks to acquire co=unications in wch cases is 

the parry to the co=unication who is reasonably believed to be located outside the 

United States. NSA may acquire such co=unications as long as it reasonably 
' 

believes at least one party (sender or recipient) Ls outside of the united States, md the 

location of the sender of the co=unication should not be determinative. As noted in 

the procedures, in those cases where NSA seeks to acq~ communications about the 

target that are not to or from the target, NSA will 

in order to ensure that 

TOP SE CRET//COp;fPffi'/ORCOl'i ,?IOFOffil/fM'R 
7 
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the person from whom it seeks to obtain foreign intelligence information is located 

outsid.e of the United States. (TS//Sli/OC,Nr) 

Question 1( e) Tne procedures state t.'lat "information acquired by directing surveillance 

at a person not reasonably believed to be outside of the United Staies in a manner that 

. · databases." -
this mean that all 

records or copies of such information, in any (TS//S1'10C,"N7) 

Answer (l)(el ·In the event NSA determined that it bad "information acquired by 

clli-ecting surveillance at a person not reasonably believed to be outside of the United 

States in a manner that constitutes electronic su...-veillance," NSA would purge the 

information from its databases and tak~ steps designed to ensure. that all other records 

or copies of such information, in any form, were destroyed. Data collected by NSA 

Uilder PAA. auilioriry is precisely labeled and contrclled, and it is stored in a limited 

number of known, established electronic repositories. If required to purge the data, 

NSA analysts would provide the system administrators of these repositories with the 

precise identifying information for the data to be purged in order to pinpoint the 

specific data that resulted from the inappropriate collection, and would continue to 

follow up until ilie purge was completed. (TS//Sli/OC,NF) 

In addition, NSA would determine whether anything from this collection had been 

disseminated and would take steps to delete intelligence reports from NSA databases, 

subsequently issuing a report cancellation notice to all customers who would have 

received the original report, request:i...-:~g that they delete it from their own holdings. 

NSA analysts are trained and. tested on t."le handling requirements for data collected 

pursuant to ilie PAJ1., includ.ing the conditions under which the data must be purged, 

and the requirement to destroy any hard copies that they have retained. NSA relies on 

TOP 1>EC:RET.'/GOi'lflNTHORCON,NOFOR."<,\QI'l:R 

8 
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local managers, intelligence ove.n;ight officers, and the analysts who discover the 

problem selectors to ensure, to the extent possible, that these ha..-d copies a.--e 

tiestroyed. (TSI/Sl/iOC,NF) 

are 
of which is UllcertaiD. To the extent that these differences in wording 

are intended to reflect a substantive difference in how the procedures are implemented, 
the government is directed to explain in its submission the differences in implementation 
and reasons therefor. To the extent that these differences in wording are not ~nded to 
reflect a substantive difference, but rather, e.g., reflect drafting refinements that took 
place after the submission of the 07-01 procedures, the government's submission shall so 
state, and shall include revised versions of the procedures to the extent necessary to make 
each set of procedures fully accurate and current. (TSI/Sl/IOC,Nl") 

Answer 2 No substantive differences were intended among the procedures. The 

differences identified by the Court reflect subtle refinements that took place as the 

procedures for each certification were drafted and finalized. 

TOP SECRE'fi\'COi\ff?i''l'J'/ORCO?;,?;OFORNd?lfR 
9 • 
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i\5 explained abcvel none of the differences in wording identified by the Court 

resulted from changes that were made to correct an inaccuracy or to make current 

TOP SECRE'IHC01\ffiff//O.RCON,?40FOID:Z/~•1R 
10 

. ' 
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information that had become outdatad. Tharefono, the Government has not providad 

revised versions of the proceduras because the procedures presentad to the Cou.-c, as 

approved by the DN1 and the AG, are accurate and current, ootwii:hstanding these 

minor diffarences. (TS//Sl/ /OC,Nr) 

Respectfully submitted, 

Deputy Assistant Attorney General 

(b)(6) 

(b)(6) 

National Security Dhisioo 
U.S. Department of Justice 

TOP 1>E GRETIICOMJNT.'/Oij.CON,~TOFOR.:'I.'IMR 
11 

-·. 
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l P R 0 C E E D I N G S 

2 THE COURT : Okay. We'll go ahead and formally start 

3 this. This is In Re _; 

5 r8cord both your names and the agericy you represenc and what 

6 position you)re in. 

7 MR. (b)(6) 
deputy general 

8 coUP-sal at the National security Agency. 

9 MP .. 
(b)(6) 

I 1 in an 

10 intelligence analyst at the National Sacurity Agency~ and I work 

11 in the Sigr:als Intelligence Directorate .. 

12 MS. 

13 the Office of Intelligence Policy and Review ir- the National 

14 Security Division of th~ Department of Justice. 

15 MS. OLSEN: Matt Olsen. I 1 m in the National Security 

16 Division, Department of Justice, deputy assistant attorney 

17 general. 

19 the Office o£ General Co~nsel at NSA. I'm working in support of 

20 the operations Division. 

22 National Security Division~ Departmen~ of Justice. 

23 

24 

25 

THE COURT: 

~ MR._ MR.-
All ::igbt. 

(b)(6) 

(b )(6) 

• 

!ndicate who else is present. 

FISC legal co~~sel. 

?ISC legal counsel. 

~5;a !ECREI / /6GHINT '/G?.£9!1, NGF03l~J 
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1 THE COURT: All right:. I think, si~ce he has the 

2 chart, you don 1 t have to id~~tify yourself by name each time. 

3 I would ask 'that you do it one at a time, not t..o speak at the 

4 same time, so he can actually -get a record. 

5 J\.11 right. I requested this hearing to consider the 

6 procedures that have been. filed with the court pursuant to 

7 50 U.S.C. 1805c, and they pertain to the certification by the 

8 attorney general ~~d the d~rector of national security. They 

9 were filed under seal. 

10 There was a group filed on 

21 and I indicated that I would hfu~dle 

12 tha111 all together since in se:neral, with a f?w- variations, 

13 they're pretty much the sarne, or the issues will :r-aise the same 

14 issues. 

15 And under those ce.:::-ti:Eications and t:he procedures, the 

15 National Security .~gancy, NSA, acquires for;;ign intelligence 

17 

18 

19 the court is axpected to review 

20 them ahd would be passing the review for clear error is the way 

21 it: 's beaTJ set out. 

22 I had i2dicated, I believe, that t:he::ce were approximately 

23 three areas that I was interested in having ~ddressed. One is 

24 I know that pursuant to the legislation that was passed in 
25 August -- ?-rotec-c AL-ne::-ica Act, which is what this i..s out of 

T 0 ,... ...... _,e,..,T?i"- · -' rol!-nim ' 's:o.os!-, • • !! e !l . ; , c:::o.. _ -r; ; Ao;:; , 1iGP9~ 

3 
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1 that reviews were r.equ.irad to see whether the procedures were in 

2 compliance -- well, whether NSA was in compliance wich the 

3 procedures a.."'1.d whether the procedures matched up with what the 

4 expectation was in terms of what the legislation said. 

5 So let me start with whomever cru~ speak to this as to what 

6 has been shown in terms of the procedures 1 whether you I ve £ou...7Jd 

7 ~J.Y issues 1 any proble..rrrs I and also I I m particularly interested 

8 to know whether as pa::t Of these re.:views whether you 1 ve 

9 actually -- the emergency departure/ whether tt'1at has actually 

10 been exerciSed and whether there was a review of chat. 

ll That's one of the ~~estions tha~ I had, and the next area 

12 was to discus,s a little bit more about the emergency departure· 

13 and how that v.,;ould ope:c3.te. '!'hen I did have some questions 

14 relating to the acquisltion of nabout e-mail comrm.u;ications. 11 

15 Those are sor~ of the areas ~hat I Wfu~ted some additional 

16 information, so whoever r..yants to address how many reviews you've 

1.7 conducted and what ic generally had shown. 

18 

19 

20 

21 

22 

23 

24 

(bJ{(.) MS. Certainly. I'll respond to thatr 

Your Hcno.r-. We havs done a t:otal of 12 reviews since -~-ugust. 

These ~era covered in seven· ssparace 

We are conducti~g those reviewsr as required by the 

25 proc-=dures, once v-lit.hir: the first 14 days in which NSA begins 
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1 implementing that certification, and then the procedures say 

2 that we're going to do a review ~t least once every 60 days 

3 thereafter.· We've actually been doing one at least once every 

4 30 days thereafter, whi~~ is how we come up with the number that 

5 we have. 

6 ·THE COURT: Can you desc::-ibe what the review process 

7 actually consists of? 

8 115. Yes. ·Typically, mysel:E, 
(b )(6) 

who 

9 is here today, will go ouc to NSA along with -- we brought one 

10 progra..111 specialist from our of.fice and sometimes maybe one or 

11 two other attorneys, depending on scheduling needs .. Prior to 

12 going out, NSA will supply us with their tasking sheet -- a 

13 database entry sheet, basically -- and there will be one sheet 

14 for each facility, be it a phone n~~ber or ~~e-mail address. 

15 'We review those primarily to See that the two items that 

16 are required to be documented are there:· { 1} -the foreign powe:r 

17 which NSA seeks to acquire £oraign intelligence information 

18 about pursuant to that tasking, .and {2} a citation to the source 

19 upon which NSA based their foreigDness determination. 

20 So we review r.hese sheets{ and I Cfu'"1 give you approximate 

21 numbers in terms of what we've looked at. We 1 ve ended up 

22 reviewing e-. .rery .sheet for every facility that's been tasked 

23 

24 

25 
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1 

2 

3 

4 

5 

6 

7 On a cm.2.pie of other occasions, we thought that the D.l.ll.-uber 

8 tasked was going to be ove~so instead we picked like a 

9 sa.-rnpling of fiv-e random days. and asked .NSA to provide us with 

10 che sheets for those deys, and we looked et ell the sheets for 

11 chicgs that were tasked on those days. 

12 So that resulted in ilities for our Septewber 

13 review a..!d October. Vole look at all the sheets. 

14 We 1 ve been able to confirm that the vasL majority of tham do 

15 have the agpropriate citations in those two fields. 

1 --0 In some cases, I would say NSA1 we ~~ow, had the 

17 information in ;:heir database; i_t just was sort oi a production 

18 error in which it was not noted on the sheet that was provided 

19 to usr but NSA then correc~ed that and provided us wi~h the 

20 cor::-ec"t version. .~~d then in a very limited nlliuber o£ cases~ a 

21 required notation was just missing 1 a..Tld NSJ.I. subseque~tly 

22 corrected those sheets. 

23 ·rHE COURT: . So has everything that you've indicated 

24 'Nas missing been corrected since then? 

25 MS. I would say the last two revi"ews the 

TO I? SuCR3~' 'C9f1· :Nii 1 1 9YQQN, HO:'G~JJ 

6 



All redacted information exempt under (b)(1) and/or (b)(3), except as otherwise noted. Approved for Public Release 

TQI:l ~i'Q:'..E'P//CO!II!Q'f;'/ORCGZ:4, N9FOTUJ 7 

foreign power citation was missing, and we've informed NSA o£ 

2 that probl~m, so they're aware of ic. I calli~Oc confi~, though, 

3 that we've seen a corLected sheet, but it appears to have been a 

4 training issue with certain ~nalysts that were doing those 

5 taskings. 

5 THE COURT: Do they then provide you the sheets so you 

7 can l'ook a'C or do th-ey just come and tell you that they've 

B now put the information in? In other words --

9 (b~) MS.~ For most of them we did get ~he corrected 

10 sheet back, w~d that would show the foreign powe~ in the field 

11 corrected. 

12 THE COURT: Okay. 

l3 

14 

15 

16 

17 

18 

19 

20 

22 'THE COURT: Okay. A..!:d so were things -- in terms of. 

23 what you indicated was missing, was it in the group that they 

24 alr2adi had from before, or was it the newer taaking? 

25 The very first: time it was ::niasirrg :Has 

W9P &:::OR!JY;' /CGH±H'f.' /GRESH. NS-·QP!!:i 
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1 for pare of agai~ that was where I think it 

2 was just a probl~~ of the p~oduction of the aCtual sheets. It 

3 ·was not ~hat NSA had not recorded it 1 and they did in fact 

4 subsequently give us corrected sheets for those. 

5 More recently, thOugh, those are for new facilities I aT.td 

6 those related/ I believe, to tasking of telephone n~~ers where 

7 the foreign powers 

8 (b ){(p) MR
. 

. . It was sheets for telephone numbers tasked 

9 for collection under certification 

10 MR. In that case, I believe t~"lat the a.1.alyst 

11 had put in the actual user of the telephone n·l.llnber:-, and they 

12 hachJ.~ t specifically id~J.ti'fied it to 

13 

14 

1 -~) 

16 

Is that the cas.e? 

NS ... Correct. Right. ·rhe entry said 

to saying whethe~ it was 

So we viewed that while technically not 

17 compliant with the :requira-nent of the procedures that the 

18 foreign power be noted, it was nonetheless clear that the 

19 analyst was ·tasking it pursuant to that certi :Eication. 

20 THE COURT: Does NS.?-. do a re"' . .riew of ics OWil before NSD 

21 comes out and does t~is review? In other words/ is there 

22 someone, a supervisor or somebody, who takes a look at l'C. before 

23 NSD looks at it, or is NSD the first one chat's act'!Jally going 

24 to be looking and picking up on these things? 

25 (b)(~) MR. We actGally physically look at the sheets, 

':'DP GECR:EW I /GC£1 HT' tg~u;;;oli-T C19£GF:ti 
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1 but we felt chat we could not ma~e ar~ correction co the sheets, 

2 so we had to provide them to DOJ as they were wben we pulled 

3 those back from the database. 

4 THE COURT: And the reason for that is? 

5 MR. Our oversight ru~d compli~~~e office 

6 directed us no~ to make coriections. 

7 MR. 
(b)(6) I think, Judge, the reason for that is 

8 because of the re~~ired DOJ view of the iTiformation that was in 

9 the database at the time, we diQ~'t W&lt to chfu~ge that database 

10 before the review. 

ll THE COU?.T: Okay. So going forward, as t:td s con"tirru.as 

12 and your reviews continue, whar:ever's in tbere i.s what is looked 

13 at by NSD, and there will not be corrections theu. 

14 ~-. - I would say there would be addi t:.ions. 

15 The vast majority of the sheets that we provide/ 1 believe that 

16 there is very strong idence which supports the 

1 "' - ' reasonable belief that the target is foreign. 

18 

19 

20 I beli·eve there 

21 one of the 

22 selectors whic.h would make i c e3.sier for the reviewers at 

23 Department of Justice 3.nd ODNI to look at that and make a 

24 determination that there was a reaso!!able belief that the target 

25 was foreign. 
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1 So as we work through these procedures ru~d we reiine those, 

2 we are doing, I would say, additional t:raining with the analyst 

3 to ensure that the citations are put forward in the clearest 

4 mar~~er for the reviewers to subsequently look at. 

5 ·THE COURT: 3ecause I 1 m assl..l!.-ning that what you wanr. to 

6 do ·or the purp?se of the review f~om NSD is to make sure that 

7 when they actually wenc. up or were tasked that the information 

8 was there and accurate, not going back. 

9 (b)(~) 11S. That~s right. That's rightf Your Honor. 

10 We focus on what info:nnation did che analyst ha• . .re ~""ld docu.~.llent 

11 aL the time of the tasking, and that's what sho~ld appear i~ the 

12 source field, is what. it's known as. 

13 The next: step we take after just looking at ·what types 

14 of -- that actUally a citation is there is we then request NSA 

1.5 to pull the u.nderlying documentatio~s so we ca..11 3.ctually review 

16 what the analysts ha9 at their disposal when they made the 

17 tasking. For a good ntunber of these and for some o.f the 

18 reviews, it actually amoa~ted to nearly half or more of the 

19 taskings. 

20 ~1e citation itself sort of on its face showed the 

21 

22 

23 

24 

25 

W9D Sl!lCR:ET/ 'C9U:X'P I /');MCO.Ia £l0"""'9PJT 
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If those notations are thera 1 there simply really isn't ~~y 

unde~lying documentation fo~ us to review. So we've been 

4 satisfied with that citation and focused on ones where on their 

5 face you can't tell what the f,:J!:"~igr1ness really is based on. 

6 For ex~~le, an NSA report~ we'll either be able ta pull 

7 thOse ourselves frorn our access to we'll ask NSA 

8 to pull them for us 1 a.o1.d we ' ll review the report t:.o see t.ha t 

9 there's some indication in that report that the user of che 

10 facility was foreign. 

11 

12 

.13 

14 

15 

16 

17 

18 

19 

20 

21 

Other ex~~ples would be a cite to NSA's tabase. 

NSA will then pull that for us . We'll review it, and within 

It's been, I'd say, a process of refinement as we'~;e ·~een 

23 working with NSA, and we've made suggestions in senns o£ what 

24 does mak2 for an easier review. so our last review ot:t. ;:.h.e::-e on 

25 December 71 they were able ;:o, in response to cu.::- suggesLions, 
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1 actually capture on one piece o£ paper the fac-e that that-

2 

3 

THZ COURT: Okay. ~nd anything else that you found in 

5 your review? 

6 MS.- Overall~ our general finding is that a 

7 strong majority ot the sheets have con~ained approp:cia::e source 

8 citations, meaning that using that site, NS~~ was ability to 

9 :retrieve the documentation, vve were able to review- it .3.nd 

10 

11 

12 

13 

14 

15 

1 r _o 

17 

confirm the basis for their foreigru~ess determination. 

In some a::eas in which the citations could be improved 

and we've discussed these with NSA -- would be wher~ perhaps the 

forei~~~ess determination was based on a nlli~er of sources and 

what appeared in the source field was a citation to just one/ 

which might have been jusr. part of the story, and upon further 

discussion NS~- VJas able -co then kind of pull togecher 

information. But. a citation to every doo..Lrnent was not actually 

18 in the database entry sheet. 

19 And chen some sou~ces cited were to NSAls m~~orializations 

20 of pre\riously made fo:::eignness deter:mi:c.ations where what 

21 originally led the...TTI to conclude that it was foreign is i"lOt. 

22 evident from the doclli~ent they cited. Again~ that really is 

2 3 more of a p=-obl. e...-rn, :!: 1 d say r with 

24 and noi:: something that. we really observed in our more 

25 recent reviews. 
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1 THE COURT: In terms of the foreignness determinatio~, 

2 did you disagree with them in any of these? !t so~~ds like 

3 there's some missing information, cbey have provided you the 

4 information, and there 1 S an indication -- you seem to be calli~g 

5 foreigr!Iless determination --

6 ( bl(IO) 
-M_C , - "'as , r."!h ...., I h th d ,_, .~. L_a~...:. sour s.!.or _a,n. 

7 THE COURT: -- so I 1 ll use that shorthand as well. 

8 Did you find any that you didn't think the detemination was 

9 accurate? 

10 (b)(~) MS. I'd say -- _ thirrk there's or:ly beerr a 

11 handful, V.That we~re doing is we~re having NSA report what we 1 V2 

12 been calling incidents,. PA..n. ... incidents 1 to us. Basically, if NSA 

13 comes across some reason why they realize they shoul~~·t have 

14 tasked that facility pursu~~t to the P~A, or if they receive 

15 some indication. pursuant to their post-~asking procedures that 

16 the phone nU!--nber or the e-mail address migh~ be being· used 

17 inside the· United States, t:hey i.ciorm us of that, a...T1d we've been 

18 tracking those incidents. We've only been info~med of~£ 

19 the.1'1.r so that's sort of the urriv"=rse that we're dealing with 

• 20 righc now. 

21 THE COURT: Sine e Augu.s c? 

22 MS.~~~~~~~ correct. 

23 there are a-wher=- T '-h1n1r we rnighr o' ~rot': ce_r+-_:::._i~_._ r-h"";:,t. -- .._ - l.,..!. -!.!..i"- -~-- --- ~ .:. .. ~ ........... _j__,__ 

2 4 NSJl.-_' s o::-igi.~al determination ~hat the user was located overseas 

25 was i!l f3.ct a reasonable one, bur: r would say t.h3.t's in t.he 

607 
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1 category of maybe Some of them it was quite clear 

2 tha~ the tasking error was really a human error; the account 

3 that they intended to task. they did have a reasonable basis. for, 

~ 11 L'' was transposed wi t.h a "T", something along t.hose lines. 

6 That accounts for some of the...rrt, ·and others might be more 

7 the instance v..rhere NSA had a reasonable belief the person was 

8 located overseas at the time of tasking and chat person simply 

9 moved locations. 

10 Now, we c~~·t confirm Ior eveiy ane ~hat the person was 

11 in fact originally located overseas fu~d then traveled, but as 

12 long as they had a reasonable belief that ~hey were first 

13 located overseas, we would not conside~ that a compliance 

14 incident per se. But we haven't made a final determination with 

15 respect to every one of those facts as we start gathering 

16 information on ic. 

17 THE COURT: So if you did make a decermination that 

18 there was a compliance error, noncompliance, what would happen 

~9 with the information that had been collected~ 

20 (b)(~) MS.- Well, NS.". currently, what they':ce doing 

21 : think regardless of whether it's a compliance incident is a.TJ.y 

22 infqrmation t.hac's collected from that facility's while it's 

23 being used inside .the United States is being purged, and 

24 can confirm that fo= me, 

25 ~ -· Ye" .l."lt\, - ~· We make a determination that 

' 

508 
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1 there's -- well 1 first we would report it to our general 

2 co~~sel, ~~d then they report it to the Department of Justice. 

3 ~!..s soon a_s we make that recognition, a.Dything that we collected 

4 from the time that. we tasked would go into multiple locations, 

5 and we'll rernove the data. 

6 THE COURT: lti-:!.d if you'd eJ\.'"Qlain again, you•ra talking 

7 about anything where it'S collected wi~hin the United States? 

8 Is that what you're saying? 

9 ( bW'ol :MR. Yes, ma'am. 

10 ·THE COUHT: In other words, tDere is not the foreign 

11 link out there. 

12 

13 

14 

1' -~ 

17 

18 

19 

20 

21 

22 

23 

24 

~ MP .. _ If there was ru~ indication that the 

telephone niliuber had roamed into the United States or there was 

an indication that 

the~ from that p€riod forward 

we went back into the database and re~oved the information. 

'iPOP 3!!1Ql*I.ET I 'C~Tb~ I I 9REOH: NQFO?l'i 
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THE COURT: So if there's a 

or something like that 

The data would be destroyed. 

THE COURT: We c~~~t talk at the Sfu~e time or he won't 

22 be abl::= to get' it do"'rn. 

23 That would be purged. 

24 

25 

MR. 

THE CO'L'S..T: 

Yes. 

So what: you 1 re talking about is where 
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THE COURT: 

22 collectiQn, for the rest have you actually purged ic at this 

point? He,s nodding yes. 

24 MS. Yes, right. For ones tha~ -- yes. 

25 MR. Yes. P..rn I right 1 

T2P 6E€!RRT ~" 1 COWIUTJ 1 Ql?Q9N. l:18F8FdJ 
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1 MH. Yes. 

2 MS. The determination about whether it should 

3 be called merely like a tasking e~~or or a roaming incid~~t. 

4 which in fact is contemplated by the procedures, as opposed to a 

5 compliance incident, Will matter for us in terms of the attor.uey 

• 
6 general's obligation to report to Congress on a saTTiiCill->"""J.ual basis 

7 incidents of noncompliance. 

8 So that's where-- at -chat paine we'll have co determi:-:.e 

9 which we officially consider to be i~cid~""'lts where NSA did no~ 

10 have a reasonable belief in orde~ to do the tasking. 

11 THE COURT: And you called it "complia."'"lce errors" 

12 versus what? 

13 MS ... : .D.,. ' 'tasking error'', which would be a 

14 typographical mistake, or a "roa.ining incident" is where NSA had 

15 a reasonable belief that the person was located overseas at ~ne 

16 time of tasking but then later evidence shows t:1.at the person 

17 has either moved or was always irr the United States/ and while 

18 termination Colle_ction would stop and that facility will be 

19 de tasked,'· they were in fact complying wi tl'l tbe procedures when 

2 0 they me.de that tasking.· 

21 THE COURT: So at the poir.Lt thq..t you fi·;ured out that 

22 they've moved icto the United States, then collection would stop. 

23 MS.~· Correct. 

24 THE COUil.T: ~~d if you collected anythi~g once tney 

25 had in that inceri!Il thing, r;~"lac: it would be at this poin;: purged? 

. ~ 
TOP ~F'CFiT 1 '4:GM:b}TT/ /QPQQ"i!l, HQc8FB:J . 
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1 MS. - Collection from once t.he person was in 

2 the United Sta"es would be purged, yes, because that would be 

3 collection that would constitute electronic surveillance as 

4 defined lli~der FISA, ~~d that is something that the procedures 

5 also indicate should be purged. 

6 MR. May I ask a question, Judge? 

7 THE COURT: Sure. 

8 MR. Wh;;,n yo:J. say that -- what you just 

9 described, the point after which the material would be purged, 

10 is that from tbe point at which NSA learns that the use~ ~s in 

11 the United States so that they no longe~ have a reasonable 

12 belie£ that the. person's outsider or does that begin f!:"om the 

13 point where NSl~ determines that he actually entered the 

14 United States?. 

15 

17 

18 

19 

20 

21 

22 

23 

24 

25 
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1 (bl(IO) MS. That's correct. 

2 TEE COURT: Okay. If I could ge~ back to the· I 

3 have a little bit of a cancer~ that if the minimization 

4 procedures now are silent about this issue that it not be· 

5 started up wichout making some chrulges 

6 

7 

8 put it that 

9 way/ which is what you seem to Pe talking about, I h3.ve some 

l 0 concerns about -- because t.be procedures don't s earn to -- in 

11 terms of the procedures the Court is reviewing don't see~ to 

12 contemplate that 1 at least reading the two sections on page 6, 

13 which I think is the first set which talks about oversight and 

14 compliance. 

15 There·· s a paragraph that talks about .-- one th.B.t I ju.sc 

15 read and the oc:her above th«t 

17 

18 

19 

20 

21 

22 

23 

24 

25 

21 
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10 THE COURT: }\nd I guess the concern I have is that 

11 there's nothing in these procedures that I 1 m reviewing that 

12 con't.emp~ates that. You Ire talking about an ·excepcion whi·ch I 

13 understand you have not impl~~ented. I'm just saying that i£ 

14 you do, I think there needs to be something in these procedures 

15 that tl;la Court is reviewing that addresses tha,;:. 

1 ~ _; 

At this point, leaving aside the minimization procedures, 

reading this, you would never conte..rnplate, f:ra.."'lk.ly, what you 

18 have indicated might be the position of NSA at some later point. 

19 And if it was included in ths minimization procedures, it's 

20 clearby an exception to what's been set cut here. 

21 So you*re not doing it new. I would just stzongly suggest 

22 that -- more thail ;;trongly suggest 1 and I t~iDk if I'm goirr9 to 

23 I rreed to kJ.J.ow what you're actually doing. 

24 

25 

~9? :3E6f!.E1?: / CGl4T~T I I OPGQ~T 1>10FQ¥U!1 
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1 then I think at some point this 

2 n·~eds to be &-nended and reflected so that the court has ru"-1 

3 opportu.:.-"li ty to look at it. 

4 MR. OLSEN: We need to obviously discuss this further, 

3 Your Honor. 

6 

7 

TEE COURT: 

MR. OLSEN: 

I understand. ( blU .. ) 
Because this I as Ms. point-ed out, 

8 is an instance that hasn't occurred, so it basnlt raally bee~ 

9 someching that's been in some sensa ripe for us to ~eview it. 

10 As I've looked at these procedures over time/ and as tbis 

11 discussion indicates, we've looked at the -- on page 6 those two 

12 provisions as being able to operate in concert with one ~lather 

13 so that if in the first instance where ~here was not a 

14 reasonable belief that the person was outside the U~ited States 

15 and che:refore v.ras electronic sur-veilla..._r1ce, that would have to be· 

16 purged. 

17 

18 

19 

20 

21 

22 

23 

24 

25 
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l THE COURT: 3ut I think the mini:mizac.ion procedures 

2 that you 1 re doing are minimization procedures that the AG and 

3 t:he DNI have to look at al'ld you have to file them with the Court 

4 so Lhac the Court would be on notice that you decided in this 

5 area to carve out an excep~ion. 

5 So When you talk about what you Ire doing· now, which is tha.t 

7 you learn December -- you learn Dec~uber 12 that as of December 

8 8 somebody went into the United States, at this point you're 

9 purging lt if you made some -- if c.he catch-all is to look at 

10 the .minimization procedures and you change those 1 I assume we 

11 all get notified and that they get reviewed aild approved ~~d we 

12 all get some notice that: that's actually what you're doing. 

lJ MS. Yes. F~solutely. 

14 M_R, OLSEN: A...Tld that ' s t~'1e par·t I don I t know what the 

15 minimization proc~dures say. 

1 ' -" THE COURT: 

17 to counsel. 

18 MR. 

They are silent at this point, according 

But we agree, Your Honor, with your 

19 obser·-.ration that ws should stay i:1 the excepc'ion in the 

20 proceduras themselves that the Court's reviewing. 

21 THE COURT: Okay. Either o~e or the other~ blit I 

22 think -- if it's sil~nt, then I don't think you should do 

23 v.;i thout puttin9 it i!l one of the ct.hers So that i::' s clear cu::. 

24 MR. OLSEN: Right. 

25 T~~ COURT; ~~d the Court, Nhether it's che 

., 

WO? SECRGT I iQQ~4LHT I 
1 Qi'C"'QN NOiQ~~ 
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1 minimization procedures or wheth~:;:r it's these procedures, -~ould 

2 be revi.ewed by the Court. 

3 11R. OLSEN: Then we can cha..t""lge the procedures and 

4 amend them to reflect that. 

5 'TH3 COURT: Well r assu..-rning that's what you want to do. 

6 I don't have-- it doesn't sound like you've discuss.ed it, s9 

7 I'll leave it to you to discuss. 

8 HR. OLSEN: ?.ight. 

9 THE COU~T: And certainly -- I hav~ some concerns 

10 about it, frankly, ir .. terms of every time_ you do 

11 t there are issues relating 

12 to it. I won't opine about it since I don't have it in front of 

13 mB, but I do think it needs to be put in w~iting so there's 

14 

1 -_:) 

1 ' -0 

17 

18 

transparency as to what's beiP-g actually done. So it's either 

che procedures or the mini~iza~ion procedures, one or the.other, 

since they 1 re sil3nt at this poin~. 

Okay. we·talked about these so at this point, if I 

understa....J.d it, tl~ey' ve: bee!! about: we' 11 call them, 

19 compliance e!'rors because you haven't broken them down into 

20 t~skiny errors. 

21 you didn',t collect anything~ roughly. 

22 Even if nothing was collected, it might 

23 be that it was a compliance arror to task :i.t:. co begin with, -lour 

24 Ronor, 

THE COURT: Is the ~ you've given me, does that 

.. rgo :::::CKE'f/ /COHTH':f/ .'ORG6li .. lJGFGFQJ 
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1 include what you now have broken down into compliance errors/ 

2 tasking err:ors 1 ty-pographical kind o.f thing and thi's roa.i11ing? 

3 MS, v h ' .•. ... ea_ , ouc l.S the u~iverse of what NSA 

4 has reported to us as being a facility which it believ-ed it 

5 should not have tasked i.nicially or it ::-eceived some indication 

6 that it's now being used ~nside the Uni~ed States ~~d has 

7 de tasked. 

8 TEE COURT: Okay. there's 

9 no collection, so there's nothing to purge. out of the rest I 

1 0 everything has been purged. 

11 MS.- I think on terms o£ how m~~y where there 

12 was- not collection~ Your Honor, I want to confirm that with NSA 1 

13 because I thip_)c for a few o£ them they did :1ot have t.hat 

14 information available at the t;ime it was reported to us. 

1I'HE COURT: Lee me p·ut it a slightly different way. 

15 For those where there was collection, wheth2r "it fits into any 

1 7 

- ' of these th.:-ee categories, at the present time, out_ o:E the. 

18. whateve~ nlli~er that is, the information has beeh purged. 

19 (b)(i;,) MS, Well, there was one reported to us just 

20 l·ast ni:ght:, and at tb.aL: point we don't know i£ information was 

21 collected. ~~~d tbe information we were given was if information 

22 was collected, it will be purged. 

23 THE COURT: So the purging is, frankly/ ongoing. I;:'s 

24 not something where there's a wait of months before something 

25 happens. 
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tb)(") 

1 MR.- No. you made a statement about of 

2 tbe t we didr."'1 1 t have reason to believe that they were 

3 foreign :rom begir~ing, I thought, a second ago. Fo!' all the 

4 ro~mers, we are very confident they we~e foreign when we tasked 

5 those. 

6 MS. 

i 

8 

9 

10 

11 

12 But I think there Is probably about on the order 

13 that we think ultimately will identify as compliance incident/ 

14 but for many othe~s it does appear that there wa~ a reasonable 

1 --:0 basis for NS.:!\. 1 s original tasking,. a:J.d the later evidence showed 

16 the user was in the United StaL.es so they det:asked. 

17 TEE COURT: Okay. ~Eything else that you gle~~ed from 

18 this review? 

19 One other aspect of our review is NSAis 

2 0 mi~imi .. zation practices with respect to ·reports thp.t they issue 

21 as a result of the ?rotect ~~erica Act collection. There Is been 

22 a. ~otal of rts issued that were based at least in part 

23 Or totally on P~~~ collection, and we•ve reviewed each of the 

24 reports. NSA p~ovides them to us, a..11.d we go out ior the ::-eviews 

25 a:1d can say that to the extent any have contained U.S. pe:cson 

T9P 'i'~C~Efr I JQ9H!NT/ ;' 9RC9H,. l49:'GPJ1 
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1 information( they have properly minimized that information in 

2 acco:rdruJ.ce with the procedures. 

3 THE COiJRT: Okay . since you~ve gone over this review, 

. 4 have there been any instances where -- I think it 1 S 1 again, page 

5 6 of the first set of procedures, which is the depa:r-ture £:corn 

6 procedures of i~~ediate threat, has that been exercised? 

7 MS. 

8 you can confirm thac? 

9 

10 

(b)( G:>) MR.­
MS.-

No, You.=Honor 1 it has not. -if 
1 confirm that. 

Yes. This was iilcluded in the 

11 procedures, Your Honor, really in anticipation of -what we were 

12 a situation --

l3 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

i3?0P f!i?~£l2"iT; '"QMINrrt !QproN NO;;-OFN 



All redacted information exempt under (b)(1) and/or (b)(3), except as otherwise noted. Approved for Public Release 

T9P 9BCR3T/ /GOlf HT/ /O~tCOlJ I HO?O±dij 29 

1 

3 

4 

5 

6 would technically be veering from .::he p:::-ocedures, but: this 

7 paragraph wo~ld basically permit that. 

8 Again, we have not employed it fu!d very well may never, but 

9 that was the sort of circQ~stance we're envisioning, not 

10 something more like NSA would be permitced to task facilities of 

11 people inside the United states in violation of the overall 

12 authority of the P~~. 

13 THO:: COURT: Let me just make sure we've covered all of 

14 the review before we sort of segue in~o this. fu~ything else 

15 that's of note that you have £ou.11d from the reviews t.hat the 

16 Court should be aware of? 

1 1 -' MS. - One thing, Your Honor, that comes to 

18 mind, and I believ~ this is a situation that has been corrected, 

19 but sine~ '-He were talking about their post-tasking procedures, 

2 0 NSA haS e..xperienced · -- there was a time in November whe!."e there 

21 

22 

23 

24 

g?9P GE€RE'i?/ '90l1IN';'/;'9RCOH. HOF9»Ul1 
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1 

2 'l'hat-problem has been solved, and NSA has iuformed 

3 us that they have a procedure in place now· to alert someone if 

4 so they ~0....""1 take 

5 ilTIL-nedia.te action to correct ic. 

6 

7 

THE COU?..T' 

~ MR._ 
A.'1 ythi ng el s e ? 

Could I just as an intelligence fu~alyst 

8 at NSA that's been involved in the procedures/ if I look at the 

9 nuwber o£ e-mail addresses and telephone nw~bers that we have 

10 tasked under the authorization~ there's ·a high degree or 

11 perc~~tage of ones that I believe meet every p~ocedure ru~d we 

12 have total reasonable belief that the targets were foreignr ~~d 

13 I think it 1 S in the 99 percent r~lge -- but I'm basing tha~ on 

14 

1 -_, 

1 -_o 

.17 

18 

my intelligence analysis experience compared w-ith t.he 

there are possible incidents on. 

THE COURT: Okay. Let ~e move, then, into what I've 

called the e.cl!.erg.ency departure. I had a couple of questions on 

this one. rn my order I had asked how this worked, because ~he 

19 way it's written itrs quite broad, and there was -- in looking 

20 a~ it how i~ would actually be applied was a question that I 

21 had. ~n example was given that indicated that if there wasn'c 

22 time/ basically, to do some do~~~entation. I had a couple o£ 

23 questions~ and the example'S you've given .have be~""1 all in the 

24 context of documentation. 

25 Is the doclli~entation then done after the fact? I me~n~ it 



625 

AU redacted information exempt under (b)(1) and/or (b)(3), except as otherwise noted. Approved for Public Release 

TOE' -JECRE!'/,'0011 li't'//ORCOHr HO:'ORH 31 

1 doesn't address the issue if you don't t:he way i·t' s set up is 

2 if there's an immediate th~eat and NSA dete~mines it must take 

3 action and appara~t departure f~om the procedures, it's not 

4 feasible to obtain a timely modification of·the procedures from 

5 the .1\G a_l"J.d the DNI 1 then they can take th~ action and repor-c 

6 this promptly to DOJ ~!d the office of the DNI. 

7 Q. . .... lnce it's fairly broad·, frankly/ in terms of the 

3 procedures and what you're able to do, it wasn't clear to me 

9 initially_ what it i.s that you would be modifyi:1g that you 

10 coulQn't do-- that you woul~~·t have discretio~ to some degr~e 

11 already, what kind of modifications you're talking about. 

12 'YOU 1 in writing, g~ve us the docu...TTientation one, ruJ.d you've 

13 also just given this one. Is that generally what you're 

14 thinking of in terms of something corning up, chey're moving 

15 quickly, not do~ting the I's ~~d crossing the T's? 

' r .co MS . Yes, Your Honor, and I think you actually 

17 described the procedures in that they describe categories of 

18 information NSA may be looking at ~~d makiug its for2i~ness 

19 determination depending on the pa=ticu1ar si-cuation. Really/ 

20 the one area of the procedures where specific steps are required 

21 is in the documentation section and in the subse~Jent 

22 verification before something is released from ~asking. 

23 That's yvhy our answer focused 0:1 that, given that t~at will 

24 -be a..T'l area that ·we can envision NSA doing something that was not 

2 5 provided for in. the procedures, because otherwise thai:-

. ~ 
TQP .Sl&CRi!U~~' 'QQ1!4' NT I /Q:VC9~~ £'9T'9F1J 
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1 £oreigfu~ess deterrr,ination is already based on sc:rt of a totality 

2 of the circumstru~ces as opposed to a mandatory checklist that 

3 they have to follow. If we had something like that in there/ 

4 you could see that provision maybe would apply there, but we 

5 don It have that. So ic:. really is the documer..tation section that 

6 I thirrk is the one/ at least in all of our thinking, the one 

7 place where we 3ee that this could come into play. 

8 THE COURT: So, would you see trdt as -- fo~ instance, 

9 some of the er~ors that have oQcurred you 1 ve gone back and 

10 fixed. Is that what you're· tbinking of in terms o.f the 

11 modification, or are you thinking of something else? 

12 MS. No. We would not view any of -- in any 

13 inst~~ce that we've heard of so far as being one that NSA 

14 departed .from th·e ·procedures in o:;:der to respond to a.1"1 immediate 

15 threat to national security. 

16 THE COURT: ''~~'"1 i:mrnediate ':.hreat" is sort of broad.· 

17 I mean, we're in tiNO wars. we have, in addition, a global war 

18 on terrorism in terms of broa~ly. 'The.re are: enough -- if I look 

19 at enough appl~cat.ions, there's enough plots going on around the 

_20 world that you could always view it as an immediate threat. 

21 Was it something that -~ I g~.1ess,_ is it a timing; issue, not 

22 a timing issue in terms o£ wha:t' s -- you can't make tbe 

23 modification. Is it a pe~manent modification/ or is .1.1:. jus~ .:t 

24 small modification for that particular threat? Maybe you c~~ 

25 explain a little better. 

626 
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22 THE COU~T: C~~ you give me-~ let's ass·~me there's 

23 some threat -- let~ s take a hy-pothetical threat and what you 

24 

25 

Yf'SF SDC?."3SP·7 / COl'LN~ .' / SR£9N :HQ:'Q~l 
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1 

2 

3 correct:? 

4 (b){~) HS. That 1 s correct~ Your Honor. 

5 ·1'HE COURT : So what waul d it be that you ' d be 

6 ~' .- ' ? illOCl.:CYl.Dg. That's what I'm having trouble fig~ring out. 

7 

8 

9 

10 

11 

12 

13 

14 

16 

l7 

18 

19 

20 

21 

22 

23 

24 

·25 Lhat there would be any need t.o modify? Or did I mis.s the 

628 
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1 poir:t? 

2 MR. ~~~~~~ My point was that the ex~~ple that is 

3 cited as far as that wi_ll 

4 noc happen, 

5 THE COURT: So what is a~ example o£ something 

6 MS. I thi~k we we~e trying to contemplate if 

7 there were-such an immediate threat, it might be that we pe~it 

8 NSA -- or NS..!-~ would take ·aCtions under. these procedures to 

9 

10 

11 

12 

13 

14 

15 

17 

18 

19 THE COURT: ·rhe procedures are silent, af':er you 

20 report'"th.e activity/ as to what l:appens. In other words, does-

21 anybody go back ruld do anything ~ith this so that there's some, 

22 if nothing el5e, post-tasking, post-revieW to figure out whether 

23 what you concluded was correct and ~here would be some record 

24 such that there woul-d be some oversight of it at a later point? 

25 That doesn't say a...""lything about that, a...Tld that obviously is 

629 
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l some concern, since you dori' t know precisely what this 

2 modificatio!"l __ would be, to make sure· whatever's modified and not 

3 only orally gets informed, but there's some written 

4 docun-.entation that you .go back. 

5 For instance, if you 

6 some point, you would go back, 

7 right. You've made some conclusion about, say, a forei~-Dess 

8 determination, if you went back and looked at i ,. - _, to make a 

9 decerroination whether you're correct or not. 

10 It doesn't say that, and that concerns me; I muse be :::-r?.nk. 

ll It doesn't say what happens. Do you orally tell them? Do you 

12 do anything else 1 or do you not have to do any other 

13 docum~~tation of what's involved here? 

15 that it would be while we might be orally informed,·· it would 

16 also be followed up in some written fashion, probably e-mail is 

17 ty-pically the way we've been communicating about all sor<:s of 

18 incide...11.ts connected to this collection and that it would not 

19 bu;: something 

20 that, --again/ was dcne to resolve the im.-rnediate threat. 

21 So since the.procedure talks about p:-otecting against the 

22 irrrrnediate t:hreat, it_ was not viewed as a permG..;.'"1ent relief from 

23 the p~ocedures but more that they might take immediate ac~ion to 

24 gather the foreign intelligence information: But then we ifliOuld 

25 revert -- the rest of che procedures would s':ay in efi:ect and be 

TQP s:::CREif/ .'CS!'FT:JT/ /Q?lQ~1 l'19:'QPJ'T 
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.1 ln effecc with respect to those facilities after that immediate 

2 threat had passed. 

3 THE COURT: So you're not seeing sort of a per.mfu~ent 

4 modification o= a definite modification. 

5 Correct. 

6 THE COURT: You' r·e seeiug a modification in reSponse 

7 to an immediate threat. You would doclli~~J.t it, and then you 

8 would revert back to whatever the procedures were unless you 

9 actually wanted to amend them. 

10 MS.- That's ·correct, Your Honor. If this was 

11 ·something that NSA was iderrtifying as a mora of a permanent 

12 problem with the procedures that was impacting their collection, 

13 the appropriate course then would be for us to a~end cne 

14 procedures a..:.1d have the attorney general and the DNI once again 

1 " -" 
16 

certify that they iu fact are reasonable. 

MR. OLSEN: That ce~cainly is how I've looked a~ 

17 these, that the modification in the p::ocedures was tied directly 

18 co the th=eat x1d the immediate threat which woUld prevent the 

19 ability· of NSA to obtain a timely moqifiCation of the 

20 p::-ocedUres. So to the extent that there was the availability of 

21 ma.1dng appropriate :modification because· the threat was not 

22 immediate, the~ that 1 S what we would do. 

23 TB:E COU~T: Okay. For instance, with this 

24 -that he's talked about, ii you had made a decision that 

25 you dilli-o' c: vfant t·::> use this system anymore, then you would 

,..g? bEC:-tET/ 'G9H'N'1P '/Ql?.GQ}l r9F9Rliol 
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1 ac,tually do a...'l aJ.-nendrne.:.~t 1 something that would be done before 

2 you actually moved forwa~d. You're talking about something that 

3 a thraat comes up and in response to t.his you feel that 

4 something needs to be done more quickly or some other reason for 

5 doing it/ you would eliminate the 

6 You would th~~ go back, however, at some point -- and I 

7 guess this is all ~morphous, bUt you would go back at some 

8 point, revert back to your original way of operating unless you 

9 actually asked for something on a more permanent basis and would 

10 doc~ment the modiiication ru~d wD~t the results o£ it were so 

11 that you could fi~Jre out whether modifying it actually did 

12 it still met the requirem~'lts of the·act as it's set out in 

13 te~s of this foreig~~ess determination as opposed to finding 

14 out that they're all in the United States. 

15 MS. Correct. That's right 1 Your Honor. 

16 THE COURT: Is- there a reason for not -- you know! I 

17 realize you don't know '"hen it's going to come up, but why 

18 somethi~g woul~~'t be added as you move along here that 

19 indicates that there will be some documentatiorr or something to 

20 indicate that if there's a departure at some point you'll be 

21 taking -- there will be some docw~entation of it? 

22 Otberwise, it leaves it sort of an oral -- report the 

23 activity, all.d that's that. It doesn't say what happens after 

24 that in terms of the timely modification, or can we agree coday 

25 tha: you woUld do it s.o I ca..J. consider that, although not 

--
'~'Q;p _.!!!:i9?e3~ / / COl1IHT / .' OR\2911 , N9I'OPJ:T 
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1 written, this is what yOu're planning on doing, how ·you're 

2 operating_? 

3 MR. OLSEN: When you say, Your ctonor, that the 

4 procedures would allow an oral notification because it's 

5 silent --

6 THE COU"""'RT : That's what it says. Well, it doesD't go 

7 back-- I me~~~ the cy~estions that I've asked/ looking at it you 

8 can.' t t2ll -- let: me backtra-ck. We have· an ernergsLcy procedure 

9 now. All of it's done -- a lot of it.'s done orally, and then 

10 it's followed up with doclliuentation, et cetera, and there are 

ll procedures that sec that out. 

12 ·-rhis just says you will notify them-- as I said, there's a 

13 fair ru~ount of discretion alLeady in terms of being able to do 

14 it, so 1 had trouble figuring out why you woul~~·t be able to 

15 timely discuss doing it. 

15 You'v.e talked about it mostly ih terms of--

1" -1 that would be made would be 

18 skipped in some way, at least temporarily, that it sort of 

19 leaves it -- it's noc clear to me why this would be needed as 

20 oppose9. -- you k1JOW, as I said 1 in tbe usual ernerge11.cy there ara 

21 procedures about ·writing it up, why this one doesn't have that 

22 kind of same indic~ation of what happens once this occurs~ 

23 because the rnodi:Eicacion could be a permanent one, reading this. 

2 4 That's why I asked the quest ion. 

25 ( b)((o) 1'18. That's righ'c:., Your Honor. I thin}:: the 



All redacted information exempt under (b)(1) and/or (b)(3), except as otherwise noted. Approved for Public Release 

TOP GECS.E'i';'/Qt;ij1.,..H'i'//8FtGOH, Ne¥6~:1 40 

1 absence of it specifically saying that the notification shall be 

2 in writing or what steps will happen after that was not 

3 .intentional, other th~a that very nature of the paragraph meant 

4 to accOlli~t for ~~ unailticipated -- or an eve~t that's lli~likely 

5 to occur me~~t we were trying to, I think, keep some degree of 

6 flexibility, given we don't ~~ow what the irru-nediate threat to 

7 the national security threat would end up cons·tituc.ing. 

8 I think we can agree, certainly, ' . .._. ' . ' 
t~a~ ~n~s paragrapn, by 

9 chatr we are interpreting it to mean chat we would get w~itten 

10 :w.otification of a deviation from the procedures, ru-:td i~: would 

11 not be a permanent deviation but instead something that was 

12 happening only to protect against t.hat· immediate threat. 

13 We would then, after that immediate threat was -- the 

14 intelligence was gathered or Che steps were initiated to collect 

15 ::hat intellig-ence, then the other requ.i:cements of the procedures 

16 would ·then :ca~ain in effecc. 

17 THE COURT: Aild you'd have a ·way, then, of seeing 

18 whether it was ~~ appropriate collec~io~ during that pe~iod. 

19 ( 6)((;.) MS. - Correct. The idea of having NSA then 

' 20 repo.;ct"' it promptly to 1.15 and to the ODNI was to make sure there 

21 was an opportw~ity then for the attorney general and the DNI to 

22 assess \..,rhether t:he departure itself was in fact something that 

23 ~as reasonable given the overall procedures and.an assessment of 

24 the threat, 

23 THE COURT: The other thing is that it salks about it 

TOP @]jQ]j!&T I ( 29!1IlTT I I C<PCQ£1' liOFOFcl:f 
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l as being an approval after the fact. Since in the -- back tti 

2 the one· I'm mo~t familiar with, the present emergency t!l..at we 

3 haver the procedures where there's. the oral notification 

4 preapproval and you move forward, ic wasnrt clear to me why you 

5 would..'l.' t be able to just let chem Ju-,.ow and so ~:hey would 

6 preap:prove it. How long does that take to do? 

7 Because this is tell.ing them aft:er the fact as opposed to 

8 telling them upfront orally and their saying, yes, this is fine, 

9 you then de it, you get the paperwork afterwards. Is there a 

1 0 _u particular reason why there was a concern that they couldn't be 

11 notified upfront as opposed to 3fter the fact? 

12 MR. OLSEN:· Noti.:ied up front that the 

13 THE COURT: That they wanted to modify it so there 1 S 

14 some preapproval. If they said, rior no, you can't do this, I 

mean it's after the fact that you get this. 

16 MS. Well, Your Honor, I think given Y.rhat 

17 we're anticipating the possible scenario t.hat would- result here, 

18 

19 

20 

21 

22 So werre not -- the step that you're talking about them 

23 taki~g ic order to get the approval to dep3It fro~ the 

24 procedures would be, while aot a significant matte:::- of several 

23 days, given the threat that we're talking about, it would be 

'i?OI? £EQ7:iT' 'C~4INT' '9l2£9iH NQi'OFN 
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1 enough time that it might p!:'event th'e collaction of the 

2 information which is the.reason for the paragraph to begin with. 

3 THE COURT: -~e you thinking of the if I understood 

4 you correctly, the immediate threat we should think of as 

5 defined the way it's defined in the FBI minimization procedures/ 

6 the new ones or the old ones? 

7 

8 

9 

10 

11 

12 

l3 

14 

15 

16 

17 

18 

19 

20 

21 

22 

23 

24 

25 

MS.- The new ones is what I was. envisioni:1g. 

q;'Q p &EQ_ LEG? :' ;' COlfil!JT I / 9PJ¥9l'l l''D iOPN 
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TEE COURT: Can I also ass~~e thac you report the 

9 activity promptly to DOJ 2-l.id the office of DNI so that they get 

10 post. approval? In other words, a:Eter-the-:Eact approval fo!' what 

11 it's doing. So if t:hey were notified and disagreed with what 

12 was being pEoposed, ·pres~~ably chey could say/ someone stop 

13 

14 

15 

this. That'"s the point of it. 

MS. Correct. Yes. 

THE COURT: What if the NSA emergency and the AG ~~d 

16 the DNI disagree amOng themselves? wt~~L happ&~s? I meru~~ i~ 

17 doesn't address it in a couple of a=eas. 

18 

19 

20 

21 

22 

23 

MS. No I it doesZl' t. 

THE COURT: It's like the procedures. we have the 

procedbres, and chey both agree. So tne issue hasn't come up. 

MS. Correct .. 

TBE COURT: ~~y thought of it? 

MR. OLSEN; Just with respecc to the emergency 

24 provisions or- generally --

25 THE COURT: Well, there's a couple of places c.hac have 

cpgp fiiC#i~TI/cCHINT 'JQP£9f": WQFO'R1i .. 
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l the two groups, Lhe AG and the DNI, ·who obviously come frOnt 

2 differe~t perspectives. One has a legal look at it, and the 

3 other is going to look at it in a national securi~y perspective, 

4 and the~e could be disagree~ents. 

5 Now, obviously the procedures you proposed to me, there 

6 iSTI 1 C one because you're presenting them, but in this context· it 

7 hasn't come up. ~~Y thought as to what would happen? 

8 MP.. OLSEN: We've talked about this a bit. It's hard 

9 to cont~~plate, but I imagine if there was a disagreement 

10 between the DNI and the attorney general, who are jointly 

11 responsible for this authority, it would have to be resolved by 

the president at that level, and that would be where any 

13 disagree.'1le.,>t between the two would have to go. 

)_4 THE COURT: Okay. So just to make sure that we're all 

15 on the s~ue page on chis, in my reviewing the procedures, the 

16 clear-error standard, you don't have a :Problem with my building 

17 into thii:; the understanding that you have preser..ted what your 

18 intention is. In other words, can I rely on this is the way you 

19 would pla:J. on ope::-ating as par;:: of my decision that there's TIO 

2 0 clear 'error? 

21 MR. OLSEN: That we would obtain wTic~err no~i£ication 

22 as opposed to just oral notification and that we would have 

23 T:-!E COURT: 1'-f...s. ~ had menti.oned a couple of 

24 things. 

25 !1R. OLSEN: Righc. 
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l MS. Yes, Your Honor. I think that would be 

2 £2..ne. We're basically saying that we've written notification 

3 ~'J.d that 

4 THE COURT: 

5 MS. ~~-d it's not a permanent chfu!ge. 

5 1<'13,. OLSEN: Exactly. Thatrs the other one. 

Ll.­
-~ 

7 THE COURT: So it· would be for the time frame of this 

8 immediate threat, and we would look ~o the -- akin to the draft 

9 that. we have about immediate t.hr:eat, what the FBI has of their 

10 proposed procedures. 

11 MR. OLSEN: Yes. 

12 MS.~~~~~~~~ That's correct/ Your Honor. Rig he:. 

13 We're not envisioning this part 4 of the procadures as the 

14 mechanism by which the procedures would then be modified, Sort 

of on an ad hoc basis they would put in I.!ew rules. 

16 It was meant to be for an isolated pu_rpose for the period 

17 of time responding to tb_at imw.ediate threat, a~d anything that 

18 was going to be changed on a permanent, ongoing basis wi~h 

19 respect to all of the ta:-g-eting under that certification we 

20 would "have to modify the procedures and get a new certification. 

21 THE COT.JRT: Anything else I should know about what: 

2 2 your thinking was on the eme=-gency depar'i:ure? 

23 MS. No. I don 1 t believe so, ~our 3onor. 

24 'I'HE COi.JF::r : Okay . 

25 MR. OLSEN': Your honor, ~ hava to step ouc. 

'TQ? l'~'CE?J.r! IC'CNIJ?IT' 1 9:R£9N. NQFGP1J 
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1 something I have to a~tend to. 

2 THE COURT: That's fine. 

3 {Mr. Olsen exits the proceedings.) 

4 THE COURT: Let me move to the acquisition of e-mail 

5 corrumlili cations . Hopefully, I understfu~d all this. Let rne.go 

6 ~hrough a couple of scenarios as I sor~ of u_~derstand what would 

7 happen. 1 1 11 give examples is w~e only way I can figure this 

8 out/ aild we'll do A and Bas the parties 1 and Cis the user of 

9 the casked account. 

10 On one scenario/ A could be a party 1 say/ 

11 sends an e-mail to B; who's in the United States·. .!LTJ.d in the 

12 e-mail they talk about c in some way, and C is outside th~ 

13 United States. There's an indication ~hat C is fo~eign and in 

14 the language of user that it would be C that wou].d be the tasked 

1 --~ 

16 

account and the user in the discussion. Am I correct? 

MS. correct, 

THE COUB.T: Then the seco~d scenario, as I ~nderstand 

18 it, is that again C is outside, but you could have either A or 

19 B. One of them has to be ou::side the United States, but· it 

20 doesn't necessarily have to be A sending the e-mail t.o B; it 

21 could be A ia in the United States sending the e-mail to B1 ~~d 

22 B is the one that'3 outside. Is that correct? 

23 So in other wor~s, ;:uy first example had A sendi'ng it 

24 outside 30mebody here about C, and you'::-e tasking c. ·rhe 

25 second e:<a."TTple is either way, either A or B, but one ot them has 
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l to be o_utside the United States, and c has to be outside. Is 

2 that accurate? 

3 MS. ·rhat' s right. 

4 ':'HE COURT: That 1 S another scenario. Okay. Three \lli'as 

5 the one that -- my third ex&~ple. C is still outside, but A and 

6 B, no matter who 1 s the sender and who's the receiver of the 

7 e-mail, are both in the United States. That is ~ no-no. ~~ I 

8 accu.rate? 

9 MR.- Correct. 

10 

1 ' 

12 

13 

14 

15 

16 

17 

18 

19 Is this the t:;pe of situation that ;.,rhen you find out, 

20 getting back to sort of our earlier procedure thing, where once 

21 you find this out then you would be pu~ging it at least 

22 p:reseEtly, once you 1aar~ that that's actually happened? 

23 MR. (b)(6) Yes. 

24 MR. IE I may, Judge, ju.st t.o be as clear as 

possib.le, this is a ' ' . . ~ 

Sl"CUaT:lOn wnere. 

'199 GEGP.ET ( ! ggg lbT'T' ( I 0 1i?!DN N9:'9l2J>i 
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8 ·information that post acquisition would be purged once NSA 

9 apprehended the fac~ that they were all inside the u.s. 

10 MR. 

11 In the eve~t that happened 1 that is 

12 correct. I will say for the reco:r;d 1 and I'll let .. speak 

13 but the reality is that people in the U.S. 

14 

15 So in p~actice', we wouldn't expect to see: 

16 that, but the answer to your question is yes . 

17 Okay. 

18 "I'HE COUET: Okay. The othe~ thing is tha~ it looked 

19 as i£ so in all instances I've broken it down. 1 forgot 

20 what s~ction in the- procedu=es. There's sort of-two prongs. 

21 The user of the tasked e-mail is outside the United States~ and 

22 at l:=ast one pa.::-ty of the acquired com..rnllij_ication is outside the 

23 United s:.:ates. I 've brokE!.~.~ it down in to t·wo prongs, but I think 

24 you· have them together. You ha.ve to have Dot·h, so i:f you have 

25 one but ~ot the othe~, then ic would not be an appropriate 

~ 

'3?0F 3D9Ii18'r / .' COH±J:iT' 1 ppco~ W9:'QJ!U7 
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1 tasking. 

2 l'!R, That's correct, l~ it satisfied bOth of 

3 those conditions. 

4 THE COURT; All ~ight. I thiDJ{ that's it. Let me 

5 taka a short break and look th::::ough r think: could 

6 probably use one, and let me make sure I've covered everything 

7 that I actually had wa..'lted. to ask you, I think I have, but let 

8 me make sure. 

9 (Recess from 1:00 p.m. to 1:17 p.m.) 

10 THE COURT: There -were two iSsues of clarification. 

11 When we calked about and this gets to page 6 where we had 

12 On the top it talked about tha~ if 

13 

14 

15 

16 Then the paragraph that we had a fair ~~aunt of discussion 

17 about ·related to in the event that NSJ!._ concludes that a person 

18 is reasonably believed t.o be located outside the United States, 

19 arrd af~er ta=geting this person learns that the person is inside 

20 the Unit:ed States, it <t~or.zld take the .Eollowing steps. A11.d we 

21 talked about che two steps. 

22 The one step has -- n\.mlber one, 

23 

'J;'QP !9BER3T;' .'S8H_NW I '9REOH' HS:'SFt!l:J 
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1 The second se.."""ltence, whicZl we got into a .discussion about, 

2 

3 

4 

5 Mr. (b)(6) you indicated that at this point the 

6 minimizai:ion pro.cedures were silent about something that. 1 s, at 

7 least as been discussed, as putting in some exception relating 

8 to keeping the information. I'll put that way .. I wru1ted to 

9 clarify that the minimization procedures that you~re talking 

10 about there are the ones w>der the P~A that are not actually 

11 submicted to che Court for review. 

12 .Because I think the way t:he record in discussing it, and 

13 ic·may have been me. In discussing it, it's ~ot the ones that 

14 do get submitted to the Court and that actually appear in each 

l5 of che applications. This is something that you've developed tha· 

15 ~he AG ru~d DNI have looked at. The Court does not review it. 

17 &~I accurate that that's the minimization p~ocedures that 

18 are at issue when you ·were talking about potentially changing 

19 the..TTI? 

20 (b)(C.) 

21 Yl:::. 

MR. . -.: Yes. That's accurate. May I say this? 

who is more expert on the procedures • tha.Il I B.!.~ I 

22 reminds me t.hat the minimization procedures do discuss three 

23 circu..rnstan.ces under which we can retain wholly domestic 

24 comrm.::nication. ~~~d it 1 s not on point exactly, because che 

25 concern here is, is ~his a person in tha U.S. or not. 

g;gp g;ggR::iJq? :' / C9U±li'l' I I ~l#~Q:N NQEORN 
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1 So I don't Wfu~t to make too much o£ this, but he reminds me 

2 t:Oac there are three circw-nstances in which our minimization 

3 procedures, which the Court has reviewed arrd approved for 

4 differenc surveillance, allows for that. I'm just going to ask 

5 him to recite those. Again, I don. 1 t want to rely on it too 

6 much --

7 THE COURT: That's What I'm trying to figure out. 

8 Which minimization are you talking about? ·There are those that 

9 we presently have. There are those that have been submitted 

10 ~nat are going to be changed at the FBI, et cetera, et cetera, 

11 that we have and that appear in each of our applications that 

12 the Court in essence is, agreeing 1:hat they're in compliance '"''i th 

13 in that nature. That's one set. 

14 This to my mind meant minimization procedures chat you as a 

15. cou.::-tesy have given us a copy of it but tl"..at it's actually not 

1 r -D 

17 

something that the Court reviews. 

MS.~~~~~~~~ You're correct, Your Honor. 

18 THE COURT: So there's two sets of minimization. Arn I 

19 accurate? 

20 MS. Yes .. ~id this is meant to refer to the 

21 ones that are part of those procedures the atto~ney 

2 2 general and the DNI found to be minimi z.ation procedures as 

23 defined by F::s;:._ for purposes of this collection in P.'l:.J;,.' and that 

is what minimiZation procedures i --~ refe:!:"ring to on page 5 of the 

25 proc~dures. 
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1 

2 caveats. 

THE COlJRT: Okay. Then let me get back t.o the >:h::-ee 

Is that in the P&~ minimization procedures or the 

3 other, say I FBI procedures that are generally provideq. to. the 

4 Court that the Court, in each of the applications, in essence 

5 approved? 

6 (b)((i,) MS. I ·think the conE us ion, Your Honor, is 

52 

7 that the minimization procedures ~eferred to here a=e~ in fact 1 

8 while they've not been submitted to the Court for ·its rev:!..e.w 

9 lliider P~~~ they are in fact the same procedures that Were 

10 submitted to the Court pursuant to Docket No. 

ll M.l<.. Very slight modifications. Very/ very 

12 slight modifications/ just to 

13 

14 

(b)CIO) MS. 

MR. 

It was language 

-- basically to take it from the Court.-

15 authorized electronic surveillance context into the P]\.A. context. 

16 So where one aspect was we could retain these records for five 

17 years or longer if.the Court authorizes us col we 1 d re.TUove that 

18 particular provision from the PP.A minimization procedures simply 

19 because it wouldn 1 t be applicable in the P~A context. 

20 MP.. 
(b)(6) So what we have done, You~ Honor~ 

21 although the statute didn't require it, what we've done is, for 

22 the :picked up minimization procedu.::es 

23 that have been approved by the Court for t:ne text 

24 and for the eked up and used 

25 minimizatioTI procedures with slight modifications ~hat DBve been 
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1 approved by the Court for the contex-c.. 

2 So I'm making reference to minimization p~oceduTes that the 

3 Court has see...""l in the past but doesn't review in COD..!.J.ection w-ith 

4 these certifications specifically. 

5 ·THE COURT : Okay, So if you went ahead -- so let me 

6 move to my nexc ques~ion. If you went ahead ::.nd made a 

7 modification that you-- let's assume it's differe~t th~! the 

8 three caveats we already have -- you did a different 

9 mOdification from it. Under the P4~~ systa~, the Co~rt isn't 

10 reviewing them. In other wordsr reviewing them in the sense of 

11 approving them. 

12 ·That's correct. 

13 THE COURT: So would you make this change strictly for 

14 the P . ."?:. .... "A... as opposed to the rest, assuming you did it? Or you may 

15 not be able to answer this question. 

15 l'f.R • (b)(6) ·No, I think I can answer it, ru~d.I 

17 chink we would. So the question here is a differ~~t question 

18 th~~ arises in the normal colleccion of NSA: Has your ta2:get 

1·9 moved into the U!l..ited States? 

20 I .. think we would modify -- if we're going co modify 

21 procedures, we would modify the minimization procedures pursuant 

22 to P~A exclusively, and I think actually a preferable way to go 

23 about it is to modify procedures for dete.nninir:.g foreigT~Jless. 

24 We!ve already started to address this. In. one sense I 'Nerve 

25 said if we find that someorre·s not looking inside the 
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1 United States, that we never had reason to believe thacl we'll 

2 purge. We've already addressed half the field here, I think. 

3 So to mel particularly with the scatute requiring court review 

4 o£ this set of pro_cedures, what we're calling the foreignness 

5 procedures·, that's where we would probably put that provi3ion if 

6 we agree that, yes~ that. is a provision we need to. 

7 THE COURT: So you put it in these actual procedures 

8 I' rn re\riewing? In other words, you'd indicate the caveat? 

9 11R. That would be my preference. The 

10 reality is that the qJestion arose -7 the hypothetical ~~estion 

11 arose after we submitted proc-ed,.rres. So it's not something we 

12 set out to avoid saying anything about. Ic's something that 

13 arose in the abstract but after procedures had been developed. 

14 But since the statute calls for the Court to review the 

15 procedures for determining a person 1 s locality outsid.e t.he 

16 United States·, I think this is something that would be fairly 

17 addressed in that Set of p~ocedures that the Court's reviewing. 

18 

19 

20 

21 

22 

23 

24 

che 

THE COURT: Okay. So if I can recap then/ in terms of 

lf you decided to make a change that would allow you to 

you do this, you're 

2 5 contemplating - ~ you would change che miniini zation procedures of 

' 
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1 PA..~ which the Court does :10t have u.;.Lde:c the statutory scheme a 

2 review a.:.-"ld approv=..l process f ~J.d you would also char!ge the 

3 procedures and at least no~e it so that the Court would be aware 

4 of it in _the procedures that are actually submitted to the 

5 Court. A.111 I correct? 

6 (b)(6) With the caveat that I haven't talked 

7 to Ms.llllllllabout i~~ nor the Department of Justice, so this 

8 is my inclination only. 3ut I think given what the statute 

9 requires the Court to exru~ine a~d approve~ there needs Co be 

10 .some men1:ion of that as the discussion is brought out. 

11 I may have been wrong earlier when I said the minimization 

12 procedures are silent, and that's what ~x. 
(h\IR\ 

reminded 

me of, that there are circQ~stances under which the minimization 

procedures would allow us to retain those. And it might be 

15 exactly what we've advised, but I'd like to go back a~d think 

16 about that if I could. 

17 But there ought to be some way to tell the Court, since 

18 we've told you hal£ the story, what the wh.ole story is, and the 

19 way that seems most appropriate is in what we call the 

20 foreignness procedure since that's what the Court reviews. But 

21 I'll also let Hs ... speak, because those procedures have to 

22 be approved -- all of these sets of pr-ocedures must be approved 

23 by the attoruey ga~eral, so it's ~ot my decision solely, 

24 certainly, 

25 MS. I think it would --be approp::-ia1:a given the 
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1 information we already include in the current set o£ procedures 

2 that if we were ~o incorporate a change, as Mr. (b)(6) said, 

3 that we should address that here as well, not strictly in the 

4 minimization procedures, which would not be submitted to you 

5 THE COURT: So· I wouldn' t have a.Tly notice of it. 

6 Ms.-· " ·1 ..... xact:. y. 'I'hat does not seem that that 

7 would ba the appropriate way to go. So we would notify you fu~d 

8 make a change to these procedures as well as the minimization 

9 procedures. 

10 THE COURT: Well, thank you.. I think that would be 

ll ver:1 helpful in terms of reviewing it to have that informat2.on. 

12 The other just a minor clarification. If there was -- ur_like. 

13 tha not being qble to get a timely modification, if you do seek 

14 a timely modification, unlike the departure one, from the AG and 

15 the DNI, I would take it that you would submit that to the Court 

16 a.-n_d a.-mend it in sOme form that would be presented to the Cour:t.. 

17 So if you had time to make the change, it goc approved by 

18 then, then there .would be a_Tl amendment, and it would be 

19 presented to the Court. 

20 (b)CG) MS. Yes, we would, Your Honor. For some 

21 reason/ the scatute talks about the procedures being updated 

22 ~rn1ually and submitted to the court, but the Department of 

23 Justice int.erpretation has been that should we change these 

2 4 procedures, we would file them with the Court ::;ince we filed the 

25 first set of procedu~es. lVJ.y change to the.1u we '..vould update 

550 
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1 eva.'l. if it was -- we would file with you even if i1: was on a 

2 more frequently thfu~ ap_~ual basis. 

3 THE COURT: Okay. ~!i._ll right. That Certainly was very 

4 helpful. I think that's it in. c.erms of going over the 

5 infO~mation and the q~estions that I had. Is ~here ~~ything 

6 else that I should k...Tlow or you want. to cell me since I've been 

7 asking you q!l.es tions? A.L'"'ly o the!"' in£orma tion or anything you 

8 want to bring t~ my attent.ion? 

9 (b)((O) MS. No, You::- Honor. 

10 THE COURT: Okay. This has been very helpful, and I 

11 appreciace it. .~"d I'll be moving forward. 

12 M~ 
~-::::> • ~ certainly appreciate your time and ~he 

13 time of the legal advisors as well in poring over these aQd 

14 working with us on this somewhat novel venture for all of us. 

15 THE COURT: Yes, for all of us. 

16 All =ight. Thank you very much. I appreciate your coming. 

17 It's good seeing you. 

18 (Proceedings adjourned.) 

19 
·. 

20 

21 

22 
• 

23 

24 

25 

651 
TOP @BCfi:E'i' / ;' :SU3!!JT.1 'ORCON. NQFQ::'lJ 



557 

All redacted information exempt under (b)(1) and/or (b)(3). 

TOP SECR:ETh'COl\HNTh'ORCON,NOFORN/fXl 

1.J'NITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

MEMORANDUM OPINION AND ORDER 

Approved for Public Release 

This Memorandum Opinion and Order is issued pursuant to 50 U.S.C. § 1805c(b) & (c), 

which provide for the Foreign h1te!ligence Surveillance Court (FISC) co review, under a "clearly 

erroneous" sta.-:~dard, procedures adopted by the Anorney General and the Director of National 

Intelligence (DNI) under 50 U.S. C.§ l805b(a)(l). For the reasons stated herein, the Court finds 

.that the procedures that have been submitted to the Court meet the applicable review for clear enor 

with regard to the government's determinations that the collections appropriately concern persons 

reasonably believed to be outside of the United States. 

l. Procedural History 

On August 17, 2007, the government filed a set of procedures with this Court pursuant to 50 

U.S.C. § 1805c(a). Those procedures pertain to a certification by the Attorney General and the 

Director ofNationa,! Intelligence, styled DNl!AG 1 05B Certification 07-01, filed ur1der seal on 

August 10, 20D7, pursuant to§ l805b(c). Under that certification, and following those procedures 

("07-0J procedures"), the National Security Agency (NSA) acquires foreign intelligence 

information regardirtg 

TOP SECRETHCOMINTHORCON,NOFOR"II/Xl 
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In an order dated October 11,2007, the Court stated that it would consider 

procedures jointly for purposes of the Court's review pllTsuant to 50 U .S.C. § 1805c, and direeted 

the government to address specific questions about these procedures identified in the Court's initial 

review. That order (''October 11 Order") is incorporated herein by reference and made a part of this 

Opinion and Order. See attached Tab A. The government timely submitted its response on October 

26, 2007, ~Government's Response to the Court's Order of October 11, 2007 ("Gov 'I 

Response"), which is incorporated herein by reference and made a part of this Opinion and Order, as 

the Court has relied'on its contents. See attached Tab B. 

On December 12, 2007, a hearing in this matter was conducted on the record. The transcript 

of that hearing ("Trans.") is incorporated herein by refer~nce and made a pa1i of this Opinion and 

Order, as the Court has relied on its contents. See attached Tab C. 

TOP SECRET/JCOMINT//ORCON,NOFOR.'\//1\1 
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IT. Statutory Framework 

In this matter, a judge of the FISC is for the first time exercising a responsibility assigned to 

it by the Protect A.o.-neri~a Act of2007, Pub. L. No. 110-55, 121 Stat. 552 (PAA). The PAA created 

a new framework, within the Foreign 1-llelligence Surveillance Act of 1978, codified as amended at 

50 U.S.C. §§ 1801-1871 (FISA), under which the Executive Branch, pursu=t to a "certification" by 

the Attorney General and the DNI, may conduct certain forms of foreign intelligence collection, and 
• 

direct third panies to assist in such collection. 

The P/1 .. A accomplished this in several steps. First, the P AA provided that F!SA',s definition 

of electronic surveillance, at 50 U .S.C. § 1801 (f), shall not be "construed to encompass surveillance 

directed at a person reasonably believed to be located outside of the United States." 50 U.S.C. 

§ l80Sa. 1 

1 Prior to the P AA, the government had argued to the FISC that, in some contexts, 
surveillances of targets outside of the United States did constitute electronic surveillance as defined 
by FISA, such that the FISC had jurisdiction. The 

of such ~t'Ye:lll'>J'lc:~ 

request government, · 
to conduct such surveillances. Since the enactment of [he P AA, the government has opted, pursuant 
to the "transition procedures" of the PA.A., to continue to submit applications to the FlSC for 
authority to conduct such surveilla..-Jces, "'under the provisions of [FISA] as in effect" prior to the 
effective date of the FAA. P.-'\A § 6(b). 

'fOP SECR:ETh'COl'lHN'f//ORCON,NOFO'R:i'I//X1 
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Second, the PAA created a new ''certification" mechanism.' Under this P."...A mechanism, 

"the [DNJ] and the Attorney General, may for periods of up to one year authorize the acquis1ti on of 

foreign intelligence information concerning persons reasonably believed to be outside the United 

States." 50 U.S.C. § 1805b(a). In order to grant such an authorization, the DNl and the Attcrney 

General must make several specified determinations, Most pertinently, they must determine that 

(1) there are reasonable procedures in place for determining that the acquisition of 
foreign intelligence information ... concerns persons reasonably believed to be 
located outside the United States, and such procedures will be subject to review of 
the Court pursu.mt to [50 U.S.C. § 1805c; and] 

(2) the acquisirion does not constitute electronic surveillance, , . 

!d.' These determinations "shall be in the form of a written certification, under oath." § 1 805b(a). 

The Attorney General and the DNI may direct a person to assist in acquisitions pursu.mt to such a 

certification. § 1805b(e). 

Third, the P.AA. provides for judicial review of certain aspects of the certification process. 

The government is reqUired to "transmit" to the FISC copies of each c~rtit1cation, § 1805b(a), and to 

' The pre-P."'A version ofFISA provided a means for t.'oe Attorney General to authorize 
some forms of electronic surVeillance, without benetit of a court order, by making a different type of 
"certification." 50 U .S.C. § 1802(a). Section l 302(a), which the PAA did not alter, is available 
only in narrowly dravm circumstances- when the surveillance is "solely directed" at certain types of 
foreign powers (not inclUding groups engaged in international terwi:isrn) and "there is no substantial 
likelihood" that any U.S. person's communications will be acquired. § 1802(a)(l)(A) & (B). 
Although copies of such certiflcations are filed with the FISC under§ 1802(a)(3), the FISC has no 
role in reviewing them. 

' The other required elements of the certification involve assistE.nce from a third party who 
has access to communications or communications equipmenT; the "significant purpose" of obTaining 
foreign imelligence information; and the adequacy of the minimization procedures to be followed. 
50 U.S. C.§ 1805b(a)(3), (a)(4) & (a)(5). 

TGP SECR:ET//COMIN'F//ORCON ,r<OFORNhX1 
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"submit" to the FISC "the procedures by which the Government determines that acquisitions 

conducted pursuant to [§ 1805b] do not constitute electronic surveillance." § !805c(a). "No later 

than 180 days after the effective date" of the PA..A., the FISC "shall assess the Government's 

d.:termination under section 1805b(a)(l) that those procedures are reasonably designed to ensure 

that acquisitions conducted pursuant to section 1805b do not constitute electronic surveillance. The 

court's review shall be limited to whether the Government's determination is clearly erroneous." 

§ 1805c(b). 

If the court concludes that the determination is not clearly erroneous, it shall enter an 

order approving the continued use of such procedures. Ift.'oe court concludes that the 

determination is clearly erroneous, it shall issue an order directing the GoveiT.roent to 

submit new procedures within 30 days or cease any acquisitions under section 1805b 

of this title that are implicated by the court's order. 

§ 1805c(c)' 

Three points about the FISC's role under § 1805c bear emphasis.' First, t.1e FISC is to apply 

a "clearly erroneous" standard of review. To apply this standard properly, the FISC looks to how a 

"clearly erroneous" standard of review is understood in other contexts.' \Vhen an appellate coun is 

' The FA~'\. also provides a role for the FISC regarding directives issued pursuant to 

§ l805b( e): under § 1805b(h), the recipient of such a directive may file a petition with the FISC 

challenging its legality; and under § 1805b(g), the government "may invoke the aid" of the FISC "to 

compel compliance" wiih a directive. 

5 In a separaie, adversarial proceediilg before another judge of this Court under § 1805b(g), 

the respondent has argued that the P A..A. is unconstitutional because it violates the Fourth 

Amend1nent and separation-of-powers principles. See Docket No. 105B(G) 07-0i. In the instant, 

ex parte proceeding under§ 1805c, the Court addresses only those issues commended to·it by 

. § 1805c, and does not reach those constitutional issues. 

See Bradlev v. United States, 410 U.S. 605,609 (1973) (statute understood to use 
(continued ... ) 
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reviewing a district coun's findings of fact, see Fed. R. Civ. Proc. 52( a), it finds clear error only 

when "left with a definite and firm conviction that a mistake has been committed." McAllister v. 

UPited States. 348 U.S. 19, 20 (1954) (internal quotations omitted). The review is not de novo, 

because the "clearly erroneous" standard "plainly does not entitle a reviewing coun to reverse the 

• fmding ... simply because it is convinced that it would have decided the case differently." 

Anderson v. Citv of Bessemer Citv, 4 70 U.S. 564, 5 73 ( 19 8 5). And the "clearly erroneous" 

standard of review applied by this Coun under different provisions of FISA7 '"is not, of course, 

comparable to a probable cause [mding by the judge."' In re Sealed Case, 310 F.3d 717, 739 (FISC 

Rev. 2002) (quoting H.R. Rep. No. 95-1283, pt. 1 at 80). 

Second, the scope of the Court's review under § 1805c is narrow. Executive branch 

determinations under § 1805b(a)(4) &i: (a)(5) regarding the purpose of the acquisition and the 

adequacy of minimization procedures are not subject to review under§ 1805c. Nor, under§ 1805c, 

does the Coun make al'lY assessment of probable cause, as it does pursuant to§§ 1805(a)(3) at>d 

l824(a)(3) before issuing orders authorizing electronic surveillance a.-,d physical.search. 

Third, the statute describes the subject matter of the Court's review under § !805c using 

varying and ambiguous language. Section !805b(a)(1) sets out the relevant executive branch 

'( ... continued) 
"familiar legal expressions in their familiar legal sense") (internal quotations omined). 

1 An application to the FISC for an order authorizing electronic surveillance or physical 
search must contain a certification from a designated senior executive branch officiaL See 50 
U.S.C. § 1&04(a)(7) (electronic surveillance) and§ 1823(a)(7) (physical search). To grant such an 
application for aU .S, person target, the FISC judge must find that the certification is not clearly 
erroneous. See§§ 1805(a)(5) & § !824(a)(5). 
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"determination" as follows: that "there are reasonable procedures in place for determining that the 

acauisition of forei~n intelli£ence information under this section concerns nersons reasonablv 

believed to be located outside the United States.'' § !805b(a)( l) (emphasis added)' However, 

§ 1805c(b) states ili.at the Court "shall assess the GoveiTLment's determination under[§ J805b(a)(l)] 

that those procedures are reasonably designed to ensure that acquisitions conducted pursuant to 

[§ l805b] do not constitute electronic surveillance." § 1805c(b) (emphasis added). One provision 

focuses on the location of persons implicated by the acquisitions of foreign intelligence information, 

while the other provision focuses on whether the acquisitions constitute electronic surveillance. 

This seeming disconnect between the language of? J805b(a)( 1) a.1'1d § 1805c(h) is bridged in 

part by the P/l.i\.'s amendment to t..'le definition of"electronic surveillance" to exclude "surveillance 

directed at a nerson reasonably believed to be located outside of the United States." § 1805a 

( ~mphasis added). Section 1805a arguably harmonizes § 1805b(a)(l) and § l805c(h), to the extent 

that the acquisition of foreign intelligence information concernin£ persons reasonably believed to be 

outside of the United States (per§ 1805b(a)(l)), will often, and perhaps usually, be accomplished 

through surveillance directed at nersons reasonably believed to be outside ofu"le United States. In 

that event, such surveillance will not constitute "electronic surveillance" by virtue of§ 1805a.' But 

' Section l ~05b(a)(l) further provides that "such procedures will be subject to review of the 
Court pDrSllllilt to[§ 1805c)." ld. 

9 For ease of reference, this Memorandum Opinion uses the term "surveillance" to refer to 
the means of acquisition urtder the procedures in question. However, to be fully precise, the Court 
notes that some acquisitions of foreign intelligence information could involve means that do not fall 
within !he definition of"electronic surveillance" at 50 U.S.C. § 180l(f) for reasons other tha11, or in 
addition to, their being directed at persons reasonably believed to be outside of the United States; 

(continued ... ) 
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at first glance, at least, this harmonization is imperfect. For example, an acquisition of foreign 

intelligence information that concerns a person outside of the United States might not necessarily be 

understood to involve surveilla;1ce directed at a person outside of the United States. The concepiS 

are related and overlapping, but nor necessarily co-extensive under the terms of the starute. 

Despite these interpretative difficulties, it seems clear that procedures will satisi)' the 

relevant statutory requirements if they are reasonably designed to ensure both 

( 1) that such acquisitions do not constitute "electronic surveillance," because they are 

surveillance directed at oersons reasonably believed to be outside of the United States, and 

(2) that the acquisitions of foreiQn intelligence information concern persons reasonably 

believed to be outside of the United States. 

Accordingly, tl)e Court will review, under a "clearly erroneous" standard, whether the pro.cedures 

satisfy each prong of this formulation. \linere separate application of the two prongs may produce 

divergent results, the statutory)anguage is further analyzed in the relevant factual context. See Parts 

IILB. and III.D iru'Ia. In this review, the Court will both exa.lnii1e the w-ritten procedures themselves, 

and consider and rely on information provided by the government in its Ocrober 26, 2007 response 

md at the December 12, 2007 hearing regarding the implementation of the procedures and the 

intended effect of certain of their provisions. 

'( ... continued) 
for example, the means of acquisition could constitute a "physical search" as defined at 50 U.S.C. 
§ 1821 (5). But as long as the means of acquisition is directed at persons reasonably believed to be 
omside oft.lcte United States, NSA is not conducting "electronic surveillance," fu"ld the Court need 
not inquire into any additional reasons that might support this conclusion, 

TOP ~ECRETh'COMIJ>TT//ORCON,~iOFOR.''l!IXI 
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TIL Consi<lera!ion of the Procedures 

A. Overview of Procedures 

In most respects, 

apply to the acquisition of foreign intelligence information about different entiries, rhey include 

different descriptions of targets. There are other variarions in wording, about which the Court 

inquired in its October 11 Order.'" The government has c!ac-ified that these variations do not reflect 

''substantive differences" among the procedures, but rather result from drafting refinements that 

took place after the adoption of Gov 't Response at 9. Thus, while the most 

recently filed procedures provide more technical detail on some points, the descriptions in all the 

procedures remain "accurate ·and current." !d. at 9-11. Accordingly, the procedures are discussed 

jointly herein. 11 

The procedures involve an assessment by NSA analysts, based on available information, that 

the user of a particular telephone number or electronic communications account/address/identifier 

("e-mail account")1
' reasonably appears to be outside of the United States, before that telephone 

_ ., 
11 Ther~ is ?ne signii1cant differe~ce among them: of'Jy the~rocedures include a type 

ot · grandfathenng'' provlSlon, wh1ch !S d1scussed at Part II!.C mfra. 

" The Court recognizes that many of these accounts/addresses/identifiers can be used for 
electronic communications other than e-mail, but will use the term "e-mail account" for ease of 

(continued ... ) 
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number or e-mail account is "tasked" for acquisition. 

In making this assessment, NSA analysts examine "three categories 

of information, as appropriate under the circumstances." 

For each tasking, Bnalysts are required to provide a "citation" to infonnation or reporting on 

which they rely in making iliis assessment, and NSA personnel verify that an appropriate citation 

12
( ... continued) 

reference. 
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emry is made before a tasking is approved. 

After a telephone nu."llber or e-mail account has been tasked, NSA "~11 routinely take 

specified steps designed to assess whether the user remains outside of the United States. 

ln the event that information is "acquired by directing surveillance at a person not reasonably 

believed to be outside the United Stat"s in a manner that constitutes electronic surveillance, as 

defined under the FISA, [such information] shall be purged from NSA databases." 

If the user of a tasked facility had 

been reasonably believed to be outside of the United States at the time of tasking, but later was 

derennined robe within the United States, NSA will "[t]erminate the acquisition from that person 

without delay and determine whether to seek authorization to conduct electronic Suneillance under 

applicable provisions of FISA." 

-
Page 11 
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The procedures also include oversight and compliance measures, including reviews, at 

intervals no greater than 60 days, by personi>el from the Department of Justice and the Office of rhe 

Twelve of these 

reviews involve examination of the "citations" recorded by the NSA analysts in support of their pre­

tasking assessment that the user of the facility is outside of the United States, and, where the 

significance oft.1e citation is not apparent on its face, of the supporting materials referenced in the 

citations. !d. at 5, 10-11. The documentation for-taskings has been reviewed in this 

ll)anner, id. ar 5-6, and these reviews have follJld that "a strong majority" oftaskings were properly 

documented by retorencing materials that supported the analysts' determination that the user of the 

tasked facility was outside of the United States. !d. at 12. Most of the problems identified have 

concerned adequacy of documentation, id. at 6-8, 12, and training and technical improvements have 

been made in response to them_ !d. at 10, 34-35. As to the actual location of the users of the tasked 

facilities, it appears that, in approximately.ases, the user of a tasked facility may have been 

\Vi thin the United States. While examination of these cases by the government is not complete, the 

government expects that at least some of them may have involved a user reasonably believed to 

have been outside the United States at the time of tasking who, based upon later-obtained 

information, was_ subsequently determined to be within the United States. Id. at 13-14. 

l'OP SECRETi\'COl'>ffNl'J\'ORCON,NOFOfu"'hXl 
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B. Analvsis of Procedures as Apulied to Communications to or from Tasked FaCilities 

For the most part, NSA sw-veillance under the P AA acquires telephone communications that 

are placed to or from tasked telephone nUmbers, and electronic communications that are sent to or 

from tasked e-mail accounts," In order to apply the two-pronged formulation stated on page 8 

suora, it is necessary to determine at which persons this.form ofNSA surveillance is "directed," and 

which persons the resulting acquisitions of foreign intelligence information "concem" 

Under the first prong, which corresponds to the language of§ 1805a, it is natural to think of 

the users ohhe tasked facilities as the persons at whom surveillance is "directed." A user of a 

tasked facility is a party to every communication acquired by this form of surveillance. It is true that 

other persons are subjected to the surveillance when they communicate with the users of the tasked 

facilities. But NSA is not targeting the communications of those other persorufor general 

acquisition; rather, those persons come within the scope of the sillveillar1ce only when they are 

communicating with the users of the tasked facilities. 15 In the plain meaning of the term, this form 

of surveillance is ''directed" at the users of the tasked facilities, and nDt at other persons. 15 

14 NSA also acquires another category of electronic communications, which is discussed in 
Part Ill.D infra. 

" United States persons whose commU.i'lications .are acquired will be afforded the protection 
ofFISA minimization procedures. See 50 U.S.C. § l80l(h) (defining "minimization procedures") 
and§ 1805b(a)(5) (requiring Attorney General and DNI to determine that the minimization 
procedures to be used with respect to PAA. acquisitions meet the definition at § 1801 (h)). 

16 This conclusion comports with the prevalent understanding, under a d-'fferent rovision of 
FlSA, of the "facility" at which surveillance is "directed." The FlSC bas issued rders 
authorizing the acquisition of communications to and from specified telephone nurn ers an e-mail 
accounts, and those orders identify such telephone numbers and e-mail accounts as the "facilities" at 

(continued ... ) 
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Under the second prong, which corresponds to the language of§ l805b(a)(l), the 

acquisitions of foreign intelligence information resulting from this form of surveillance clearly 

"concern" the users of the tasked facilities, who are parties to each acquired communication. lt 

could be argued that these acquisitions also '"concern" persons who communicate with the users of 

the tasked facilities, and even third parties who are mentioned in such communications. However, 

there are sound reasons for concluding that the second prong is still satisfied. Section 1805b(a)(l), 

by its terms, does not require that the acquisition of foreign intelligence information exclusivelv 

concern persons reasonably believed to be outside. of the United States. Moreover, so stringent a 

reading would put § l805b(a)(l) at odds wit}t § 1805a, which focuses O!l the location of persons at 

whom the surveillance is "directed," not at tc1e broader class of persons whose cor:nmunications or 

information are acquired by the surveillance. Therefore, § 1805b(a)(l) should be interpreted in a 

manner that ha.rrnonizes its requirements with those of§§ 1805a and 1805c(b). See Food & Drug 

Admin. v. Brown & Williamson Tobacco Com., 529 U.S. 120, 133 (2000) (court must interpret 

siatute "as a symmetrical and cohere!lt regulatory scheme, and fit, if possible, all pans into an 

harmonious whole") (internal quotations and citations omitted). 17 This may be done by interpreting 

§ 1805b(a)(l) to permit procedures reasonably designed to ensure that each acquisition "concerns" 

a person reasonably believed to be outside of the United States, even if the acquisition also may 

16
(, .continued) 

which this form of"electronic suneillance is directed" for purposes of 50 U.S.C. § I805(a)(3)(B). 

11 Th.· e government implic~similar interpretative approach. See Gov '1 Res?onse 
at 1 ("[T]he government has filed -procedirres used to determme that cenam acqws1t10ns 
of foreign intelligence information concern persons reasonably believed to be located outside of the 
United States and, therefore, do not constitute electronic surveillance.") (emphasis added). 
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"concern" another person who is in the UnitedStates. The Court adopts this interpretation in its 

review of whether the procedures are clearly erroneous. 

Thus, for the form ofNSA surveillance that acquires commlli,ications that are to or from the 

tasked facilities, both prongs of the two-part fonnularion stated on page 8 sunra will~ satisfied if 

the procedures are reasonably designed to ensure that the users of the tasked facilities are reasonably 

believed to be outside of the United Smtes. 

The Court finds, under the applicable "clearly erroneous" standard, that the procedures as 

generally summarized in Part liLA.~ are reasonably designed to ensure that the users of tasked 

facilities are reasonably believed to be located outside of u'1e United States. While the procedures 

leave it to the discretion ofNSA analysts exactly which steps are appropriate to take prior to tasking 

a particular phone number or e-mail account, analysts are required to ma.lce a record of the basis for 

their assessment that the user is outside of the United States. After tasldng, there are additional 

steps - some of which are taken as frequently as to verify ·that this assessment 

remains valid. The results of the reviews conducted by the Department of Justice and the Office of 

the DNl, as described at the bearing in this matter, support this finding. The Court anticipates that 

continuation of thorough reviews by the Department of Justice and the Office of the DNI will aid in 

the timely identitication and resolution of future problems that may arise. 

However, certain provisions of the procedures require :further analysis, as discussed below. 

The 07-01 procedures for acquisitions regarding 

TOP SECRET//COi'o'Hl'iTHORCO?l,NOFORNh9El 
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requirements telephone numbers and e-mail accounts that had been "properly tasked for collection" 

under FISC orders in docket nu:mbe~ 07-01 procedures at 1 n.l. The orders in 

t.l,ose dockets, w~jch were in effect from January 10,2007, through August 24,2007, authorized 

NSA to conduct full-content surveillance of telephone numbers and e-mail accounts used overseas 

The government explains that tasking u,-,der these dockets "means that NSA 

reasonably believed that the facilities were being used outside the United States and that NSA had 

discovered no information indicating that the facilities were being used in the United States." Gov 'I 

Response at 4. NSA' s prior determination that these users "were reasonably believed to be located 

outside the United States" was "based on the sa.-ne categories of information 

described in the 07-01 procedures." ]d. at 3. However, in implementing those prior authorities, 

NSA did not have formalized processes for verification, documentation, and systematic re-checking 

of a target's location. !d. at 4. 

Such previously tasked phone numbers and e-mail accounts are exempt from pre-tasking 

requirements under the 07-01 procedures, but "are subjected to the same post-tasking procedures 

designed to verify that their location is outside of the United States and to notify NSA of any 

changes to their location os are other facilities." ld. As noted above, these post-tasking procedures 

On this understanding, the 

Court finds that the exemption of these facilities from pre-tasking requirements does not alter its 

TOP SECRETh'COP'ITl'lT/IORCO!'i,l'iOFOIL'>!h'Xl 
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general conclusion mat rhe procedures satisfy the applicable review for clear error with regard to 

acquisition of comnmnicaiions to or from tasked telephone nwnbers and e-mail accounts. 

D. Acouisition of "About" Com..munications 

In addition to acquiring communications that are to or from a tasked facility, NSA also 

acquires electronic communications that are "about," i.e., contain a reference to, a tasked e-mail 

account." (There is no comparable acquisition of phone communications.) Because these "about" 

18 These "about" communications consist of the following. categories (for ease of 
reference, the e-mail account tasked for acquisition is given the name "tasked@email.com"): 

See Gov 't Response at 7 (referencing description at pages 12-14 of the Primary Order issued on May 
(continued ... ) 
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communications will not necessarily be to or from the user of a tasked e-mail account, it is 

necessary to analyze them separately under the two-pronged formulation previously discussed on 

page 8 ~· Under that formulation, the relevant statutory requirements will be met if the 

procedures are reasonably designed to ensure both (1) that the acquisitions do not constitute 

"electronic surveillance," because they are surveillance directed at persons reasonably believed to be 

outside of the United States, and (2) that the acquisitions offoreign intelligence information concern 

persons reasonably believed to be outside of the United States. 

In each case, the user of the tasked e-mail account will have already been determined by 

NSA, in accordance with the procedures (to include the "grandfathering" provision in the 07-0l 

procedures), to reasonably appear to be outside of the United States. In addition, "NSA will either 

reasons, the Court accepts, for purposes of its "clearly erroneous" review, that for each "about" 

communication that is acquired, there is reason to believe: (a) that the user of the tasked e-mail 

involved an application to 
an .S.C.§§ 1804-1805. In that 

case, rhe judge found that the e-mail accounts used to send or 
receive the acquired e-mail communications were the facilities at which the electronic survei!l&"lCe 
is directed for purposes of the FISC judge's probable cause findings under § 1805(a)(3)(B). See 
Primary Order issued on May 31, 2007, ~~pages 12-15. 

19 In the event tl1at NSA determines that an "about" cormnunication was acquired where all 
parries to the communication were within the United States, NSA would purge information about 
the cmrummication from its databases. Trans. at 47-48. 

:rOF ~ECRET 1/COMINTh'ORCON,MOFOR.'>i/IX1 
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account, the na.-ne of which is referenced in the acquired communication, is outside of the Unhed 

States; and (b) that at least one party to the acquired communication is outside of the United States. 

From these two conclusions, it follows that "about" communications satisfy the second prong of the 

above-described formulation because there is reason to believe tlw.t the acquired communications 

"concern" persons reasonably believed to be outside of the United States. 

This is true for two reasons. First, there is reason to be1ieve that such communications 

concern the users of the tasked e-mail accounts that are referenced in the communications, and those 

users are reasonably believed to be outside of the United States. Second, there is reason to believe 

that at least one party to an acquired communication is outside of the United States, such that the 

communication will "concern" that party also. In addition to these persons reasonably believed to 

be outside of the Ur>Jted States, the acquired communications might also "concern" o41er persons, 

ir1cluding some persons i...> the United States. This fact, however, is not fatal to the procedures, 

because an acquisition may properly concern a person in the United States, provided that it also 

concerns one or more persons reasonably believed to be outside of the United States, under the 

interpretation adopted by the Court to harmonize § J805b(a)(l) with §~ 1805a and l805c(b). See 

Part Ill.B. supra. Accordingly, the Court finds, under the applicable "clearly erroneous" standard, 

that the second prong of this formulation., relating to the requirements of § J805b(a)(l), is satisfied. 

Under the first prong of lhe formulation, the analysis is not as simple, because. it less clear at 

whom this form of surveillance is :'directed." In one sense, NSA directs the surveillance by tasking 

· partJcular e-mail accounts for acquisition, and as .a result of that tasking of\Jy communications that 

are to, fro':" or "about" a tasked e-mail account are acquired. From rhis perspective, the users of the 

TOF §l"!';CRETUCOMIJ>ITNORC Ol'i ,NOFORi"'HXl 
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tasked e-mrul accou;-,ts, who by virtue of the procedures are reasonably believed to be outside of the 

United States, could be regarded as the persons at whom the surveillance is directed. All the 

acquired commurJcations relate in some fashion to the tasked ecmail accounts, and all persons other 

than the users of the tasked accouilts have their communications acquired only to the extent that 

they communicate with, or "about," a tasked e-mail account. In less technical terms, NSA is trying 

to obtain infonnation prinlarily about the users of the tasked e-mail accounts, and about other 

persons only insofar as their communications relate to those accounts. 

However, there is another sense in w]1Jch NSA could be said to "direct" this form of 

surveillance. NSA takes steps to en.'"~' 

that each communication acquired has at least one party outside of the United 

Smtes. In this sense, NSA 's surveillance can be said to be directed at parties outside of the United 

Smtes who send or receive communications that contain a reference to the tasked e-mail account. 

The government appears to adhere to this understanding. 

("NSA will direct [this fonn of] surveiJla.,-,ce at a party to the 

communication reasonably believed to be outside the United States."); GoY 'r Response at 7 ("The 

person from whom NSA seeks to acquire communications in such cases is the party to the 

communication who is reasonably believed to be located outside of the United States.") 

There is a third possibility: that the surveillance is instead or also directed at those persons 

inside the United States who send or receive communications that contain a reference to the !3.Sked 

e-mail accou.I1t, the user of which is reasonably believed to be outside of the United States. But 

against this view, it could be argued that NSA is not affirmatively directing the surveillance at these 

TOP SECRETh'COJ\HNT/iORCOl'I,PIOFORN/iXl 
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persons, either individually (e.g., by tasking e-mail accounts used by them) or collectively (e.g., by 

conducling the surveillance in a mail.ner to ensure that at leaSt one party to the communication is 

inside the UPJted States). 

Under the terms of§§ 1805a and 1805c(b ), it is difficUlt to ascertain the class of persons at 

whom this form of surveillance is "directed." However, the Court recognizes that, under the 

"clearly erroneous" standard of review applicable U.\1der § 1805c(b), the government's determination 

regarding the procedures should be overturned only where there is "a definite and firm conviction 

that a mistake has been committed." McAllister, 348 U.S. at 20. The Court' is also mindful, as 

stated in Pan III.B above, that where possible it should harmonize the requirements of§§ 1805a and 

1805c(b) with those of§ l805b(a)(l). See Food & Drug Admin., 529 U.S. at 133. Having 

determined that the procedures satisfy the second prong of the formulation stated on page 8 sum a 
' . 

which follows the la11guage of§ l805b(a)(l), the Court should adopt a reasonable interpretation of 

§ § 1805a and 1805c(b) that permits a finding that the first prong is satisfied, even if the statutory 

language is open to other reasonable interpretations. 

Accordingly, in reviewing these procedures, the Court adopts the interpretation that, under 

§§ 1805a and 1 805c(b), this form of surveilfance is "directed" (i) at the users of the tasked e-mail 

accounts (each of whom, by implementation of the procedures, is reasonably believed to be outside 

of the United States); (ii) at those pa.-ties to the acquired communications who, by v~""tue of .. 

reasonably believed 

to be outside of the United States; or (iii) at both these classes of persons. Because there is reason 

to believe that both classes of persons are outside of the United States, the Court finds, under the 
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"dearly erroneous" standard applicable under § 1805c, that the first prong of the formulation stated 

on page 8 supra is satisfied. The Court expresses no opinion 'on whether such a finding could be 

made for procedures that did not provide reason to believe that both the user of the tasked e-mail 

accounts and at least one parry to the acquired communications are outside of the United States. 

E. Emer2encv Deoarture Provision 

The procedures state: 

If, in order to protect against an immediate threat to the national security, the NSA 
determines that it must take action in apparent departure from these procedures and 
that it is not feasible to.obtain a timely modiflcation of these procedures from t.'1e 
Attorney General and Director of National Intelligence, NSA may take such action 
and shall report that activity promptly to [the Department of Justice and the Office of 
the DNl]. 

As of the hearing on December 12, this departure provision had not been invoked. Trans. at 

28. By the terms of this provision, any requirement ofthe procedures could be the subject of a 

"departure. "20 However, t.'le government has explained that it anticipates that an emergency 

departure might be invoked in one of three contexts: 

20 Even in emergency Circumstances, though, NSA :.would continue to adhere to the 
statutory limitation that it could onJy direct surveillance at a target reasonably believed to be located 
outside of the United States." Gov 't Response a! 2. 
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The government intends that NSA's prompt notification of the activity conducted pursuant 

to an emergency departure would be in writing (either initially or following an oral notification), 

such that the propriety of such activity could be assessed in future reviews. I d. at 40. The departure 

from the procedures would be only as broad as necessary to respond to the immediate threat to 

national securiry, id. at 33-34, and would terminate once the immediate threat had receded. !d. at 

36-3 7. If tl,e government concluded that a broader or longer-lasting modification of the procedures 

was appropriate, it would revise the procedures accordingly and submit the revision to the FISC for 

review under§ 1805c. !d. at 56-57. 

The Court recognizes that it is difficult to anticipate in advance what steps would be most 

efficacious in responding to an emergency. The government has determined that a delegation to 

NSA of authority to depart from the procedures temporarily, when necessary to respond to an 

immediate threat to 'flational security, and only when modification by the Attorney General and the 

DNI can.;oot be Iimely obtained, is a reasonable means of responding to emergencies. NSA is 

required to report such activity promptly to the Attorney General and the DNI, who may then take 

appropriate action if they do not believe u'lat the departure is justified. Based on the government's 

TOP SF CRETIICQMU>IT//ORCGN,~IOFOR"!#Xl 
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explanation of the intended functioning of the emergency departure provision, t'le Court finds, in 

reliance on the government's explanation, that this provision does not alter its general conclusion 

that the procedures satisfy the applicable review for clear error. 

IV. Conclusion 

For the reasons stated herein, the Court finds, in fue lan,ouage of 50 U.S.C. § 1805c(b) and 

consistent with fue Court's interpretation of that provision in view of 50 U.S .C. §§ 1805b(a)(l) and 

!805a, that the Government's determination under 50 U.S.C. § 1805b(a)(l) that the-

acquisitions conducted pursuant to [§ 1805b] do not constitme electronic surveillance" is not 

"clearly erronecus." Accordingly, pursuant to § 1805c(c), it is hereby ORDERED that the 

continued use of such procedures is approved. 

--cb 
ENTERED tills /5._ day of January, 2008, rePerdin" 

Judge, United States Foreign 
Intelligence Surveillance Court 
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1ip,Ptd'\'<1(J.l:i1.1J:te Att<;lt;ley Gim:erll:f. ·rn ~ddil;l'\i•i; f./Sit-may diss;i:;ni~ 
·!!lJS~ (me!~.l.nrd)ig~!J~i~fli'!Wii1il:IIJ; t() the~~~~ !.y $.~ 
'D.i.r.ect\lr J;if1'Jati®'tillhl<:l~o;m~e·~NU a11d ln aucordan.~ with DNJ, 
dk~V<O$,;;ml;~et \O•th¢ f9!lowlizfl,prGI<\id;!l'eS; 

• ''"" " o • "'· lr.IO .......... -

~v.al OO'Ili.ly ~ll deSig)ll\i@i fOt'$\lCO pcipo~. 
!)p;eqt"' cyii$A; . . . . . 

(2) PissJl1liinalions to·'3they·rox~gJ.j &\'lli~"Jl.ettismay be m~· 
• a!' -'"L- 1\l'"'A' ·'""" · ~,..:, -· -• Dp<m· Ill<:> '!1-""PtW: \/.'' JJ,.'!": . ., ·~ t:IJ.!.!~ Q:f'Q~"'"' ~"!i3"'l 

· ~ cansl-d<:r-ati'o!Ulffue f<?li!I~SifftctDrs; th~ ~ailOOat · 
seC\nitY b!l<)~i:'i\ ti!aU:n!t~ S~:m\1¥ tllt!So!l,l!l;>l,y· s~E~et'tu 
O'otaib. fr<!iJJ. !l;l1\!<i:jlg 1;1:;,;: dJ~eul,ina.tion; the. arru\iplt!.;;\.' \W~ til 
wftioa'1'lie ft1~gn. g;ov.emment·wll1 p,~~t fue i\1fo~W~iloo} aiitL 
any p.o\entliiJ fill' ~m.icinJI!<V!•.Pll~qlj l;li.ri:h, or. otller 
r~tii,ctWol)fmo'li!ll\'lent to .J?e-re=nably, eJt!leciied ~ 
·p'roi~idlngfhi! lnfuo;na..'ion to th~:'fb!lii~ ~l'lll:il:~~ If !he. 
-pmposed r~]l!e!\!(!Q of til~ !ilil$"'!1l!IB.t'ion· !la'\'!3 o..hiStorx of 
·hU1!l'tll.!), rl~ abus..~ tbl!nJ~w shl>lltd be;i>!l)l$ji!er;;d lo 
lll!S<lSsiilg the potenti;.l ii:lt~oomie il'!il.itY, pho/51~ 1\.ttqn,,.Qr 
oi;her restriot:ioo of rtro~im.t, !lz;d w~er ih;a ~ll' 
.shot;ld bis made. la ~es ·w:tlere tller4 is a ~aht.:~ ~ \0 
antitlpam that th!i diSsemi!li!i<l\1. w.U! result lnJeionnotr>.lt ·ifijUIJJ 
pb~'b,arm;.OI'other~ciioo,IJf1!lliV~en'(: ~),tile ·· 
llJ?{'t•Yv'ill9flho;:NSA'~~ignale Jmel~ P!:reClQ(.'Wjll,~ 
li<z reqnired; ...00 \11). if dlssentiili\liQn ts apprev-ed;, lliSA w,itl 
un<iettak~· t!i~~\e steps to e~ Ui.a' th!J<\i~$~Wtti:d 
,information Will be Used ifi,~ aollS!stent with U!rli)!d 

$EeRE!1fiCOMJNT/1REl.. 1'0 
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. ' 

l',lietes ldW'!, l$b,qf1if$'$XII'I;t!i:ille<Q!'dei llf~.-l1,~:S~ l!lid 
SVP~-~le fit&raJ 'C!i~tMI &lib~. . 

(J'}' NSA will mill!le a< Wl.'i\t@l:teOQid ()( ¢¢h~e. 
~ved pmsmant til~~ Ollllllif9~M. 
·. · ~o..!lri . SUcl.! ni$l!"""-' ~ $d ·~;<-~!~- ..... ~{-! St>""'"A~ l'll""'""''g .. - .. -...,.m ">'.!<"'" '""' .,,....., =-
avali.!d:>l<> fur re'i'iew ~-~ l<fatlqna! ~;illy 'Divlll~ 't),..~ 

_ ~ 'Oey~entf>f.R>sli@~ l!>n.:ll't J•-M ~ liasi~ 

4. Re&_lh-d\pg df~!4'ali.o!ii 1;lf.IOVt(!!et~<;e o,f'~ ~~S-e'Qlibtl$ 5f~)ti)-~ 
$~)~~-~tQ,= sta!l.datd 'NSA: ~A pro~11~ ~!Ill ~-~.,n b~ 1M 
f611?.Wi~.t 

@!_, nr.m•""'- "'·~; ·- -• """""'S~l.a!.~'1'""-:-ill:<i '--l>..t""~ _.f>W; 
'"""!l '"" Ill ''""'''"""'- •Wf!it' • 1!';>'1•..,., -1 

~~11 •appeam.M ~-~vi:ilet~!!e"!lt'.!l <JP~·!tJit.~il$1;>l¥tl, Ill 
\C ' . ' ' k<. .... ~he , .............. di_,.......;~·l""' «~.J- ~:·---veJ~g, Qf.1~ ~~"'~' . ..;: . ·llllJli:l):\ll•,..,, '...,;Y. ¥.» .. -----~-<14"1~ 
l,Imt6d l!ltat~ ~ 1~t;il!si t~:~ tM-l'ii1 srn! Qtb~~P.t!ll),lrlat= 
~ ~ enil'.mement:!ililfulri~. in· aee~ ~-$~ l);:_;t,¢.. -
§ 1~06Ql}, fi~lii,V!$ Oftt:er11'G. t2,:i:O.~,..aatl::.. w~ 1\P!?~lii. ~ 
~t"i_1!!lrtil!g · -Qed~~q¢fu.-tbeAil,#lst 1~~· 
Y~t~l'.\ll>mt iiiW~!a44i~;· :~~<;~f,b;..-lb!l1.1li-tlQli ' 
·C<incei.-tilil~,t.'ed<ll'l!l crllt).~$,' « llllY ~e55Gt' .di;¢i>.tieili.. 

5. The folJ~g iihall !>e..,;lo~i>ih;. ~-'~f·S!!!itioo h~~ NSA 
FIOlA.~~\!!<:$! . 

N:SA ttlli- ""'"""""''" •- ~~~ "'~~ .. ~"'--"'~.,;>'J'I!lll't'1dt" ~-erA._ 
11 "'"""""l;lll"' - -""'"""""""' ~~-- " "' ' .:-::-.:1 -wli\P1l ~l!sll' pro=!B .sillf'S!ick O!>Jl'tll1ll.Ml:4AliOJ:It·iil.!iCI#tmiiin~ i;lt(tQ. 

~:¢P.l); rt~lWl-awtov~·oy$1! A!!.t®'ll!ll ~~ 

(~1 _ 1'he fullriw.imt sd\i!Hona! n;1o.dlfi~~<S'tQ 'tile .otamd~ NSA l'lSA 
mtrurniiatto.,. ]fftlted:Qr<:a 'fi!r el.etitrillit¢. i?=';jj!la.n¢.;;; 

2. ·-s~o~;. '.It<>)(~ ofth~~ ~$1dard !il:sA Fl!l..~mlJi)mi:tatlon, ~utes: 
Is .. deleteli Md re~w:ed wi!:h:- · 

T.<> thr.l e~ ~Wibly ~S4ilile., 'l)ls;,O. Jl~ooncl Wlih· a~ ta 
tM data a.cquir.ed ~n.ant to tlJiS au'lhOJ'I'tY sllli!L !Weitj'fk~ li!att f'>:l:a 
Jj:l&"ltt!lt·desfgned' 10 tttini'!nize .tfl,e. rwri..w of~<tlt:iii;il-tf<lttS of or 
<;anc..'"'CI)in!f i:J:tl. ~.tl~·lhAt4Q !ict.' ~il!liili ii:lt4gr;;!nte11i~® 
i:nrodliatim'! at elfid.;~ ~h ~. 
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,, :S.o¢tiqn Sfi\tl) of these ~d.;ni l;f$A.Fl$AJAiru~un·p~~ ~ 
to "'~'"fr"m pl'el¢54 b~ suweill"l'tee" e¥-~ of'~ fu..e;ll;ll P"'""""• ' 
•bl!U not~ly. to tins auzyeiJll\tite, 

4. All. 
or 

,fl.atioo,:frJntel~ig~. ~pt:,·sli.! ill be tr.~e;l i1nder .tlles,e pr,~l!l'~'i'o i)Ja ~"' !l1$;~"l' 
'\10 ,i'ofon:na~ibn ~lec!eQ t},roilgh $ley;jtrol:i!.c•<;I!J!'l~\l~ 

5. ~ ful~\~ S<lllt<lll~ §/ll!i! 'Q!;, ~4®<l ~ tl;¢>-eM. '<f Suliil.~;~~} Qi''lhlill"' 
~d'NSA l"lSA.t-!)iJ+~I<n pmc;.;d~ t'm;~k®U!lieSJ~tvcl'ffiinoo1 
" · '!'.. ·· •r. '""'· •-'--· · • - · ';Gjlj-jo - ii!!r"" ....,,u~~ ""'­l'l'¢&ltl ~ '(ll)!f'rl ~\)>1). >~g,,,_.,, <'!Jl)'-~lJll1 :- t!S. lll'f! 'lU lo''!i'! .;;>HI!~ 
tiu'!leti~ ~<£'a 'j_l(\IllO'll w.h,o rli the mne of \&rg~rig i~ f~l);al)'j?; ~(titw<;l to. he,' 

~ iti:\Siil., ~ JJ.!1l.t.a s;t¥.es hut!$ \3\~ ~eli l!slitd!i 'lii~-U.m·W<ii .m~ 1lt· 
th& ti1'M Sl!ifh CQJ.!ll1!,\)rl,l0i\iQm'Bre.~\litW $111)11 ~ d~y¢ Ulf.Pll ~q;o~liin.. 
i:lPWe-~~.et; tli~ Direi;lor-t>f1:4SA l¥~Y' ajiili~J)'I;te relqilipl!. -~!'\ ~~jj<f~i~~\fu qJ 
;llcl\. ~~~PIJ~,ilf)ld"~l,i~ i'<t ~'fitlilg ~)j,gf t.'lrey. IZI<ll.'!.~ ,'i_i~/;'lf¢ 
forei!lll 'inte!li$M~ mJ.bl1iJ,llti"n." 

• 
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E:.tllimrli E' 

~A: 'nON l'RVCE;Di:,J'IUJS US:Et!B;Y 'l'ID CIA 1M CO~.C'llON' WirR 
A;f!Q~n.:'J;()NS·~ ~OnEIGN'JNTELU:!«ENC!il U.WO~WE'l:~:o'A'f'tl:'·tO 

S~CTION 105» OF 'm:E FO!m'I~ :!N'J'ELUGEN~.SllJlvEJLl.,M{r($. ,.\.S.:t 0~ 1978, 
,4.13~;@' 

1 .. 

BE~T/J,S~3il:l:flQe 

CL B'2.• :i'.2!li2.J.;l,,:; 
cr, !®!..SON" l, 4 (~J 
DEC!; ON• 202UIJ$.!i' 
D:RV' J;iROMJ COJ!J S·Ofi . -.- . 
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FILED 
KAREN E. SUTTON, C~ERK 

s~ MAY I 0 2002 

EXHIBIT A U.S. Foreign lr.lelligence. 
SurveiiiRnce Court 

UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D. C. 

IN RE ELECTRONIC SURVEILLANCE AND Docket Numbers: Multiple 

PHYSICAL SEARCH OF INTERNATIONAL 

TERRORIST GROUPS, THEIR AGENTS, 

AND RELATED TARGETS. )'5'l 

CIA MINIMIZATION PROCEDURES FOR INFORMATION 
FROM FISA ELECTRONIC SURVEILLANCE 

AND PHYSICAL SEARCH CONDUCTED BY THE FBI 

(b )(3) NatSecAct 

The following procedures shall apply to processing and 
minimization by the Central Intelligence Agency (CIA) of the raw 
results of electronic surveillance and physical search conducted 
by the Federal Bureau of Investigation (FBI) pursuant to the 
Foreign Intelligence Surveillance Act, 50 u.s.c. §§ 1801-1611, 
1621-1829 (FISA) . These procedures shall be implemented as 
described in the Motion for Amended Orders Permitting Modified 
Minimization Procedures, filed with the Foreign Intelligence 
surveillance .. Court ( E'ISC) and c;;~ptioned as above. y;1 

1. As used herein, the terms ''Attorney General,'' "foreign 
power," nagent of a foreign power,u "United States person," 
"person,u ''foreign intelligence information," ''international 
terrorism·," and ''sabotage" have the meanings specified in 50 
U.S.C. § 1801. (U) 

s~ 
Classified by: George J. Tenet, DCI 
Reaso~: l.5(c)-(d) 
Declassify on: Xl 
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SEC~ 
2. Information about a United States person may be retained within. CIA and disseminated to authorized recipients outside of CIA if the identity of the United States person and all 

personally identifiable information are deleted. A generic. term may be substituted which does not identify the United States person in the context of the message. If the information cannot be sanitized in such a fashion because the identity-is necessary, or it is rea?onably believed that it may become necessary, to understand or assess the information, that identity may be retained or disseminated outside of CIA along with the 
information if; 

a. The information falls within one or more of the 
following categories: 

(1) The information indicates that the United States 
person has acted or may be acting as an agent of a 
foreign power, including informatiqn indicating ~hat a 
United States person was in contact with a foreign 
power under facts and circumstances indicating that he 
intends to collaborate with a foreign power or become 
an agent of a foreign power; 

(i) The information indicates that a United States 
person may be a target of intelligence activities of a 
foreign power; 

(3) The information indicates that a United States 
person has engaged or may be engaging in the 
unauthorized disclosure of properly classified national 
security information; 

(4) The information concerns corporations or other 
commercial organi.zations the deletion of which would 
hamperc the correlation of foreign intelligence 
information on the same subject: 

b. The information is enciphered or contains secret 
meaning; 

c. The. information is needed to protect the safety of any 
persons or organizations, including those who are targets, 
victims, or hostages of groups engaged in international 
terrorism; 
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SE~ 
d. The information concerns a United States person who is or reasonably appears to be, on the basis of that or other information, an agent of a foreign power; 

~· The information involves a United States person who has consented to the retention or dissemination of his 
communications or other information concerning him; 

f. The information indicates that a United States person is engaged or may be engaged in international terrorism or 
activities in preparation therefor; 

g. The information is needed and retained solely to 
identify individuals in contact with a foreign power or an agent of a foreign power (including for purposes of this 
subparagraph (gl any person, regardless of location, who engages in international terrorism or activities in 
preparation therefor; who aids, abets, or conspires with persons to engage in such activities; or" who acts as a 
member of a group engaged in such activities); 

i. The information concerns a person or activity that poses 
a threat of sabotage, international terrorism, actual or potential attack or other grave hostile act, to any facility or personnel of any agency with the Intelligence Community, or any department containing such an agency; 

"j, The personally identifiable information concerning the 
United States person is publicly available. 

A communication. to or from, or information about, a United States person which does not qualify for retention or dissemination in accordance with this paragraph must be destroyed. j21 

3. Nothing in paragraph 2 above shall prohibit: 

a. ·The retention or disclosure of information necessary f.or the purpose of determining whether the requirements of these 
procedures are satisfied, provided that the recipient under 

S~/Xl 

3 

) 
NatSecAct 
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S~/Xl 
this paragraph does not retain or disclose the identity of a 
United States person where it is determined that the 
requirements. of these procedures do not permit 
dissemination; 

b. The retention of communications necessary for the 
maintenance of technical data bases, so long as only 
collect~on or technical personnel have access to such data 
bases; 

c. The retent"ion or dissemination of information concerning 
corporations or other commercial organi.zations which is · 
limited to their identities as manufactures of equipment and 
related nomenclature or their locations; or 

d. The retention or dissemination of information required 
by law to be retained or disseminated. (jJ 

4. CIA shall also follow the following ··procedures: 

a. Privileged communications: As soon as it becomes 
apparent to CIA personnel processing a communication 
acquired by electronic surveillance or physical se.arch 
conducted by the FBI that such communication is between a 
person who is known to be under criminal indictment and an 
attorney that represents that individual in the matter under 
indictment (or someone acting on behalf of the attorney), 
monitoring or processing .of that communication will cease 
and the communication shall be identified as an· attorney­
client corruuunicati_pn in a log maintained for that purpose. 
The relevant portion of the tape, document or.other material 
containing the privileged communication will be placed under 
seal and the Department of Justice, Office of Intelligence 
Policy and Review (OIPRJ shall be.notified so that 
appropriate procedures may be establishea to protect such 
communications from review or use in any criminal 
prosecution, while preserving foreign intelligence 
information contained therein. With respect to any other 
communication where it is apparent to.CIA processing 
personnel that t·he communication is between a person and the 
person's attorney (or someone acing on.behalf of the 
attorney) concerning legal advice being sought by the former 
from the latter; such comml.ini.cations relating to foreign 
intelligence information may be retained and disseminated 

.SE~Xl 

4 
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within the o.s. Intelligence Community if the communications are specifically labeled a~ being privileged. However, such communications may not be disseminated outside of the O.S. Intelligence Community without the prior approval of OIPR . • (S) 

b. Non-pertinent Communications and Particularized Minimization Procedures: (0) 

(l) Communications determined to fall within categories of non-pertinent communications provided-by the FBI to CIA regarding a particular electronic surveillance or physical search should not be retained unless they contain information that may be retained or disseminated under paragraphs 2 and 3 above. (U) 

(2) CIA processing personnel may review all communications, including those that initially appear to fall within established categories until they can reasonably determine that the communication cannot be retained or disseminated under paragraphs 2 and 3 above. ~ 

(3) Information that appears to be foreign intelligence information may be retained even if it is acquired as a part of a communication falling within a category that is generally non-pertinent. J21 
(4) CIA processing personnel shall adhere to any special or particularized minimization procedures provided to the CIA by the FBI regarding a particular electronic surveillance or physical search. ·(..91· 

(~) PIPR shall periodically determine that information concerning communications of or concerning United States 
persons that is retained meets the requirements of these procedures and the Foreign Intelligence surveillance Act. 
~ 

------·-···-·--
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e. Dissemination to Foreign Governments: Nonpublicly 
availab'le identity or personally identifiable information 
concerning United States persons may be···disseminated to 
foreign governments, provided that the information to ·be 
disseminated is foreign intelligence information, and the 
dissemination is approved by the Attorney General, or 
approved pursuant to such procedures as the Attorney General 
may establish for the dissemination of such information by 

(b )(1) 
(b )(3) NatSecAct 

CIA. JZl . 

f. Compliance With Crimes Reporting Obligations: 
.Notwithstanding any of the foregoing, information"that is 
not foreign intelligence information, but reasonably appears 
to be evidence of a crime that has been, is being, or is 
about to be committed, may be disseminated (including United 
States person identities) to the FBI and other appropriate 
federal law enforcement authorities, in accordance with 50 
O.S.C. §§ 1806(b) and 1825(c), Executive Order No. 12,333, 
and, where applicable, the crimes reporting procedures set 
out in the August 1995 ~'Memorandum of Unde.rstanding; 
Reporting of Information Concerning Federal Crimes," or any 
successor document.. ya1 

···~·--···-··· ·-·------·------ - ·----· 
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~. :(SJ 'l'!il'; rnt il:l toll10Ui~~ -l'ri'ili NSA, will rAvi.~:w: ~} NS;A;'!l ~m:~atlo.•.J9r its· .. 
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1>. ll.~fere~ w "Uill~ S;tat~S, ~rSl?!l.aS~·<!i' ,a,fu~gl) pgw,e.r" sl:qlil ~ ~d?r.$;00 \Q 
ilf!er'IQ UiJit~ $!ates per.;(ilns ~Q!il;>ly b"ll<s¥ed io he !0<\aifill 91ll$lcl.e th~< U~lletl 
S~<>tesill¢~\ woo!J1.tiJ~ Atlg1Jle:y Obiei:l\1 h.aS JWiliorlzi\llth~"""J~i6¢:~~l)Ji''/bt;;:~. 
mti!lligenc.a il'lformallon prriuant1r.o llll<rl\cn 2.5 ofE!!<i~V~O\':<lei;' !;!3'):}, 

c. Refere~ ·to 'n¢11-!J.:P!iM St!l.t~ ~t&Dn agt'.(it qf ~ (~~ pii!>iVft'' ~hal:l be 
~od t<ne.fer IQ·nc;n•Uliited SOl.tes. ~ I'J!aSO!lalil}' ~l~ved li:l be lQ<:l!I!Qd 
Ql!tSl~ Ill~ Vai1!?d St&es. · 

d. <'in'! ·e;;m,nuni¢atioo. ~IZ\iti4'ed t/;r9\JgfJ th~ 1\!r~tiil$. uf .a p.~. Wh<htt. ille ¢;rl,.. <!( 
~eting.'WlJ:$.teW;inaq!y beHeved to !»· locateil: <1utsi<i~ ·~ f,l~d ~~tf'l buv 1~ ~ f~t 
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d¢Stt-GY«< \lniess trucll . ' · bell;;ved Ia ®l'ittip f~l~ 
i;rtel!ige~e · . be 
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1 !- ($:) l"qt ~s.~ and CJA,stum pt~'"S? any~h•'l!l :ftt!m-l.<B! 
.~IQ-~s9·~'in:oGWr®fi~~we~i\ieOi by 
i;!l~> A®rney ~-

n. {tJ) ~~1tA.'l'llJI'l 

1$. (Sf, 'fbi> Ji'Bl ·~ 'QlYWon wii~ <llCI>i\l;il!ii ~-v~l Qt$l'ill00l-f'l;iill0 o(tb*' . 
prqWftltlls.- This•ll>vetsi~ W11iiiio-lu!ill'l· p;;;tiil<lic reYl!lliil$ ·try: EEIIMj:i¢t;tl\:ll). Divlsio!l' 
~!11.\et lo ~V;i!i¥.1~ th~ impjem~~tt;;liii;l)l, .. qf~·P~llfes and ilill it!!,j!liiJ~ !!'~~ 10 
~~[«''Oot, ~el- 1'he Hilt ~o.h revi~w-·sMU tli.ltb· plat>!i Wi.t\l!ii ;b.ilty dayS. Qf'~. 
lmp.t~nt:•#P~I.of.ihese Jlroeei:lllie;:s, ~ .sub~.\leitt reYI~w5-;sl;la!tottut ®·' illl!ilt'<l!'lt 
basis... . 

i 6. (8) Th~ ~r.b:nen~ Gf Justice-.(,:00:1) andtbe O.fiii:e ofrbe D.lr¥tor <i{Hat~op~ 
fute!i{j;,ence {QQN;I) will oonduqf .averJI(gnt (tf fB{';;, ~so of t(1e aufflorftJ fltl~, 
Seotleli lDS.'B at' tbt! FJSA, W>lllcll. Win hi«I'*' peyloo!¢. ~ew.s litDIJJ ~lJ<{Qt!NL 

· L .\{j e\ialuate ~···' ·:·nlem: fatiti"- cfW~"""ce<J-, ~~ $1lcliJi!.: ie"'-5"-" Jli>f'O"'J~ . .. '""' un,.. liD . " . . . . r- .. . · - .. .. · Y . · '' """' 
takil,place within fomteen cl"\1fS Of th!: i!l;,pJemen!a~l?a ol"tlii.$ii;;<i_ulslti:Qti, .and :¢.ubsequo;;n.t 
visitil. Sbail.r;;c;;;;t at !east·Q!lCij. "">;rf Sl~·di>:ys,. 

t 1. ($) FBtwill !ep<i'ltto·OOJ,~,Itljl; !:)~ll!Y /i;ssistru;rt:Attpm~ Gie.1~ ill;~ 
Wirtlonal. Seciitit:t P!:Yisl~tl "'il4 ~~il.J.ty fo~ il+l~lllgenoe ~>per:ati9l)!! an!i ~riJi@~. 
ro th~®NI {)ffi~¢ of~m:¢i:Cbiinsej., and.to,thti OPN{ CiYii Lil,er;!es;PrptectiOtt · 
Q~~ ;;ny-jh~i<l<:nts ofnQlJco!)Wli~C!l Witb th.ese l#n®d~·l>y :Fl3,1 per~orn\el 'llil:hln 
12 b= oii,.arnip& qf~ ill';ident. 

·sE~"-,. • 'il'i4~i.t ~- ao~ . tiSta -~ ... ~ -

.· -r-' 4 

ClASS If I ED ANN.B-" .0 iJ O.QJ)O Q 5 1 
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' ~1\,vrt OF :\lJ,)Bi:Rl: S. MIJELLER, Ul, . 
DIREC'I'OR,; Flt:)l~;BIJ~t.rm' t!lrVFSTIGArtoN 

(S) ~u.~ !J;J &eatipn 10513' Of the FOJ;~ l:nteiligen¢;1 Act tr1: l rn!li ali al'llefided 
r•Fi£N~, $.lld .in sl'!pPtirt cf tl1t> Fedei$.1-S'!lf~\'f tifJ,aV~stigali~ req~~ to ~Aiilii:U.'f, 
Generai of file Umtei:! l$:jatel;. and·th~ l)Jfi>ql:Qf of·~ati<:!n;lli. Intelll,a.e~ace s!:!¢k\:n.g W ..mend 

. DNllAG · to !!f!thrlr!z,) th~ ~~ BJi+ea:v oflilYesti~ ~·l:i 
tQ '. . r.e~IY. ~eli~ t<i !l,e Qt!fSJ.d!i . 
of thii . .t~i!i£!g · 'tb& Atton~ey G~i))l~li.l ~t!J#:.D~ 11( 
1{ational.. ):ntalligenca. ditedt the p~OOll >P.eei:fieid Jier.eifi.l!'i· ~ the. ascsm!Mc;e I~~)l 
te •dfeot sUch ~~~t!s,l ~ !f>e (olJ.QW,lilg Is it'u¢.andtiorte~tQ~·~ ~ 9f IllY 

· lmo'l'l!l~dge·~Wd lie!i~f.: ··· 

1. (S) 'the Prri>btcr<tfi\fmil:lllllllll.tei\i;~i\;l}c~ lill!'llbJ>, Mom~¥ Q@;!fil ~t~'hl. 
~tj.tlg .111:id UJlde;- oath ~ a.!li:>~ia•fl'!~encod c~~ jllllt~~ to sfmtioq 
1 05.lih»f th~·FTS~ ~:1' · r;u; ;fdl:e.ijji:i m~~ce · 
ilifonna,ti¢!:1 . to.l)~~tde l';hiii.U&~ 
s~. . ·was iiXe'Qlited itl, ~ J!!!d a~ 
Qatl:i.bytl':ii: ·. . t>fll:t"i:i\o~il 

. . . w~ba§~ 

sl~::~~~~Lkuieaast · rte.~thB: Ullitl;\d$<. 
!h. Na1liona1 $e®rlty ~ii'f$!!:y. (N'SA,, ~:<lllfi1Ctl~>i1l,. 

1.. . · . as Elili.lbit A to ·the· t!ec:4u'!lli(i,il !hat 'Genetlll-AJ.e,~d.;;i; ex~ >Qn 

J. 

:l\X,)7 ,. W$ the . .Pmc~nres. \1}1 wmc'4 NSA, det!lrpl!.p.es \hat the 
l'itfoteff1;0. lli~®JI¢IICJ; !nfot!i;i.iltign pil,~t t9 tilt;, ~!1·t~~ren® 

• . ~rtcer;J:J .p&r3Qri;; t!!ijs®!!Qty ~dlevE;d ~·b~ loca~ ont~i.Obt>f the' 
~ Slates. Tllese prptedutes· are attac!i&l herewith as ~bit A. Ia th~ 
above_,t<it.'"ten¢ell Certi.ficat\QQ. th<o Dj:recmr oi! Natiqnal fu~~o;; ,®.d ~1 
del!eral c\«~ed fu IV~·tlng.l!lld under l:i3l:h tbjl.t:tbtes<: w~Qre.s were 
~oo.l!b!e, 

D~ved E'rP.!l;(: Multiple Sp\Jrcr;s 
D~!as~ify·On: ranua.y '2.5, zo:ts 

~:f/l!~.dlY :a&,. :il933 

.1 
:,. 
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a. a.tqufu~rl ptlrsil\lli.~ to tli(3 ~¢<\tlolil ·ofthe 
u"'m::a State$ .. lind tb.~ Pix<;m01: o.f Njl.tional 

'~E~;P,\1 J.;,Q~i..\R,=~t ai.; :1QiJ 
2· 

· ili. tliie "S2.1;Ile rn;<ul!ler ~ 
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b. Re!ereoces to ~united .Stl!;jieS ~ ~. ohf~t~gl} :M~ ~l\al.)· ~ 
·~to ~~t~ (j~ s~ peroon'S.~~bly ~l{ey<:l4 tq ® ~~ 
outside ~ tf:tiired S'\l!tes~ll.lii$ WI!.~ l,ti!;l·A~ d'Mera¥ has autll~ 
.the~~~ of rorel~ intell\gen~ itlfQffuE\ti.<m {lllr.•t to sl:l'ti!)l'!'!.$ {}f; 
~::x:ecunv¢ cW~ ~~~·. · 

c. "}ti;::t'l;)."¢~ ''tQ '"1;Ciil,-United '&i!:l~ ~IIi agent of a. ll>rei~ !1')~1 ~~ 0¢. 
~ li:. refii'l! tomm·Ulli~ed $Mtes ~reasonably ~i'kN~.tl,! fn 
l~'outsi~$'! O~!i:q States. · 

d'. Any c~~unlcation acqerlrc:d .~ ¢e:t~ting i<Sflt l'etS91i \liM~·~ 
t~l.)f~(ing: Wa',l\ ~y ~iewedfu be Jwated oii!Mlie lhe 'Urllt~ 
States &J.>t is in fq.;t lotal¢d btSlQe ~ U'ffilt<;d State;;; Ill' J:h~; d$11 $1.ill!J 
tl';li1llll"'"'"'atl' · · Is. u'._"' s.l>all be ,jestfb"cd !We:ii! \Sllcn e!i>~~--~1"'"'''"" ls --- .. Oil .. 3C<i ""'"' • .. . . . .. ... ___ . 
r;:aSo<m~i>lif. ~~i<oY~ ~ Wlltalti'forei~ iutt;Jligenee .. · . · . . . 

,t d<oG~4 onder j:il:nll!ty .o( ~"'>" that· f!l..-f<>re&<l>lll~:lS< ~ \'Iii<! Ci>~ · 

$igne.;l this2~ ii<;y of Jlll:ID.at;l' 2(108. 

. SE€Rfffi/.Ml'IQ,'4tY ~ ~~ 

-~ 

. ' 

CU\SSIFiaD ANNEX 
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~~'Vl'T'Ql" t:r' Glt.i"l~Rd ~i'i".a ll_, ~~DE;~_tt~itll\.Q·$'fA't$S 
-~>.'; DllUJCl:OF-;;-NA"til!)N>\LS~ A'Gl!.NC¥ 

' . : 

h.: '"' - l1i ·: ,. ' 

' 

Al\1Fil'liDli'W\l'! l 

~S!tS.Illtlf.J ;p~ w.~\m msa -M~.l<Prel.tm l;;;t;;lll~~· lilunt~.ll~~~ .fl.~ 
(FJ~ ~d in -~00: pf -ihl!! fi'dera! B!!l:eau.oflllY~~"'-Bl~ll ~uest ill the 
Attprney QeneJ'iil •b{ !.lie • . - _ · ~ ))il"~r erN-a~ l':nJ;Rl!?ii1111te reeking: tir 
llmi1illl'.D.l\IJIAO HJSS · . Bi.>l'i!oi!t\it'P ' . 
l"n.v~t!Z;;ti®l ~Hell ta r~nabl~ 

qe)illl!ed to !.e;)~rtskte ~~~i~~~~~EE~~§25~ -~~~ llil~a-l/J:Jn-t-O~ire.. 
reatwn~yli~'jw~tq_(lll:~utsJd¢. . . . 
C~:tl~li!f,. 1l4-'!Ion t!:l<l.: ~l!<ii'lltfug1ltl: !!1!e:-·anii·a¢c!liate artif 
belM'r 

ODOQ.Q-G0-42 
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di:r~pt !rurlei.Ulll)p!l.at a: l!'lt\1 'li.J <)..e; ~Oi11!'!11riioat~?a r!::aSot<iibly b~l"k>'ed ttl cy;; 
o-.4silie it~ tl,ril!.eQ. St~. 

L{~ant\1~eti!k•U.S.~ 
D!rellt<;>', Nl!ri~nal: ~~fJI.' A~ 

ClAS'SJ F I BD ·ANNEX 



36 

All redacted information exempt under (b)(1) and/or (b)(3). Approved for Public Release 

'Th.e.Di;J;e~t oi'Nl!rirrfi<J l'll.~),l:i.1>Mc,e !Uld. tlie .'\P:9'mil:.l Ge.n~al ~!'Cu~ m wnlhtg,lli'!.:t 

uli\1<i;::oaJ:b, bas<:cl on" ~uwo~· ~!Vit,. tlje .above;ref~G:~ Ce~oo ~e to 

si;ic1i'bu105B df the f'oo:/.gn JntelliW'll.®,S'W:\'etll.~<»Act'Of ljrr~; \ls: ~d~d·<"'the:.A,f!f!"J; 

.tbettll:>y autllo~ me et<iui~i~i;>:n, of fo~!;i mtelli!~c:t! WoQllatif,lll i>$1C~g ~Willi 

~~mably believed r.:t h& oi.it!iida tb,e.l}ntred,Sta;re~. The~ I'II?S>~~u~ by rile , 

($} 

fo~· futetli&l'tl(tllln.fqrmatien nuder ~M\JQJ).l 05CB "'f th<l • .a-ct ro:he~.~Jl.S ~nahly 

beueved to be. k!eate4 Qllt.lid.e the·Qiiliied States, ;rod suqh ]IOoedur:es will® sullject:to :review nf 

tb,e Foreiifii Ihtelli~ll<;& StltV<lilltllioe Q:lurt pursu~ ~Q ~t).'j;)1! 105'~ of the A<iq ($) .. 

(~ t'be acq1llsi.ti\ln does ri6t (:b:;;sllti.i.te.eleettonk smeiU;mo~ ~ do;Dned m. ~<:in 1 Ql (il 

of tb¢, Att; (S) 

{3~ th~ aClJ.t1i:slti0(1 Involves nbtabll.ag. the>fer•i~ lntclllg;once ktfi.~on fl;QAI' Q1: Witb 

the assistance of <CornmU!ifc;ill9M·Servlqe j!rOV:ideJ:S, ·~df.)lml; otl)thl;~·pmoils· 

~CimT 

Classifi<l!i b,y: The Atltlmey Generaf 
.ReaiD1n< . • .,!~4{t} 
DeG!assify ou: '2\ll January 20~3 

CLASS I P l !: p· MIN EX 
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(bicrl#ruug llllyoffi~. "mp1B)'<~t\ agoor., o.r•<!ihtr gpeel;fi~ ~];pm Olf sit>'ll ~q PJ'l>'i\i:6i>t$, 

trlilttldi&!.,, <:>~ othM P"fii<?US~ wll~< b,avv: ~· 'll:l oo~ni'Qtlmtib, ~~tll~• as ~ ~6; ~~. 

ar :While they w~ sl:orad. or equ4riXt~t !hat iS ]>.~~ 011 $llaf cbt: P$ed.J4' ~ii'li.t or #of!e such 

c,¢Si:11,1;llcatim1S\ (5~. 

{!i) •a S~~!Cafl( J?~S!I oftlJ.l: ~~Oil, iB J:t>ril:ltalil ~~ iJlti;!li~e Jnt'Q~!i))l.j 

a!l.d \S} 

(3)..tl»,min]mlzatibo jlr=dure11 to l:>li< u® ~t~put w suc:h aeq~~tki~ Jit:ti\liey'm~et 

!l;!e &finidDll of mlnjn;lz,,On;p;:oqedures under ~acJ]:on: l010l)•llf, th~ AJ;.t {&j· 

As.'elf.'Plai.hed, m the ~it tif;R;obert.·S .• MueUe:r, .ill,,J?ll;~irolf, F.et!.~:t!ll ~ iif. 

.:tilve;;tigatioll (TEl.) (hetce-41~ ")l{uellet a,$dav4'). th~ FBI s~eb 1ll!~'l:l#nt!\<ll t<)'acq!.tli:4 

girt'JUB:lit t0.·1lll>: above,t;e!~\i.ci)4 .qe~ati.on ·f~· ;tlli~'ln,te>llii~c:e iof<>illl:l<t\Q.!J.. 

e&~nG;milirg.p,el:§.OllS re~RBorillbly ba)it;:v¢.f0· 1» outside tlle Unit~ IJ-...a~, 

. Ai;iaoh<ld JieteWitb, as E~liit tr a¢ .dl;e p,roci::d!1fes tha~ as exwWrtedJ~·th.~ Mueller ai&ii:!iavi't, ~· 

FJ:ii. will us~ to d~e •. in cO!ldu~ ft.,;: aeq:!!.(siloro:rr 

\hat the.req\teSted aqquisition ()Ql\C(>tl;li\; pers.®$'•­

'~qoa.fii')'' beJ:iey·ei! llO o<>o l~il·OU:t$1¢ !he UnitedStatms•. 1be.]r!11-elle:r affidavit i!iso·sefl!•£6\:ll:l 

the n:ri'rrh:!J;ization: proc¢!!wes that lh~ FB1 will apply to · 

pm;suam to the teq),le*d lll!iliQJ#atinn. (S,, 

ID!)t!4;8l' 
'l 



38 

All redacted information exempt under (b)(1) and/or (b)(3). Approved for Public Release 

(S) 

AM~>di'ng\y, bM<:d·~tn 'the r.e.JDI>~entiiti'lps mad& ill. the ~davits de$cti1i>ed her,r.;i.n, the 

l:Jitect<;Jc- tif NationaL ~~ncr:; an(j ~ AttQrney ~~tal;.: her<lh"f cerlifY ~ ($) 

(\;) ¢,ere are reasonable B~ilCedlll'es i:o. pl.(!i:Hor d~t~ll!j_that: tire· ~\ll.st1ib.I!.Qf 

1 The 'li'fi.~\'it h'lat £ii~llerai Ale'-.andet axO<l.!l".J1 J !Jli:119, 2.9(J)l, also tou.tailJs·im"'Qr'r!)~~fi.l)ial Sl!\1\Jiei'lli>n~·tlJ~ 
l;fl;idaYit tb~;t O..nO)lill.Al~r ;;..e.ruted.t>n· llf!1. 'rnh su~pl~tllllnf<lr!l1:IDon ¢!in<Ol:tlls. 
-~nicaiiollli l<!fi'iceprovii!i!t_,; ondlor.;D"dler pe .. ;. who haYe.=s to ille trlir)tilllni""!lon• ilia~: canstit]l.~!l'lle' 
ibre!:gn inteiligo;-, csi 

~Gli~ 
3 

OLAS.S IF' IE<!> ANMEX 

·.~.;,. 
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b~~vad t<r \1~ ]Qc~t;q. pu!i;it!e,tJ;ie U'i:l'\tlil Stlite!l, ilnd suclipro<;adiue~ will ba suhjec+ to review -~f 

i!fu.e.l'otei.~ h.~·ce Su:rV<Oii\anee Ci"Uit pu<~ to lieil't~QD. 1;G5C of ~ A~ t!i): 

(2) \he. acquisition r\oe> Dl)t t~G>n$titutl} ei'ectron\c.;;~ffian<;e liS defined, ln sfiefilln 1 Ql{f} 

(lil,c~udlil~ lln)' ofiiper, -entployee, ~en;. or· t)fuer tpi!Cifi&l p<>r,ou of :mch service pro'lidO'ts,_ 

CU~¢di:llls, Qr od:i.\'-t"J?<ft:SQjjS); Wh'-1 ha¥<~c.~~~. tj) itlil~~~ '¢i!flet >~,$ ;i;l:te.Jt ate· i:t<mStnitted 

o~ while :they ltre stored;; Qr egu~J?m<iin> -!!ant is being 9t D;~a~ )Jfi used. ~9 ~'sn:ih Ol' ~ s~crll. 

and ($) 

($).the minimization J_:u:oce:O.tii:'es; tp be u~ed wilft;retl,)eo.t to :;uta acqilts~ti® ll¢-qvitrt lli;¢el 

the q,etlniqo,n. 9f TI:ii,nii;oitalion ptoe¢ll~ lJ!1<ieui:lzt\on 1\J l(b) of fue Act.. (S} · 

On ¢P. bil!ll's of' the f<:;reg;:;UJ,~. th<~. acquisitiq,n.o:li't~eilm in~gell-.;e ~on 

Ollncemin\\11 p!'!'SO!\S rea.soiDl-,bly believ"'ii- fu be aiJts!de rl:ie Um'ted $tau::!. <ti ~~ttl;;ied ruql;!¥~1 w 
h~)Jy authorized. Any lime the acquisition G>ffo~~izn.lntelligenp_~ Wllrni.otliill agab:lJ!t·a;tJ.$. 

-, 

J(ei'~1.m abto1lli ls oOllg\lt IJl)tSuant t-o i:!'le: 14bo-1{.ec!'et!lrell:ce<i, certification, A:tlnrney- Qenerllt 

au.frlorization, j:>l.irSuaJ:lt to l;he pr(;>l;e9-Jlt,e1J ti!l/:ler E,>;,etu!>lve Dt®r'·!1:l33;-.. secti.\>o. 2.5, roust fu-st:Qe 

~~ 
4 

(S) 
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,, 
I <declare un,cl\•t 11e.maJ~ pf petii)ty ·tha,t.•;:he ~ ~t:fOJ:t4 ill 'iliJ> fore~~ ~;;;nt;.to. . 

.,.e tme al:\d C"!rtl';\t tu i.be.best·ofmY kn<lwle(tg~ an¢ 'belief, EteouteG.pjiit~.tp 2B.1:)',5l,C. 

1 n 4il Qll J·an1.1ary ~. ~olt C$~ 

.·s:ECRB'i' 
6 
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UNfl'ED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. 

MEMORANDUM OPINION AND ORDER 

On January 15,2008, this Court issued a Memorandum Opinion and Order ("Janumy 15 

Opinion") in~he above-captioned docket m11nmRr<' 

(collectively the-). The January 15 Opinion is incorpomtcd bcrcht by reference and 

made a part of this Opinion and Order. The JanuWJ' 15 Opinion approved, under the standard of 

review for clear error applicable under 50 U.S.C. § 1805c(b), 1 ~rocedures used by the 

National Security Agency (NSA) in implementing authmit1es to acquire foreign intelligence 

infonnation under the Protect America Act o£2007, Pub. L. No. 110-55, 121 Stat. 552 (l'AA). 

On the government filed additional sets of 

procedures used by the Federal Bureau of!nvestigation (FBI) when that agency acquires foreign 

intelligence infom1ation under P AA authorities. These procedures were adopted pursuant to 

1 This standard of review under 50 U.S.C. § 1805c(b), and the meaning of other pertinent 
provisions at 50 U.S.C. §§ 1805a anc11805b(a)(l), are explicated in theJanumy 15 Opinion at 5-8, 
1.3-15, 17-22. The same understanding of these provisions is applied herein. 

Page 1 
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TOP SECRET//CO~IHff//ORCO?l,])fOFOil:-?M'*:l 

amendments made by the Attorney General m1d the Director of National Intelligence (DNI) on 

the certifications in the-· 

government submitted NSA and FBI procedures 

· matter involves the acquisition of foreign intelligence 

For the n:asons explained below, the Court concludes that it retains jurisdiction to review the 

above-described procedures under § 1805c. On the merits, the Court finds that the FBI procedures 

submitted in and the NSA and FBI procedures submitted 

satisfy the applicable review for clear ert"onmder 50 U.S.C. § 1805c(b), 

L The Comt Retains Jnrisdiction to Review the Govemmcnt's Procedures.2 

Section 6( c) of the P AA, as originally enacted, provided that the substantive terms of the 

P AA were to "cease to have effect 180 days after the elate of the enactment" of that statute., subject 

to exceptions provided in section6(d) of the PAA and discussed below. PAA § 6(c). By a separate 

' Similar issues were addressed by another judge of the Foreign Intelligence Surveillance 
Court (FISC) in Docket No. 105B(g): 07-01, In re Directives, Memorandum Opinion entered April 
25,2008, at 5-12, 39-43. The jurisdictional analysis herein is in accord with that opinion, 

'±'OP SECRET//COl\IINTHORCO?l,PlOFOl"H'fhQfl 
Page2 
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enactment, Congress extended this period to "195 days after the date of the enactment of[the 

originall'AA]." See Puh. L. 110-182, § 1, 122 Stat. 605. Each of the above-referenced procedmes 

were adopted by tbc Attorney General and the DNI prior to the expiration of this 195-day period. 

Section 6(cl) of the PAA provides: 

AUTHORIZATIONS IN EFFECT.-Authorizations for the acquisition of foreign 
intelligence infonnation pursuant to the amendments made by this Ac!, and 
directives issued pursuant to such authorizations, shall remain in effect until their 
expiration. Such acquisitions shall. be governed by the applicable provisions of such 
amendments and shall not be deemed to constitute electronic smveillance as tbat 
tem1 is defined in [50 U.S.C. § 180l(f)]. 

PAA § 6(d) (emphasis added). 

In above-captioned dockets, the DNI and the Attorney General authorized 

acquisitions of foreign intelligence inJormation by making or amending certifications prior to 

February 16, 2008,' pursuant to provisions of the PAA codified at 50 U.S. C. § 1805b.4 Section 

1805b requires the Attorney General and the DNI t() certify, among other things, that "there are 

reasonable procedures in place for determining that the acquisition of foreign intelligence 

in.:fonnation under tbis section concerns persons reasonably believed to be located outside the 

United States, and sucb procedures will be subject to review ofthe Court pursuant to [50 U.S.C. § 

1805c ]." § 1805b(a)(l) (emphasis added). Section 1805c, which is another provision enacted by 

3 The Court concludes that these amendments were. an effective means of adopting 
additional procedures under § 1805b(a)(l) for the reasons stated in In re Directives, Memorandum 
Opinion entered April25, 2008, at 25-43. 

• Section 2 of the l' AA provides: "The Foreign Intelligence Smveillance Act of 1978 (50 
U.S.C. 1801 et seq.) is amended by inserting after [50 U.S.C. § 1805] the following: [the full text of 
50 U.S.C. §§ 1805a ancll805b follows]." PAA § 2. 
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the P AA,5 provides that the FISC "shall assess the Government's determination under [§ 

1805b(a)(1)] .... The court's review shall be limited to whether the Government's detennination 

is clearly erroneous." § 1805c(b). Under these provisions, if the Attomey General and the DNI 

authorize acquisitions of foreign intelligence infmmation under § 1805b, the FISC mlist review the 

accompanying§ !805b(a)(1) procedures. Consequently, the judicial review provisions of§§ 

!805b(a)(l) and 1805c are, in the language of section 6(d) of tl1e PAA, "applicable provisions" of 

the P AA, pursuant to which the relevant authorizations were made. By the tenns of section 6( d), 

these judicial review provisions remain in force as applied to the procedures now before the Court, 

despite the lapse of these provisions for other purposes by operation of section 6( c). 

The Court also concludes th(tt the timetable for review set out in § 1805c does not negate 

jurisdiction. Section 1805c provides that the government shall submit procedures to the FISC "[n]o 

later than 120 days after the effective date" of the P AA, § 1805c(a), and that the FISC "shall assess" 

those procedures "[n]o later than180 days after the effective date" oftbe P AA. § 1805c(b). It 

further provides that "[t]be procedures submitted pursuant to this section shall be updated and 

submitted to the Court on an ammal basis." § 1805c(a). 

The procedures now at issue were submitted to the FISC after the 120-day period specified 

for submission (and well in advance of the time for annual submission of updated procedures). The 

180-day period specified for the FISC to "assess" the procedures has also passed. Indeed, the 

procedures in Docket submitted after the 180-dayperiod specified for FISC action, 

5 Section 3 oftl1e PAA provides: "The Foreigo Intelligence Surveillance Act of 1978 (50 
U.S.C. 1801 et seq.) is amended by inserting after [50 U.S.C. § 1805b] the following: [the full text 
of 50 U.S.C. § 1805c follows]." PAA § 3. 

l'QI' SECRE'f//C01\ffiifT//OUCQ~{l)10l"QUJ\fhLX1 
Page4 



All redacted information exempt under (b)(1) and/or (b)(3) Approved for Public Release 

TOP SE CRE;rh'CO~H:PFI:'h'ORC Ott ,PiOFOltr~WJfl 

while the procedures now at submitted only a few days before the end 

of that l80"day period. However, the government would eonstme the 120"day and 180-day 

timetables speci:fted in§ l805c(a)-(b) as applying only to the procedures initially submitted, so that 

thereafter the Attomey General and DNI could still adopt and submit, and the FISC could review, 

revised or additi.onal procedures." The alternative reading of§ 1805c(a}(b) would mtificially delay, 

until the time for an "annual" update, judicial review of procedures that the government is ready to 

submit and is already implementing. The Court agrees with the government's suggested 

constmction of§ 1805c(a)-(b) because it avoids this anomalous result. 

For these reasons, tbe Court finds that it continues to have jurisdiction to review the 

procedures at issue under§ 1805c. 

II. The Government's Procedures Satisfy the Applicable Review for Clear Error. 

The procednres now before th.e Court are the NSA procedures submitted 

and the FBI procedures submitted in above-captioned dockets. Each set of 

procedures is discussed below. 

The NSA procedures l:loc:ket are si111ilar in most respects to the NSA procedures 

' See Docket 
2007, at 56-57; see also 

are discussed in the January 15 Opinion. Most of the differences in the 

Transcript of Proceedings held December 12, 
Government's Response to the Court's Order of 

Febmary 29, 2008, at 24-28 (filed March 7, 2008). 

'i'OP £Il>ClY!>TI/CQl\'IJ;i'lTJJQRCQ~,l>lQFQRJloi.'FXl 
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NSA procedures are in the natnre of clarifications' or follow directly from the differing classes of 

targets in each case.' 

The only substantive difference between the NSA procednres doc.Jcet and the 
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Docket NSA Procedures at 6. The NSA procedures · not contain 

such a statement.' 

The above-quoted provision does not provide grounds for the Court to find that the NSA 

procedures · doc:ket do not satisfy the applicable review for clear error under § l805c. 

Under lhe relevant statutory provisions, the govemment's procedures are required to provide a 

reasonable belief that a person targeted for acquisition is located outside ofthe United States. See 

January 15 Opinion at 7-8, 14-15 (constming 50 U.S.C. §§ 1805a, lROSh(a)(l), & 1805c). 

Absolute certainly is not required. It follows that, pursuant to procedures that satisfy these statLitmy 

provisions, the government may from time to time acquire infonnation about persons who are 

reasonably believed to be outside of the United States, but are later learned to have been within the 

United States at the time of acquisition. Another provision of the P AA regulates tbe retention of 

infonnation by requiring the government to adopt and follow "minimization procedures." See 50 

U.S.C. § 1805b(a)(5). But those procedures are not subject to FISC review under§ 1805c. See 

January 15 Opinion at 6. The statutory provisions that!!@ relevant to this proceeding- §§ 1805a, 

1805b(a)(l), and 1805c ·-do not restrict what the goverrunent may do with infonnation once 

acquired. For these reasons, the above-quoted provision does not render the NSA procedm-es in 

doc!C!;t"clearly erroneous" for purposes of review under§ 1805c. 

TOP K15QRi:'tVCOP.~TNOHCO?t,ttOirf)Rlklft9El 
Page 7 



All redacted information exempt under (b)(1) and/or (b)(3) Approved for Public Release 

TOl' DECRJBTN€01\HfftY/ORCOPt,NOFOH·PM~tl 

B. The FBI Procedurco in All of the Above-Captioned Dockets 

Additional procednres submitted in each of the above-captioned dockets apply to 

acquisitions the FBI. 10 pr<lcedu:res are identical in 

substance. 11 The fundamental point about these procedures, for purposes of judicial review und.er § 

1805c, is that they apply in adclition to the NSA procedures; that 

acquired only for "Designated Accounts" that the NSA, pursuant to its own procedures, has already 

determined "are being used by persons reasonably be-lieved to be outside of the United States." FBI 

Procedures at l. The Court previously found that the NSA procedures the 

applicable review for clear en·or, §ill! JanumJi I 5 Opinion at 13-24, and the govemment represents 

that the subsequent adoption of the FBI procedures "did not alter those NSA procedures, " 12 As 

Hereinafter, these· are to as "FBI 
to these procedures as submitted in individual dockets are 

provided only when required by differences in pagination. 

documents in each docket also contain "minimization procedures" for­
Ob1tauled by the FBI. See FBI .Procedures at 3-4. As stated above, these 

mininlizl>ticm. procedures are not subject to judicial review under § 1805c. They are discussed herein 
only insofar as they relate to the procedures adopted pursuant to § I 805b(a)(I), which of course are 
subject to review in this proceeding. 
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explained above, the Court also finds that the NSA procedures · 

applicable review for clear error. 

Approved for Public Release 

satisfy the 

It would seem to follow a fortiori that FBI procedures affording additional assunmce that the 

user of an electronic communications account is reasonably believed to be outside of the United 

States would also survive review under the same "clear enur" standard. And in fact, nothing in 1l1e 

FBI procedures suggests othe1wise. NSA is required · 

'fQV e;JJCltlSTA'CO~WJT#QRCON,~lOFORl\olA'*.l 
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Id." The FBI's implementation of these procedures is subject to 

"periodic reviews" by the FBI Inspection Division ("on a qua1tcrly basis"), and by the Department 

of Justice and the Office of th<' Director of National Intelligence ("at least once every six:ty days"). 

Id. at 4. 14 

The FBI procedures provide measures to verify that persons targeted for acquisition are 

outside the United States, over and above the steps taken pursuant to the NSA procedures. 

Accordingly, the Court finds that the FBI procedures, as supplementaty to the NSA procedures in 

the above-captioned dockets, satisl:)r the applicable review for clear error. 

ill. Conclusion 

For the reasons stated herein, the Court finds, in the language of 50 U.S.C. § 1805c(h) atld 

consistent with the Comt's interpretation of that provision in view of 50 U.S.C. §§ 1805b(a)(l) and 

FBI Procedures at 3. Retention of infonnation under these circumstances does not render the FBI 
procedures "clem·ly erroneous" for purposes of review under§ 1805c. See Part II.A. supra. 

TOP SECRIST//COl\iiPl.TNQRCQ}il5~TOFORNHK1 
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1805a, that the Government's determination under 50 U.S.C. § 1805b(a)(l) -that the procedures 

discussed herein "are reasonably designed to ensure that acquisitions conducted pursuant to 

[§ 1805b] do not constitute electronic surveillance"- is not "clearly erroneous." Accordingly, 

pmsuant to § 1805c( c), it is hereby ORDERED that the continued use of such procedures is 

approved. 

cu!!f:Jilb;u¥fit 
Judge, United States Foreign 
Intelligence Surveillance Court 
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