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Docket NUIIIbers: Multiple 

MOTION FOR AMENDED ORDERS PERMITTING 
MODIFIED MlNJMlZATlON PROCEDURES 

By t hi s motion , the United Sta~es seeks 3mended orders in 

the above- referenced cases to permit the implement ation of 

modified minimi~ation procedures, under which the Central 

Intelligence Agency (CIA) and the National Security Agency (NSA) 

will be permitt ed to receive raw data from Court-authorized 

electronic surveillance and physical search; minimize such data 

pursuant to the minimization procedures specified herein; and 

retain a nd disseminar.e forelgo lnt~lligence information s o 

obtained . The instant motion applies to surveillances and 
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searches conducted by the Federal Bureau of Investigation (FBI) 

targeting: (l) foreign powers as defined at 50 o.s.c. 

§ 1801 (a) (4); (2) agents of such foreign powers; and (3) other 

targets where the search or surveillance is reasonably expected 

to yield for~ign intelligence information related to 

international terrorism.' However, granting the instant motion 

will not apply the modified minimization procedures proposed 

herein to the surveillances and/or searches referenced in 

paragraph 16 below. -t5t-

In support of this motion, the United st'ates states as 

follows: ( U) 

The Current International Terrorism Threat (U) 

1 . . on September 14, 2001, the President of the Onited 

States declared that a national emergency has existed since 

September 11, 2001 , "by reason of the terrorist attacks at the 

World Trade Center, New York, New York, and the Pentagon, and the 

continuing and immediate threat of further attacks on the United 

States." (U) 

2 . On September 15, 2001, upon the motion of the 

Government, the Court suspended the "Court wall. , " certification, · 
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and caveat requirements that previously hac! applied to CouLt­

authorized electronic surveillance and physical search ·of II 

- related targets, while directing that the 

FBI continue to apply the standard minirnization procedures 

applicable in each case. As stated in the order resulting from 

that motion, the Court took this action in light of, inter alia: 

"the ?resident's September 14, 2001, declaration of a 
national emergency and the near war conditions that 
currently exist;" 

"the personal meeting the Court had with the Director 
of the FBI on September 12, 2001, in which he assured 
the Court of th~ substantial foreign intelligence 
purpose of the collection authority requested zrom this 
Court in the face of the nature and scope of the multi­
faceted response of the United States to the above­
referenced attacks;" and 

"the need for the Government to rapi-dly disseminate 
pertinent foreign intelligence i nformation to 
appropriate· authorities." 

3. On September 24, 2001, the President issued 8xecutive 

Order No. 13, 224, which authorized the Department of the Treasury 

to freeze the U. S. assets of, and prohibit O,S . persons from 

conducting transactions with, Usama Bin Lade.n, his key 

l i.eutenants, al Qaeda and related terrorist organizations, as. 

well as entities that are known to provide fina ncial and 
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operational support to al Qaeda. In so doing, the President 

found · 

(U) 

that grave acts of terror ism and threats of terrorism 
committed by foreign terrorists, including the 
terrorist attacks in New York, Pennsylvania, and the 
Pentago9 committed on September 11, 2001, ... and the 
continuing and immediate threat of f urther attacks on 
United States nationals or the United States constitute 
an unusual and extraordinary t hrea t to the national 
security, foreign policy, and economy of the United 
States, and in furtherance of my proclamation of 
September 14, 2001, Declaration of National Emergency 
by Reason of Certain Terrorist Attacks, hereby declare 
a national emergency to deal with that threat. 

Procedures Now Governing NSA and CIA Assistance (S) 

4. Many of t he above-captioned applications, particular"iy 

those that have.been made to this Court since the terrorist 

attacks of Septa~er 11, 2001, contain special minimization 

procedures permi tting the CIA, NSA, and ot her federal agencies reo 

provide technical and linguistic assistance to the ~BI wich 

respect to the results of Court-authorized electronic 

surveillance or physical search . When NSA or CIA has provided 

technical or linguistic assistance pursuant to these special 

minimization procedures currently i n use, NSA or CIA employees 

usually have been detailed to the FBI for the purpose of 

providing s uch assistance. Once det~iled, such CIA or NSA 

employees have function ed as FBI employees under FBI supervision 
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and cont~ol. When detailed or otherwise, NSA or CIA employees 

who receive access to raw data• from FISA surveillances and 

searches pursuant to these special minimization procedures 

currently in use do so solely for the purpose of providing 

technical or linguistic assistance to the FBI. They do not 

retain, disseminate or make any other use of such da.ta on pehalf 

of NSA or CIA, unless and until the FBI disseminates informat ion 

to the CIA or NSA pursuant to the FBI's standard minimization 

procedures . Thus, information from FBI FlSA collection info):ms 

CIA or NSA intelligence reports, analyses , and <issessments on 

international ter.rorism, or CIA and NSA targeting and other 

operational decisions, only if and when it is disseminated to CI A 

or NSA pursuant to the FBI's standard minimization pr ocedures . 

2 Under its standard minimization procedures, the FBI is 
required to take certain steps to minimize the acquisition of 
non-foreign intelligence information. Section 3(c) 
the procedures for 
of 
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Modified P~ocedures Proposed in this Motion (U) 

5. Under the modified minimization procedures proposed .. 
herein, the CIA and NSA would be permitted to receive raw data 

acquired by the rBI from riSA surveillances ana searches; to 

minimize such information pursuant to the minimization procedures 

proposed herein for each agency; and to retain and disseminate) 

foreign i ntelligence information consistent with such 

minimization procedure$. Under the modified minimization 

procedures, CIA and NSA would be permitted to receive raw data 

from Court- aut:horized electronic surveillance and physical" search 

from the FBI, but would not be permitted to acquire such 

information from Court-authorized electronic surveillance or 

physical search independently.! Thus, the modified minimization 

procedures contemplate that, at the acquisition stage, 

~ As used in this motion and the proposed NSA and CIA 
procedures, "dissemination" by CIA or NSA refers to any 
disclosure (except among NSA, CIA, and FBI personnel as described 
in paragraph 12 below) by CIA or NSA to a "recipient who is not a 
CIA or NSA employee, contractor, agent or asset. (S) 

• Onder gxecutive Order No. 12,333 (with exceptions that 
generally dd not apply to the surveillances or searches subject 
to this motion), CIA i s n<;>t permitted to conduct electronic 
s urveillance or physi cal searches within the United States, "atld 
NSA is· not authorized to conduct physical searches. Of course, 
as the Court is aware, NSA conducts its own Court-authorized 
electronic surveillances within the United States. ~ 
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surveillances and searches would continue to be conducted solely 

by the FBI, without direct i nvolvement of the CIA or NSA.' -fS+ 

~f the Court grants this, motion, it is anticipated that in 

some instapces the FBI will continue to minimize and disseminate 

the foreign intelligence information from FISA surveillance or 

search of some targets. In some such instances, NSA and CIA may 

provide technical or linguistic assistance to t he E'BI, as 

previously approved by the Court. In other circumstances, CIA or 

NSA may ta!<:e primary responsibility for processing, minimizing, 

and disseminating FISA collection from a particular target. If 

this motion is granted, in instances in which the CIA and NSA 

engage in further analysis of foreign intelligence information 

FBI initially has minimized and disseminated from raw data that 

would be subject t o this motion, CIA and NSA also may make 

fur t her disseminations in accordance with paragraph 9 (b) of this 

motion (applicable to CIA and NSA), paragraphs B(6) and 8(7) of 

this motion (applicable to NSA), and/or paragraphs 4(e) and 4(f) 

s Where warxanted by particular operational circumstances, 
personnel from CIA or NSA have been, and will continue to be, 
detailed to the FB~ in order to provide technical support to the 
acq\l;I.Sition stage of a specific FISA collection. Personnel on 
such details are solely under FBI direction and do not report to 
CIA or NSA on the results of such col lection, unless directed to 
do so by FBI and consistent with applicable minimization 
procedures. -tS7-

-SEGRoET COMTN1YI*l-
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of Exhibit A hereto (applicable to CIA). Thus, bY granting this 

motion the Court will provide the United States maximum 
.. 

flexibility to determine the appropriate application of 

intelligence community resources to FLSA collection directed 

against international terrorist targets . ~r 

~n support of these modified minimization procedures, the 

United States submits: (U) 

First, the Attorney General, as defined at 50 U.S.C. 

§ lBOl(g) , has adopted these modified minimization procedures, by 

virtue of approval of the filing of the inst;nt .motion. (U) 

Second, these modified minimi~ation procedures satisfy the 

requirement of the above-referenced statutory definitions that 

minimizati()n procedures be 

"reasonably designed in liqht of the purpose and 
technique of the particular surveillance [or physical 
search], to minimize the acquisition and retention, and 
prohibit the dissemination, of nonpublicly available 
information concerning United States per.sons consistent 
with the need of the United States ~o obtain, produce, 
and disseminate foreign i ntelligence information." 

50 U.S.C. § lBOl(h) (l) (electronic surveillance) and§ 1821(4) (A) 

(physical search) !emphasis added). Under the current 

circumstances, t he foreign intelligence purposes of the above-

capt:ioned suxveillance·s and searches. encompass the detection and 

thwarting of planned attacks, such as those of September 11, 

SECRET C:OMINT'.<XI 
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2001, as well as the provision of foreign intelligence 

information to the President and other national security 

decision-makers regarding how the United States might respond to 

such attac~s through diplomatic, military, law enforcement, 

and/or intelligence activities. Timely translation, decryption, 

analysis, assessment, and dissemination of foreign intelligence 

information is essential to these purposes, Under the current 

circumstances, the need for expedition and thoroughness in these 

processes is aspecial1y acute. Congress recognized this need 

when it enacted Section 90l ·of the "Uniting and Strengthening 

America by Providing Appropriate Tools Required to Intercept·~and 

Obstruct Terrorism Act of 2001" (USA PATRIOT Act) 1 Pub, f,, No. 

107-56, which amended 50 U.S.C. § 403-3(c) to provide that the 

Diiector of Central Intelligence, in his capacity as head of the 

Intelligence Community, shall "provide assistance to the Attorney 

General to ensure that info:z:mation derived fro~n electronic· 

surveillanc~ or physical searches under [FISA] is disseminated so 

it may be used efficiently and effectively for foreign 

intelligence purposes, except that the Director shall have no 

authority to direct, manage, qr undertake electronic survei~lance 

or ·physical search operations pursuant to [fiSA] unless otherwise 

-&EGRET COMINTNXl 
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authorized by statute or executive order" (emphasis added). 

·Accordingly, the United States submits that it is reasonable to 

authotize the immediate application of all of its analytical 

resources t o meet the prevailing need to produce and disseminate 

foreign intelligence information related to international 

terrorism, rather than permitting CIA and NSA substantive 

analysis to commence only after minimization, assessment, and 

dissemination by the FBI. Thus, the CIA and NSA should have the 

same ability as the FBI to produce and disseminate appropriately 

minimized foreign intelligence information from the r?W data 

obtained from FISA surveillances and searches. Moreover, 

authorizing CIA and NSA to process raw FBI FISA data will enhance 

the ability of the United States to employ effectively its 

overseas collection capabilities against the terrorist tar gets.• 

(S) 

SEGREl' COMINX//Xl... 
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Third, these modified minimization procedures satisfy the 

requirement bf the statutory definitions that minimization 

proce"tlures 

"require that nonpublicly avai~able information, which 
is not foreign intelligence information as defined in 
(50 u.s.c. § 180l(e) (1)] 1 shall not be disseminated in 

· a manner that identifies any United States person, 
without such person's consent, unless such person's 
identity is necessary to understand foreign 
intel.ligence .info:cmat.ion or- assess .its importance." 

50 U.S.C. § l801(h) (2) (electronic surveillance); § 1821(4) (B) 

(physical search) (emphasis added) . As expl<'ined above, there 

are compelling reasons for the CIA and NSA to participate fully 

in the process whereby the United States timely identifies 

foreign intelligence information, assesses its importance, and 

ensures that appropriate action based on that intelligence can be 

taken. Such fHll participation requires CIA and NSA initially to 

recei ve United States person- identifying information as part of 

the raw FISA-obtained data. In app~ying the minimization 

procedures proposed herein, the CIA or NSA shall appropriately 

minimize United States persons' identities. (5) 

fourth, the remaining requirements of the statutory 

definitions of minimization procedures at 50 U.S.C. § 1801(h) and 

&· 1821(~> . are satisfied by the CIA and NSA minimizat i on 

procedures proposed herein. ~ 
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fift h, because the CIA and NSA are intelligence agencies 

with no law enzorcement authorities, the significant foreign 
. . 

intel-ligence purpose o1: t hese searches and surveillances '.-lill not 

be adversely affected by permitting Cll'l and NSA to receive the 

raw results of FISA collection and to disseminate i nformation 

£rom such collection under the procedures proposed herein . 

Indeed, providing such raw data to these intelligence agencies 

:reflects the significant foreign intelligence purpose of these 

coll ection act ivities . ~ 

.FBI Processing Under Modified Procedures (0 ) 

6. Under the modified minimization procedures, the FBI will 

be permitted to p r ovi de promptly to the CIA and NSA raw data from 

Court- aut horized surveillances and searches for f urther 

processi ng by Cil'l and NSA . The FBI will also provide to t he CIA 

and NSA the identity of t he target(s) of the s urve illance or 

search from which raw data is being provided; a statement of 

whether each target was identi f ied as a U. S. person, a non-u.s. 

person , or a presumed U.S. person in the relevant Court pl eadings 

or orders; a statement of what categories of non-pert inent 

communications and/or special or particularized minimizat ion 

proced.ures, if any,- were provided for in such pleadings or 

SECRET COMi~IT/fXI 
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order(s);7 and, where applicable, a statement that the ~arget, or 

any other person whose communications with an attorney are likely 

to b~acquired through surveillance or search of the target, is 

known by the FBI to be under indictment.• Otherwise, the FBI's 

authorities regarding its handling of FI SA information will not 

change: as it is currently, the FBI will be authorized to teview 

such raw data, and to log, index, retain, and disseminate foreign 

intelligence information or evidence of crime consistent with its 

applicable standard minimization procedures, as well as any . 

special or particularized minimization procedures that may' apply 

to a particular surveillance or search . -~ 

CIA Processing Under Modified Procedures ~~ 

7 . Under the modified minimization procedures, the CIA 

wil l be permitted direct access to raw data from Court-authorized 

' The li'BI may provide this information by giving to NS.l\ or 
CIA a copy of the relevant pleadings and/or resulting orders, or 
of the relevant pages thereof. ~r 

• If the FSI lcnows that a target or other su'ch person is 
under indictment, but is prevented from disclosing that fact to 
CIA or NSA because of a sealing order or other legal restriction,. 
the FBI shall not provide to CIA or NSA raw data that may include 
attorney- client communications of the person ~nown t o be under 
incUctment , unless and until the matter i s resolved on a case­
specific basis (~, by having a sealing order modified so that 
FBI may identify the indicted person to CIA and NSA, or by 
presenting modified, target-specific minimization procedures to 
this Court). ~ 

-13-
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·surveillances and se&rches. After receiving such data from the 

~BI, the CI A will follow the minimization procedures set out in 

ExhiOO.t A hereto in its subsequent processing, retention, and 

dissemination qf that data and information therefrom. The 

' minimization procedures set out in Exhibit A are adapted from 

procedures , approved by the Att-orney General and in effect in 

their current form since 1987, for CIA retention and 

dissemination of information from non- FISA e lectronic 

survei llance, ~ncluding surveill ance targeting United States 

persons abroad purs~ant to Attorney General authorization under 

Section 2 . 5 of Executive Order No . 12,333. 9 CIA analysts are 

already familiar with these non- FISA procedures tllrough training 

and years of experience . Thus, the United States submits that, 

to the extent permitted by law, CIA's application of the same 

standards and pr ocedures to the raw ~!SA data obtained from the 

~BI can be expected to result in greater consistency and quality 

of minimization. However, since these non-fiSA procedures 

ref l ect a broader definition of foreign intelligence (!LJL., by 

i ncluding infotmation about international narcot i cs activities, 

as such) than FISP. provides in its definition of "foreign 

9 These procedures are contained in Appendix D to tne 
Attorney General- approved Guidance for CIA Activities Conducted 
Outside the United States. (U) 
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intelligence information" -at SO .u.s. c. § lBOl(el, the categories 

of infOrmation that may be retained and disseminated under the 

proceAu~es in Exhibit A have been narrowed from those provided in 

the CIA's non-FISA minimization procedures. Provisions have also 
I 

been added at Paragraph 4 of the procedures Cit Exhibit A to 

address issues of heightened concern in the context of 

surveillances and searches within the United States (~, the 

handling of attorney-client communications). Finally, in 

applying these procedures, CIA expects to follow its customary 

practice for dissemination under Executive Order No. 12,333 and 

its implementing procedures regarding sanitization of U.S. person 

identities. This practice consists of generic substitution. 

Nhere the identity is believed necessary to understand, assess, 

or act on the foreign intelligence information, the identity is 

provided. -fS}-

NSA !'recessing Under Hodified Procedures -+&t-

8. Under the modified minilnization procedures, the NSA also 

will be permitted direct access to raw data from Court-authorized 

surveillances and searches. After receiving such data from the 

FBI, the NSA will follow its own standard FISA minimization 

-15-
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procedures , 10 with the modifications set out hereinbelow, in its 

subsequent processing, retention, and disseminat ion of that data 

and information therefrom. These standard FISA minimization 

procedures have been in effect in their current form since 1997. 

As is t he oase with the CIA and its own procedures, NSA analysts 

are already trained and exP.erienced in these NSA FlSA procedures, 

so that their application to the raw FISA data obtained from the 

FBI can be expected to result in greater consistency and quality 

o£ minimization. Certai n provisions of these NSA FISA procedures 

are di r ected solely to how informat ion may be' acqu~red, antl thus 

will have no application to the NSA' s processing of raw FISA 

results it obtains from the FBI after acquisition has taken 

place . See, !k.fL.., Sections 3 (a), (b) and 4 (a). Additior.ally, 

NSA will observe the following in applying these NSA FISA 

procedures to raw data from FISA searches and surveillances 

conducted by the Fal : 

(l) References to Court-authorized electronic 
surveillance shall be understood to include Court­
authorized physical search . 

(2) References to any provision of 50 o.s .c . §§ 1801-
1811 pertaining to Court- authorized electronic 
surveillance shall be understood to lnclude a 

10 A copy of NSA's current standard minimization procedures 
for its own E'!SA collection is at Exhibit B. 4-S+-
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corresponding provision of 50 O.S.C . §§, 1821-1829 
pertaining to Court-authorized physical search . 

(3) References to. "communications': shall be understood 
to include non- c01mnunications informatiozl obtained by 
Court-authorized search or surveillance. 

( 4) The following "ill be added to the end of Section 
3(f) of these NSA FISA procedures: ""(7) OIPR shall 
periodically determine that informat~on conce~ning 
communications of or concerning United States persons 
that is retained meets the requirements of these 
procedures and the foreign Intelligence Surveillance 
Act.-" 

(5) The following will be added to the end of Section 
4 (b) of these NSA FISA procedures: "With respE\ct 1:0 any 
other communication where it is apparent to NSA . 
processing personnel that the communication is between 
a person and the person's attorney (or someone acting 
on behalf of the attorney) concerning legal advice 
being sought by the former from the latter, such 
communications relating to foreign intelligence 
information may be retained and disseminated within the 
U. S. Intelligence Community if the communications are 
specifically labeled as being privil eged. However, 
such communications may not be disseminated oucside of 
the U. S. Intelligence Community without the prior 
approval of OIPR." 

(6) The following will replace subsections (a), (b), 
and (c) of Section 8: ''Nonpub1icly available identity 
or personally identifiable information concerning 
United '.States persons Jru!)' be disseminated to foreign 
governments, provided that: 

\a) the information to be disseminated is toreign 
intelligence informationf and 

(b) the dissemination is approved by the Attorney 
Genera! or approved pursuant to such procedures as the 
Attorney General may establish fo~ the dissemination of 
st~ch information by NSA." 

SECRET COMINTl·R~l-
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(7) Regarding dissemination of evidence of a crime, Sections 
5 (a). (2) and 6 (b) (Sl will be superceded by the following: 

"Information that . is not foreign intelligence 
infor mation, but reasonably appears to be evidence of a 
crime that has been, is being, or is about to be 
committed, may be disseminated (including United States 
person identities) to the FBI and other appropriate 
federal law enforcement authorities, in accordance with 
50 o.s .c. §§ 1806(b) and 1825(c) , Executive Order No. 
12,333, and, where applicable, the crimes reporting 
procedures set out in the August 1995 'Memorandum of 

.Understanding: Reporting of Information Concerning 
Federal Cri mes,' or any successor document." -t&r 

(B) NSA will also apply the following procedures: 

c. Notwithstanding that the NSA standard procedures 
were drafted to address only surveillances, and do not 
expressly address the processing of non- communications 
information, information concerning u .S. persons that 
is found in non-communications information from Court-

SECBET COMINTtrJo 
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authorized surveillances or searches conducted by the 
FBI may be retained or disseminated, but only in 
accordance with the standards applicable to retention 
and dissemination of ~oreign communications of or 
concerning u.s. persons in Section 6 of those standard 
NSA procedures. 

Further, ih appl ying these procedures, NSA expects to follow its 

customary practice of substituting in its disseminated reports a 

generic description for a U.S. person identity, even if that 

identity could appropriately be disseminated as necessary to a 

full understanding of foreign intelligence information. In such 

cases, NSA's usual practice is to provide thE~. Q.S. person';; 

identity to a recipient of th¢ report who specifically requests 

that identity in order to understand fully the disseminated 

foreiqn intelligence info~ation. (S ~~O+-

Further Provisions Regarding cr.a and NSA Processing (S) 

9. tn applying their respective mi nimization pz:ocedures, as 

described in paragz:aphs 7 and 8 above, to data from Court-

authorized surveillances and searches conducted by the FBI, CI A 

and NSA will also: 

(a) appl y any special or part icularized minimi zation 
~rocedures identified by the FBI to CIA and NSA, in 
accordance with paxagraph 6 above, as applicable to a 
particular suz:veillance or search. As described in 
their respective minimization procedures a t Exhibits A 
~od B, CI I'. and NSA will 91so apply any c_ategories of 
non-pertinent communications so identified by the FBt 
to CIA and NSA (and NSA shall apply suoh categories 

-19-
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instead of those listed in Section 3(f) (6) of the ~SA 
standard F!SA minimization procedures); and 

(b) regard as U.S . "persons any targets identified by _ f 
~he FBI to CIA and NSA as U-S. persons or presumed U.s . 
persons, in accordance with pazagraph 6 above; 
provided, however, that if CIA or NSA, based on 
analysis of data from Court-authorized survei~lances 
and searches conducted by the FBI and/or othez 
available information, determines that a target 
identified by the FBI as a presumed U. S. person is 
properly regarded as a non-U . S. person, CIA or NSA may 
treat that target as a non-U.S . person for minimization 
purposes , and sha.ll promptly notify the FBI and the 
Office of Intelligence Policy and Review (OIPR), United 
States Depa rtment of Justice, of such determination. 
For exampl e, NSA or CIA may determine that a target 
identified by the FBI as a presumed U.S. person is 
properly regarded as a non-U . S. person upon a finding 
that the target is located outside of the United 
States, unless NSA or CI.A possess specific indications 
that t he target is a U.S . person. 

Neither NSA nor CIA will b~ responsible for maintaini ng record 

copies of the raw data re9eived £rom the FBI pursuant to this 

motion . - (-5--e€Gt-

Dissemination by NSA and erA (U) 

10 . Disseminations by CIA or NSA of information from FBI 

Court-a~thorized electronic surveillance or physical searches to 

other Federal entities will bear a legend substantively identical 

~o ~he following : 

"ORCON FISA INFORMATION: This dissemination includes 
FBI information from FBI FlSA collection . Such 
information, and any information derived therefrom, may 
only be used in a U.s. legal or administrative 
proceeding with the advance authorization of the 

SECRET COMIN'F/fX;t 
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Anorney GeneraL (11 ] Any recipient interested in 
obtaining authorization for such use in a o,s, legal or 
administrative proceeding should contact FBI 
Headquarters; [12 ] Any further dissemination outside of 
intelligence channels and/or for law enforcement 
purposes must be made through FBI Headquarters. Any 
.reproduction, dissemination, or com!nunic<:~tion 
(including, but not limited to, oral briefings) of this 
information must be accompanied by a statement of these 
restrictions . " 

11. Wherever feasible, CIA and NSA will· indicate which 

portions of documents contain information from FBI FtSA 

collection, so that recipients of those docull).ents, both "li~hin 

and outside of CIA.and NSA respectively, can determine the 

information to which FISA-specific restrictions apply. -tSt-

12. It is anticipated that CIA and NSA will disseminate 

foreign intelligence information from FBI FISA collection to the 

full range of Federal offices and a9encies with responsibilities 

relatinct to international terrorism to which CIA and NSA now 

11 The applicable statutory te:<t requires advance 
authorization of the Attorney General for use in criminal 
proceedings, ~50 O.S.C . §§ 1806(bl and 1825(c), but the 
practice of successive Attorneys General has been to require 
authorization for use in other (~, immigration) proceedLngs 
also. (U) 

1~ ~lhile a recipient interested in ·optaining Attorney 
General a uthorization for use in a proceeding is directed to 
contact FBI Headquarters, lt is anticipated that FBI Headquacters 
will consult with OIPR about obtaining the required Attorney 
General approval. ~ 
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disseminate terrorism-related foreign intelligence from other 

sources. Depending on the content of a particular report, its 

recipients could inc·lude law enf·orcement agencies within the 

Department of Justice (~, the Immigration and Naturalization 

Service) or in other departments (~, the Secret Service), as 

well as the Criminal Division of the Department of Justice. NSA 

and CIA will simultaneously include rsr Headquarters in 

disseminations of foreign intelligence information to any rederal 

law enforcement agency and/or the Criminal Division of the 

Department of Justice. NSA and CIA will not disseminate foreign 

intelligence information obtained or derived from FBI FISA 

collection directly t o any United States Attorney's Office; 

however , NSA or CIA may disseminate foreign intelligence 

information to (or otherwise call it to the attention of) rBI 

Headquarters, so that rsr may consider whether to disseminate 

such information to a United States Attorney's Office pursuant to 

procedures applicable to the E'Bl. ~ 

NSA and CIA, under their respective procedures, wil~ also be 

authorized to disseminat:e evidence of a crime t:hat may not: be 

foreign intelligence information, pursuant to applicable crimes 

reporting procedures. See NSA procedures at. paragraph 8, 

subparagraph (7) above; proposed CIA procedures at paragraph 

-22-
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4 (f) . 13 NSA and CIA will copy FBI Headquarters on all crimes 

report'ing cont aining information from E'BJ: E'ISA collection, and 

will ~lso copy OIPR on crimes reporting to the Crimina l Division 

of the United States Department of Justice that contains such 

information. -tar 

13. Some of the. international terrorism applications to 

which this motion applies contain special "wall" procedur es 

governing how the FBI discloses or disseminates information to 

criminal investigators or prosecutors. Generally, these special 

"wall" procedures require approval of such disclosures or 

disseminations by one or more specifi ed officials or offices 

within the FBI and/or the Department of Ju~tice; 

·-1111111111111 The instant motion will not affect the FBI's 

13 The current memorandum of understanding (MOU) regarding 
crimes reporting by intel ligence agencies, including the CIA and 
NSA, States : 

·, 
''Thi s MOU ordinarily does not require an intelli gence 
agency or organi zation to report crimes information 
that was collected and disseminated to it by another 
department, agency, or organization. Where, however, 
the receiving agency is the pri mary or sole recipient 
of t his information, or if analysis by the receiving 
agency reveals addit i onal crimes informatio~, the 
receiving agency shall be responsibl e for reporting all 
such crimes information in accordance with the 
provisions of this MOU." (0) 

SECRET COMINJ:/,£X1 
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implementation of such procedures, as they now are in effect or 

in whatever form they may be approved in the future. For t he 

follo'Wing reasons, the Government submits that such ''wall" 

procedures should not apply to disseminations by NSA or ClA 

pursuant to the instant motion. ~ 

Most of these "wall" procedures were implemented before the 

e nactment of the USA PATRIOT Act and were designed to ensure over 

time that FBI surveillances and searches continued to be 

conducted in furtherance of a prirn~ry foreign intelligence 

purpose." In some circumstances, an unregulated ~low of FISA 

information by fBI special agents conducting an intelligence 

inve.stigation to FBI =iminal investigators and/or prosecutors 

was thought to involve a risk that, in fact or appearance, the 

FISA collection was primarily serving law enforcement, rather 

t han foreign intelligence, objectives . The disseminations to 

Federal law enforcement agencies or prosecutors tha t NSA or CIA 

•• As the Court is aware, FlSA as recently amended by the 
USA PATRI01' Act now requires certification that ''a significant 
purpose" of the surveillance or seatch i s to obtain foreign 
i ntelligence i nformation, 50 O.S.C. §§ l804(aJ (7) CB) 4 
1823{a) (7) (B) , and expressly authorizes consultation and 
coordination between Federal law enforcement officers and 
officers conducting FISA surveillances and searches, in order ''to 
investigate or protect against , . . actual or potential attack 
or other gave hostile acts" and ".interna'tional terrorism" by 
foreign powers and agents of roreign powers. lQ. §§ 1806(k) & 
1825 (k). (U ) 
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may make pursuant to this motion would not present the same risk. 

In any dissemination by, or related interact ion with, NSA or CIA, 

neither the prosecutors nor the agents in other law enforcement 

agencies would have an opportunity to direct or control Court-

authorized surveillance or search, because the ~BI will continue 

to be the agency conducting the surveillance or search. ('St-

Similarly, the Attorney General has approved procedures for 

the sharing of information from FBI intelligence investigations 

with criminal prosecutors. As the Court is aware, these 
.. 

procedures were submitted to the Court by a motion dated March 7, 

2002 . By an order dated April 22, 2002, the Court found that 

those procedures, modified in part, satisfied the definition of 

minimization procedures under F!SA. These procedlires, both as 

originally submitted and as modified by the Court, are di rected 

solely at FBI dissemination of information to, and contacts with, 

the Criminal Division and United states Attorney's Offices. ~or 

the reasons stated above, the Government submits that no such 

procedures should oe extended to the CIA or NSA. Of course, 

contacts between prosecutors and the FBI agents responsible for 

FISA collection will continue to be governed by procedures 

directed at the FBI . ~ 
• 
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Scope of the Modified Procedures (0) 

14. Nothing in the minimization procedures proposed herein 

' shall·be understood to authorize the CIA or NSA .(il to acCJ).iire 

data through Court-authorized electronic surveillance or physical 

search, other than by receiving from the FBi data acquired by th~ 

FBI through such electronic surveillance or physical search; or 

(iil to assume law enforcement or internal security authoritLes 

or responsibilities of the FBI. The FBI, in coordination with 

CIA or NSA, may decide to target particular foreign powers or 

their agents based upon information provided . by CIA or NSA·. In 

addition, employees of the FBI, CIA, and/or NSA may work t~gether 

in the review and analysis of raw data provided by the FBI to CIA 

and NSA pursuant to this motion (for example, to collaborate on 

linguistic questions; to confer on minimization-related issues ; 

or to provide assistance from technical personnel ). Such sharing 

of information and analysis among the FBI, CIA, and/or NSA shall 

not, in and of itself, be regarded as "disseminati'on" by CIA or 

NSA under the minimization procedures described herein. CIA, 

NSA, and FBI may also determine that they can most effectively 

deploy their collective expertise and resources by having one 

agenc~ take primary responsibility tot the analysis and 

SECRET GOMINT/Ra:-
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dissemination of information from FISA collection regarding 

particular targets. ~ 

15. This motion shall apply to raw data obtained by the FBI 

from the above-referenced searches or surveillances since January 

1, 2001. Additionally, where there is an articulable reason to 

believe that CIA's or NSA's receiving raw data from the above­

referenced searches or surveillances that was obtai ned by the FBI 

prior to such date may further important foreign i ntelligence 

interests of the United States, CIA or NSA may also receive such 

raw data pursuant to the procedur~s descl."ibed' he.rein , Finally, 

it is expected that CIA or NSA will receive raw data from the 

above-referenced searches and surveillances wnen Court authority 

is renewed for the above-referenced searches and surveillances, 

as well as when authority to initiat e FISA collection regarding 

new international terrorism targets is obtained . In cases where 

the Government i ntends to implement the procedures described 

herein, renewal and initial applications to this Court shall 

expressly reference such procedures . ~ 

16. Notwi thstanding the foregoing, the instant motion will 

not permit CIA a nd NSA to have access to raw data from electronic 

surveillances or physical. searches authori zed in docket numbers 

provJ.ding for special minimization procedures for potentially 

SECRET COl\41NTIIJO 
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Irominent Danger to Life (0) 

17. Where a person's life or physical safety is reasonably 

believed to be in imminent danger, and information is relevant to 

the danger or its prevention, reduction, or elimination, nothing 

in this motion or the proposed procedures shall prohibit the CIA 

or NSA from: 

a. retaining such information for a period of time 
sufficient to respond to such danger. 

b. disseminating such information to any federal 
officer or agency with responsibility for the matter . 
FBI Headquarters shall be simultaneously included in 
any such dissemination and notif ied of the other 
recipients of the disseminated info.rmation; however, if 
NSA or CIA reasonably believes that a simultaneous 
dissemination to FBI Headquarters would impede a 
sufficiently timely dissemination in response to the 
danger, dissemination to FBI Headquarters may be made 
as soon as possible after the initial dissemination. 

c. making such other disseminations as reasonably may 
be necessary to respond to such danger, except that 
when practicable, any such disseminations •,lithin the 
United States shall be made in coordination with the 
FBI. 

'' However, the Government in the future may present to the 
Court modified case-specific minimization procedures that would 
permit CIA and NSA to have access to raw data from such 
electronic surveillances and physical searches. ~~ 

Se CR:lff C6MiN'f/OO 
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Report to Court (0) 

lB. Within 180 days ,of the implementation of the modified 

mini~ization procedures proposed herei n, the United States will 

report to the Court on how such procedures are being implemented, 

a.nd on any revisions that may be appropriate. (3) 

WHEREFORE, the united States respectfully requests that the 

Court issue the proposed order attached to this motion . {0) 

. . 
Respectfully submitted, 

J···A 1.5--L-mes A. Baker 
COunsel for Intelligence Policy 
U. S. Department of Justice 

-sreRE'f'COMINT1/Xl 
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VERIFICATION 

I have reviewed the foregoing motion and the minimization 

procedures set out at Exhibit A. The CIA will follow those 

minimization procedures, as described in the foregoing motion, 

with respect to information obtained from Court-authorized 

electronic surveillance and physical search of the above-

captioned targets. ~ 

• 

! 
' 

ohn E. McLaughlin 
Deputy Director of Central Intelligen·ce 

- -5SCR:BT GOMINT//Xl 
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VERIFICATION 

I have reviewed the foregoing motion and the NSA 

minimization procedures described therein . The NSA will follow 

those minimization procedures, as described in the foregoing 

motion, with respect to information obtained from court-

authorized electronic surveillance and .physical search of "he 

above-captioned targets . (Sl 

~;L!Y~/ 
M~ael V. Hayden:< 
Lieutenant General, USAF 
Director, National Security Agency 

-SEGRBT GeMlN'tWXt 
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VERIFICATION 

-I have reviewed the foregoing motion and the minimization 

procedures descr ibed therein . The FBI will follow those 

minimization procedures applicable to the FBI, described in the 

foregoing motion, with respect to information obtained from 

Court- authorized electronic surveillance and physical search of 

the above-captioned targets. ~ 

of Investigation 

SECR£T COM!Nl"f>'XI 
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APPROVAL 

I find that this mot i on regarding electronic surveillance 

and physical search of international terroris t groups, their 

agents, and related targets satisfies the criteria and 

requirements set forth in the Foreign Intelligence Surveillance 

Act of 1978 , and hereby approve its filing with the United States 

Foreign I ntelligence Surveillance Court . ~ 

MAY I 0 200l 

Date 

/John Ashcroft 
Attorney General of the United States 

SECRET COMINT/I)fr-
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UNITED STATES 

FilED 
KAReN E. SUTToN. ClERK 

MAY 1 0 2002 

U.S. Foreignlncelligence 
SvrvefiiAnce Court 

FOREIGN INTELLIGENCE SURVEILLANCE COORT 

WASHINGTON, D. C. 

IN RE ELECTRONIC SURVEILLANCE AND 

PHYSICAL SEARCH OF INTERNATIONAL 

TERRORIST GROUPS, THEIR AGENTS, 

AND RELATED TARGETS. ~ 

Docket Numbers: Multiple 

This matcer having come before the Courc on ~he motion of 

the United States for amended orders to modi=y the minimi~ation 

procedures in the above- captioned matters, the Court finds that 

the modified minimization procedures proposed in such motion have 

been adopted by the Attorney General, as defined under 50 u.s.c. 

§ l80l(g), and meet the definition of minimization procedures 

under 50 O.S.C. §§ 180l(h) and 1821(4); and, such motion being 

well-founded, it is hereby GRANTED. 

6ECR.f:Tt/XJ 

Derived from: Mot i on of t he United Stares in the aboye­
caotioned matters, 
Beelassify on. lU: 
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FILED 
KAREN E. SUTTON, CLERK 

MAY 1 0 2002 

U.S. Foreign JnteDigence 
SurveillAnce Court 

All other provisions of those orders shall remain in effect 

as originally granted or modi fied by prior order of this Court. 

Date Filed· 

Date Approved 

- " I, II.:.. e. : . .:.ur,cn. vl<;:l", 
FISC, certlfy that ttris documeni 
·' a true and_~ OOf"' 
,r the origi~ 

Time Filed 

Time Approved 

J udge, United States Foreign 
Intelligence surveiflance Court 

SECRiiT!J.XJ 
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APPROVED FOR PUBLIC RELEASE 

FILED 
KAREN E. SUTTON, C~ERK 

s~ MAY I 0 2002 

EXHIBIT A U.S. Foreign lntolligsnco. 
Survoi!IAnco CotHt 

UNITED STATES 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

~ASHtNGTON, D. C. 

IN RE ELECTRONIC SURVEILLANCE AND 

PH~SICAL SEARCH OF INTERNATIONAL 

Docket Numbers: Multiple 

teRRORIST GROUes, TREIR AGENTS, 

AND RELATED TARG&TS. }'S"l 

CIA MINIMIZATION PROCEDURES rDR INFORMATION 
FROM fiSA ELECTRONIC SURVEILLANCE 

AND PHYSICAL SEARCH CONDUCTED BY THg FBI 

(b)(1) 
(b )(3) NatSecAct 

The following procedures shall apply to processing and 
minimization by the Central Intelligence Agency (CIA) o! the raw 
results of electronic surveillance and physical search conducted 
by the federal Bureau of Inve3tigation (FBI) pursuant to the 
Foreign Intelligence Surveillance Act, SO u.s.c. SS 1801-1811, 
1821-1829 (FISA). These procedures shall be implemented as 
described in the Motion tor Amended Orders Permitting Modified 
Minimization Procedures, filed· with the Foreign Intelligence 
surveillance .. Court (F'ISC) and captioned as above. ).s1 · 

l. AS used herein, the torn~s "Attorney General," "'foreign 
power," "aQent of a foreign power," 1'0nited States person," 
"person,,. '"foreign intelligence information," "international 
terrorism,., and "sabotaqe" have the meanin<;s spe.cifie.d in SO 
U.S. C. § 1801. (U) 

s~ 
Cla~sified by: George J. Tenet. DCI 
Reason: l . S!cl -Cdl 
Declassify On! ~ 
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API'ROVEO FOR PUBLIC RELEASE 

SEC~ 
2. Information about a United States person may be retained within. CIA an~ disseminated to authorized recipients outside of 

CIA if the identity of the United States person and all 
personally identifiable information are deleted. A generic. term may be •ubstituted which does not identity the United States 
person in the context of the message. I! the information cannot be sanitized in such a fashion because the identity is necessary, 
or it is rea~onably believed that it may bec~e necessary, to understand or assess the information, that identity may be retained Or disseminated outside of CIA along with t he 
intormation if: 

a. The information falls within one or more ot the 
following categories: 

(1) The information indicates that the United States 
person has acted or may be acting as an agent of a 
foreign power, including information indicating ~hat a 
United States person vas in contact with a foreign 
power under facts and circumstances indicating that he 
intends to collaborate with a !oreiqn power or become 
an agent of a foreign power; 

(2) The information indicates that a United States 
person may be a target of intelligence activities ot a 
foreign power; 

(3) The informat ion indicates that a United States 
person has engaged or may be engaging in the 
unauthocized disclosure of properly classified national 
securlty information; 

(4) The information concerns corporations or other 
commercial organizations the deletion ol which would 
hamper' the correlation of foreign intelligence 
information on the same subject; ' 

b. The information is enciphered or contains secret 
meaning; 

c. The . information is needed to protect the safety of any 
persons or organizations, including those who are targets, victims, or hostages o! groups engaged in international 
terrorism; 
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s~ 
d. The information concerns a United States person who is 
or reasonably appears to be, on the basis of that or other 
information, an agent of a foreign pover; 

~- the information involves a United States person ~ho has 
cqnsented to the retention or dissemination of his 
communications or other information concerning him; 

f. the information indicates that a United States person is 
engaged or may be engaged in international terrorism or 
activities i n preparation therefor ; · 

g. The information is needed and retained solely to 
identify individuals in contact with a foreign po~er or an 
agent of a foreign power (including for purposes of this 
subparagraph (g) any person, regardless of location, who 
engages in international terrorism or activities in 
preparation therefor; who aids, abets, or conspires with 
persons to engage in such activities; or" who acts as a 
member of a group engaged in such activities); 

i. The information concerns a person or activity that poses 
a threat of sabotage, international terrorism, actual or 
potential attack or other grave hostile act, to any facility 
or personnel of any agency With the Intelligence Co~~unity, 
or any department containing such an agency; 

j. The personally identifiable informa tion concerning the 
United States person is publicly available. 

A communication to or from, or information about, a United States 
person wh ich does not qualify for retention or dissemination in 
accordance with this paragraph must be destroyed. ~ 

3. Nothing in paragraph 2 above shall prohibit: 

a. ·The ret ention or disclosure of information necessary for 
the purpose of determining whether the requirements of these 
procedures are satisfied, provided that the recipient under 

S~/Xl 

3 

NatSecAct 
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S~/Xl 
this paragraph does not retain or disclose the identity of a 
United States person where it is dete~ined that the 
requirements of these procedures do not permit 
dissemination; 

b. The retention of communications necessary !or the 
maintenance of technical data bases, so long as only 
collect~on or technical personnel have access to such data 
bases; 

c. The retention or dissemination of information concerning 
corporations or other commercial organi~ations which is 
l imited to their identities as manufactures of equipment and 
related nomenclature or their locations; or 

d. The retention or dissemination of information required 
by law to be retained or disseminated. ltn 
4. CIA shall also follow the !ollowing"procedures: 

a. Priyiloged commonication3: As soon as it becomes 
apparent to CIA personnel processing a communication 
acquired by electronic surveillance or physical search 
conducted by the FBI that such communication is between a 
person who is known to be unde~ c~iminal indictment and an 
attorney that represents that individual in the matter under 
indictment (or someone acting on behalf of the attorney), 
monitoring or processing of that communication will cease 
and the communication shall be identified as an attorney­
client coiMiunicatipn in a log maintained for that purpose. 
The relevant portion of the tape, document oc .other material 
containing the privileged communication will be placed under 
seal and the Department of Justice, Office of Intelligence 
Policy and Review (OIPRI shall be notified so that 
appropriate p~ocedures may be established to protect such 
communications from review or use in any criminal 
prosecution, while preserving foreign intelligence 
in!ormation contained therein. With respect to any other 
communication where it is apparent to CIA processing 
personnel that t~e communication is between a person and xhe 
person's attorney (or someone acing on behalf of the 
attorney) concerning legal advice being sought by the former 
from the latter, such communications relating to foreign 
intelligence information may be retained and disseminated 

SE~XI 
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within the U.S. Intelligence Community 1! the communications 
are specifically labeled as being privileged. However, such communications may not be disseainated outside of the U.s. Intelligence Community wichout the prior approval of OIPR . 
• (S) 

b, Non pertinent Communications and Partisylarized 
Minimi~ation Procedures: (U) 

(1) Communications determined to tall within categories of 
non-pertinent communications provided by the rBI to CIA regarding a particular electronic surveillance or physical search should not be retained unless they contain 
information that may be retained or dissemi nated under 
paragraphs 2 and 3 above. (U) 

(2) CIA processing personnel may review all communications, 
including those that initia lly appear to fall within 
established categories until they can reasonably dete'rmine 
that the communication cannot be retained or disseminated 
under paragraphs 2 and 3 above. ~ 

(3) Informacion that appears to be foreign incelligence information may be retained even i! it is acquired as a part 
of a communication falling ~ithin a category that is 
generally non-pertinent. J$1 

(4) CIA processing personnel shall adhere co any special or 
particularized minimi~ation procedures provided to the CIA by the FBI regarding a particular electronic surveillance or 
physical search. -~ 

(~) 91PR shall periodically determine that information 
concerning communications of or concetnin9 United States persons that is retained meets the requiraments of these 
procedures and the Foreign Intelligence Surveillance Act-
~ 

s 

(b)(1) 
(b)(3) NatSecAct 
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(b)(1) 
(b)(3) NatSecAct 

e. Dissc:min,Uion to Fop:lgn Goyernments: Honpublicly 
available identity or personally identifiable information 
concerning United States peuons may be -·disseminated to 
foreign governments, provided that the information to be 
disseminated is foreign intelligence information, and the 
dissemination is approved by the Attorney General , or 
approved pursuant to such procedures as the Attorney General 
may establish tor the disseminotion ot such information by 
CIA. .J..s:l . . 

f. COffipltance With Crimes Repox;ing dblioayions: 
Notwithstanding any of the foregoing, information that is 
not foreign intelligence information, but reasonably appears 
to be evidence of a crime that has been, is being, or is 
about to be com~itted, may be disseminated (including United 
States person identities) to the FBI and other appropriate 
federal law enforcement authorities, in accordance with 50 
U.S.C. §§ 1806(b) and l825(c), Executive Order No. 12,333, 
and, whero applicabl e, the crimes reporting procedures set 
out in the August 1995 "Hemorondum of Understanding: 
Reporting of Information Concerninq Fede.ral Crimes," or any 
successor document . vn 

. ----···-·-----··-- .. ··- --· 
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All redaded infommtion exempt from dlsdosurb under d(1) and ~· , -v·· .. ...,-' 

'UNITED STATES 

FOREIGN INTELLIGENCE SURVlll~CS COURT 

WASH1NG10N, D.C. 

2TANPARD MINIMIZATION 

pROCEDQRES FOR Ef •ECTRONIC SOR\IEILU\NCE 

CO@UCTEQ BX T!IB NAIIONAL SEClJR!TY AGENCY INSAl 

-t• k. ·~ -APPROVED FOR PUBliC REJ.EASE 

Pursuant to Sectio~ lOl{h) of the Foreign Intelligence 

Surveillance Act of 1978 (hereinafter •the Act" ) , the following 

procedures have been adopted by the Aotorney General and shall be 

followed by the NSA in implementing this electronic surveillance: 

(U) 

Sestign l • Apolicability apd Scope (U) 

These proce~ures apply to the acquisition, retention, use 1 

and disseminbtion of non-publicly available information 

conc~rning unconsentiog united States persons that is collected 

in the course of el~ctronic surveillance as ordered by the united 

Staees foreign Intelligence Surveillance Court under Section 

102(b) or authorized by ACtorney General Certification under 

Section 102(a) of the Act. These procedures also apply to non­

United State$ persons where apecific~lly indicated . (U) 

Classified by: 

Rea.son :­
Declas.!<ify on: 

Allan Kornblum. Deputy Counsel for 
.Intelligence Ooexations. DQJ/OlPR 
1 : 5 (e! and (d) 
Xl- apd xs 



All redocle<l lnfonnatlon exempt from diSClosure under b(1) and b(3). 

Seetign 2 - Definitions (tt) 

In addition to the definitions in Section lOl of the Act, 

che following definitions shall apply to these proc:edure9: 

(a) Acquisitipn means che collection by NSA through 

electronic means of a nonpublic co."l1munica.tion to which .it is not 

an intended party. (0) 

(b) Commyoicatigns concernipg a UDited States person 

include all communications in which a Onited States parson is 

discu$s~d or menti.oned1 exc~pt where. such communications reveal 

only publicly av~ilable information about the person. (U) 

(o) Communicotions o~ a Onireq States persOn include all 

communications to which a United States person is a party. (U) 

2 

id) Copsent is the agreement by a person or organization to 

permit the NSA to take particular actions that affect the person 

or organization. ~o be affective, cons~nt must be given by the 

aff!:cted person or organizatiOn with sufficient knowledge to 

•mderGtand the action that may be taken and the possible 

consequences of that action. Consent by a~ orsanization shall be 

deemed valid if given on behalf of the organization hy an 

official or governing body dete·rmined by the Gener•l Counsel, 

NSA$ to have actual or apparent authority to make such an 

agreement. ((}) 

(e) Foreign communiqation ~eans a communication that has at 

least one communicdnt outside of tbe United States, or tha~ is 

entirely among! 

S!CI\El' 
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All redaC(ed lnformalion <~Xemprtrom dis<lowre under b(1) and b(3). 

(2) foreign powers; 

{2) officers and employees of foreign powers ; or 

(3) a foreign power and officers or employees of a 

foreign powor. 

Al l other communications- ar~ domestic communications.~ 

3 

(f) ' Identification of a United States petf:Qn means tha 

n,ame, unique title~ adch't!ss, or other- per$onal identifier of a 

United States person in the context of activiti es conducted by 

that parson or aceivities conducted by others that are ~elated to 

that. pe.rson. A refere....f\ce: to a pl:oduet by brand name. or 

manufac~urer's name or the use of a name in a descriptive sense, 

~~ ~Monroe Doctrine,• is no~ an i~enti fication of a United 

States person. (5 ee9) • 

(g) Process&d or processing means any step necess&ry to 

convert a communication into an intelligible form intended for 

human inspection. (U) 

!h) PubliclY available jnform•tjon means information tna~ a 

membe: of the publiC could obtain on request, by reaearch in 

pu'bli.; soarces1 or by casual observ&tion. (V ) 

(i) Technical data base means information re~ained for 

cryptanalytic, traffic analytic , or s ignal exploitation p~ses. 

(j) united States person means a United S tates person as 

defined in the Aot. The following guidel ines apply in 

determining whether a person whose status is unknown is a United 

States per-son: (U) 

APPROVED FOR PUBLIC RELEASE 
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(~) A person known to be currently in the Unite~ St~tes 

will bg treated as a United St~te~ parson un less 

positiv~ly identified as an alien who bas not been 

admitted for perm~nent Tesidence, or unless the nature 

or circums-tances of t.be person's communications give 

ri-se to a reasonable belief that such person is not:. a 

Onited States person. (U) 

(2) A person known to ba currently ootside tbe United 

States, or whose loca~ion is unknown, wi l l not be 

treated as a Onit.ed States person unles-s such person 

can be positively identified as such, or the nature or 

circumstances of the person's communications give rise 

to a reasonable belief that such person i s a United 

s~~tes person. (0) 

(J) A person known to be an alien admitted for permanent 

4 

residence loses status as a United States peraon if the 

person leaves che United States and is · not in 

compliance wi~h Title 8, Onited Sta~es Code. Section 

1203 enabling r~-entry into the United States~ Failure 

to follow the statutory procedures provides a 

r~asonable Oasis to conclud~. th~t the al i en has 

abandoned any intention of maintaining his s~atus as a 

permanent resident alien. (U) 

(4) An unincorporated assoc14tion whose headquarters or 

primary office is located' 0Ut·side the United Stat.es i s 

presumed not to be a Obited States perso-n unless there 

is information indicating that a subst~ntial number of . 

i ts members are citizens of ~ United States or aliens 

, lawfully admitted for permanent residence. ~u) 

SECREI 
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Seation 3 - Acquisition and Proce1sinq - G~naral {U) 

Ia) AQgyis<t <on (U) 

The. aequi!l-ition of information by electronic surveillance 

shall be made in accordance with the ce=tification of the 

5 

Attorney General or the court ordex authorizing sueh surveillance 

a.nd conducted in il manner designed, to the greatest ex-tent 

reasonably feasible, to minimize the acqoisiti~~ oi information 

not relevan~ to ~he authori2~d purpose of the surveillance. ~ 

(b) Vetificacion {U) 

At th~ initia~ion of the electronic surveil)ance, the NSA or 

che Federal Bureau of Investigation; if providing ope~ational 

support, shall verify that the communication 1ines or telephone 

numvers bein~ targeted are the lines or numbers of the target 

a~tho4ized by ~ourt order or Attorney Gen~ral certification. 

Th.ereafter , collect.ion personnel will monitor the a"cquisit:ion of 

raw data at :tesular intervals to verify that the surveillance is 

not avoidably acquiring com;nunications outside the authorized 

scope of the surveillance or information concerning United States 

persons not related to the purposa of the surveillance. ts-GGG+-

(c} Monitoring. Rtgording. and Processing {0} 

' (l) electronic su.-veillance of the target may be monitored 

contemporanQOUslyl recorded aUtomatically, or both. 

(U) 

~ 
-.ll:uli>Li \tll G9llili'i' Sl!ltmlliLS ~ 
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(2) Personnel who monitor the e1ectronio surveillance shall 

exercise reasonable judgem~nt in determining whether 

particular information acquired must be minimized and 

shaLl destroy inaavertently acquired communications of 

or concerning a United States person at the earliest 

practicable point in the processing cycle at which such 

communication ~an be identified either as clearly not . 

relevant to the. authorized purpose of the surveillance 

{i.e., the co~~~cation d~s not contain foreign 

intelligence information) or as containing evidence of 

a ari~e which may be disseminated unQer these 

procedures. (s-cee) 

(~ ) Communications of or concerning Unite~ Stat~s persons 

that may be related to the authoriz~d purpose of the 

surveillance may be forwarded t:o a.nalyt.io peFsonne'l 

responsible for proQucing intelligence information from 

che collect~d data. Such communications or information 

may be ~etained and disseminated only in accordance 

wi th Sections ~ ~ 5 and 6 of these procedurea. ·~ 

(4l Magnetic tapes or other s torage media that contain 

acquired communica~ionn may be processed. (9 eeeJ 

(5) Each communication shall be reviewed ~o determine 

~hether it is a dome$~ic or foreign c~~ication 

to or :from t.be targt!ted premise·s and ia reason~bly 

believed to contain foreign intelligence 

information or evidence o£ a criMe. only such 

communications may be processed. All other 

communications may be retained or disseminated 

APP~OVED FOR PUBUC REI.EASE. 
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only in accordance wich Sections S and 6 of these 

procedures. IG GCO) 

(6) t1agnetic tapes or other storage media containing 

foreign co~m~unications may be scanned by compucer to • 

identify and select communications £or a~lysis . 

COmputer selection terms used for scanning, such as 

telephone numbers, key words or phrases, or other 

discriminate~$ , shall not include United States person 

names or identifiers and shall be l imited ~o those 

identify -

are authorized 

for intentional collection under Executive order 12333 

implement.ing procedures. ( SeCCO) 

(7 ) Further processin.g , ret:ention and disse-mination of 

for~ign communicatiOn$ s~~ll be made in accordance with 

Sectio ns 4, 5, and 7, as applicable, below. F~r·the.r 

processing, storage and dissemination of inadvertently 

acqui red d~~estic communications sh~ll. be- made in 

accordance with Sections 4 and $ below. (S Ce9) 

(d ) U.S. Persons Emolove.d by the Foreian Power~ 

Communications of or concerning United States persons 

employed by a foreign power may be used and retained as otherwise 

provided in these procedures ~xcept that: 

(l ) Such United St.ates persons sbal'l not .be ·identified in 

connecti9n with any communication that the pa-rsop 

places or receives on behalf of anot.her unle-ss the 

-GaeRB? 
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identifi~ation is pe~tted und~r Section 6 of these 

procedures; and 

s 

{2) parso~al communications of United States persons 

that could not be foreign intelligence may only be 

retained~ used. or disserninat~d in accordance with 

Section 5 of these procedures . Is COO) 

(e) Destruction pf Raw Data fer 

Co~~unications and other information, including that 

reduced to graphic or "hard copy~ form such 

sb~ll be reviewed ior 

retention in accorda~ce with the standards set forth in these 

procedures. c~~unications and other information. in any form, 

chat do not meet such recention standards and that are .known to 

con~ain communications of or concerning United States persons 

shall be promptly destroyed. (S eGGI 

(f) Non-pe¥t ~ nent Commyoicacions (U) 

( 1l communications d~termined to fall within established 

cacegories of non-pertinent ccmmunica~ions~ auch as 

those set forth in subparagraph (6) of this section, 

should not be retained unless they contain information 

that may be disseminated under Sections S, 6 or ? 

below. IUl 

fa ) r<onitors rqay listen t.o al l commu_nications, including 

those that initially appear to fall within establishe4 . 
categories until they can reasonably determine tnat the 

-MleR£'l--
~s VIA eeunM!' emcUti£!)9 ma.1 
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c~nrnunication CQnnot be disseminated under Sections 5, 

6 or 7 be low . f"9-€00l-

( l) Corr~unications of United States persons will be 

analyzed to establish categories of communications that 

are not pertinent- to t.he authorized purpose of the 

surve~llanc~. (U) 

(~) These categories should be established after a 

reasonable period of monitoring the co~unications of 

the targets. (U) 

{5) l'nfo=.atio~> that appears to be foreign intelligance 111ay 

.be r~tai:ned even if it is -ilcquired as a part. of a 

communication falling within a category that is 

gener-ally nc:m ... pe~tinen-t. fS-eeet-

(6 ) Cacegoriea of non-pertinent communications which m~y be 

applied i n these -survei l lance- include: 

(A) Calls to and from Unit-ed States Gove·rnment 

officials; 

(B) Calls to and from children; 

{C) calls to and f~om students for information to aid 

them in academic endeavors; 

(D) CaA~S between family members; and 

{E) cails relating solely to personal services, such 

as food ord.,rs, transportation, etc. (S eee) 

(g) Change in Tgpqet's ljoc4tion or Status . (8 8S91 

-ECRBT 
~:z-v%~11--
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(1) During periods of .known extended absence by a targeted 

agent of a foreign power from premises under 

surveillance, only communications to which the target 

is a party may be retained and disseminated . IS COO) 

(2) When there is reason ~o bel ieve that the target , of an 

'elect.roni c surveillance is no longer a foreign po~r or­

an agent of a foreign power, or no longer occupies the 

premises authorized for surveillance, that electronic 

surveillance shall be immedi'!tely ten>lnated , and shall 

not' resume unless subsequently approved under the Act. 

When any person invol ved in col lection or p rocessing of 

an eleceronic ' surveillance being conducted pursuan~ to 

the Act becomes aware of information tending to 

indicate a ~aterial change in the stat~s or location of 

a t~~get. th~ person shall i mmediatel y ensure that the 

NSA's Office of Gen~ral couns~l is a l so made aware of · 

such informacion.~~ 

Sectio n 4 - Acquisition and Processin g - Special Prosedqres (0) 

(a, Collection Against Residential Premises fS CSS) 

(1) ~~ electronic surveillance direoted againse pre~ses 

located in t -he United SCates a.nd used for reSid~nt-ial 

purposes shall be conducted by technical means designed 

to limit the information acqui red to commuaications 

equipment or equipment capable of iden~ifying 

-MenT-
R:o)liBLB '!.:lit €Eilli1:fP GiW1U&r..~ 
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(2) 

11. 

international 

other particular international communications known to 

be used by the targeted foreign power and its agents. 

Comm~~ications to or from the target residential 

foreign power located in a foreign country , or on the 

foreign country or foreign city telephone direct 

dialing codes (area codes) for the areas in which such 

foreign powers or agents are located. (S ceo) 

(3) Domestic ~~munications that are incidentally acquired 

during collection against residential Premises shal l b~· 

handled under section 5 of these procedures. (~ CCO) 

APPROVED FOR PUBLIC RElEASE 
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{b) Attorpey-Client Communications +et-

As soon flS it becomes apparent that a commu;,ication i s 

between .a person who is known to be under criminal indictment Dnd 

an attorney who represencs that individual in tha matter Under 

indictment {or someone acting on behalf of th~ at~orney), 

monitoring of that communication will cease and the communication 

shall be identified as an attorney-client communication in l\ log" 

maintained for that purpose.. The relev-ant portion of the tape. 

containing ch~~ conversation will be placed under seal and the 

Depa~trne.nt of Justice, Office of Intelligence Policy and Review , 

shall be notified so ehat appropriDte proceduxes m~y be 

established to protect such communications from review or use in 

any criminal prosecution, while p~eserving fo4eign intelligence 

information ~ontained therein, ~ 

Section 5 - pom&stic Co~unicat~ (0) 

{a) Di5saminatign (U) 

Communications identified as domestic communications shall -

be promptly dest-royed, except that:-

{l) domestic corrmunications that are reasonably believed to 

contain foreign int:.all igence information shall be 

disseminated to the Federal Bureau of Investigation 

(including United Sta~es person identities) for 

possible further dissemination by the Federal Bureau of 

lnvestigat.ion in acc'ordance with its minimization 

proced\lres; 

APPROVED FOR PUBLIC RElEASE 
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(2) domestic communications tha~ do no~ contain foreign 

intellig~~ce information, but tbat are rea9onably 

believed to contain evidence of a crima that bas been, 

i$ being, o~ is about to be committed, shall be 

disseminated {including United States person 

ideneities) to appropriate Federal law enforcement 

authoritie.s, in <~eeordance with S@etion l06 (b) of the 

Act and cri~es reporting procedur@s approved by the 

Secretary of Defense and the Attorney General; and 

(3) domestic r;:o~-nun.ications that: are reasonably believed t.o 

contain technical data base information. as defined in 

Section 2(i), ~ay b~ disseminated to th& Federal Bureau 

of "Inves.~igation and to ot:her elements of the o .s. 

S!G!,NT system. !S e(;!S) 

(h) R@t~ntion (U) 

(l) Domestic ccmmuni;ations dissemin~ted to Federal law 

enforcement agencies rnay be retained by the NSA for a 

reasonable period of time, not to exceed six months (or 

any shorter period ~et by court order}, to permit law 

enforce~nt agencies to dete~~i~e wheth~r access to 

original recordings of such communications is required 

for law enfo~oement purposes. {SeCCO) 

(2) Domestic communications reasonably believed to contain 

technical data base information may be ret&ined for a 
• 

period su:ffici'!nt ,to allow a thorough exploitation and 

to permit access to da-ta that are, or a.re reasonably 

believed likely to become, relevant to a current or 

-&BeR£4'---
- !IAN&La VIA ee!!Hf'!' E!>'OOilfE~~ 
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future foreign intelligance requirement. S~ficient 

duration may vary with the n~eure of the exploitation. 

(S-Ce&) 

a. In th~ context of a cryp~analytic effort, 

maintenance of technical dat~ bases .requires 

retention of all communications that are 

eneipher~d or reasonably believed to contain 

secret meaning, and sufficient duration may 

consist- of any period of time during .,.,hich 

encrypted material is subject to, or of use in, 

cryptanalysis. IS C~Ol 

b. In the case of co~~unications that are not 

enciph~red or otherwise thought to contain secret 

meaning, sufficient duration is one year unless 

the Deputy Dir~ctor for Operations, NSA, 

d.eternines in writing that retention for a longer 

period is required to respond to authorized 

f-oreign intelligence or counterintelligence 

requirements . (S <2SQ) 

Section G - For eign Co~unications' of or 

Cone(t;ninq United St;.ates Pe:rsons (0) · 

(a) Retention (ll) 

Foreign communications of or concerning United States 

persons acquired by the NSA in the Course of an electronic 

surve~llano~ subject ~o these procedures. may be reta~ned only; 
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(1) if necessary for the maintenance of cechnical data 

bases . Retention for this purpose is permitted for a 

iS 

period sufficient to all ow a tnorougp exploitation and 

to permi~ acceas to data that are; or are reasonably 

believed l ikely to becomef relevant to a current or 

future foreign intelligence requirement . Suffici ent 

duration may vary with the nature of the exploitation. 

a. ln th~ context of a cryptanalytic effort , 

maintanance of technical data baaes requires 

re~enti9n of all con~unications tha~ ara 

enciphered or reasonably believed to cont3in 

secret meaning, and sufficien~ duration may 

consist of any period of ti~e during which 

encrypted material is subject to, or o f use in, 

cryptanalysis . 

b. I n the case of communications that are no~ 

enciphered or o~herwise ehought to contain secret 

meaning, sufficient duration is one year unless 

the Deputy Direct or fo:r Operations f !~SAf 

determines in ~riting that retention far a longer 

period is requi red to respond to authorized 

foreign i~telligence or counterintelligence 

:requirement s; 

(2} if dissemination of such com~unications -with r~erence 

to such United States p~.rsons would*· pe.rmi t ted unde~r 

s~section (b) belowi or 

(3) ~f the informaci on is evidence of a crime tnot has 

been, is ~ing, or is about to b~ committed and is 

APPROVED FOR PUBliC RELEASE 
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~ 

provided to appropriate £ederal law enforcement 

authorities. (i ceo) 

16 

(b) Pissemination (U) 

A report based on communications of or conc·erning a United 

States person may be disseminated in aCcordance with Section 7 if 

the identity of tha U~ited States person is deleted and a ~neric 

term or symbol is substituted so that the informat i on cannot 

reasonably be connected with an identifiabl e United States 

person. Otherwise dissemination of int~ll igence. reports based on 

comtf)Unications of or concernin,g a United States person may only 

be made to a recipient requiring the identity of such person for 

the performance of offici~l du~ies but only if at least one of 

the following criteria is also met: 

(1) che Uni~ed States person has consented to dissemination 

or the information of or concerning t.he united States 

person is available publicly; 

(2) the identity o·f the unite-d States · l?'erson is necessary 

to understand foreign incelligence .inf?rmation or 

assess its importance~ ~~ the identity of a senior 

official in the Executive Branen; 

(3) ~he com~unication or information indicates that the 

United_ States person may be: 

(A) an agent of a foreign power; 

(B) a toreign power as dafined in Section l0l{a)(4) or 

(6) of tb.e Act; 

APPROVED FOR PUBLIC RELEASE 
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(C) residing outside the United States and holding an 

official position in che government or mili tary 

forces of a foreign power; 

{D) a corporation or other entity that is o~~ed or 

controlled directly or indirectly by a foreign 

P?wer~ or 

(E) acting in collaboration with an intelligence or 

security service of a foreign power artd the united 

S~ates person has, or has had. access to 

classified national security information or 

lDal:.erial. 

(4) the co;nmunication or information ·indicates that the 

United States person MaY be the target of intelligenca 

activities of a foreign 1power; 

{S) the .commu,nication or info~tion iodic~ees that the 

United States person is engag~d in the .unauthorized 

disclosure of classified national security information, 

but only after the agency that originated the 

information certifi~s that it. is p·roperly classified; 

(6 ) the commun i cation or information indicates that the 

United Scates p~rsoo may be engaging in international 

terrorist activities; 

(7) t -he acquisit.ion of the united St-ates person's 

communication was authorized by a court order issued 

9ursuant to 'Section lOS of the Act and the 

AI'P~OVED FOR PUBLIC RELEASE 
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communication may relate to the- fo.reign int.ellig'e-nce 

purpose of the surveillaneer 

(S ) the communication or information is re·asonably believed 

to concain ~idence that a crime has been, is being, or 

is about to J:>e comm.itted, provided that dissemination 

is for law enforcement purposes and is made in 

accordance with section 106{b) of the ACt and crimes 

reporting procedures approved by the Secretary of 

Defense and the Attorney General . (U) 

Section 7 - Other Foreign Coam.unigo.tions (0) 

Foreign communications of or concerning a non·United States 

person may be retained, used, and disseminated in any f9rm in 

accordance ~ ... itb ot-her applicable law~ re_gulation, a.nd ~olic.Y. {O) 

section 8 - collaboration with foreign Governmants (9 eeet-

{a) The sharing or exchange of foreign communications 

governed by these piocedures with signals intellig~nee 

authorit ies of collaborating foreign governments {Second Parties) 

may be undercaken by the NSA only with ~be written assurance of 

the Second Party t.hat. the use o.f those foreign communications 

will be subjec~ to the retention and dissemination pzovisions of 

these proGedur~s. (~ ceo) 

(b) Domestio communications- and communications to or from 

' United States persons shall not be shared with second Parties. 

~ 
~I.E Vlt.. QQMU'f!l' CH~~z,s OW Y 
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(c) Foreign plain text communications may be shared with 

Second Parties if they are first reviewed by NSA analysts, who 

shall remove r.efe·rences· to United States persons that are not 

necessat~ to understand or assess the foreign intelligence 

information contained therein. (B eeo) 

{d) Foreigil enciphered or encoded commu.nications may be 

shared with Second Pa~ties withoue such prior review, provided 

that at least annually a repr~sencative sampling of those shared 

communica~ions that can be ~eciphered or decoded is reviewed by 

ehe NSA to ensure that any references t herein to United States 

persons a·re necessary to und~rstand or assess the foreign 

intelligence information being disseminated. Corrective measures 

with respect co each ta~g~t or line shall be undertaken as 

necessary to maintain COm?liance with the above ?lssemination 

st~ndard. The results of each review shall be ~ade av~ilable ~o 

th~ Attorney General or a designee. fS eee) 

Jan~~~eno 
At~d?n;y General of the United States 

--&Sall:r-
H:>NDt S' 'til!. COMnTT CRl;NWEL5 ONI.Y 
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UNITED STATES 

FILED 

IW~~;p~e~~ON. CLeRK 

JUL 2 2 ~ :: z 

U.S. For~t~gn lnrewgence 
Surveillance Court 

FOREIGN INTELLIGENCE SURVElLLAr-.iCE COURT 

fN RE ELECTRONIC SURVEILLANCE AND 

PHYSICAL SEARCH Of INTERNATIONAL Docket Number: -

TERRORJST GROUPS. THEIR AGENTS. 

AND RELATED TARGETS. (S) 

ORDER 

This matter is before the Coun on the motion of the United States. filed by 

James A. Baker, Counsel for Intelligence Policy and approved by the Attorney 

General of the United States, to modify the minimization procedures already 

approved and in use in the- above captioned cases since January I, 200 I; to 

authorize the Federal Bureau of Investigation (FBI) to disseminate to the Central 

Intelligence Agency (CIA) and to the National Security Agency (NSA) ··raw data" 

(i.e. unminimized information) only where the raw data relates to international 

SECRET 

Classified by: Derivative 
Reason: 1.5(c) 

Deelassif)' en: X+ 
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terrorism; to include communications of or concerning United States persons 

collected by the FBI in electronic surveillances and physical searches authorized 

by this Court under the Foreign Intelligence Surveillance Act ("FISA" or the 

"Act"); and to allow the CIA and NSA to review, translate, analyze. minimize. use. 

retain and disseminate such infonnation pursuant to supplementary minimization 

procedures approved by the Anomey General and filed with the Government' s 

motion. 

The Court has fully considered the maners presented including: 

a. the arguments set forth in the Government's motion and anached 

exhibits; 

b. the proposed supplementary minimization procedures entitled "CIA 

Minimization Procedures for lnfonnation From FISA Electronic Surveillance and 

Physical Search Conducted by the FBI," and the ''Standard Minimization 

Procedures for Electronic Surveillance Conducted by the National Security 

Agency," as described in the Government's motion and attached exhibits. as well 

as the FBI's "Standard Minimization Procedures For Electronic Surveillance of A 

United States Person Agent Of A Foreign Power;" 

SECRET 
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c. the supporting legal memoranda from the Office of the Deputy Attorney 

General dated April 5, 2002 and April 12, 2002 provided by the Government; 

d. the information provided by representatives of the FBI, CIA. and NSA at 

a hearing on July I, 2002, conducted on the record by the Court sitting en bane: 

and 

e. the current international terrorism threat. 

The Court makes the following FNDINGS: 

FIRST, this Court derives its statutory powers, duties and responsibilities 

from the FISA; 

SECOND, the FISA pennits both the CIA and NSA to appear before this 

Court as applicant agencies seeking authorization to conduct eleciTonic 

surveillances and physical searches of foreign powers and t'heir agents: 

THIRD, the FJSA 's legislative history recognizes thai in the· circumstances 

presented by the Government's motion, where the authorized intelligence agency is 

unable to process and to minimize all of the collected raw information because of 

linguistic or technical limitations, sharing the raw data with cooperating U.S. 

SECRET 
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intelligence agencies which would apply appropriate minimization procedures is 

permissible under F1SA; 

FOURTH, the proposed supplememary minimization procedures to be used 

by the CIA and NSA set out in the Government's motion meet the definition of 

minimization procedures in sections I 80 I (h) and 1821(4) of the FlSA: AND 

FIFTH, in approving minimization procedures the Court is Yested by FISA 

with discretion to determine whether the proposed procedures are "reasonably 

designed" to meet their statUtory purpose and to enter ex parte orders for electronic 

surveiHances and warrants for physical searches "as requested or as modified" (50 

U.S.C. § 1805(a) and (c) and §!824(a) and (c). 

Upon full consideration of the matters presented in the Government's 

motion, it is hereby ORDERED, pursuant to the authority conferred on this Court 

by the Foreign Intelligence Surveillance Act. SO USC §§ 1801-1862, that the 

motion of the United States to use the aforementioned supplementary minimization 

procedures in all of the captioned electronic surveillances and physical searches 

already approved since January 1, 200 I, as described in the Government's motion, 

is GRANTED as modified below: 

SECRET 
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IT IS FURTHER ORDERED. that issuance of this Order does not affect in 

any way this Court's Order 

which order shall apply to the CIA and NSA in all disseminations and information 

sharing authorized herein; 

lT IS FURTHER ORDERED. that use of the aforementioned supplementary 

minimization procedures in the furure shall be subject to tbe appro,·al of this Court 

in each electronic surveillance and in each physical search where their use is 

proposed by the Government as provided in 50 U.S. C. 1804(a) (5) and 1823(a) 

(5); and 

IT IS FURTHER ORDERED, that this matter shall be fully considered again 

by the Court en bane at its annual conference in May of 2004. During the 

intervening period the Department of Justice shall provide to the Court every six 

months, or as othenvise directed by the Court, an informative report describing the 

Government's implementation of this Order by the FBI. CIA. and NSA. 
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CONDUCTED BY L~ NATIONAL SECURITY AGENCY fNSG) 

Pursuant co Sec~ion l Ol(h) of th@ PQreign Intelligence 

Surveillance Act of 1978 (hereinafter ~the ActM), the following 

procedures have been adopted by the Attorney General and shall be. 

followed by the NSA in i~lern~nting ~his ~lectronie surveillance: 

(U) 

Section 1 - Applicability a;d Ssope (V) 

These procedures apply to the acquis-ition, .retention_, use, 

and dissemioation of non-publicly available information 

concerning u.~conaenting United States persons that is collected 

in the course of eleet~onic surveillance as ordered by ~he United 

States Foreign Inte-lligence Surveillance Courc und~r- Section 

l02(D) or authori2ed by At~orney General Ce~tification under 

Secc.ion l02(a) of the Act.. These. procedures also apply to non ­

united States persons where specifically ihdicated. {0) 

~ 
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UNITED STATES 

U.S. Foreigr. ,, •e!ligencP. 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 
Surveillance Court 

WASHINGTON, D. C. 

IN RE ELECTRONIC SURVEILLANCE AND Docket Number: 

PHYSICAL SEARCH OF INTERNATIONAL 

TERRORIST GROUPS, THEIR AGENTS, 

AND RELATED TARGETS. ..fS+-

MOTION FOR CONTINUATION OF AMENDED ORDER 

Introduction (U) 

The United States of America, by counsel, hereby moves this 

Court, pursuant 'to the Foreign Intelligence Surveillance Act of 

1978, as amended, 50 U.S.C. §§ 1801-1811 and 1821-1829 (FISA or 

the Act), to order the permanent continuation of its order of 

July 22, 2002, in the above-captioned matter. The United States 

seeks continuance of the order because it has been highly 

successful. -ts+-

Classified by: 

Reason: 
Declassify on: 

James A. Baker, Counsel for Intelligence 
Policy, OIPR, DOJ 
1.4(c)-(d) 
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.!J:G~~MIN:wNf>FeRN11*1-

Because the order permits the rapid sharing of information 

within the United States Intelligence Community, the United 

States has obtained vital actionable intelligence regarding the 

activities, capabilities, plans and intentions of 

The U.S. Intelligence Community process for 

sharing information - and taking action based upon such 

information - that the July 22, 2002 Order has fostered is now a 

vital part of the Nation's war on terrorism. The order has 

permitted the U.S. Intelligence Community to produce and 

disseminate to policy makers (including the President of the 

United States) a substantial volume of intelligence reports, and 

has enabled the United States and its allies to locate and 

apprehend numerous terrorists overseas and disrupt terrorist 

operations. As a result, we submit that the order has enhanced 

the ability of the United States Government to protect national 

security. Moreover, because of the manner in which the U.S. 

Intelligence Community has implemented the order, we submit that 

the intrusion on the privacy interests of Americans to date has 

been limited. ~~~ 

On July 22, 2002, the Court authorized the Federal Bureau of 

Investigation (FBI) to provide to the Central Intelligence Agency 

(CIA) and the National Security Agency (NSA) "raw data" (i.e. 

-I'.QP-SECREJ+I.(:;f)MIN'F/fNeF~-NHK-i-
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unminimized information) obtained from certain searchesand 

surveillances of terrorist targets under the FISA. The Court's 

Order, described below, modified the standard minimization 

procedures used in international terrorism cases. The Court 

further ordered that the ~matter shall be fully considered again 

by the Court en bane at its annual conference in May of 2004." 

See July 22, 2002 Order at 5. 1 In this regard, on April 21, 

2004, the Court directed that the Government: 

[S]hall file a motion requesting continuation of that order. 
Such motion should include a statement that the factual 
circumstances relied upon by the Government in seeking 
approval of such procedures continue (or, to the extent they 
have changed, why the procedures should continue to be 
followed under current circumstances) . ~-

The United States, in support of this motion, states: 

1. Prior to the July 22, 2002 Order, the CIA and the NSA 

provided linguistic and technical assistance to the FBI in 

analyzing unminimized foreign intelligence information, but could 

only use and disseminate limited, minimized data specifically 

disclosed to them by the FBI. On May 10, 2002, the Government 

filed a motion to provide raw data directly from the FBI to the 

The Court further ordered the Department of Justice to 
report every six months on the implementation of the Order. This 
motion incorporates information taken from the most recent report 
which covers the time period from September 1, 2003 to December 
31, 2003. That report will be filed with the Court forthwith. 
"'(-&)-

3 
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CIA and the NSA, which those agencies would then minimize. The 

Government made this motion because of the need to 

(i) disseminate pertinent foreign intelligence information 

rapidly to the CIA and the NSA, (ii) enable these agencies to 

apply their analytical skills to the data directly, and 

(iii) provide maximum flexibility in applying Intelligence 

Community resources to international terrorist targets. In its 

Order, the Court granted the Government's motion with 

modifications. ~~· 

2. The July 22, 2002 Order provided the following. The FBI 

may provide the CIA and the NSA raw data obtained from FBI 

electronic surveillances and physical searches targeting 

international terrorist groups and their agents, or from 

surveillances or searches of other targets where there is a 

reasonable expectation that the surveillance or search will 

reveal information related to international terrorism. The raw 

data provided may include communications of or information about 

U.S. persons. The CIA and the NSA may review, translate, 

analyze, minimize, use, retain and disseminate such information 

pursuant to certain minimization procedures. The NSA is to 

employ the standard FISA minimization procedures that it normally 

uses for conducting its Court-authorized surveillances, with 

certain modifications. Likewise, the CIA is to use procedures 
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similar to those it normally uses for the retention and 

dissemination of information from its non-FISA electronic 

surveillances, with certain modifications. ~-

3. As described below, the FBI has successfully provided 

unminimized FISA information to the NSA and CIA pursuant to the 

Court's July 22, 2002 Order. To date, this information has 

consisted only of the results of Court-authorized electronic 

surveillance and physical searches 

authorized by the July 22, 2002 Order, the FBI has not provided 

NSA or CIA with unminimized information pursuant to the Order 

from other means of electronic surveillance or physical searches, 

such as ~ 

4. For international terrorism cases, FBI technical 

personnel receive and/or retrieve the data obtained from these 

The FBI then forwards the data described above 

5 
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from international terrorism searches and surveillances to the 

NSA and the CIA.' Before providing the data to the CIA, the FBI 

(b)(1), (b)(3), (b)(7)(E) NSA 

FBI retains the record copy of the 

communications. -{"'l'&). 

5. Pursuant to the Court's Order, the FBI electronically 

forwards to the NSA all international terrorism 111111 that the 

majority 

of the data that the NSA has reviewed was obtained from 

electronic surveillances and physical searches of non-U.S. person 

targets located outside the United States. From August 2002 to 

present, the NSA has issued intelligence reports 

based, at least in part, on raw FBI FISA data relating to 

international terrorism. The NSA has instructed its employees to 

include the caveat required by the July 22, 2002 Order on such 

2 As described 
it specifically 
terrorism-related 
by FBI pursuant to 

below, the CIA generally receives data that 

6 
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reports.' In order to ensure that its employees comply with this 

requirement, the NSA includes this instruction in its FISA 

minimization training and also has provided its employees with 

written reporting guidance. ~ 

The recipient of the raw FISA data at NSA is NSA's 

in the Data Acquisition Directorate, 

where it is formatted and placed in a database for analysts in 

NSA's Office of Counterterrorism to review. Analysts at the 

Office of Counterterrorism are trained. by attorneys from NSA's 

Office of General Counsel concerning the applicable minimization 

procedures and the Court's July 22, 2002 Order before they are 

permitted access to the database containing the raw FISA data. 

On August 20, 2002, the Attorney General signed procedures 

governing the NSA's dissemination of FBI FISA information 

identifying U.S. persons to foreign governments, a copy of which 

was previously provided to the Court. -+s/,.f.SJ..)-

6. 

-
1111111 The CIA also assists the 

FBI, at the FBI's request, with translations of communications of 

l See May 10, 2002 Motion at IIIII-
.:J:OP SE-eRB!f+/~MINT/fNf)FORNff*i-
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other international terrorism targets. The CIA receives raw FISA 

data from the FBI 

On August 20, 2002, the Attorney General signed procedures 

governing the CIA's dissemination of FISA information to foreign 

governments, a copy of which was previously provided to the 

Court. Those procedures apply to data processed and minimized by 

the CIA. They also apply to data minimized by the FBI and 

disseminated to the CIA where CIA engages in further analysis of 

the data. -(-st" 

8 
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- When conducting 

minimization reviews of NSA and CIA since implementation of the 

July 22, 2002 Order, OIPR has in particular focused on those 

agencies' handling of United States person information and, to 

date, has found that the agencies have acted in conformance with 

the applicable procedures. Thus, we have concluded that the 

implementation of the July 22, 2002 Order has had a limited 

effect on the privacy interests of u.s. persons. 4~~~~ 

8. Representatives from OIPR visit NSA and CIA to review 

those agencies' implementation of the Court's Order and adherence 

to minimization procedures. Both agencies appear to be handling 

the FISA data properly. OIPR expects to continue such visits on 

approximately an annual basis, and will continue to report to the 

Court every six months on the Government's implementation of the 

July 22, 2002 Order as required. OIPR also reviews the agencies' 

handling of raw data when it receives requests to initiate or 

renew FISA authority regarding • 
NSA 

reports that from August 2002 to present, approximately II 
percent of its requests for FISA authority (for the FBI to 
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conduct electronic surveillance and physical search of more than 

have been based on information obtained through 

NSA's review of raw data. 

In addition, the 

Department of Justice has submitted reports to Congress as 

required by law that have included discussions of the Court's 

July 22, 2002 Order. The Department, the FBI, CIA and NSA have 

briefed staff members of the Senate Select Committee on 

Intelligence and staff members of the House Permanent Select 

Committee on Intelligence on the Court's Order and on 

implementation thereof. ~ 
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Also in this regard, the NSA has informed OIPR that: 

FBI FISA data is a critical part of NSA's mission targeting 
international terrorists and terrorist organizations and has 

'elded highly significant and 

' contributed in whole or in part to approximately II percent 
of all end product reporting from NSA's Counterterrorism 
Office. ~~~ 

10. The factual circumstances relied upon by the Government 

in seeking the initial July 22, 2002 approval to provide raw data 

directly to the CIA and the NSA have not changed other than those 

relating to the modified procedures approved by this Court in its 

11 
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April 10, 2004 Amended Order. For this reason, the Government 

seeks a permanent continuation of this authority under the 

procedures currently in place. 4~~. 

11. This motion has been reviewed for accuracy by Vito T. 

Potenza, Acting General Counsel, NSA; Valerie Caproni, General 

Counsel, FBI; and Scott W. Muller, General Counsel, CIA. (U) 

WHEREFORE, the United States, by counsel, moves this Court 

to permit the permanent continuation of its order of July 22, 

2002, in the above-captioned matter. (U) 

A proposed order effecting this request accompanies this 

motion. (U) 

Respectfully submitted, 

ounsel for Intelligence Policy 
U.S. Department of Justice 

12 
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APPROVAL 

I find that this motion satisfies the criteria and 

requirements set forth in the Foreign Intelligence Surveillance 

Act of 1978, and hereby approve its filing with the United States 

Foreign Intelligence Surveillance Court. {U) 

OR 

~ ........ ~ w'~ 
(..;fohnAshcroft ~ 

Attorney General of the United States 

James B. Corney 
Deputy Attorney General of the 
United States 

13 



All redacted information exempt under (b)(1) and/or (b)(3), except as otheiWise noted. 

UNITED STATES 

Approved for Public Release 

FILED 
KAREN E. SUTION, CLERK 

MAY 1 9 2004 

U.S. FOREIGN INTEWGENCE 
SURVEILLO.NCE COURT 

FOREIGN INTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D. C. 

IN RE ELECTRONIC SURVEILLANCE AND Docket Number: 

PHYSICAL SEARCH OF INTERNATIONAL 

TERRORIST GROUPS, THEIR AGENTS, 

AND RELATED TARGETS. -{~)~ 

This matter is before this Court on the May 14, 2004 motion 

of the United States of America seeking to continue permanently 

the procedures approved by the July 22, 2002 Order in the above-

captioned docket. Relying upon the Motion and Order issued on 

July 22, 2002, as well as the facts set forth in the Government's 

instant motion, approved for filing by the Attorney General of 

the United States, the Court finds that the requested permanent 

Derived from: Motion to USFISC in the above-captioned 
docket number 
Declassify on: X1 

------ -·- ---
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continuation of the procedures to the July 22, 2002 Order of this 

Court is warranted under the facts, and that the procedures 

pursuant to which the National Security Agency (NSA) and the 

Central Intelligence Agency (CIA) will process such material meet 

the definition of minimization procedures set forth in 50 U.S.C. 

§ 1801(h) and 1821(4). 

Accordingly, IT IS HEREBY ORDERED that the Federal Bureau of 

Investigation may continue to provide to the CIA and the NSA 

unminimized information obtained from searchesand surveillances 

of terrorist targets under FISA, as set forth in the Court's July 

22, 2002 Order. 

IT IS FURTHER ORDERED that all provisions of the Court's 

July 22, 2002 Order in docket number shall remain 

unchanged. 

Filed May 14. 2004 
Date 

Signed May/'f, 2004 
Date 

E.D.T. 
Time 

~~~ 
! 0-5 I!},.,.:- E . D . T . 

Ti 

This Order is entered with the unanimous consent of the 

Judges of this Court. 

Collee~ar6~~ ~ 
Presiding Judge, United States 
Foreign Intelligence Surveillance Court 

', Karen E. Sutton,lileli<, 
FISC, certify that this document -T-GP-SE€RE'Ffl€eMJN:r11NGFeRN~RH~ 
IS & ~nJ<3 and corr9Ct~ / 
ohh~~roiT-1Jimu.~ 2 
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Section 2 - Dtfinitigns (U) 

In addition ~o the definitions in section 101 of the Act, 

the following definitions shall apply to these procedures: 

(a) Acquisition ~eans ch~ collection by NSA chrough 

electronic me~~~ of a nonpublic communication eo which it is not 

an intended party. (0) 

{b) communications eoncern~pg a Uni;ed States person 

include all -communications in which a Uni~ed States pexson is 

discussed or rneneioned, except where such c~~~~ications reveal 

only p~licly available info=mation about the person , (U) 

(c) Communications of a Uni ted States oersbn include all 

communications to which a Uniceq States person i& a party. {U) 

2 

{d) Consent is the agreement by a person or organization to 

permit. the NSA to take part1cular actions that affect the person 

or organi~ation. To be effective. consen~ wust be given by the 

aff~cted person or organization with sufficient knowledge to 

understand the action that may b~ eaken and ~he possible 

consequences of that -.ction. Consent b_y an organization shall be 

deemed valid if gi~~n on behalf of the organizati on by an 

official or governing body dete~ined by the Gener al Counsel, 

NSA, co hav~ ~etu~l or apparent authority to ~ake such ~ 

agreemen~. (U) 

(e) Foreign communication ~eans a communication that has at 

least one communicant outside of the United States, or ebae is 

e:ntirely a.mong : 

9Beltfi­
~Q~-LS Clll!o¥ 
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Cl) .foreign powexs; 

(2) officers 4nd ~~loyees of foreign powers ; or 

(3} a foreign power and officers or employees of a 

foreign power. 

All other communications are domestic commun~cationa. (9 SeQ) 

( f) Idantification o~ a United States person means t he 

3 

name. unique title, addrass, or other personal identifier of a 

United States person in the contexc of accivities conducted by 

that person or activities conducted by o~bers th~~ are related to 

that person . A reference to a product by brand name, o~ 

manufacturer's name o~ che use of a .name in a descrip~ive sense, 

e.cr., ''Monroe Doccrine, '' is not a.n ide.ntiticaticn o-f a United 

Scates pe.~$on. f-8-eeor-

fg) Processed or pypcessing means aoy step necessary to 

convert a communication into an intelligible form intended for 

human inspection. (0} 

(h) Publicly available information weans information that a 

member of the public could obtain on raquest , by research in 

public sources , or by casual observation. (UJ 

(i) T¢chnical da~a qas~ means information retained £or 

crypt.analyt.ic , tra-ffic analytic, or signal e..'Cploitation purposes. 

(S-CCO) 

{j) Unite:d States pe.,..son means a Unit ad States. person as 

defined in the Act. The following ~jidelines apply in 

determining whether a person whose status is unknown is a ~nited 

States per$on: CU) 

--ss=. 
IIJ\Ni)i.B lJY gQUUJ!P C&i'L"Dt:o!.S QNL.¥--
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{1) A person knc~~ to be cuxrently in the United State~ 

will be treated as a Unita:d States person unless 

positively id~ntified as an alien who has not been 

~mitteq for permanent residence. or unless the nature 

or e-ircumstnnces of the pe.rson's communications give 

rise to a reasonable belief that such pe~son is not a 

United' -Stat-es pe-rson. (UJ 

(2) ll persoo known to .be currently ouosi~e the United 

States, or whose location is unkno~~. will not be 

4 

treateci as a Oni~ea States person unless such person 

can ~e positively identified as such, or the naeure or 

circumstances of the person's co~munieatio~~ give ris~ 

co -a reasonable belief that such person is a United 

States pJOrson. (U) 

(3) A pe~son known to be an alien admitted fer yermanent 

residence loses status as a United States. perso~ if the 

~rson leaves the On~ted States and is· not in 

compliance wi~h Title a, Uni~ed States Code, Section 

~203 enabling re- entry into ~he United States. ?ailuxe 

~~ follow the statutory proc~dures provides ~ 

reasonable basis co concl~de ~hat the alien has 

abandoned any intention of maintaining his status as a 

perma.nen"t reside~t. alien. (U) 

(4) An unineorpoxated association whose headquarters or 

primary office is l9cated outside the United States is 

p~sumed not to be a tlb.it.ed States person, \Ulless there. 

is information indicating that a subst~tial number of 

its members are citizens of the United States or aliens 

l~wfully ad~itted for permanent residence . (U) 

sseR:lK' 
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Section 3 A;guisitiop and Proeosa4ng - Gaperal (0) 

(a) Acquisition (U) 

5 

The acquisition of informa~ion by electronic surveillance 

shall be made in accordance with the cer_tification of the 

Attorney General or the court order authorizing- such surveillance 

and conducted in a manner designed. to the greatest extent 

reasonably feasible , to minimize the acquisi:::ion o£ in-formation 

not relevant to the authorized purpose of the su~aillance. ~ 

(b) Verification {U) 

At ~he initiation of the 9lect~onic surveil~anee. ehe NSA or 

the Federal Bureau of Investigation1 i~ providing operation~! 

suppo.rt, shall verify that. the communication lines or t 'elephone 

numbers being tarseted are ~he lines or numbers of the target 

au.thori·zed. by court order or Att orney General certification . 

Thereafter, collection personnel will moni~or the acquisition of 

raw data a t. regular int.ervals to ve1:ify tba·t the surveillance is 

not avoidably acquiring coQtrt.unicat.ions outside the authorized 

scope of the surveil l ance or infor~ation concerning United States 

persons not ~elated to the purpose of the surveillance. (S eee, 

(c) Monitoring. Rgcording . and Processing (O) 

(l} Blec~roni~ .surveillance of che target may be monitored 

contemporaneously. recorded automatically, or both. 

(U) 

HANDLE V lA C01UN"r eslt!i!FSLB-9NL¥-
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6 

!2) Personn~! who monitor ehe electronic surveillance sha_ll 

exercise reasonable judgement in determining whether 

pa_~ieular information acquired ·must be minimi~ed and 

chall destroy inadvertently acquired communications of 

o~ conce~~ing a Unitad Sc&tes person a~ the earlies~ 

practicable point in the processing cycle at which such 

communicat-ion can be identified either as clearly not , 

relevAn~ to the authorized PU-"'"POBe of the surveilla.nce 

(i.e., the commu~cation does not contain foreign 

1ncelligence information} or as containing e vidence of 

a crime which may be disseminated under these 

proceduras. ~ 

(3 ) Comm~nications of or concerning Uoited States persons 

that may be related to th~ aut horized purpose of the 

surveillance may be forwarded to analyt-ic personnel 

responsibl~ fo~ producing intelligence informacion from 

the collected data. Such c~unications or information 

may be ~etained and disse~in&ced only in accordance 

wi t.h Sect. ions 4, 5 a.nd 6 of these procedures. ~ 

(4 ) Magnecic capes. or ot"her storage media that contain 

acquired communications may be processed. (S CGG) 

fs ) Each communication shall be reviewed to determine 

whecher it is a domestic or foreign communication 

to or from ~he carget~d premises and is reaoonably 

believed to contain foreign intelligerice 

information or evidence of a crim~. Only such 

co~munications may be processed. All other 

communications may be retained or ~isse~inated 

~u: vz.,•, eem:m• ~llffiLS e1an 
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only in accor~ance with Sections S and 6 of chese 

procedures . (& e ee) 

{S) Magne~ic tapes or ether storage meti,ia containing 

foreign communications may be scar4~ed by computer to 

identify and select communications fo~ analysis~ 

COmputer selection terms used for scanning, such as 

telephone number&, key words or phrases, or other 

discriminators , shall not include United States person 

names o~ identifiers and shall be limi~ed to t hose 

aeleceioo terms reasonably likely co ide.nti_fy ­

that are autho~ized 

for intentional ool lection und~r Executive order 12333 

impl ementing procedur~s. (S eeot 

(7) Further "processing, recent ion and dissemination of 

foxeign co~T.Unicaciona shall be made in accordance with 

Sec~ions ~# S, and ?1 as applicable; balow. ?urther 

processing, storage and dissemination of inadvert8n~ly 

acguired domestic communica t ions shall be made in 

accordance with Sections 4 and S belo~ ~ fS 990} 

(d} n.s Persons Emnloy~d by thg torciqn ;>ower ~ 

Co~~unications of or concerning United States persons 

employed by a foreign powar may ba used and retained a$ otherwiae 

(1 } SUch united States persons shall no~ be identified in 

connec~ion ~ith any communication that th~ p~$Oh 

places or receives on_ behalf of another unless ~he 

-&EeRE'l' 
!!I'm>.! It v:u QQII;u;r CIIJ\.~1 S Olllo¥ 
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identification is permitted under Sgction 6 of thes~ 

proc::~dures; and 

a 

t2) per$dnal communications of United States person8 

that could not be foreign incelligence may only be 

retained, used, or disseminated in accordanc~ with 

S~ction 5 of these procedures. (S GS9) 

(a) Oe~truct;on of Raw Data ~ 

Comm~~cations ~nd ocher informationt including tha~ 

reduced to graphic or ~<_hard, ccpy.e form such as 

be -reviewe-d fo::r 

reten~ion in accordance ~ith the standards set forth in these 

proced~res. Communic·ations and ot.ber information, in any foxm, 
' 

tha~ do not ~eet such ~~tention standards and chat are kn~Nn to 

contain communications of o~ concerning United States perSons 

shall he promptly destroyed. !B eee ) 

(f ) Nop ~oertinep~ Communications (U) 

(1) Communica;ions determined to fall within established 

categories of non~p~rtinent co~~unic&tions , such as 

chose set forth in subparagraph (6) of t.hi·s section, 

should not be retained u~less they cont~in ~nformation 

th&t may ~ disseminated under Sections s, 6 or 7 

below. IU) 

(2) Monitors ~ay listen to all communications, including 

thosa that initially appear to fall within established 

categories until they can reasonably determine Lhat ~he 

-e£e~ 
~B--'i'rA--eE>M-Ill!' E!HAI!lffil>S 9.!1'!.¥-
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6 or 7 below. !S•eco, 

(3) Cou~ica~ions of United State• persons will be 

analyzed to establish categories of c~~unications that 

are net pe~tinent to the autho~ized purpose of the 

aurveillance. (til 

14) Th•se ca~egories should be eatablished after a 

~easonable period o! monitoring ~he coaounications of 

the eargets. !Ul 

(5) lnfo~tion that appear• to be foreign, intelligL~ce may 

be ret~ined even if it ia acquired as a par~ of a 

communication f•lling within a category that is 

g~nerallY n~n-pertinent. (S.CCO) 

(6) categories of non~pertinent comcunications whieh may be 

applied in these surveillance incl~de : 

lA) Calls to and fr~ United St&t~s Goverr~en~ 

offic!.als; 

(B) Calls to and fr~~ children; 

(C) call s to and . from students for information to aid 

them in academic endeavors ; 

(0) C~lls between family members; and 

(5) Calls relating solely co personal services, such 

as food orders, tran•portation, ete. t s eee1 

(g) Chanse in Taraet•s Location or Scatua C9 eea) 

APPROVED FOR PUBliC REL£ASE 
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(l} During periods of known extended absence by a ca.rget.ed 

agent of a foreign power from premis~s un~r 

surveillance, only communications ~o which che target 

is a pa~ty ~ay be retained and disseminated. (S eee) 

(2} When there is reason to ~lieve tbae the target of an 

electronic surveillance is no longer a foreign power or 

an agent of a foreign power. or no longer occupies the 

premises aut.horized for surveillance, that electronic 

surveillance shall be immediately te~inated, and shall 

not resume unless subsequently approved under the Act. 

When any person involved in collection or proceQsing of 

an electronic surveillance being conducted pursuanc to 

t.he Act. becomes a·..rare. o: informati.on tending to 

indicate a ~aterial change in the scatus or locacion of 

a target, the person sball irnmediacely ensure ~hat che 

NSA's Office of General counsel is also made aware of · 

such into~~tion. (S see) 

Section 4 • Acauisition apd Prooeasipg Special Progedures (O) 

{a) Collection Against §esidencial Premises (3 e99) 

{1) An electronic surveillance directed against premises 

l ocated in the Qni:ed State& and used for residential 

purposes shall be conducted by techni~al ~e~~a d4signed 

to limit th~ information acquired to communications 

equipment or equipment capable of iden~ifying 

SSG?£«' 
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(2) 

S£ot!: I ll 

international 

other par~icular international communications known to 

be used by the targeeed foreign power and its agents . 

Communica~ions to or from the targee residential 

foreign power located in a foreign country, or on the 

foreign country or foreign city telephone direct 

dialing codes (area codes) for the areas in which such 

foreign powers or agents are located. (9 eee) 

{3) Domestic cqmm~~ications that are incidentally acqui~ed 

during collection against residential PXemises sball be 

handled under sections of ~hese pro?edures . (9 eQQ) 

S!tel'<ET 
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{b) Attorney·C-lignt; Communieations t,eT" 

As aoon as 1c. ~comes apparent that a co~muOication is 

between a person who is known to be under criminal indictm-:!nt and 

an actorney who rep~esents that individual in ~e mattar under 

indictment (or someone acting on behalf of the a.etorne-y), 

monitoAing of c~at co~~nication will cease aad ehe communication 

shall be ident ified as an attorn!!y·cH.e:nt. eorr.mu.nication in a log 

maintained for that p~rpose. 7ne- relevant portion of the tape 

eont.ai-ning t.hat conversation •..till be placed \LT"Jder sea.l ,and ehe 

De9artment of Justice, Office of lntelligenc~ Policy and Review, 

shall be no~ified so tbac appropriat e procedure$ m~y he 

established to protect such communications from revie~ or use in 

any c=iminal prosecution, while preserving foreign intelligenee 

information contained therein . IS eeal 

Section 5 - Dopestic Co~upig&tions (U) 

(aJ Dissemination (U} 

Co~mL~ications identified as domes~ic communications shall 

be promptly descroyed, except chae: 

{l) domestic communi cations t -hat are reasonably b~lieV"ed t:o 

contain foreign intelligence information shal l be 

diss~minated to the ?ederal Bureau of Investigation 

(including United States person identities). for 

possible f~rther dissemination by the Federal Bure~u of 

tnvestigati<m in accordance wit:h it.s minimization 

proc=edur es; 

--s.:eRST 
-l!JUml.~~$~ 
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{2) dom~stie co~nicatio~s tha: do not cont~in foreign 

intelligence information~ bue ~hat ar~ reasonably 

balieved to contain evidence of a crime tha~ has ~en, 

is being, or is about to be committed, shall be 

disseminated (including United States person 

identities} to appropriate Federal la~ enforcement 

authorities, in acco=dance with section l06(bl of tha 

Act and crimes reporting procedu~es approv$d by the 

Secretary of De!ens& and cha Attorney General; and 

(3) domestic co~unieations that are reasonably believed to 

contain technical data bas~ information. as defined in 

Section 2(i), may be disseminated to the Federal Bureau 

of Investigation and to otbQr element$ of the o.s. 

S!Gll~'I' "ystem. fG e GSI 

(b) Retention (0) 

tl) Domeseic communications disseminated to Federal law 

enforcement agencies may be retained by the NSA for a 

reasonable period of time, not to exceed si~ months (or 

any shorter period set by court order), eo permit law 

enforcement aggneies to d&termine ~hethar access to 

origi.nal recordings of such communications is required 

for law enforcement purposes.~~ 

{2) Domestic ¢oltlmunications rea sonably believed to contain 

technical data bQSe ihfo~Ation may be retained for a 

period $Ufficienc to allow a thorough ~loi~ation and 

to permit access co data that are, or «re rea$onably 

believed likely to become. relevant to a current or 

~ 
!ll'diMsB ~'!A CO!~!l!'l el!l'dl!fE£15 elal'l 

APPROVED FOR PUBLIC RELEASE 



I'''"' 
All re<lacled lnlormalloo exempt under b(1) and b(3). 

future foreign intelligence requirement. ~sufficient 

duration may vary ~~th the nature of the exploita~ion. 

a . ln th~ context of a erypt.analytic effort,. 

maintenance of technical dat.a· bases requires 

r~~~ntion of all communications tP~t are 
' 

enciphered or reasonably believed to eont~in 

secret meaning, and sufficient duration may 

consis~ of any period of time during which 

encrypted ro.aterial is subject to. or of use in, 

cryptanalysis . HS-~ 

b . In the ease of communieations that are not 

enciphered or o~herwise ~hough~ to concain $ecret 

meaDing. sufficie·nc duration is: one y.ea.r unless 

the Deputy Director for ~rations, NSA, 

de-t.ermines in writing that retention for a longer 

period is required to respond to authorized 

foreign intelligence or counterintelligence 

requirements. (S eee) 

Sect• on 6 - foreign Cgmmunicationc of o r 

concerning united Statea Persona (0) 

(~) Retent:<on (U) 

For~ign communications of or concerning Uni ted States 

persons acquired by the ~SA in t.he course of an e lectronic. 

surv~illance s~jeot to these procedures may be . ret ained only: 

.eile'RBT-
~tl VIA eetmrr ~s ~ 
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SS.CRCt i.S 

(1) if necessary for the maintenance of tec~~ical daea 

bases. Retention for this purpose i s permitted for 4 

period sufficient to allow a thorough exploi~ation and 

to permit access to data that are, or are reasonably 

b~lieved likely t o become, relevant to a current or 

future foreign intelligence requirement . Sufficient 

durat~on may vary with th~ nature of ~he exploitation. 

a. ln ~ne context of a cryptana~ytic effort, 

maintenance of technical data bases requires 

re~~ntion of all communications that are 

enciphered or reasonably believed to contain 

secret. meaning, and sufficient duration may 

consist of any period of tima during which 

encrypted material is subject to, or of use in, 

cryPtanalysis. 

b . In the case of communications that are not 

enciphered ox- otherwisa thought to conta-in secret 

meaning, sufficient duration i s one yea~ unless 

ehe neputy Direc~or for Operacions , NSA. 

determines in writing tbat retention for a longer 

pe~iod is required to respond to authorized 

foreign intelligence or couneerineelligence 

requirements; 

(2) ~f dissemina~ion of such co~~nications with referenoe 

to such United States ~ersons would be permi~ted undir 

subsection 'b) bel ow; or 

(3) i f th~ informa~ion is evidence of a crime that has 

bean, iQ being, or is abcut to be committed and is 

APPROVED FOR PUBLIC RELEASE 
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provided co ap?rop~iate !edetal law enforcement 

authorities . 13 OCO) 

(b) pinsemination {U} 

A report based on communicati~~s cf or concerning a United 

States p~rson may be disseminated in accordance With Section 7 if 
• 

~he id~ntity of the Oni~ed St~tes person is deleted and a generie 

t~rm or symbol is substituted so tbat th~ information ca~~ot 

reasonably be connected with an identifiable Uniced States 

person. Otherwisa dissemina:ion of irttel l igence. reports based on 

eom."'ffUOica.tions of or concerning a United States person may only 

be made to a recjpient requiring the jdentity of sueh pers~~ for 

the perform.a.nce of otficia.l duties but. only if at least one of 

the followi ng criteria is also met: 

(1) tbe United State~ p~rson has consenced to dissemiDation 

or the informacion of or eonee~ning the United states, 

p~rson is available publ icly; 

(2) the identity of the United States person is necessary 

to understand foreign intelligence inf?rmation or 

assess its importanee 1 ~, che identity of a senior 

official i n the Executive Branch; 

( 3 ) ~he co~nica~ion or inforQation indicates th~t the 

Onited States person may be = 

{~) an agent of a foreign power; 

(3 ) a foreign power as defined in Section l0l (a.)(4) or 

(6) of the .~ct; 

-so:~ 
.. ~lf:NT C:BANNEt S Q.NI.Y 
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CC) reaiding oucside :he On!~ed StAtes ~d holding an 

official posieion in ehe governmene or milieary 

foroas of a foreign power; 

(D) a corporation or other ent~ty eh&e ia owned or 

controlled direcely or indirectly by a foreign 

pow6r; or 

(S) accing in collaboration with an intelligence or 

security service of a foreign power and the United 

States person has, or has had. access co 

claasified nation•l security information or 

material. 

(4) th~ communication or informatio~ indie~tes ~hat tbe 

United States person may be che target of intelligence 

activitiaa of a foreign power; 

(5) the communication or information indicates that the 

United States pe4son ia engaged in the unauthorized 

discloaure of classified national securicy informationf 

but only after ~e agency that originaeed th~ 

information ce:r't.i!ies tha.e it is properly classified; 

(6) the communicatiQn or information indic•t~s that the 

Unieed States person may be ~gaging ~n international 

(7) the acquiaition of the United Statea person~s 

cor~~~ieation was authorized by a court ord~~ iaaued 

pursuane to Section lOS of che Act and the 

APPROVED FOR PUBliC RELEASE 



>.?· 
All redacted inlonnaUon exempt uncfer b(1) and bl3). 

oommt4~ication may relate to the foreign intelligence 

_purpose of the s urvei llancei 

18 

(8 ) the com~~ication or information is reasonably believed 

to contain evidence that a CJ:im~ has been, is being, or 

ts ~bou~ to be co~it~ed, p~ovided ~hat dissemination 

is for law enforcement purposes and is made in 

.accordance with section 106 tb> of the Act and crimes 

reporting procedures approved by the Secretary of 

Defense and tho Attorney Genaral. (U) 

Section i - Other Foreign Communieationa (U} 

Foreign communicacions of or concerning a non-Onited State~ 

person may be reta.ined1 used 1 and disseminated in any form in 

accordance with o:.her applicable law, regulation, and policy. (U) 

Section 8 - Collaboration with foreign Governmsnts (~ C€9) 

(a J The sharing or exchange of foreign communications 

gOvero~d by these proeed~res with signal$ intelligenc~ 

authorities of collaborati ng foreis n governments (Second .Parties) 

may be undertaken by the NSA only wieh the written assurance of 

the Second Parey ~ha~ the ~se Qf those for~ign eorr~ications 

will be subject to the r~tenticn and dissemination provisions of 

these proc~dures. (S* CCO) 

(b) Domestic co~~~uications and communications to or fro~ 

United States persons shall not be shared with ·second Parties . 

f£ eae) 

-s~ 
;n N!)r s uxl!: cmuN!r c~LS ONLY 
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(c) Foreign plain text comm~ications may be shared wi~h 

Second Parties it t:hey are first- reviewed by NSA a...,alysts, who 

shall remove ~eferences to Uniced States persons that a~e not 

necessary to understand or assess the toreign in~~lligence 

information cont.a.in~d therein. (S con' 

(d) Foreign encipb ered or encoded eommunicatio~s ~ay be 

shared with Second Parties withouc such prior review, provided 

that at leas~ annually a representative sampling of thosa ~hared 

com~~~ieations that c~~ be deciphered or decoded is reviewed by 

the NSA to ensure that any references therein to united States 

persons are necessa_~ to understand or assess che foreign 

intelligence information being disseminated. Corrective measure~ 

with respect to each target or line shall be Undertaken as 

n~c~ssary ~o maintain compliance with the aDove ~issemina~iqn 

standard. tne results of each :eview shall be made available ~o 

the A~torney General or a designee. iS eee, 

Jane0ano 
At~rney General o£ ~he United States 

~ 
--ii*N:BbZ r.;--zA t?OUf'tft etfldft\fft~S &mM:.----
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FOREIGN INTELliGENCE SURVEILLANCE COURT 

WASHINGTON, D. C. 

Docket Number: 

c:>'J: (b)(1) 
(b)(3) NatSecAct 

(b){3) NatSecAGt--------------

CIA !11INIMIZA TION PROCEDURES FOR INFORMATION 
FROM FISA ELECTRONIC SURVEILLANCE . 

CONDUCTED BY NSA 

The following procedures shall apply to processing and minimi2ation by the 
Central Intelligence Agency (CIA) of the raw results of electronic surveillance conducted 
by the National Security Agency (NSA) pursuant to the Foreign Intelligence Surveillance 
Act, SO U.S.C. §§ 1801·1811, in the above;:aptioned docket number. These procedures 
shall be implemented as described in the application 61ed with the Foreign Intelligence 
Surveillance Court {FISC) and taption~ as above. J13} 

1'. As used herein, the te~ "Attorney General," "foreign power," "agent of a 
foreign power," "United States person,'' "person," "foreign intelligence information," 

C).assified.by: 
Reason: 
Declassify on: 

SFCREfl'*l 

Michael V. 
1.4(C)- {d) 
Xl 

Hayden, Director of the CIA 
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"international terrorism," and "sabotage" have the meanings specified in 50 U.S.C. § 
1801. (U) 

2. Information about a United States person may be retained within CJ:A and 
disseminated to authori.zj!d recipients outside of OA if the identity of the United State~ 
person and all personally identifiable information are deleted. A generic term 01ay be 
substituted which does not identify the United States person in the context of the 
message. If the information cannot be sanitized in such a fashion because the identity is 
necessary, or it is reasonably believed that it may become necessary, to understand or 
assess the information, that identity may be retained or disseminated outside of CIA 
along with the information if: 

a. The information falls within one or more of the following categories: 

(l) The information indicates that !he United States person has acted or 
may be acting as an agent of a foreign power, including information 
indicating that a United States person· was in contact with a foreign power 
under facts and circumstances indicating that he intends to collaborate 
with a foreign power or beco~e an agent of a foreign power; 

(2) The information indicates that a United States person may be a target of 
intelligence activities of a foreign power; . 

{3) The information indicates ihat a United States person has engaged or 
may be engaging in the unauthorized disclosure of properly classified 
national security information; 

(4) The information concerns corporations or other commercial 
organizations the deletion of which would hamper the correlation of 
foreign intelligence information on the same subject; 

b. The information is enciphered or contains secret meaning; 

SECR£1'/ffl:l 

2 
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(b)(3) Nat~)ecA.ct 

c. The information is needed to protect the safety of any persons or organizations, 
including thos~ who are targets, victims, or hostages of groups engaged in 
intema tional terrorism; 

d. The information concerns a United States person who is or reasonably appears 
to be, on the basis of that or other information, an agent of a foreign power; 

e. The information involves a United States person who has consented to the 
retention or dissemination of his communications or other information 
concerning him; 

f. The information indicates that a United States person is engaged or may be 
engaged in international terrorism or activities in preparation therefor; 

g. The information is needed and retained solely to identify individuals in contact 
with a foreign power or an agent of a forejgn power (including £or purposes of 
this subparagraph (g) any person, regardless of location, who engages in 
international ter;orism or activities in preparation therefor; who aids, abets, or 
conspires with persons to engage in such activities; or who acts as a member of a 
group engaged in such activities); 

i. The information concerns a person or activity that poses a threat of sabotage, 
international terrorism, actual or potential attack or other grave hostile act, to any 
facility or personnel of any agency with the Intelligence Community, or any 
department containing such an agency; 

j. The personally identifiable information concerning the United States person is 

publicly available. 

3 
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A communication to or from,.or information about, a United States petSon which dOes 
not qualify for retention or dissemination in accordance with this paragraph must be 
des!Toyed. JPY 

3. Nothing in paragraph 2 above shall prohibit: 

a. The retention or disclosure of information
1
necessary for the purpose of 

determ.ini.i\g whether the requirements of these procedures are satisfied, provided 
that the recipient under this paragraph does not retain or disclose the identity of 
a United States person where it is determined that the requirements of these 
pr~cedures do not permit dissemination; 

b. The retention of communications necessary for the maintenance of technical 
data bases, so long as only collection or technical persoMel have access to such 
data bases; 

c. The retention or dissemination of information concerning corporations or other 
commercial organizations which is limited to their identities as manufacturers of 
equipment and related nomenclature or their locations; or 

d. The retention or dissemination of information required by law to be retained or 
disseminated. p{ 

4. CIA shall also follow the following procedures: 

a. Privileged communications: As soon as it becomes apparent to CIA persoMel 
processing a communication acquired by electronic surveillance conducted by 
NSA that such communication is between a person who is known to be under 
criminal indictment and an attorney that reP.resents that individual in the matter 

· under indictment (or someone acting on behalf of the attorney), monitoring or 
processing of that coinmonication will cease and the communication shall be 
identified as an attorney-client communication in a log maintained for that 
purpose. The relevant portion of the tape, document or oQler material containing 
the privileged communication will be placed under seal and the Department of 
Justice, National Security Division (NSD) shall be notified so that appropriate 

4 
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i\11 redacte(l informaijon e~eml)l under b(1) and b(3), APPROVED FOR PUBLIC Ra&.SE 

~EC!?E'fWXI -

procedures may be established to protect such communications from review or 

use in any criminal prosecution, while preserving foreign intelligence i.nformatio'n 
contained therein. With respect to any other communication where it is apparent 
to CIA processing personnel that the communication is between a person and the 
person's attorney (or someone acting on behalf of the attorney) concerning legal 
advice being sought by the form~r frotn the latter, such communications relating 
to foreign intelligence information may be retained and disseminated within the 
U.S. Intelligence Community if the communications are specifically labeled as 
being privileged. However, such communications may not be disseminated 
outside of the U.S. Intelligence Community without the prior approval of the 
NSD.JSr 

b. Non-pertinent Communications and Particularized Minimization Procedures: 
(U) 

(1) Communications determined to fall within categories of non-pertinent 
communications provided by NSA to CIA regarding a particular electronic 

. surveillance should not be retained Wlless they conta.in information that 
may be retained or disseminated under paragraphs 2 and 3 ab~ve. (U) 

(2) CIA processing personnel may review all communications, including 
those that initially appear to fall within established categories until they 
can reasonably determine that the communication ca.ru:tot be retained or 

disseminated under paragraphs 2 and 3 above .. -{Sf 

(3) Information that appears to be foreign intelligence information may be 
retained even if It is acquired as a part of a communication fiilling within a 

category that is .generally non-pertinent. ~ 

(4) NSD shall periodically determine that information concerning 
communications of or concerning United States persons that is retained 

meets the requirements of these procedures and the Foreign Intelligence 
Surveillance Act. ~ 

. 
C: Disseminanon to Foreign Governments: Nonpublicly available identity or 
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All redacted lnfonnaUon exempt under b(1) and b(3). APPROVED FOR PUBLIC RELEASE 

SFCPE'FNKl 

perSonally identifiable information concerning United States persons may be 
disseminated to foreign governments, provided that the information to be 
disseminated is foreign intelligence information, and the dissel!'ination is (i) 
approved by the Attorney General, or (ti) approved pursuant to such procedures 
as the Attorney General may establish for the dissemination of such information 
by CIA. In addition, to the extent authorized by the Director of. the Central 
Intelligence Agency (DCIA) and in accordance with DCIA directives, OA may 
make such dissemina!]ons without specific Attorney General approval subject to 
the following procedures:,{Sl 
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(3) CIA will make a written rOO)rd of each dissemination approved 
pursuant to these procedures, and information regarding such 
disseminations and app'rovals shall be made available for review by the 
NSD on at least an aMual basis. (SY 

d . Compliance With Crimes ReJ?Ortin& Obligations: Notwithstanding any of 
the foregoing. information that is not foreign intelligence information. but 

reasonably appears to be evidence of a crime that has been, is being. or is 
about to be committed, may be disseminated (including United States 
person identities) to the FBI and other appropriate federal law enforcement 
authorities, in accordance with 50 US.C. §§ 1806{b) and 182S(c), Executive 
Order No. 12,333, and, where applicable. the crimes reporting procedures 

set out in the August 1995 "Memorandum of Understanding; Reporting of 
. Information Concerning Federal Crimes, • or any successor document. ~ 

7 



The unredacted Information has bee-n unsealed by the Foreign fntemgence SUrveillance Court. The redacted infonnation remains l.llder seaL 

All redacted infO<mation is exempt under (b)(1) and (b)(3) exoopt where otherwise noted. Approved for P<JbUc release 

TOP SECRET/!COMINTffORCON,NOfORN- ·" -:1f 1 It <; !--.,., . 
, ~ ... , ... ,:L\. :::~ ::~ ~· ... 
.. :'t ,.. .. ... r ·I t 

1JNITED STATES ~;tJ-;VU' _! .. ,. ;_ • ' '.-. 
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WASHINGTON, D.C. 
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UNDBR SSA-Ir­

Docket No. 702(i)-08·01 
------------------------------------~ 

GOVERNMENT'S PRELIMINARY RESPONSES TO 
CERT ArN QUESTIONS POSED BY THE COURT ~ 

THE UNITED STATES OF AMERICA, thwugh the undersigned Department of 

Justice attorney, respectfully &Ubmits its preliminary responses (attached hereto at Tab 

1) to certain' of the questions previously posed by this Court regarding DNI/AG 702(g) 

the targeting and minimization procedure.s submitted 

therewith. The Government reserves the right to supplement and/or modify these 

responses as appropriate during the hearing scheduled in the above-captioned matter 

on August 27, 2008. 

National Security Division 
United States Department of Justice 
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1. How is the mechanism permitting National Security Agency (NSA) to target additional 
foreign powers not listed in Exhibit F consistent with the statutory requirement that the 
Director of National Intelligence and Attorney General certify that a significant purpose of 
the acquisition is to acquire foreign iotemgence information'? (67-

• the Attorney General and Director of National Intelligence authorized the 
u1>1wu•u offoreign intelligence information concerning all foreign powers that 

meet the statutory defioitions in: {S1- • 

• There are a number of constraints that operate in concert to ensure, as certified by the 
Attorney General and Director of National I.ntelligen,ce, that a sigoificant purpose of 
the acquisition is to acquire foreign intelligence information. tsj-

o First, NSA canuot target "consistent with this certification non-United States 
persons reasonably believed to be located outside the United States" unless NSA 
detennines that the target "possesses and/or is likely to communicate foreign 
intelligence information" as defined by 50 U.S.C. § ISO I( e). (57 

o Second, the "foreign intelligence information" to be acquired by such targeting 
must co "foreign power" as defined by 50 U.S.C. § 
180l(a) 1 ~ 

I , U • ~ I I I • • 

1 lodeed, the concept of"foreign power" is itself integral to lhe "foreignintelligen.;., infom>ation" dcfrnitians in 50 
U.S.C. § 1801(c). See. e.g., 50 U.S.C. § 1801(eXIJ(A) ('"F'oreign intelligence iufalltlatioo' means information tl1at 
relates to, and if concerning a United States person is necessary to, the ability of the United States to protect 

T Ol' SBC:.RETHEOMINT/JORCON,NOFORN 
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• 

1'6:1' SECitE'f/fCOMIN'ff/OftCON,NOFOR:N 

o NSA targeting procedures require that the foreign intelligence purpose of each 
tasking be documented. ~ 

o One aspect of tbe oversight reviews conducted by the Office of the Director of 
National [ntclligence and the Department of Justice i~ to check that such 
documentation eJtists. ~ 

against .. . actual or potential attack or other grnvc hostile acts ofajoreig11 power or an agent of a foreign power."). 
(emphasis added.) ESr • 

TOP SECRET/ICOl\iJNTHORCON,NOFOR!I>l 
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o In doing those which notice bad not been given 
would be discovered and subject to review. (87--

2. The Court had several questions concerning the "abouts" collection and the ll' filters 
used to effect that collection. Ef~I}-

First, which persoa is being "targeted" in the a bouts collection? Is it still tbe user of the 
selector? Or is it one or both of the commno.icants of the message containing the refct·cnee 
to the selector? (TSHSI} 

o In cases where NSA seeks to acquire communications that refer to a selector used by 
a target that are not to and from the selector used by the target, the person being 
"targeted" is the user of the selector. fl'S/JSl) 

• Viewing the "target" of the abouts collection as the user oft he tasked selector is most 
consistent with the statutory language: ffS/ISI) 

o Under 702(a), the AG and DNT can authorize '!the targeting of persons reasonably 
believed to be located outside the U'nited States to acquire foreign intelligence 
infonnation." (TSilSI) 

• tasking an electronic c.ommunications 
("sc~lec:tor") that tte uses. (TSh'SI) 

+ By virtue of operation of the targeting procedures, the tasked selector is 
believed to be used by a non· United States person reasonably believed to 
be located outside the United States. (TS!.ISI) 

o The purpose of acqui ring a communication containing a reference to a selector 
used by a target is to acquire foreign intelligence information about the target 
-- regardless of whether the commwlication was sent to or frow a selector 
used by the targeL (TSHSf) 

+ This is reflected in the NSA targeting procedures: namely, the "abouts'' 
collection Involves "cases where NSA seeks to acquire commWJications about 
the target that are uot to or from the target." (TS//SI) -

+ So, the focns of the about.~ collection remains "the target," even though 
communications that are not sent to or from "the target" are acquired. (TS//Sl) 

~p SECRI!:t'//COMIOJT IIORCON,NQFORN 
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o Thus, operation of the targeting procedures ensures Ulllt the abouts collection 
targets oon-US persons reasonably believed to be located outside the United 
States and prevents tbe intentional acquisition of communications about the target 
as to which the senders and all intended recipients are known at the time of 
acquisition to be located in tbe United States. (TSI/SI) 

o Furthermore, any United States person information thnt is incidentally acquired 
through the abouts collection will be treated in accordance with the rnin.i.rni7..ation 
procedures adopted for the certification. ('FSifSD 

• lt is also possible to cooceptuaJize that ihc foreign-based, non-US person sender or 
recipient of the abouts communication may also be a "targeL" ('f&I/Bl) 

o The Government previously took a similar position with respect to the 
certifications executed Llilder the Protect America A.ctof2007 (Pi\J\): "The 
person from whom NSA seeks to acqwre communications in such cases is !he 
party to the communication who is reasonably believed to be located outside 
the United States." However, that position was in many respects a function of 
the statutory language of the P AA: (TS//Sl) 

+ J 05B(a) --the abouts collection was for the purpose of acquil:ing "foreign 
intelligence information conoerning a person reasonably believed to be 
locatedoutsicre the United States" (i.e,, the user of the tasked selector). 
(TSIIS~ 

+ lOS A- tbe abouts collection was not ''electronio surveillance" be€3Usc it 
was "directed at a _person reasonably believed to be located outside the 
United States." EfSi'Sl) 

o However, this interpretation is less satisfactory under the new statute, which 
contains_ no reqttirement that the acquisition be ''directed at" a person 
reasonably believed to be located outside the United States. (~J.) 

+ To the extent that the targeting procedures retain the "directed at" 
language," it is for the purpose of making clear that that the "target" is in 
no event a person located in the United States. (f&NBf) 

Second, what has NSA's experience heen with the IP filters? Have they been effective in 
limiting the collection to communlcations with at least one cornmunicant located outside tile 
United States? (TSHSI} 

• Yes, they have been effective in limiting the collection to communications with at 
least one comrnllilicant located outside the United States. NSA is not aware of a case 
where an about collection resUlted in the acq\lisitlon of a communication where both 
ends were inside the United States. ·fffiHSi}-

'fOP S6CR:STHCOMINTNOR:CON,NOFORN-
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3. The Court wants to know why the presumption reflected in the third paragraph of the 
subsection dealing with the assessment of the non-US person status ofthe target is 
reasona.ble as a genera.! matter and in particular when the location of the individual is 
unknown. The Court also want~ to know wbat measures are taken to locate infoJ;'lllation 
that could otherwise undermine the presumption. 

• It is important to note that the use of the presumption is only one aspect of a broader 
range of info1111ation upon which a targeting dete1111ination is made. Targeting 
decisions under the targeting procedures are made "in·ligbt of the totality of the 
circumstances based on info1111ation available with respect to [the new target]."~ 

o In such an instance, the actual location of the recipient/new target is unknown. 
~ 

• As tbi~ Court has recognized, it is reasonable to presume that a non-US person 
located overseas communicates most frequently with other, non-United States persons 
overseas. ESt 

o "This Court sees no reason to question the presumption that the vast majority of 
persons who are located overseas are not United States persons and that most of 
their communications are with other, non-United States persons, who are also 

TOP SECRE1WCOMINT/IORCON;NOFORN 
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located overseas." Mem. Op. and Order, In re DNI/AG - at 87 (FISA Ct. Jan. 15, 2008). f&r-
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o "This common sense presumplion is embodied in the Department of Defense 
procedures governing the collection of information about United States persons, 
whicb state, 'a person known to be currently outside the United States, or whose 
location is not known, will not be treated as a Uuited States person unless the 
nature of the person's communications or other available infonnation concerning 
the person give rise to a re~sonable belief tbat such person is a United States 
citizen or permanent resident alien.'" Td. at 87 n.8l (emphasis added). f&r-

+ 'The presumption contained in the NSA targeting procedures is 
same as the the 

+ The presumption is also contained in the NSA FlSA Standard Minimization . 
Procedures, which were adopted by Attorney General Reno in ) 997 and which 
have been used in numerous NSA FlSA applications approved by the Court 
since that tiine. ~ 

o Thus, although the acllral location of the new target may unknown in a particular 
instance, NSA may reasonably believe, based on the totality of the circumstances, 
that the new target is located overseas and, therefore, may be presumed to be a 
non-United States person. ~ 

e NSA takes several steps designed to locate any information in its possession that 
would undermine the presumption: iST 

TOP 8ECRETHCOM'£NT//ORCON,:NOOORN-
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4. Section I. of the targeting procedures 

review takes place prior to tasking, which includes a 
review of the taskil.1g analyst's basis for reasonably believing the target is located 
outside the United States and the source docuroent(s) supporting that reasonable 
belief. -(87 

5. The discussion of the post-targeting analysis done by NSA describes the~hecks 
as being done "routinely." An those cbecks done for each targeted selector? How often 
are those checks done? What criteria does NSA employ to determine if and/or how often 
such checks should be done? -fS1-

• The cbecks arc done for each selector. (!5T 

7 
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• luaU cases, remain responsible for following their target's locations and for 
the validity of continued acquisition of information regarding that target. ~ 

7. l n the Documentat ion section, t:here's .no requ iremen t that NSA d ocu ment the sourcc(s) 
of the informa tion containing the information upon which NSA determJned that the target 
is a non-US p el.'llon. Was thatinadver·tcnt or intentionaJ? .fS1-

• The omission of this requirement was intentional, for the following three reasons: f.31-

o First, the cited source of the infonnation upon which the foreignness 
detennination for the target was based may also contain information bearing on 
the non-US-person status of the target, making a separate citation unnecessary. '(Sf-

o Second, oftentimes the basis for NSA's dctennination that a 
rests on 

nasn,mch as 
sources upon which a foreignness 

detennination is based, a separate citation to those same sources would be 
unnecessary. ~ 

o Third, checks to determine whether a selector bas been used from the United 
States are required in all cases; thus, requiring a notation that a check was done in 
each case would oo Ullllecessary. ~ 

8. The noncompliance reporting requirement d oesn't include a requirem ent that the 
intentional targeting of a US p erson be rep or ted (though information acq uired as a r esult 
of such tat·geting is required to be purged). The Court wants to know why. The rep orting 
r equi rement also focuses more narrowly on noncompliance Incidents involving ·imp t·op cr 
tasking decisions rather than all types of n oncompliance incidents. The Court wants to 
kn ow why. -(81--

• The failure to include the reporting of intentional targeting of U.S. person was an 
oversight. ts7-

• Intentional tasking of aU. S. person is an incident of noncompliance and will be 
reported to DOJ, ODNI OGC and ODNl CLPO within 1 days ofNSA learning of 
such an incident. '(5}-

• The reporting reqtriJ:ement focuses on improper tasking decisions, rather than all types 
of noncompliance incidents, because there are types of purely "technical" incidents of 
noncompliance that do not result in a tasking decision that is inconsistent witb the 
statute. These "technical" incidents of noncompliance are often discovered during 

'FOP SECRET/ICOMJNTI/QRCQ~NOFORN 
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routine oversight visits. Further, as these ''technical" incidents are identilied, 
corrective action is taken (e.g., a previously omitted source citation is added to the 
tasking documentation). -E~ 

o NSA fully intends to discuss aU issues ofnoncomplfancc with its procedures with 
DOJ and DNI representatives during routine-oversight visits, wbich are intended to 
take place at least every 60 days. {:Sf-

9. With respect to Section 3(b)(4) of the NSA mjnimization procedures, the first 
sentence is written in the passive voice. The Court wants to lrnow who makes the 
dete1·mioation discussed in that sentence. The Court also wants to know what the "such 
communications" in the second sentence refers to. ~ 

• The intelligence analyst makes the qetermination. (&)-

• "Such communications" refers to commwucations containing foreign intelligence or 
evidence of a crime. (8T 

Ill. Generally, why is the five years retention period in tbe NSA minimization procedures 
reasonable'! ts1-

o The oarurc ofNSA's foreign intelligence targets, pa:rticularl y regarding its 
counterterrorism targets, is such that i t can take data gathered over an extended period 
of time may be required to understand its foreign intelligence value and to connect 
seemingly unconnected thing.q. (-5]-

o Tbis retention period has 
Court (e.g., docket nurnbers 

mizat.ion procedures approved by the 
(&}--

11. With respect to Section 5 of the NSA minimization procedures, can the Director of 
NSA d elegate the decision making required by this provision? ts1-

o The decision may be made by the Director ofNSA or the acting Director ofNSA 
only. {Sf-

-+ill' SECRET!ICOII1111mlORCO~~F~ 
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12. The pemdti.mate sentence of the Federal Bureal! of Investigation (FBI) minimization 
procedures included as Exhibit D to the certification states: "The FBI wiJJ implement these 
non-U.S. Person Standard Mininlization Proced11res, as modified above, in accordance with 
FBI Policy Directive .No. OlOON (effective Jqne 30, 2008) as appropriate." (emphasis added.) 
What is the meaning of "as appropriate" in this sentence? WiU the "case ownership" 
model reflected in the policy generally (througl:l the d~ligJJ.!tljlQ!I. 
and the of the directive applicable to 

cases in particular, be applied to unmininlized 
communications obtained by the FBI? tsj-

e The addition of "as appropriate" to 1he end of the sentence above is intended to reflect 
that only certain provisions of FBI l'olicy Directive No. 0 \ OON may be applicable to 
infonnation acquired pursuant to section 702 of the Act. (~ 

• 1f read narrowly, Section 10 could be iuterpreted not to 

• 
it is "appropriate" that Section I 0 apply to information acquired under section 

702 of the Act. Section I 0 expressly requires the designation of case coordinators who 
shall be responsible for such information. ES1-

o Furthermore, Section 10 itselfex:presslyexempts anltDlberofother 
provisions of the policy directive. Those same ellernpt:ions would apply to acquisitions 
conducted under section 702 of the Act. ESi-

TOP S:ECllBTf/€9-M:INTI/ORCO~,NOFORN 
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13. The NSA minimization procedures included as Exhibit B to tbe certification require 
that a determination by the Director ofNSA to retain certain types oOnformatloo most be 
made in writing. The CIA minimization procedures included as Exhibit E t0 the 
certification likewise require the Director of the CIA to make such a determination in 
writing. However, although the FBI minimization procedures attached as Exhjbit D to tbe 
certification require tbat such a determination must be made by the Director of the FBI, 
that determination is not required to be in writiug. Was the omission of that requirement 
from the FBI minimization procedures intentional and, if so, for what purpose was that 
requirement omitted? €8). 

• The omission of an express requirement tbat the FBI Director must detennine in writing 
that certain types of information may be .retained was not intended to suggest that the 
process by which the FBI Director reaches tbat determination would be any less rigorous 
than that of the Director ofNSA or the Direcior of the CIA. (S7-

• The FBI bas represented that any such determination by the Director would be made in 
writing, even if not expressly required by the minimization procedures. (S}-

'FOP SECRE'fh1COMINT!IORC9N,.~OFORN 
11 



The unredacted infonnatlon has been unsealed by the Foreign Intelligence Survelllanoo Coun. The redacted infa<mation remains un<fer seal. 
'fOP SECRE'ff!COMEN'fh'OREO N,NOFORN 

Approved for pui,Jiic release 
' . 

UNITED STATES 
. -·: .. , 

FOREIGN INTELUGENCE SURVEILLANCE COURi<11i! 28 p,t; 6: I t 

WASHINGTON DC I -• :..,tr ·~ I . ' · .. C:Lf,?>( ,~.;,, 

lN RE DNI/AG 702(g) mmER SEAL 

------------------------------~ 
Docket No. 702(i)-08-01 

NOTICE OF FILING EST-

NOTICE IS HEREBY GIVEN that the United States of America, through the 

undersigned Department of Justice attorney, submits its analysis of 50 T.J.S.C. § 1806(i) 
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Question: Whe(her SO U.S.C. 1806(1) requh·cs that the Attorney General find that 
Information acquired from a person targeted under section 702 ofFISA while that t>erson, 
reasonably believed to be oulsidc the Untted States, is in the lJniled Slates " indicates a 
tlrrcat of death o'nerious bodily harm" before the National Security Agency may retain 
such information. (U) 

Answer: No. Because NSA bas intentionaUy acquired the information, section 1806(1) 
does not apply and NSA may retain the infommtion without sucl1 a determination. tsT-

• t)nder section 702 ofFlSA, as amended, the Attorney General and the Director of 
National Tutelligence "may authorize jointly ... the targeting of persons reasonably 
believed to be outside the United States to acquire foreign intelligence information." (U) 

• The reasonable belief standard allows for an inadvertent erroneous determination of 
location and recognizes that a target's location may change before the Government learns 
of U1e movement. (U) 

• Of course, 1he reasonable belief standard (as well as separate provisions of section 702) 
preclude the Govemment from "intentional.ly target[ in g) any person known at the time of 
the acquisition to be located in the United States," section 702(b)(2), and from 
''intentionally acqoir[ing) any communication as to which the sender and all ir,ltended 
recipients are known at the time of the acquisition to be located in the United States," 
section~ 702(b )( 4). (U) 

• Thus, provided that, at the time of the acquisition, the target was reasonably believed to 
be outside the United States (and thus not "known" to be here), the acquisition is 
authorized by section 702. (U) 

• Subsection 1806(i) provides no limitation on the use oft11e infom1ation because the 
NSA's acquisition remains intentional even where the target is mistakenly, but 
reasonably, believed to be outside the United Stares. -(51-

• Subsection 1806(i) provides that "[i]n circumstances involving the unintentional 
acquisitio11 by an electronic, mechanical, or other surveillance devise of the contents of 
auy connnunication, w1der circumstances in wbich·a person has a reasonable expectation 
of privacy and a warrant would be required for law enforcement purposes, and if both the 
sender and all intended recipients are located within in the United States, such contents 
shal.l be destroyed upon recognition, unless the Attorney General determines that the 
contents in~dicates a threat of death or serious bodily harm to any person.'' (U) 
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o The lJTOVision originaUy covered only radio communications, but was recently 
amended to cover all commnnications to make it technology neutral. See 154 
Cong. Rcc. 86133 (daily ed. June 25, 2008). (U) 

• The p1ain1anguage of subsection l806(i) demonstrates that it only applies to 
''unintentional acquisitionO." (U) 

o The legislative history of this provision as originally enacted indicates that it was 
meant to restrict the Government's use of uniqtentionally acquired private 
domestic radio communications. Congress concluded that section 1806(i) was 
needed because "electronic surveillance" of radio commurucations, as defined in 
section 1801({)(3), covered only tbe intentional acquisition of the contents of 
private domestic radio cornrnunicl1tions. Members had expressed concern that 
unless the use of unintentionally acquired cornmwticatJons was restricted, the 
Government might.sidestep FlSA by acquiring domestic communications without 
intentionally targeting any particular communication. Subsection 1806(i) 
minimized this possibility by restrlctiog the use of any information ~cquired in 
this manner to only the gravest of circumstances, i.e., where tbe Attorney General 
determines that the contents indicate a threat of death or serious bodily harm to 
any person. R. Rep. 95-1283 (June 8, 1978) at94. (U) 

o The legislative hlstory also suggests !hat subsection 1806(i) was intended to 
address the risk inherent in radio collection of intercepting domesfic 
communications. S. Rep. 95-701 (Mar. 14, 1978) at 36. ("Thus, intelligence 
collection may be targeted against foreign or international communications but 
accidentally and unintentionally acquire the contents of communications intended 
to be totally domestic.") (U) 

• In contrast, lhe NSA's acquisition, wWob targeted a person reasonably believed to be 
outside the Uruted States, is intentional and rem11ins so even if the person has, 
unbeknownst to the NSA, moved here. ~ 

• Thus, section 1l!06(i) simply docs not apply to infonu11tion acquired under section 702 
when the target, who is reasonably believed to be outside the Uruted States is, in fact, 
here. (U) 

• Accordingly, tbe domestic communications carve-out in the minimization procedures 
adopted by the Attorney General io consulta· · · · the Director of National 
fntellig~nce in DNY A~ 702(g) Certification which is intended to apply to 
domestic commumcattons acqwred after a target 'IllS entered the U.S. but before NSA 
kllows that the ta[get has entered the U.S., is consistent wilh seclioo l806(i). ~ 

. 
• Section 1806(i) would apply, however, to onintentional acquisitions under section 702(a) 

such as-a circumstance where a selector appropriate for targeting under section 702(a) 
was incorrectly identified to an electronic communications service provider (e.g. , as a 
result of a typographical error) or where a technical error resulted in lhe acquisition from 
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a non-targeted selector. ~ 

o In lhose circumstances, the ac<!Uisition of the content of a conununication would 
be accidental and unintentional . -(S1-

• In addition, that the acquisition is authorized by section 702 (under the reasonable belief 
standard) renders inapplicable section 1 09's general prohibition on "the disclo[ ure] or use 
[of] information obtained under color of law by electronic surveillance" with the 
knowledge or the reason to know "!bat the infonnation was obtained through electronic 
surveillance not authorized by this Act .. . " (even assuming that the section 702 
acquisition would constitute electronic surveillance). (U) 

o The electronic surveillance would indeed be "authorized by this Act" where the 
target was reasonably, even if mistakenly, believed to be outside the United States. · 
(U) 
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UNITED STATES 

.. 
FOREIGN TNTELLIGENCE SURVEILLANCE COURT 

WASHINGTON, D.C. ~('t_:;( ·, i I I 1 

I 
UHOERS6Ab 

- ----- -----------....1 Docket No. 702{i)-08-01 

NOTICE OF CLARIFICATiON AND CORRECTION (U) 

THE UNITED STATES OF AMERICA, through the undersigned Department of 

Justice attorney, submits the following clarifications and corrections related to certain 

documents previously submitted to this Court in the above-referenced matter: (U) 

l. CLARIFICATIONS <U) 

National Security Agency <NSA) Tarseting Procedures fSl-

1. The second paragraph under the heading "Assessment of the Non-United 

States Person Status of the Target" on page 4 of NSA's targeting procedures, provides: 

~Furthermore, in order to prevent the inadvertent targeting of United 

States NSA 
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The term inadvertent, as used in this provision of the NSA targeting procedures, 

refers to the erroneous determination of the non-United States person status of a 

target. This provision of the targeting procedures does not implicate 50 U.S.C. § 

1806(i), because the provision relates to the U.S. person status of the target and not 

whether the acquisition by NSA was intentional or unintentional. (S)-

2. The fifth paragraph under the heading "IV. (U) OVERSIGHT AND 

COMPLIANCE" on page 9 of the NSA's targeting procedures, provides: 

~In the event that NSA concludes that a person is reasonably believed to be 

located outside the United States and after targeting this person learns that 

the person is inside the United States, or if NSA concludes that a person who 

at the time of targeting was believed to be a non-United States person was in 

fact a United States person, it will take the following steps: 

l.Terminate the acquisition without delay and determine whether to seek 

a Court order under another section of the Act. If NSA inadvertently 

acquires a communication sent to or from the target while the target is or 

was loca-ted inside the United States, including any communication where 

the sender and all intended recipients are reasonably believed to be 

located inside the United States at the time of acq·uisition, Ruch 

communication will be treated in accordance with the applicable 

minimization procedures. (emphasis added) ~ 

The term ''inadvertently," as used in this provision of the NSA targeting 

procedures, refers to the erroneous determination of the location of the target. The term 

does not refer to NSA's decision to target a person reasonably believed to be outside the 

United States to acquire foreign intelligence information under section 702 of FISA. 
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As noted in the Government's section 1806(i) analysis submitted to this Court on 

August 28, 2008, under section 702, the Attorney General and the Director of National 

Intelligence ''may authorize jointly ... the targeting of persons reasonably believed to 

be outside the United States to acquJre foreign intelligence information ." This 

reasonable belief standard allows for an inadvertent etroneous determination of 

location and recognizes that a target's location may change before the Government 

learns of the movement. The reasonable belief standard (as well as separate provisions 

of section 702) preclude the Government from "intentionally target[ingl any person 

known at the time of the acquisition to be located in the United States," section 702(b)(2), 

and from "intentionally acquir[ing] any communication as to which the sender and all 

intended recipients are known at the time of the acquisition to be located in the United 

States," section 702(b)(4). Thus, provided that, at the time of the acquisition, the target 

was reasonably believed to be outside the United States (and thus not "known" to be 

here), the acquisition is authorized by section 702. Section 1806(i) provides no 

limitation on the use of the information because the NSA's acquisition remains 

intentional even where the target is mistakenly, but reasonably, beUeved to be outside 

the United States. (5}-

Natjooa! Security A~;ency Minimization Procedures ~ 

3. Section 3(b)(1) of the NSA's minimization procedures at page 3 provides: 

Personnel shall exercise reasonable judgrnentindeterminiog whether 
information acquired must be minimized and shall destroy inadvertently 

S£ffi'E!fii€GMINTJIWOFORN 
3 



the unredacted information has been unsealed by the Foreign Intelligence Surveillance Court. The redacted Information remalns under st!al. 

All rodacted lnformation i~exempt under (b)(l) and (b)(3) exoeptwhe<e otlleiWioo noted, 

.SsCRii:T/JCOMINT/tNGFQRN-
Approlltld for public release 

acquired commw1ications of or concerning a United States person at the 
earliest practicable point in the processing cycle at which such 
commtu1ication can be identified eithe.r: as clearly not relevant to the 
authorized purpose of the acquisition (e.g., the communication does not 
contain foreign intelligence inforn1ation); 01~ as containing evidence of a 
crime which may be disseminated under these procedures. Tnadvert[e]nUy 
acquired communications of or concerning a United States person may be 
retained no longer than five years in any event. T.he communications that 
may be retaiJ1ed include electronic communications acquired because of 
limitations on NSA's ability to filter communications. ES/ff,l) (emphasis 
added) 

This provision relates to minimization and does not implicate section 1806(i). 

Section 3(a), which immediately precedes section 3(b)~l), imposes a general 

requirement to conduct the authorized acquisition in "a marmer designed, to the 

greatest extent reasonably feasible, to minimize the acquisition of information not 

relevant to the authorized purpose of the acquisition." Section 3(b)(l) relates to the 

minimization of commw1ications of or concerning U.S. persons that are neither relevant 

to the foreign intelligence purpose of the acquisition nor evidence of a crime, (Sf/'3i) 

The phrase "inadvertently acquired" in this context refers to an acquisilion of 

such a communication notwithstanding reasonable steps taken "to minimize th e 

acquisition of information not relevant to the authorized purpose of the acquisition." 

Tn this connection, the "inadvertence'' does not relate to the intentional or u_rtintentionaJ 

cllaracter of the acquisition as described in the Government's analysis of section 1806(i). 

Nor does it relate to the correctness of the Government's belief that the target is a "llOn-

U.S. person located overseas. The miriimization requirement of section 3(b )(1) applies 
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equally to all communications acquired and retained by the Government - whether the 

collection is intentional or unintentional, and without regard to the correctness of the 

Govem.rnent's belief as to the location or U.S. person status of the target. ((jt/'Jl.) 

For example, this provision would applywithequalforce to: (i) a 

communication unintentionally acquired based on a typographical error but retained in 

the discretion of the Attorney General pursuant to section 1806(i) because the contents 

indicates a threat of death or serious bodily harm~ (ii) a communication intentiona.lly 

acquired pursuant to section 702(a) where the sender and all intended recipients are in 

fact located in the U.S. at the time of acquisition, but where the Govenunent did not 

know at the time of acquisition that it was intentionally acquiring a purely domestic 

communication, which is retained in the discretion of the Director of the NSA for ru1y of 

the reasons provided in section 5 of the NSA' s minirruzati011 procedures; and (iii) a 

foreign communication of a non-U.S. person intentionally acquired pursuant to section 

702(a). In sum, the use of the phrase "inadvertently acquired" in section 3(b)(l) of the 

NSA's mini:rruzation procedures relates strictly to minimization, ru1d does not implicate 

section 1806(i). (l)f~) 

4. Section 3(b)(6) of the NSA's minimization procedll.res at page 4 provides: 

Further processing, retention and dissemination of foreign 
communications shall be made :in accordance with Sections 4, 6, and 7, as 
applicable, below. Further processing, storage and dissemination of 
inadvertently acquired domestic c01rununications shall be made in 
accordance wjth Sections 4 and 5 below. f.SHSfJ (emphasis added) 
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The term ''inadvertently," as used in this provision of the NSA 

minimization procedures, refers again to the erroneous determination of the 

location of the target. Accordingly, for the same reasons set out in paragraph 2 

above, NSA's acquisition is authorized by section 702 and section 1806(i) 

provides no limitation on the use of the infom1ation, because ilie NSA's 

acquisition remains intentional even where fue target is mistaJ<en.ly, but 

reasonably, believed to be outside the United States.-$)-

ll. CORRECTIQNS 

National Security Agencv Minimization Procedures f.Sj-

5. At Tab 1 to this Notice, ilie Government respectfu.Jly submits a substitute 

page 3 of the NSA minimization procedures for the purpose of correcting two 

typographical errors found in paragraph 3(b)(1). The corrections include: (a) adding the 

word "not" iJ.1 the s~th line of paragraph 3(b )(1) between the words "as containing"; 

artd (b) repladng the misspelled word "Inadvertantly" wHh its correct spelling-

"Inadvertently"- in line 7 of the paragraph. {Sl/SI) 

Federal Bureau of lnvestigation Minimization Procedures f51-

6. At Tab 2 to this Notice, ilie Government respectfully submits a substitute 

first page to ihe FBI minimization procedures for the purpose of correcting the 

following typographical error: the removal of the included word "not"between the 

words "is a" in the last line of paragraph b.l. (S~[f) 
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