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HUBAN A. GOWADIA, Acting Administrator, )
Transportation Security Administration )
(TSA), United States Department of )
Homeland Security (DHS), in his official
capacity;

KEVIN K. MCALEENAN, Acting Commissioner
United States Customs and Border Protection;
in his official capacity, and,

NICHOLAS J. RASMUSSEN, Director of the
National Counterterrorism Center, in
his official capacity;

N N N N N N N N N N N N

Defendants.

/

COMPLAINT FOR INJUNCTIVE AND DECLARATORY RELIEF

Plaintiff, Yusuf Awadir Abdi, by and through his attorneys, CAIR National
Legal Defense Fund, Inc. (“Council on American-Islamic Relations” or “CAIR”) and
Parker & McConkie, states as follows:

Introduction

1. Through its No Fly List, the federal government is preventing an
American citizen who is in Kenya now from returning to Utah where he lives.

2. To make matters worse, by preventing this citizen—who is a religious
leader of his community—from flying back to the United States, the Defendants are
preventing him from providing religious services to Muslims in Utah during the holy

month of Ramadan.
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3. These injuries are attributable to the Defendants systematically compiling
a terrorist watch list, inventing consequences to inflict on listees, and disseminating this
list to anyone willing to receive it.

4. It is why there is no exaggeration in stating that our federal government is
imposing an injustice of historic proportions upon people such as Plaintiff Yusuf Awadir
Abdi —who has not been arrested, charged, or convicted of any type of terrorism-related
offense—as well as thousands of other Americans. Through extra-judicial and secret
means, the federal government is ensnaring innocent Americans into an invisible web of
consequences that are imposed indefinitely and without recourse because of the
shockingly large federal terror watch list that now includes hundreds of thousands of
individuals.

5. Indeed, many Americans, including children, end up on this secret federal
terror watch list — which the Defendants have named the Terrorist Screening Database
(“TSDB”) — based on mere guesses, hunches, and conjecture, and even simply based on
matters of race, ethnicity, national origin, religion or the exercise of their constitutional
rights.

6. These consequences include the inability to fly on airplanes, to go through
security without having all screeners receive a message for the remainder of a listee’s life
that he or she is a "known or suspected terrorist,” to obtain licenses, to exercise their
Second Amendment right to own a firearm, and to be free from the unimaginable
indignity and real-life danger of having their own government communicate to hundreds

of thousands of federal agents, private contractors, businesses, state and local police, the
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captains of sea-faring vessels, and foreign governments all across the world that they are
a violent menace.

7. And unfortunately, the federal government has designed its No Fly List to
be accountability-free. Persons placed on the federal terror watch list have no means of
challenging the constitutionality of their listing. Indeed, people on the federal terror
watch lists only learn of their placement when they feel the web of consequences
burdening their lives and aspirations, and they never learn the circumstances that led to
their listing.

8. Media accounts have made clear that the secret federal terror watch list is
the product of bigotry and misguided, counterproductive zeal. Americans are dumped
onto the watch list without being charged, convicted, or in some stomach-churning cases,
even subject to an ongoing investigation.

9. Instead, two leaked government documents and a governmental report,
which include the March 2013 Watchlisting Guidance (Exhibit 2), the Directorate of
Terrorist Identities (DTI): Strategic Accomplishments 2013 (Exhibit 3), and the
Department of Justice'’s March 2014 Audit of the Federal Bureau of Investigation's
Management of Terrorist Watchlist (Exhibit 4) reveal that the care the federal
government takes in creating its federal terror watch list is void of proper processing,
which in turn results in life-altering consequences that flow from these illegal actions.

10. In fact, upon information and belief, Dearborn, a city of less than 100,000
and a place Arab Americans and Muslim Americans have called home for generations,
contains the second highest concentration of Americans on the federal government's

watch list. Moreover, there have been more than 1.5 million nominations to the federal
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terror watch list since 2009 and that, in 2013 for example, the Terrorist Screening Center
converted 98.96 percent of those nominations into watch list placements.

11.  Upon information and belief, evidence also shows that the federal
government uses guilt-by-association presumptions to place family members and friends
of listed persons on the watch list.

12. Moreover, travel to Muslim majority countries—travel that American
Muslims are very likely to engage in—is also a basis for watch list placement.

13. In 2009, the federal government made 227,932 nominations to its federal
terror watch list. In 2013, that number more than doubled at an alarming and dangerous
rate to 468,749.

14. Recently, a federal court judge observed in Gulet Mohamed v. Eric R.
Holder, Jr., et al. (United States District Court, Eastern District of Virginia, Case No. 11-
cv-00050 (2011)), that “[a] showing of past or ongoing unlawful conduct does not seem
to be required,... But the Court has little, if any, ability to articulate what information is
viewed by TSC as sufficiently ‘derogatory’ beyond the labels it has provided the Court.
In sum, the No Fly List assumes that there are some American citizens who are simply
too dangerous to be permitted to fly, no matter the level of pre-flight screening or on-
flight surveillance and restraint, even though those citizens cannot be legally arrested,
detained, or otherwise restricted in their movements or conduct.” See United States
District Court, Eastern District of Virginia, Case No. 11-cv-00050 (2011); Dkt. 70 at 19;
attached as Memorandum Opinion (Exhibit 1).

15. Moreover, the Court went on to find that “[i]nclusion on the No Fly List

also labels an American citizen a disloyal American who is capable of, and disposed
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toward committing, war crimes, and one can easily imagine the broad range of
consequences that might be visited upon such a person if that stigmatizing designation
were known by the general public... The process of nomination to the No Fly List is
based on a suspected level of future dangerousness that is not necessarily related to any
unlawful conduct.” See United States District Court, Eastern District of Virginia, Case
No. 11-cv-00050 (2011); Dkt. 70 at 14, 17; attached as Memorandum Opinion (Exhibit
1).
Parties

16.  Plaintiff Yusuf Awadir Abdi is a United States Citizen and a Muslim
residing in Salt Lake County, Utah.

17.  Defendant Andrew McCabe is the Director of the Federal Bureau of
Investigation (“FBI”). Defendant McCabe is responsible for the nominations of Plaintiff
and other similarly situated American citizens to the federal terror watch list. Defendant
McCabe is being sued in his official capacity, only.

18.  Defendant Christopher M. Piehota is the Director of the Terrorist
Screening Center (“TSC”). Defendant Pichota was appointed in April, 2013. Defendant
Piehota develops and maintains the federal government’s consolidated Terrorism
Screening Database (the “watch list”), and accepted the nominations of Plaintiff and
other similarly situated American citizens to the federal terror watch list. Defendant
Piehota also oversees the dissemination of the stigmatizing label attached to Plaintiff and
other similarly situated American citizens of “known or suspected terrorists” to State and
local authorities, foreign governments, corporations, private contractors, airlines, gun

sellers, car dealerships, financial institutions, the captains of sea-faring vessels, among
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other official and private entities and individuals. Defendant Piehota is being sued in his
official capacity, only.

19. Defendant Huban A. Gowadia is Acting Administrator of the
Transportation Security Administration (“TSA”). Defendant Gowadia oversaw the
dissemination of the stigmatizing label attached to Plaintiff and other similarly situated
American citizens of “known or suspected terrorists” to state and local authorities,
foreign governments, corporations, private contractors, airlines, gun sellers, car
dealerships, financial institutions, the captains of sea-faring vessels, among other official
and private entities and individuals. Defendant Gowadia is being sued in his official
capacity, only.

20. Defendant Kevin K. McCaleenan is Acting Commissioner of the National
Counterterrorism Center (“NCTC”). Defendant McCaleena is responsible for the
nominations that resulted in the placement of Plaintiff and other similarly situated
American citizens on the federal terror watch list. Defendant McCaleenan is being sued
in his official capacity, only.

Jurisdiction and Venue

21. Under U.S. Const. Art. 111 82, this Court has jurisdiction because the rights
sought to be protected herein are secured by the United States Constitution. Jurisdiction
is proper pursuant to 28 U.S.C. § 1331, Bivens v. Six Unknown Named Agents of Federal
Bureau of Narcotics, 403 U.S. 388 (1971), et seq., 5 U.S.C. § 702, 5 U.S.C. § 706, the

United States Constitution, and federal common law.
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22. This action seeks declaratory relief pursuant to the Declaratory Judgment
Act, 28 U.S.C. § § 2201-02, Rules 57 and 65 of the Federal Rules of Civil Procedure, and
pursuant to the general, legal, and equitable powers of this Court.

23. A substantial part of the unlawful acts alleged herein were committed
within the jurisdiction of the United States District Court for the District of Utah.

24.  Venue is proper under 42 U.S.C. 8 1391(e) as to all Defendants because
Defendants are officers or employees of agencies of the United States sued in their
official capacities and because this judicial district is where Plaintiff resides and where a
substantial part of the events or omissions giving rise to the claims occurred.

Factual Background

Plaintiff Yussuf Awadir Abdi’s Inability to Return to the United States

25.  Plaintiff Yussuf Awadir Abdi (hereinafter “Imam Abdi”) is a Muslim
religious leader and Imam of Madina Masjid Mosque in Salt Lake City, Utah.

26.  Some time in 2014, the federal government placed Imam Abdi on the
Selectee List component of the federal terror watch list, having secretly concluded that
officials had a “reasonable suspicion” that Imam Abdi was “associated with terrorism.”
See Exhibit 2.

27. Imam Abdi knows that he was on the Selectee List because, for
approximately the last three years, every time he travels by air, he is unable to check in to
his flights online or at the kiosks stationed at the airports.

28. Rather, he is directed to check in manually with an airline representative

in order to print his boarding pass.
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29.  The airline representative, after pulling up his name on the computer
system, would contact the Department of Homeland Security in order to obtain clearance
so that he could fly.

30.  Once clearance from the Department of Homeland Security is obtained,
the airline representative would then print his boarding pass, which would be stamped
with the “SSSS” designation, indicating that he has been designated as a “known or
suspected terrorist.”

31. Imam Abdi was then subjected to routine secondary inspections,
prolonged searches and questioning every time he traveled by air.

32. Imam Abdi filed a redress request through DHS TRIP some time in 2016.

33.  On May 22, 2017, Imam Abdi received a letter as described in paragraph
133 below and was assigned a Redress Control Number. While that letter contained
many words, it provided no information—not notice of his placement nor some means by
which to challenge his designation—about Imam Abdi’s status as a listee.

34.  On June 14, 2017, Imam Abdi appeared at Jomo Kenyatta International
Airport in Nairobi, Kenya to board a commercial flight back to his home in the United
States.

35. Because his visa petitions that he filed for his wife and two of his children
had just been approved, Imam Abdi had traveled to Kenya to bring his wife and five
children with him to the United States. His remaining three children are United States
Citizens.

36. Imam Abdi tried to check in at a kiosk stationed at the airport, however, he

was directed to an airline representative to manually check him in for his flight.
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37. Imam Abdi then presented himself at the Qatar Airlines ticket counter.

38.  Although his wife and children were able to print their boarding passes,
the Qatar Airlines representative told Imam Abdi that the United States would not allow
him to board his flight in order to return to his home in the United States.

39.  The following day, on June 15, 2017, Imam Abdi appeared at the United
States Embassy in Nairobi, Kenya to obtain information as to why he was denied
boarding and being prevented from returning to his home in the United States.

40. However, the United States Embassy did not provide him with any
information.

41. Imam Abdi rescheduled his flight to the United States to leave later this
evening on this date, June 16, 2017.

42. Upon information and belief, Imam Abdi was upgraded from the Selectee
List to the No Fly List after he arrived in Kenya.

43.  As a result, he was extrajudicially exiled from his country of citizenship,
the United States.

44, Moreover, in the event that Imam Abdi is not removed from the No Fly
List, he will be unable to board his flight rescheduled for tonight back home to the United
States.

45.  As a result of being denied boarding, Imam Abdi was unable to return
home in time for the last ten nights of the holy month of Ramadan, the most important
and blessed nights of Ramadan, when he is expected to lead prayers throughout each

night at his mosque. The last ten nights of Ramadan began on the night of June 15, 2017.



Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 11 of 225

46. Ramadan is a holy month of spirituality and devotion observed by
Muslims worldwide, whereby Muslims fast from sunrise to sunset.

47. Moreover, Imam Abdi is designated to lead a group of Muslims to
perform the Hajj, or religious pilgrimage in Saudi Arabia, which is scheduled to begin on
August 30, 2017.

48. In the event Imam Abdi is not removed from the No Fly List, he will be
unable to travel to Saudi Arabia to perform the Hajj, nor will he be able to lead the group
that he is scheduled to lead.

49. At no time was Imam Abdi given notice of the factual basis for his
placement on the federal terror watch list, and at no time was he offered a meaningful
opportunity to contest his designation.

50.  Moreover, at no time was Imam Abdi given notice of the deprivation of
his liberty interests or violation of his constitutional rights.

51.  Upon information and belief, Imam Abdi’s nomination to and designation
on the federal terror watch list was made based solely upon a hunch (based upon his race,
ethnicity, national origin, religious affiliation, guilt-by-association, or First Amendment
protected activities).

52.  Upon information and belief, because Imam Abdi is included on the
federal terror watch list, and specifically the No Fly List, Defendants disseminated and
are continuing to disseminate his designation as a “known or suspected terrorist” to state
and local authorities (including the local police officers above), foreign governments,
corporations, private contractors, airlines, gun sellers, car dealerships, financial

institutions, among other official and private entities and individuals.
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53. Upon information and belief, because Imam Abdi is still included on the
No Fly List, he remains unable to board a flight and return to his home in the United
States.

The Federal Government’s Terrorist Watch List

54. In September, 2003, Attorney General John Ashcroft established the
Terrorist Screening Center (“TSC”) to consolidate the government’s approach to
terrorism screening. The TSC, which is administered by the FBI, develops and maintains
the federal government’s consolidated Terrorism Screening Database (the “watch list”).
TSC’s consolidated watch list is the federal government’s master repository for suspected
international and domestic terrorist records used for watch list related screening.

55.  The watch list has two primary components: the Selectee List and the No
Fly List. Persons on the Selectee List are systematically subject to extra screening at
airports and land border crossings, and often find “SSSS” on their boarding passes
printed by airline employees which is marked to indicate a passenger’s watch list status to
airline employees and screeners. Persons on the No Fly List, including Plaintiff, are
prevented from boarding flights that fly into, out of, or even through United States
airspace.

56.  Defendant TSC disseminates records from its terrorist watch list to other
government agencies that in turn use those records to identify suspected terrorists. For
example, applicable TSC records are provided to TSA for use by airlines in pre-screening
passengers and to CBP for use in screening travelers entering the United States by land.

57.  Upon information and belief, Defendants disseminated the records of

Plaintiff from their terrorist watch list to other government agencies, including Defendant
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TSA for use by airlines in pre-screening Plaintiff, and Defendant CBP for use in
screening Plaintiff upon entering the United States.

58.  Upon information and belief, Defendants disseminated the records
pertaining to Plaintiff from their terrorist watch list to foreign governments with the
purpose and hope that those foreign governments will constrain the movement of Plaintiff
in some manner.

59.  Upon information and belief, Defendants’ intention in disseminating
watch list records, including those of Plaintiff and similarly situated American citizens, as
widely as possible is to constrain their movements, not only within the United States, but
abroad as well. For example, some countries detain individuals listed on the federal
terror watch list who enter their borders, question those individuals at the behest of
United States officials, or altogether prevent those individuals from even entering those
countries.

60.  Thus, while the TSC maintains and controls the database of suspected
terrorists, it is the front-line agencies like the TSA that carry out the screening function.
In the context of air travel, when individuals make airline reservations and check in at
airports, the front-line screening agency, like TSA and CBP, conducts a name-based
search of the individual, including that of Plaintiff, to determine whether he or she is on a
watch list.

61.  While agencies throughout the federal government utilize the federal
terror watch list to conduct screening, listed persons are subject to a comprehensive

portfolio of consequences that cover large aspects of their lives.
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62. Indeed, Defendants disseminated the federal terror watch list to
government authorities, private corporations and individuals with the purpose and hope
that these entities and/or individuals will impose consequences on those individuals
Defendants have listed, including Plaintiff.

63.  Upon information and belief, the status of Plaintiff and similarly situated
American citizens as known or suspected terrorists on the federal terror watch list
diminishes and even imperils their ability to access the financial system.

64.  Banks have closed the bank accounts of individuals listed on the federal
terror watch list and financial companies have declined to allow some listed individuals
to make wire transfers.

65.  Moreover, upon information and belief, family-based immigration
applications filed by Plaintiff and similarly situated American citizens are delayed
indefinitely due to an “FBI name check” and not adjudicated, thereby denying Plaintiff
and similarly situated American citizens of the rights that flow from citizenship,
including the ability to sponsor for lawful permanent residency immediate relatives living
abroad.

66. Among the entities and individuals that the federal government
disseminates its federal terror watch list are state and local authorities, foreign
governments, corporations, private contractors, airlines, gun sellers, car dealerships,
financial institutions, the captains of sea-faring vessels, among others.

67. In fact, in 2015, Defendant Piehota, Director of the Terrorist Screening
Center, gave an exclusive interview to CNN and stated the following, in relevant part:

It's concerning that our partners don't use all of our data.
We provide them with tools. We provide them with
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support, and I would find it concerning that they don't use
these tools to help screen for their own aviation security,
maritime security, border screening, visas, things like that
for travel.*

68. Defendant Piehota went on to state that the United States shares its federal
terror watch list with the European Union, but that European Union countries do not
systematically utilize it to identify suspected terrorists or screen migrants coming.

69. Upon information and belief, because the names of Plaintiff and similarly
situated American citizens are included on the federal terror watch list, their names were
disseminated to state and local authorities, foreign governments, corporations, private
contractors, airlines, gun sellers, car dealerships, financial institutions, the captains of
sea-faring vessels, among other official and private entities and individuals.

70. Because the federal government disseminates its federal terror watch list
to foreign governments, listed persons, including Plaintiff and similarly situated
American citizens, are often not allowed to enter other nations. This is because the
United States is telling other nations, without any modicum of due process, that
thousands of its own citizens are “known or suspected terrorists.”

71.  The federal government, through Defendants, disseminates its federal
terror watch list to state and local police officers which allows those officers to query the
names of persons, including Plaintiff, if for example, the listed individual is pulled over
for routine traffic violations.

72. Disseminating the federal terror watch list to state and local police officers

creates a dangerous situation insofar as the federal terror watch list effectively directs

! First on CNN: Top U.S. intel official: Europe not taking advantage of terror tracking tools, CNN, available
at: http://www.cnn.com/2016/04/07/politics/christopher-piehota-us-intel-europe-terror-tracking/
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state and local officers to treat thousands of Americans, including Plaintiff, charged or
convicted with no crime yet listed as a “known or suspected terrorist” as extremely
dangerous.

73.  With the advent and deployment of automatic license plate readers by
police departments across the country, local and state authorities have relied heavily upon
a driver’s watch list status as the basis of a traffic stop, including Plaintiff and similarly
situated American citizens.

74. Being on the federal terror watch list can prevent listed persons, including
Plaintiff and similarly situated American citizens, from purchasing a gun. For example,
New Jersey passed a law in 2013 that banned persons on the federal terror watch list from
owning guns.

75.  Accordingly, Plaintiff and similarly situated American citizens are unable
to purchase guns in states that ban persons on the federal terror watch list from owning
guns.

76. Because the federal government conducts a security risk assessment that
includes querying the federal terror watch list prior to issuing a license to commercial
drivers to transport hazardous materials, being on the federal terror watch list can prevent
listed persons, including Plaintiff and similarly situated American citizens, from
obtaining or renewing their Hazmat license.

77. Being on the federal terror watch list can also prevent listed persons,
including Plaintiff and similarly situated American citizens, from accompanying minors

or passengers with disabilities to their gate, from working at an airport, or working for an
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airline insofar as listed persons are not allowed to enter so-called “sterile areas” of
airports.

78.  Being on the federal terror watch list can also result in the listing of the
false stigmatizing label of “known or suspected” terrorist on the criminal records of
Plaintiff and similarly situated American citizens, information that is publicly accessible
to the general public.

79.  Being on the federal terror watch list can also result in the denial or
revocation of a Federal Aviation Administration (FAA) license of Plaintiff and similarly
situated American citizens.

80.  Although TSA, CBP, and other agencies may use the records provided by
the TSC, it is the TSC that maintains and controls the database of suspected terrorists.

81. Two government entities are primarily responsible for “nominating”
individuals for inclusion in the terrorist watch list—Defendants NCTC and FBI. The
NCTC, which is managed by the Office of the Director of National Intelligence, relies on
information from other federal departments and agencies when including alleged known
or suspected international terrorists in its Terrorist Identities Datamart Environment
(“TIDE”) database. The NCTC reviews TIDE entries and recommends specific entries to
the TSC for inclusion in the watch list. TIDE is the main source of all international
terrorist information included in the watch list.

82. Defendant FBI, in turn, nominates to the watch list individuals with what
it characterizes as suspected ties to domestic terrorism.

83.  Defendant TSC makes the final decision on whether a nominated

individual meets the minimum requirements for inclusion into the watch list as a known
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or suspected terrorist. TSC also decides which screening systems will receive the
information about that individual.

84. Former Director of the Terrorism Screening Center Healy has testified that
in evaluating whether an individual meets the criteria for inclusion on the consolidated
watch list, the TSC determines whether the nominated individual is “reasonably
suspected” of having possible links to terrorism. According to the TSC, “reasonable
suspicion requires articulable facts which, taken together with rational inferences,
reasonably warrant the determination that an individual is known or suspected to be or
has been engaged in conduct constituting, in preparation for, in and of or related to
terrorism and terrorist activities.”

85. Defendants have not stated publicly what standards or criteria are applied
to determine whether an American citizen on the consolidated watch list will be placed
on the No Fly List, Selectee List (“SSSS™) or other list that is distributed to the TSA,
CBP or other screening agencies.

86.  The standards for watch list inclusion do not evince even internal logic.
Defendants define a “suspected terrorist” as an “individual who is reasonably suspected
to be, or have been, engaged in conduct constituting, in preparation for, in aid of, or
related to terrorism and terrorist activities based on articulable and reasonable suspicion.”
In other words, Defendants place American citizens on the federal terror watch list based
upon a “reasonable suspicion” that they are “reasonably suspected” of nefarious
activities. This “reasonable suspicion” based on a “reasonable suspicion” standard does

not even contain internal logic.
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87.  The federal government utilizes guilt-by-association as a basis for watch
list inclusion. For example, the immediate relative of listed persons can be listed without
any derogatory information—other than the bonds of family. Nonetheless, such
designation suggests that the immediate relative is him or herself engaged in nefarious
activities.

88. Being a known associate—a friend, colleague, fellow community member,
etc.—of a listed individual can also provide a basis for watch list inclusion.

89. Even if an American citizen is acquitted of terrorism charges or those
charges are otherwise dismissed, the federal government retains for itself the authority to
continue to include them in the watch list.

90.  For reasons unknown, Defendants also place what they call “non-
investigatory subjects” on the federal terror watch list, American citizens that they have
chosen not to investigate.

91. Under these practices and standards, the number of records in the
consolidated watch list has swelled. Over 1.5 million nominations to the watch list have
been submitted by federal agencies since fiscal 2009.

92. In 2013, Defendant TSC accepted 98.96 percent of all nominations made.

93. Because of these loose standards and practices, the federal terror watch
list’s rate of growth has increased. In fiscal 2009, there were 227,932 nominations to the
watch list. In fiscal 2013, there were 468,749 nominations.

94.  Upon information and belief, in 2001, there were 16 people who the
federal government systematically prevented from flying. In 2013, that number increased

to 47,000.
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95.  Once an American citizen has been placed on the watch list, the individual
remains on the list until the agency that supplied the initial information in support of the
nomination determines the individual should be removed.

96. A 2007 GAO report found that TSC rejects only approximately one
percent of all nominations to the watch list.? As such, the watch list is growing at a rate
of approximately 20,000 entries per year.

97. At a March 10, 2010 Senate Homeland Security Committee hearing,
Russel E. Travers, Deputy Director of the National Counterterrorism Center, stated that
“[t]he entire federal government is leaning very far forward on putting people on list,”
and that the watch list is “getting bigger, and it will get even bigger.”

98.  The federal terror watch list disproportionately targets American Muslims.

99.  Almost all publicly known instances of Americans being placed on the
watch list regard Muslims or persons who could be mistaken for Muslims.

100. Defendants have utilized the watch list, not as a tool to enhance aviation
and border security, but as a bludgeon to coerce American Muslims into becoming
informants or forgoing the exercise of their rights, such as the right to have an attorney
present during law enforcement questioning.

101. Public examples of this phenomenon abound. See Latif v. Holder, 2014
U.S. Dist. LEXIS 85450, *19 (D. Or. June 24, 2014) (an FBI agent told Steven Washburn
that he “would help remove Washburn's name from the No Fly List if he agreed to speak

to the FBI”); Id. at *21-22 (FBI agents told Ibraheim Mashal that “his name would be

? See United States Government Accountability Office Report to Congressional Requesters entitled
Terrorist Watch List Screening: Opportunities Exist to Enhance Management Oversight, Reduce
Vulnerabilities in Agency Screening Processes, and Expand Use of the List, GAO-08-110, October 2007, at
22.
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removed from the No Fly List and he would receive compensation if he helped the FBI
by serving as an informant.”): Id at *22-23 (FBI agents offered Amir Meshal “the
opportunity to serve as a government informant in exchange for assistance in removing
his name from the No Fly List.”). See also Fikre v. FBI, 2014 U.S. Dist. LEXIS 73174
(D. Or. May 29, 2014) (Emirati officials told Yonas Fikre that he “could not travel to the
United States by air because he is on the No Fly List” and an FBI agent told Fikre that
“the FBI could take steps to remove [him] from the No Fly List if he agreed to be an
informant.”); Tanveer v. Holder, et. al., No. 13-cv-6951, Dkt. 15 (April 22, 2014)
(Naveed Shinwari “declined to act as an informant for the Federal Bureau of
Investigation and to spy on [his] own American Muslim communities and other innocent
people.”).

102. Additionally, government records show that Dearborn, Michigan—which
is 40 percent Arab—is disproportionately represented on the federal terror watch list. In
fact, Dearborn is among the top five cities in the country, alongside Chicago, Houston,
New York, and San Diego, represented on the federal terror watch list.

103. Due to Dearborn’s significant population of Muslims, it has earned a
reputation as the “Muslim Capital of America.”

104. Defendants’ 2013 Watchlisting Guidance also indicates that “[t]ravel for
no known lawful or legitimate purpose to a locus of terrorist activity” can be a basis for
being listed. While a “locus of Terrorist Activity” is not defined by the document, upon

information and belief, it likely includes any place where many Muslims reside.



Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 22 of 225

105. The federal terror watch list’s inclusion standards are so permissive and
pliable and the selectee list's efficacy is at best fleetingly marginal that the inclusion
standards themselves violate Plaintiff procedural and substantive due process.

106. The federal terror watch list diminishes, rather than enhances, our national
security because the number of innocent Americans on the list is becoming so
voluminous that the purpose of having a list is significantly undermined as all are being
treated as the same.

107. The consequences of being on the federal terror watch list are meted out
publicly. Members of the public can witness the extra screening to which individuals on
the federal terror watch list are subject, oftentimes in front of family and colleagues,
including being pulled out of their car at gunpoint, being ordered to leave their vehicle
with their hands held above their head, among other stigmatizing measures.

108. In practice, frontline screeners disclose the status of individuals on the
federal terror watch list to state and local authorities, as well as airline employees.

109. The operation of the federal terror watch list enlists air carriers to assist
the federal government in tracking the passenger on the federal terror watch list.

110. Defendants apply the federal terror watch list against Muslim Americans
in a manner that is different from how they use their list against people of other faith
backgrounds.

111. Defendants use impermissible and inaccurate religious profiles in

compiling the federal terror watch list.
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112. Defendants who contributed to the placement of Plaintiff and similarly
situated American citizens on the federal terror watch list knew that their actions violated
clearly established federal law.

113. Defendants knew at the time they acted unlawfully that Supreme Court
precedent required that, whenever a citizen is deprived of a liberty interest, the federal
government must at least provide the deprived with some form of notice that a
deprivation occurred.

The Federal Government’s Terrorist Watch List
Is No More Effective Than a List of Randomly Selected Individuals

114. Defendants’ ability to watch list persons who pose a threat of terrorism,
can be measured and described using a quantitative analysis based on factual allegations
made in this Complaint as well as publicly available information describing the current
operation of the federal terror watch list.

115. Upon information and belief, the federal government has placed
approximately one million persons on the federal terror watch list over the last ten years.

116. Moreover, based on the University of Maryland’s Global Terrorism
Database, a project funded in part by the Department of Homeland Security, there have
been less than 250 terrorist acts inside the United States over the last decade. These
terrorist acts were perpetrated by less than 250 persons.

117. Only one of these perpetrators was designated on the federal terror watch
list by the federal government prior to their criminal conduct. This single person
designated on the federal terror watch list, however, was removed from the federal terror

watch list prior to perpetrating the terrorist attack.



Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 24 of 225

118. Upon information and belief, in order to designate a person on the federal
terror watch list, the federal government must first have information about that person.
Because the federal government does not possess information on every person in the
world, existing law enforcement and intelligence practices produce a subset of persons
who the federal government can then screen against the federal terror watch list’s
inclusion standards.

119. The precise size of this subset is unknown, however a survey of law
enforcement and intelligence practices indicates that the size of this subset is greater than
50 million people.

120.  Upon information and belief, the practices that produce this subset exclude
some persons who do pose a threat of terrorism and include some persons who do not
pose a threat of terrorism.

121.  Upon further information and belief, the federal government does not
screen the entire subset of people known to it. Moreover, Defendants do not make
individual determinations as to whether each person about whom they know should be
placed on the federal terror watch list.

122. In order to designate a person on the federal terror watch list, a federal
government official must make a nomination and a TSC official must accept the
nomination.

123.  Upon information and belief, TSC officials accept nominations at a rate

above 95 percent.
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124. Based on the facts alleged in this Complaint and the publicly known
processes of the federal terror watch list, a quantitative analysis can be constructed to
measure and describe the performance of the federal terror watch list.

125. A quantitative analysis demonstrates that, in order to accomplish the
federal terror watch list’s stated objectives, Defendants must have at least some greater-
than-random ability to identify future terrorists. This is due to the nature of the processes
Defendants utilize to place persons on the federal terror watch list and the size of the
population Defendants can—if they so choose—screen against the federal terror watch
list’s inclusion standards.

126. A quantitative analysis also demonstrates that Defendants’ watch listing
system would perform similarly if inclusion on the watch list was done via random
selection instead of the existing inclusion standards Defendants utilize.

127. A quantitative analysis therefore indicates that Defendants have no ability
to watch list persons whose placement on the watch list would further Defendants’ stated
objectives.

Inadequacy of the DHS Traveler Redress Inquiry Program Process

128. The government entities and individuals involved in the creation,
maintenance, support, modification and enforcement of the federal terror watch list,
including Defendants, have not provided travelers, including Plaintiff and similarly
situated American citizens, with a fair and effective mechanism through which they can
challenge the TSC’s decision to place them on the terrorist watch list.

129.  An individual, including Plaintiff and similarly situated American citizens,

who has been prevented or hindered from travel by being placed on the federal terror
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watch list has no clear avenue for redress, because no single government entity is
responsible for removing an individual from the list. The TSC, which is administered by
the FBI, does not accept redress inquiries from the public, nor does it directly provide
final disposition letters to individuals on the selectee list or similarly situated American
citizens, who have submitted redress inquiries. The NCTC which manages the TIDE list
does not accept redress inquiries from the public.

130. Individuals who seek redress after having been included in the terrorist
watch list must submit an inquiry through the DHS Traveler Redress Inquiry Program
(“DHS TRIP”). DHS TRIP provides individuals with a “Redress Control Number.”

131. DHS TRIP is the only redress “process” available to individuals included
on the terrorist watch list.

132. DHS TRIP submits traveler complaints to the TSC, which determines
whether any action should be taken. The TSC has not provided any publicly available
information about how it makes that decision. The TSC is the final arbiter of whether an
individual’s name is retained on or removed from the watch list, including those of
Plaintiff and similarly situated American citizens.

133. The TSC makes a determination regarding a particular individual’s status
on the watch list, including Plaintiff and similarly situated American citizens, and DHS in
turn responds to the individual with a standard form letter that neither confirms nor
denies the existence of any terrorist watch list records relating to the individual. The
letters do not set forth any basis for inclusion in a terrorist watch list, do not state whether

the government has resolved the complaint at issue.
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134. The government does not provide an American citizen with any
opportunity to confront, or to rebut, the grounds for his or her possible inclusion on the
watch list. As such, DHS TRIP offers no meaningful review of the watch list designation
and in effect shields the TSC’s actions with respect to the individual nominations or
classes of nominations from meaningful review by any independent authority.

135. Moreover, the government’s own internal audits of the system point to
serious flaws. For example, a March 2008 DOJ Office of the Inspector General report
entitled Audit of the U.S. Department of Justice Terrorism Watchlist Nomination
Processes found significant problems with the nomination and removal process.

136. Thus, the only “process” available to such individuals is to submit their
names and other identifying information to a government entity that has no authority to
provide redress and to hope that an unspecified government agency corrects an error or
changes its mind.

137.  Plaintiff is a United States citizen.

138. Plaintiff has not been arrested, charged, nor convicted of a terrorism-
related offense.

COUNTI
FAILURE TO PROVIDE POST-DEPRIVATION NOTICE AND HEARING IN
VIOLATION OF THE FIFTH AMENDMENT RIGHT TO PROCEDURAL DUE
PROCESS
(Jurisdiction under 28 U.S.C. § 1331 and 5 U.S.C. § 702)

139. The foregoing allegations are realleged and incorporated herein.
140. Plaintiff and other similarly situated American citizens learned that he was
placed on the federal terror watch list subsequent to being added on the federal terror

watch list and sought to challenge such placement.
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141. Defendants’ actions as described above in refusing to provide Plaintiff and
other similarly situated American citizens with any notice at all of their placement which
deprived Plaintiff and other similarly situated American citizens of constitutionally
protected liberty interests.

142. Defendants’ actions in nominating Plaintiff and other similarly situated
American citizens to the federal terror watch list blatantly violate the requirement that
“’nominations’ must not be solely based on race, ethnicity, national origin, religious
affiliation, or First Amendment protected activities.” 49 U.S.C. § 114(h)(3).

143.  Plaintiff and other similarly situated American citizens have a liberty
interest in traveling free from unreasonable burdens that are not reasonably tailored
within, to, and from the United States, through land border crossings and over U.S. air
space.

144.  Plaintiff and other similarly situated American citizens have a right to be
free from false government stigmatization as individuals who are “known or suspected to
be” terrorists, or who are otherwise associated with terrorist activity, when such harm
arises in conjunction with the additional consequences that follow from being listed as
well as the deprivation of their right to travel on the same terms as other travelers and/or
the deprivation of their liberty interest under the Fifth Amendment in travel free from
unreasonable burdens.

145.  Plaintiff and other similarly situated American citizens have a liberty
interest in nonattainder (ie: the interest against being singled out for punishment without
trial). Defendants’ actions have singled out Plaintiff and others similarly situated for

punishments that include, but are not limited to, inability to travel by air and
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unreasonable burdens placed upon traveling by air to and from the United States, over
U.S. air space and at land border crossings, and false association with a list of individuals
suspected of terrorism.

146. Plaintiff and other similarly situated American citizens, having been
burdened or prevented from boarding on commercial flights or entering the United States
at land border crossings, having had their bank accounts closed, having been prevented
from making wire transfers at financial institutions, having had their citizenship
applications delayed indefinitely due to an “FBI name check,” having lost lucrative
economic opportunities and suffering from other forms of financial harm, having been
prevented from test driving or purchasing vehicles at a car dealership, and having sought
to challenge their placement on the federal terror watch list, are entitled to a
constitutionally adequate legal mechanism that affords them notice of the reasons and
bases for their placement on the federal terror watch list and a meaningful opportunity to
contest their continued inclusion on the federal terror watch list. Defendants have even
failed to provide the most basic ingredient of due process, which is notice that the
government has deprived a person of their protected rights.

147. Moreover, Defendants have officially imposed on Plaintiff and other
similarly situated American citizens the stigmatizing label of “known or suspected
terrorists” without a constitutionally adequate legal mechanism.

148. Further, Defendants disseminated the stigmatizing label attached to
Plaintiff and other similarly situated American citizens of “known or suspected terrorists”

to state and local authorities, foreign governments, private corporations, private
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contractors, airlines, gun sellers, car dealerships, financial institutions, the captains of
sea-faring vessels, among other official and private entities and individuals.

149. By imposing on Plaintiff and other similarly situated American citizens
the stigmatizing label of “known or suspected terrorists” and by failing to provide
Plaintiff and others similarly situated with a constitutionally adequate legal mechanism,
Defendants have deprived Plaintiff and other similarly situated American citizens of their
protected liberty interests, including but not limited to their liberty interests in traveling,
freedom from false stigmatization, and nonattainder, and thus violated the constitutional
rights of Plaintiff and other similarly situated American citizens without affording them
due process of law and will continue to do so into the future if Plaintiff and other
similarly situated American citizens are not afforded the relief demanded below.

WHEREFORE, Plaintiff requests this Honorable Court grant declaratory and
injunctive relief in the form described in the Prayer for Relief below, plus all such other
relief this Court deems just and proper including costs and attorneys’ fees incurred in this
action.

COUNT 11
DEPRIVATION OF PROTECTED LIBERTIES IN VIOLATION OF FIFTH
AMENDMENT RIGHT TO SUBSTANTIVE DUE PROCESS
(Jurisdiction under 28 U.S.C. § 1331 and 5 U.S.C. § 702)

150. The foregoing allegations are realleged and incorporated herein.

151. Because Plaintiff and other similarly situated American citizens were
listed by Defendants in a manner not narrowly tailored to a compelling interest,
Defendants’ actions as described above in including Plaintiff and other similarly situated
American citizens on a watch list that unreasonably burdens or prevents them from

boarding commercial flights or entering the United States at land border crossings, are
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arbitrary and capricious, lack even a rational relationship to any legitimate government
interest, and have unduly deprived Plaintiff of constitutionally protected rights, including
his liberty interests in travel, freedom from false stigmatization, and nonattainder.

152. Defendants’ actions in nominating Plaintiff and other similarly situated
American citizens to the No Fly List blatantly violate the requirement that “’nominations’
must not be solely based on race, ethnicity, national origin, religious affiliation, or First
Amendment protected activities.” 49 U.S.C. § 114(h)(3).

153. By placing Plaintiff and other similarly situated American citizens on the
federal terror watch list, Defendants have placed an undue burden on their fundamental
right of movement.

154. By placing Plaintiff and other similarly situated American citizens on the
federal terror watch list, Defendants have treated them like second-class citizens.

155. Defendants’ watch list lacks a compelling interest insofar as their true
purpose is to provide law enforcement with a tool to coerce American Muslims into
becoming informants.

156. Defendants’ watch list is also not narrowly tailored insofar as the federal
terror watch list are entirely and demonstrably ineffectual and obvious alternatives exist.

157. Defendants’ actions in placing Plaintiff and other similarly situated
American citizens on the federal terror watch list, officially imposing on Plaintiff and
other similarly situated American citizens the stigmatizing label of “known or suspected
terrorists,” and disseminating the stigmatizing label to state and local authorities, foreign
governments, corporations, private contractors, airlines, gun sellers, car dealerships,

financial institutions, the captains of sea-faring vessels, among other official and private
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entities and individuals, without a constitutionally adequate legal mechanism, are
arbitrary and capricious, shock the conscience, violate the decencies of civilized conduct
and are so brutal and offensive that they do not comport with the traditional ideas of fair
play and decency.

158. Because Plaintiff and other similarly situated American citizens have not
been charged with any crimes and are United States Citizens, Plaintiff challenges his
placement and the placement of others similarly situated American citizens on the federal
terror watch list on a broad, as-applied basis.

159. Plaintiff’s substantive due process challenge is also facial, as there are no
circumstances where his placement or the placement of others similarly situated on the
federal terror watch list is narrowly tailored to achieve any compelling government
interest.

160. Defendants have thus violated Plaintiff’s constitutional rights and the
constitutional rights of other similarly situated American citizens without affording them
due process of law and will continue to do so into the future if Plaintiff and other
similarly situated American citizens are not afforded the relief demanded below.

161. By placing Plaintiff and other similarly situated American citizens on the
federal watch list, Defendants caused them an actual, imminent and irreparable injury that

cannot be undone through monetary remedies.

WHEREFORE, Plaintiff requests this Honorable Court grant declaratory and
injunctive relief in the form described in the Prayer for Relief below, plus all such other
relief this Court deems just and proper including costs and attorneys’ fees incurred in this

action.
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COUNT Il

UNLAWFUL AGENCY ACTION IN VIOLATION OF THE ADMINISTRATIVE
PROCEDURE ACT, 5 U.S.C. 8§ 702, 706
(Jurisdiction under 28 U.S.C. § 1331 and 5 U.S.C. § 702)

162. The foregoing allegations are realleged and incorporated herein.

163. Defendants’ actions in placing Plaintiff and other similarly situated
American citizens on the federal terror watch list, officially imposing on Plaintiff and
other similarly situated American citizens the stigmatizing label of “known or suspected
terrorists,” and disseminating the stigmatizing label to state and local authorities, foreign
governments, corporations, private contractors, airlines, gun sellers, car dealerships,
financial institutions, the captains of sea-faring vessels, among other official and private
entities and individuals, without a constitutionally adequate legal mechanism, were and
are arbitrary, capricious, an abuse of discretion, otherwise not in accordance with law,
and contrary to constitutional rights, power, privilege, or immunity, and should be set
aside as unlawful pursuant to 5 U.S.C. § 706.

164. Defendants’ actions in nominating Plaintiff and other similarly situated
American citizens to the federal terror watch list blatantly violate the requirement that
“’nominations’ must not be solely based on race, ethnicity, national origin, religious
affiliation, or First Amendment protected activities.” 49 U.S.C. § 114(h)(3).

165. Defendants’ failure to provide Plaintiff and other similarly situated
American citizens, who have been unreasonably burdened or denied boarding on
commercial flights or entering the United States across the border and sought to
challenge their placement on the federal terror watch list, with a constitutionally adequate

mechanism that affords them notice of the reasons and bases for their placement on the
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federal terror watch list and a meaningful opportunity to contest their continued inclusion
on the federal terror watch list is arbitrary, capricious, an abuse of discretion, otherwise
not in accordance with law, and contrary to constitutional rights, power, privilege, or
immunity, and should be set aside as unlawful pursuant to 5 U.S.C. 8§ 706.

166. Because Plaintiff and other similarly situated American citizens do not
present a security threat to commercial aviation, Defendants’ actions as described above
in including Plaintiff and other similarly situated American citizens on the federal terror
watch list that unreasonably burdens or prevents them from boarding commercial flights
or entering the United States across the border, are arbitrary, capricious, an abuse of
discretion, otherwise not in accordance with law, and contrary to constitutional rights,
power, privilege, or immunity, and should be set aside as unlawful pursuantto 5 U.S.C. 8
706.

167. By placing Plaintiff and other similarly situated American citizens on the
federal watch list, Defendants caused them an actual, imminent and irreparable injury that
cannot be undone through monetary remedies.

168. Plaintiff and other similarly situated American citizens are not required to
exhaust the DHS TRIP process, under the holding in Darby v. Cisneros, 509 U.S. 137
(1993). See United States District Court, Eastern District of Virginia, Case No. 11-cv-

00050 (2011); Dkt. 70 at 22; attached as Memorandum Opinion (Exhibit 4).

WHEREFORE, Plaintiff requests this Honorable Court grant declaratory and
injunctive relief in the form described in the Prayer for Relief below, plus all such other
relief this Court deems just and proper including costs and attorneys’ fees incurred in this

action.
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COUNT IV

VIOLATION OF THE FIFTH AMENDMENT
TO THE UNITED STATES CONSTITUTION
(Jurisdiction under 28 U.S.C. § 1331 and 5 U.S.C. § 702)
(Equal Protection)

169. The foregoing allegations are realleged and incorporated herein.

170. Defendants’ actions in placing Plaintiff and other similarly situated
American citizens on the federal terror watch list, officially imposing on Plaintiff and
other similarly situated American citizens the stigmatizing label of “known or suspected
terrorists,” and disseminating the stigmatizing label to state and local authorities, foreign
governments, private corporations, private contractors, airlines, gun sellers, car
dealerships, financial institutions, the captains of sea-faring vessels, among other official
and private entities and individuals, without a constitutionally adequate legal mechanism
are discriminatory and constitute an action that targets religious conduct for distinctive
treatment.

171. Defendants’ actions in nominating Plaintiff and other similarly situated
American citizens to the federal terror watch list blatantly violate the requirement that
“’nominations’ must not be solely based on race, ethnicity, national origin, religious
affiliation, or First Amendment protected activities.” 49 U.S.C. § 114(h)(3).

172. By placing Plaintiff and other similarly situated American citizens on the
federal terror watch list, Defendants have treated Plaintiff and other similarly situated
American citizens like second-class citizens.

173. Defendants’ above-described actions were motivated by the religious

status of Plaintiff and other similarly situated American citizens and on the basis of the



Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 36 of 225

constitutionally-protected free exercise of religion of Plaintiff and other similarly situated
American citizens.

174. Defendants’ above-described actions have had a discriminatory effect
upon and have disparately impacted Plaintiff and other similarly situated American
citizens who are Muslim American travelers, and not travelers of other faiths.

175. Defendants’ above-described actions, policies, course of conduct, or
pattern of practice that mandate or permit the above-described treatment of Plaintiff and
other similarly situated American citizens does not serve a compelling state interest or a
legitimate or public purpose, nor are they the least restrictive means or narrowly tailored

to achieve any such interest.

WHEREFORE, Plaintiff requests this Honorable Court grant declaratory and
injunctive relief in the form described in the Prayer for Relief below, plus all such other
relief this Court deems just and proper including costs and attorneys’ fees incurred in this
action.

COUNT V

VIOLATION OF THE UNITED STATES CONSTITUTION
(Non-Delegation)

176. The foregoing allegations are realleged and incorporated herein.

177. Congress has not provided the Executive Branch with intelligible
principles from which the Executive can implement its watch list schemes regarding civil
aviation and national security.

178. Congress has not directed the Executive Branch to create either a No Fly

List or a Selectee List.
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179. Congress has not authorized the Executive Branch to utilize the federal
terror watch list to encourage financial institutions to close bank accounts or ban wire
transfers, to encourage car dealerships to restrict test drives or purchases of vehicles, or
state and local law enforcement to detain individuals based on their watch list status.

180. Congress has not authorized the Executive Branch to disseminate the
terror watch list to local and state authorities, foreign countries, private corporations,
private contractors, airlines, gun sellers, car dealerships, financial institutions, the
captains of sea-faring vessels, among other official and private entities and individuals.

181. The Executive Branch’s assignment of the watch listing function to TSC
violates Congress’ directive that TSA determine who belongs on federal terror watch lists
and the consequences that flow from being on those lists.

182. Congress has not delegated to TSA the authority to create a process that
can culminate in the removal of individuals from the TSDB.

183. Inthe alternative, Congress’s delegation to TSA to create a redress process
is defective because the Executive Branch has allocated watch list authority in a manner
that prevents TSA from creating a redress process.

184. As aresult, Defendants have illegally acted beyond their authority.

WHEREFORE, Plaintiff requests this Honorable Court grant declaratory and
injunctive relief in the form described in the Prayer for Relief below, plus all such other
relief this Court deems just and proper including costs and attorneys’ fees incurred in this

action.
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Prayer for Relief

WHEREFORE, Plaintiff respectfully requests:

A declaratory judgment that Defendants’ policies, practices, and customs
violate the Fifth Amendment to the United States Constitution and the
Administrative Procedure Act;

An injunction that:

a. requires Defendants to remedy the constitutional and statutory
violations identified above, including the removal of Plaintiff from any
watch list or database that burdens or prevents him from flying or
entering the United States across the border; and,

b. requires Defendants to provide individuals designated on the federal
terror watch list with a legal mechanism that affords them notice of the
reasons and bases for their placement on the federal terror watch list
and a meaningful opportunity to contest their continued inclusion on
the federal terror watch list;

A trial by jury;

An award of attorneys’ fees, costs, and expenses of all litigation, pursuant to

28 U.S.C. § 2412; and,

Such other and further relief as the Court may deem just and proper.
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Dated June 16, 2017

Respectfully submitted,
PARKER & McCONKIE

BY: /s/ James W. McConkie
JAMES W. MCCONKIE
Utah State Bar # 2156
Attorney For Plaintiff

5664 South Green Street

Salt Lake City, Utah 84123
Phone: (801) 264-1950

PARKER & McCONKIE

BY: /s/ Bradley H. Parker
BRADLEY H. PARKER
Utah State Bar # 2519
Attorney For Plaintiff

5664 South Green Street
Salt Lake City, Utah 84123
Phone: (801) 264-1950

COUNCIL ON AMERICAN-
ISLAMIC
RELATIONS

BY: /sl Lena Masri
LENA F. MASRI (DC:
1000019)*

Attorney for Plaintiff
National Litigation Director
453 New Jersey Ave, SE
Washington, DC 20003
Phone: (202) 488-8787

COUNCIL ON AMERICAN-
ISLAMIC
RELATIONS

BY: /sl Gadeir Abbas
GADEIR I. ABBAS (VA:
81161)*

Attorney for Plaintiff
National Litigation Director
453 New Jersey Ave, SE
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Washington, DC 20003
Phone: (202) 488-8787

*Licensed in VA, not in Utah.
A motion has been filed to
admit

Lena Masri and Gadeir |I.
Abbas

to appear in the matter.

Counsel for Plaintiff
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IN THE UNITED STATES DISTRICT COURT
FOR THE EASTERN DISTRICT OF VIRGINIA
Alexandria Division

GULET MOHAMED,

Plaintiff,
\2 No. 1:11-¢v-50 (AJT/TRI)
ERIC H. HOLDER, JR., et al.,

Defendants.

MEMORANDUM OPINION

Plaintiff Gulet Mohamed has filed a three-count Third Amended Complaint based on his
alleged placement on the No Fly List compiled by Defendant Terrorist Screening Center (the
“TSC”). In Count I, Mohamed alleges that his constitutional right of reentry into the United
States has been, and continues to be, infringed by his placement on the No Fly List. In Count II,
Mchamed appeals, under the Administrative Procedure Act (“APA™), the TSC’s decision to
place him on the No Fly List, contending that the TSC’s decision was arbitrary and capricious
and contrary to law. In Count III; Mohamed alleges that he has been denied procedural due
process in connection with his placement on the No Fly List, This matter is before the Court on
Defendants’ Motion to Dismiss Plaintiff’s Third Amended Complaint [Doc. No. 58]. For the
reasons set forth below, the Court concludes that, as applied to American citizens, the No Fly

List raises substantial constitutional issues, and that the plaintiff has alleged facts sufficient to

make plausible certain of his constitutional claims. The Motion will therefore be GRANTED in

part and DENIED in part.

PLAINTIFF'S
EXHIBIT

o
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I. BACKGROUND

A. Procedural History

On January 18, 2011, Mohamed filed this action against Eric H. Holder, Jr., in his official
capacity as Attorney General of the United States, Robert 8. Mueller, 111, in his official capacity
as Director of the Federal Bureau of Investigation (“FBI”), and Timothy J. Healy, in his official
capacity as Director of the TSC (collectively, the “Official Capacity Defendants™). Mohamed
claims the Official Capacity I)efendants violated his constitutional rights by placing him on the
“No Fly List,” the federal government’s list of individuals on its terrorist watchlist who are
prohibited from boarding commercial flights originating from or bound for destinations within
the United States, and by preventing him from returning from Kuwait to the United States.
Accompanying Mobamed’s complaint was an application for emergency relief with respect to
his alleged inability to return to the United States from Kuwait because of his placement on the
No Fly List. After an initial hearing held on January 18, 2011, Mohamed’s application for
emergencjr relief became moot when he was permitted to return to the United States on January
21,2011.

On May 20, 2011, Mohamed amended his complaint to add as defendants in their
individual capacities “Unknown Agents,” who he alleged tortured him in Kuwait, and “Unknown
TSC Agents,” who he alleged placed him on the No Fly List while he was abroad. In response,
the defendants filed a motion to dismiss [Doc. No, 22], which the Court granted in part and
denied in part on August 26, 2011 [Doc. Nos. 31-32]. In that Order, the Court dismissed those of
Mohamed’s claims against the Official Capacity Defendants that were based solely on his
alleged inclusion in the Terrorist Screening Database (“TSDB") and on the No Fly List and

transferred his remaining claims against the Official Capacity Defendants, as well as his claims
2
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against the Unknown TSC agents, to the Court of Appeals for the Fourth Circuit pursuant to 49
U.S.C. § 46110, which gives the Courts of Appeals exclusive jurisdiction over challenges to
certain orders of the Transportation Security Administration (“TSA™).! This Court retained
jurisdiction over the remaining claims aga‘inst the Unknown Agent Defendants. However,
Mohamed failed to timely identify, join and serve those defendants and, on March 2, 2012, the
Court dismissed the case as to those defendants pursuant to Fed. R. Civ. P. 4(m).

On May 28, 2013, the Court of Appeals entered an order vacating that portion of this
Court’s Order dated August 26, 2011 that transferred certain claims to it and remanding the case
to this Court for further proceedings, having concluded that it lacked exclusive jurisdiction over
Mohamed’s claims pursuant to 49 U.S.C. § 46110. On August 29, 2013, Mohamed filed his
Third Amended Complaint, which the defendants moved to dismiss on September 27, 2013. The
Court held a hearing on the Motion to Dismiss on November 15, 2013, at which time it took the

matter under advisement,

149 U.S.C. § 46110 provides in pertinent part:
(a). .. [A] person disclosing a substantial interest in an order issued by the Secretary of
Transportation . ., may apply for review of the order by filing a petition for review in the
United States Court of Appeals for the District of Columbia Circuit or in the court of
appeals of the United States for the circuit in which the person resides or has its principal
place of business. . . .
(b) .. . When a petition is filed under subsection (a) of this section, the clerk of the court
immediately shall send a copy of the petition to the Secretary, Under Secretary, or
Administrator, as appropriate . . . .
(¢) ... When the petition is sent to the Secretary, Under Secretary, or Administrator, the
court has exclusive jurisdiction to affirm, amend, modify, or set aside any part of the
order and may order the Secretary, Under Secretary, or Administrator to conduct further
proceedings.
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B. Factual Allegations

Briefly summarized, Mohamed alleges the following facts:

Mohamed, age 21, is a United States citizen and a resident of Alexandria, Virginia. Third
Amend. Compl. § 7. In March 2009, he “temporarily left the United States to learn Arabic and
connect with members of his family living abroad.” /d, § 37. Mohamed first studied Arabic for
a few weeks in Yemen, but left “out of concern for his safety given the instability of the country”
and traveled to Somalia, where he stayed with relatives for several months. Jd. Around August
2009, Mohamed moved to Kuwait .to continue his Arabic studies and stayed with an uncle. /d.
Mohamed entered each country lawfully and maintained his lawful status during his travels
abroad. /d.

On December 20, 2010, after having twice renewed his Kuwaiti visitor’s visa without
incident, Mohamed went to again renew his visa at an airport in Kuwait. d 39, While he was
at the airport, “two men in civilian clothes approached Mr. Mohamed, handcuffed him,
blindfolded him, escorted him to a waiting SUV, and drove him to an undisclosed location
approximately fifteen minutes from the airport.” Id. 9 40. Mohamed was held at that location
for more than a week and “was repeatedly beaten and tortured by his interrogators,” one of

whom spoke “perfect American English,” J4, 19 40-42.3

2 The statements in this section are based on the allegations of the Third Amended Complaint,
the declarations filed by the defendants with respect to the No Fly List and related programs, and
those facts that currently appear undisputed based on the briefing pertaining to the Motion to
Dismiss. The Court provides this statement of relevant facts solely for the purpose of ruling on
the Motion to Dismiss. The Court also incorporates by reference its Memorandum Opinion dated
Aungust 26, 2011 [Doc. No. 31], which describes in detail the tactual background of this case as
well as the challenged government programs and procedures.

* Mohamed alleges the following details concerning his treatment while in detention:
4
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On December 28, 2010, Mohamed’s interrogators transferred him to a deportation
facility, from which he was able to make contact with his family in the United States and retain a
lawyer in the United States, Jd. 7 44-45. Kuwaiti officials told Mohamed’s family that he was
being held at the behest of the United States government. Jd ¥ 46. Further, the Kuwaiti officials
attempted to deport Mohamed but were unable to do so because the United States had placed him
on the No Fly List. Id While at the deportation facility, Mohamed received two visits from FBI
agents, on December 28, 2010 and January 12, 2011. Id {1 47-48. During those visits, the FBI
agents told him that “they could expeditiously procure his release from detention if Mr.
Mohamed spoke to them,” and that “he would remain in detention indefinitely if he did not speak
to them.” Id. §47. The agents questioned Mohamed for hours, even after he repeatedly asked
them to stop, and they threatened future interrogations and criminal charges. /d. 148, On
January 16, 2011, Mohamed’s family purchased a ticket for him to return to the United States at
the suggestion of Kuwaiti officials, who delivered the ticket to Mohamed and transported him to
the airport, where he was denied boarding.* Jd. 9 49.

On January 18, 2011, Mohamed, through his American lawyer, filed this action, together

with a request for emergency relief to obtain Mohamed’s return to the United States. The Court

Mr, Mohamed’s interrogators struck him in the face with their hands regularly and in Mr.
Mohamed’s estimate more than a hundred times. The interrogators whipped his feet and
other parts of his body with sticks. Mr. Mohamed was forced by his interrogators to
stand for prolonged periods of time. At one point, the interrogators threatened to run
currents of electricity through Mr. Mohamed’s genitals. In another instance, Mr.
Mohamed’s arms were tied to a ceiling beam and left in that position until he lost

consciousness . . .. Mr. Mohamed remained blindfolded and handcuffed most of the
time.

Third Amend. Compl. 1 40-41.

4 Based on the other facts alleged, the Third Amended Complaint’s listing of the date as January
16, 2010 is clearly an error.
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held a hearing on the emergency request that same day but continued the hearing to January 20,
2011 at the defendants’ request and based on their representations concerning their efforts to
place Mohamed on a flight back to the United States. On January 20, 2011, the defendants
advised the Court that arrangements had been made for Mohamed to return to the United States
that day, and on January 21, 2011, Mohamed arrived in the United States by commercial airliner
without escort or restraints and without incident. See id. 9§ 50. Since his arrival in the United
States, Mohamed has not been criminally charged or otherwise detained.

Mohamed alleges that the FBI “does not limit its nominations [for inclusion on its
terrorist watchlist] to persons it believes pose a threat to commercial aircraft . . . [but] also
nominates individuals it considers as a broader threat to domestic or international security.” Id,
22, Further, Mohamed alleges that “Defendants placed Mr. Mohamed on its No Fly List while
he was abroad in order to pressure him to forgo his right to counsel, submit to invasive
questioning, and become an informant for the FBI upon returning to the United States.” Id. 2.
Finally, Mohamed alleges that this improper use of the No Fly List extends beyond his own
experience and that the FBI has repeatedly used the No Fly List “not just to protect commercial
aircraft, but rather to coerce a specific subset of Americans—Muslim citizens—to forgo their
rights, obstruct their ability to move freely, and otherwise give Defendants’ agents leverage over
listed persons.” Id. § 3.

Mohamed claims that his placement on the No Fly List constitutes: (1) a violation of his
right as a U.S. citizen to reside in the United States and reenter it from abroad (Count I); (2)
unlawful agency action that violates his Fourteenth Amendment right to return to the United
States and his Fifth Amendment liberty interests “in traveling by air and being free from false

governmental stigmatization as a terrorist” (Count II); and (3) a violation of his right to
' 6
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procedural due process, including his right to pre- or post-deprivation notice and a hearing

(Count III).

C. The Terrorist Sereening Center and Terrorist Screening Database

Following the attacks of September 11, 2001, Congress and the President mandated that
federal executive departments and agencies share terrorism information with those in the
counterterrorism community responsible for national security. Pichota Decl., §4.° Specifically,
Congress directed that the TSA, “in consultation with other appropriate Federal agencies and air
carriers, establish policies and procedures requiring air carriers (A) to use information from
government agencies to identify individuals on passenger lists who may be a threat to civil
aviation or national security; and (B) if such an individual is identified, notify appropriate law
enforcement agencies, prevent the individual from boarding an aircraft, or take other appropriate
action with respect to that individual.” 49 U.S.C. § 114(h)(3).

On September 16, 2003, through Homeland Security Presidential Directive (“HSPD”)-6,
President Bush sought to consolidate the government’s approach to terrorist prevention activities.

Toward that end, the Attorney General, pursuant to HSPD-6, established the TSC as a multi-

% In support of their Motion to Dismiss, the defendants have submitted the declarations of Mark
Giuliano, Laura Lynch, and Christopher Piehota, which speak to the specific programs, agencies
and other matters referenced and alleged in the Third Amended Complaint. The Court has
considered these declarations in connection with the defendants’ jurisdictional challenges based
on lack of standing, ripeness and exhaustion of remedies as well as their motion to dismiss the
Third Amended Complaint on the grounds that it fails to state claims as a matter of law. See
Velasco v. Gov't of Indonesia, 370 ¥.3d 392, 398 (4th Cir, 2004) (matters outside the pleadings
may be considered in connection with jurisdictional challenges); see also Katyle v. Penn Nat.
Gaming, Inc., 637 F.3d 462, 466 (4th Cir. 2011) (on a motion to dismiss, the court may consider
documents referenced by the complaint and matters of which it may take judicial notice).

7
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agency center for coordinating information pertaining to terrorist activity.t Jd. 2. HSPD-6 also
directed the creation of the Terrorist Screening Database (“TSDB™) as the government’s
consolidated terrorist watchlist maintained by the TSC. /d. 6. In creating the TSDB, the
government consolidated as many as twelve preexisting watchlists, including the No Fly List.
Id 19567

The TSC determines whether to place individuals in the TSDB based on “nominations”
received from the National Counterterrorism Center (“NCTC”) and the FBI. Jd 47 8-10. The
T8C places a nominated individual in the TSDB if the nomination is supported by “minimum
substantive derogatory criteria.” Jd 4 10. Whether an individual satisfies the substantive
derogatory criteria necessary to be placed in the TSDB is “generally based on whether there is
reasonable suspicion to believe that a person is a known or suspected terrorist.” /d. §12. In
order to meet this standard, “the nominator, based on the totality of the circumstances, must rely
upon ‘articulable’ intelligence or information which, taken together with rational inferences from
those facts, creates a reasonable suspicion that the individual is a known or suspected terrorist.”®
Id. By contrast, “[m]ere guesses or ‘hunches,’ or the reporting of suspicious activity alone are

not enough to constitute a reasonable suspicion and are not sufficient bases to watchlist an

¢ The TSC receives support from, infer alia, the Department of Justice, the Department of
Homeland Security, the Department of State, and the Office of the Director of National
Intelligence, and is staffed by officials from those agencies and also the FBJ, the TSA, and U.S.
Customs and Border Protection. Piehota Decl., 9 2.

7 The No Fly List was originally maintained by the TSA, which was formerly within the
Department of Transportation and is now part of Department of Homeland Security. Pichota
Decl,, 5.

¥ The TSDB itself does not contain any “derogatory intelligence information” but is limited to
“sensitive but unclassified terrorist identity information consisting of biographic identifying
information such as name or date of birth or biometric information such as photographs, iris
scans, and fingerprints.” Piehota Decl., § 6.

8
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individual.” /d Likewise, “nominations must not be solely based on race, ethnicity, national
origin, religious afﬁiiation, or First Amendment protected activities.” Id. “TSC personnel”
make the decision of whether to place an individual in the TSDB, and “TSA employees assigned
to and stationed at the TSC serve as subject matter experts regarding those individuals nominated
to the No Fly and Selectee Lists.,” Id §{ 11-13.

The No Fly List is a subset of individuals included in the TSDB and is defined by the
Department of Homeland Security (“DHS™) as “a list of individuals who are prohibited from
boarding an aircraft.” Id. §| 16. The Selectee List, another subset of the TSDB, is “a list of
individuals who must undergo additional security screening before being permitted to board an
aircraft.” Id. In order for the TSC to place an individual on the No Fly or Selectee List, his
nomination must meet unspecified “additional derogatory requirements” in addition to the
“minimum substantive derogatory criteria” required for placement in the TSDB. Id. 7 10.

Through its Secure Flight Program, the TSA receives information on passengers from
airlines and compares it to information contained in government watchlists, including the No Fly
and Selectee Lists. Lynch Decl., n.1. An airline cannot issue a boarding pass until it receives
permission from the TSA. In addition, “[t]he TSC, through the TSDB, makes terrorist identity
information accessible to various screening agencies and law enforcement entities by the regular
export of updated subsets of TSBD data. For example, the No Fly and Selectee Lists are
available for passenger and employee screening.” Piehota Decl,, § 15.

The TSC and the other agencies involved operate under a directive to maintain
“thorough, accurate, and current information within the TSDB.” Id 9 19. To meet that directive,
“several quality control measures are continuously applied by nominating agencies, the TSC, and

NCTC,” including “periodic reviews and audits to guarantee the integrity of the information
9
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relied upon for the maintenance of TSDB records, and an ongoing responsibility upon the
nominating agencies to notify NCTC and TSC of any changes that could affect the validity or
reliability of that information.” 7d. That review process does not include any disclosure to the
individual involved or any judicial oversight or review before a person is included in the TSDB
or placed on the No Fly List.

Congress has mandated that DHS “shall establish a timely and fair process for individuals
who believe they have been delayed or prohibited from boarding a commercial aircraft because
they were wrongly identified as a threat under the regimes utilized by the Transportation Security
Administration, United States Customs and Border Protection, or any other office or component
of the Department of Homeland Security.” 49 U.S, § 44926(a). DHS is also required to
“establish a procedure to enable airline passengers, who are delayed or prohibited from boarding
a flight because the advanced passenger prescreening system determined that they might pose a
security threat, to appeal such determination and correct information contained in the system.”
49 U.8. 44903(5)(2XC)(iii).

In response to these congressional mandates, the TSA has established a procedure called
DHS Traveler Redress Inquiry Program (“DHS TRIP”), through which the government provides
redress to travelers who have been referred for additional screening or delayed or denied airline
boarding for any reason, including because of their alleged placement on the No Fly List.
Pichota Decl,, 9 26. To initiate the review process, the traveler must first submit a traveler
inquiry form to DHS. Lynch Decl., § 5. When a traveler’s inquiry seems related to the TSDB, it
is referred to the TSC, which determines whether the traveler is an exact match to an individual
listed in the TSDB. Piehota Decl., §29. If there is a match, the TSC works in collaboration with

the agency that nominated the individual to determine whether the individual’s current status is
10
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appropriate. Id 9729-31. After its review, the TSC notifies the TSA, which sends a
determination letter to the traveler. Lynch Decl., ¥ 10. The determination letter does not reveal
whether the individual is, or ever was, on the No Fly List, or the reasons for his status. Piehota
Decl., 132. The DHS TRIP letter advises, however, that the inquiring traveler can seek judicial
review of the TSA’s actions in the United States Court of Appeals pursuant to 49 U.S.C. § 46110
and may also indicate that the traveler can pursue an administrative appeal with the TSA. Lynch
Decl,, §11.

II. ANALYSIS

A. Interests Implicated by the No Fly List, as Applied to American Citizens

It is among the most compelling of governmental duties to protect our country from its
enemies, foreign and domestic. Today, we are at war with those who would, if possible, use a
commercial aircraft as an instrument of mass murder, There can be no doubt that the
government has the right and obligation to identify, investigate and stop those who present such
a threat; and for that purpose, the government must collect and act on intelligence information
concerning possible terrorists, while protecting its sources and methods. It is a task of the
highest national priority, performed by dedicated Americans whose mission is to protect this
country and its citizens. It is because the stakes are so high and the consequences of a lapse in
security so potentially catastrophic that the central issue presented in this case—how to
adequately protect our population from terrorist threats while remaining faithful to the basic
liberties that define the society we seck to preserve—is so difficult, For this reason, the
constitutional issues pertaining to the No Fly List cannot be responsibly addressed without an

informed, fact-based record that allows an assessment of the unavoidable trade-off between

Il
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security and personal liberties and whether the No Fly List, and its associated procedures and
uses, strikes the appropriate balance between the two.

At first blush, it may seem a small intrusion upon the fabric of our freedoms to eliminate
the ability of a relatively small number of American citizens to fly on commercial airlines in
order to avert a possible catastrophic air disaster, such as occurred over Lockerby, Scotland in
1988, or nearly occurred through the efforts of the “Shoe Bomber” in 2001° or the “Christmas
Day bomber” in 2009, particularly if there is a process in place dedicated to limiting that
restriction to those reasonably suspected to be terrorists. See Piehota Decl,, ] 12, We were
recently reminded by the Boston Marathon bombings that there are, indeed, those living among
us who seek to indiscriminately kill on American soil. And the No Fly List is designed to protect
a particularly vulnerable population—those who fly on commercial airlines, See, e.g., United
States v. Hartwell, 436 F.3d 174, 179 (3d Cir. 2606) (“[T)here can be no doubt that preventing
terrorist attacks on airplanes is of paramount importance.”). Extended analysis is not required,
however, to understand that the No Fly List implicates some of our basic freedoms and liberties
as well as the question of whether we will embrace those basic freedoms when it is most
difficult.

The impact on a citizen who cannot use a commercial aircraft is profound. He is

restricted in his practical ability to travel substantial distances within a short period of time, and

® On December 22, 2001, Richard Reid, the “Shoe Bomber,” attempted to detonate explosives
hidden in his shoes during a flight from Paris to Miami. He was sentenced to life in prison.

19 On December 25, 2009, Umar Farouk Abdulmutallab, the “Christmas Day bomber,” attempted
to detonate, in flight, explosives concealed in his underwear, He was convicted of, among other
charges, attempted murder and conspiracy to commit an act of terrorism transcending national
boundaries, and was senienced to life in prison, Mohamed alleges that following this event, the
defendants “dramatically expanded the watch list as a whole and the No Fly List in particular.”
Third Amend. Compl. ¥ 30.

12
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the inability to fly to a significant extent defines the geographical area in which he may live his
life. As a practical matter, an affected person is restricted in his ability to visit family and friends
located in relatively distant areas of the country or abroad, which through flight can be reached
within a matter of hours but would otherwise take days, if not weeks, to access. See Larifv.
Holder, No. 3:10-cv-750, 2013 WL 4592515, at *8 (D. Or. Aug. 28, 2013) (noting that flight is
often the only feasible form of international travel); Ibrahim v. Dep't of Homeland Sec., No, C
06-00545 WHA, 2012 WL 6652362, at *7 (N.D. Cal. Dec. 20, 2012) (same). An inability to
travel by air also restricts one’s ability to associate more generally, and effectively limits
educational, employment and professional opportunities. It is difficult to think of many job
categories of any substance where an inability to fly would not affect the prospects for
employment or advancement; one need only reflect on how an employer would view the
desirability of an employee who could not travel by air. An inability to fly likewise affects the
possibility of recreational and religious travel, given the time periods usually available to people,

particularly those who are employed. !

' The extent to which the No Fly List is “exported” to agencies and entities other than the TSA
is not clear from the present record. However, it does appear that such information has a much
broader distribution than merely to the TSA, extending to other law enforcement and passenger
screening agencies as well as for use in employment screening. See Piehota Decl., § 15 (“The
TSC, through the TSDB, makes terrorist identity information accessible to various screening
agencies and law enforcement entities by the regular export of updated subsets of TSDB data.
For example, the No Fly and Selectee Lists are subsets of TSDB information that are available
for passenger and employee screening,”). The court in Latif observed that the TSC shares
watchlist information with twenty-two foreign governments and that United States Customs and
Boarder Protection makes recommendations to ship captains as to whether a passenger poses a
risk to transportation security. See Latif, 2013 WL 4592515, at *9. This type of distribution, of
course, only compounds the restrictions on travel and other effects placement in the TSDB has
on an American citizen.

13




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 54 of 225
Case 1:11-cv-00050-AJT-TRJ Document 70 Filed 01/22/14 Page 14 of 32 PagelD# 1087

Inclusion on the No Fly List also labels an American citizen a disloyal American who is
capable of, and disposed toward committing, war crimes, and one can easily imagine the broad
range of consequences that might be visited upon such a person if that stigmatizing designation
were known by the general public. In effect, placement on the No Fly List is life defining and
life restricting across a broad range of constitutionally protected activities and aspirations; and a
No Fly List designation transforms a person into a second class citizen, or worse. The issue,
then, is whether and under what circumstances the government should have the ability to impose
such a disability on an American citizen, who should make any such decision, according to what
process, and by what standard of proof.

The War on Terrorism in which the United States is currently engaged is not the first time
the judicial branch has had occasion to consider these national security issues. During the Cold
War, with its threat of unbridled nuclear war, the courts considered the constitutionality of laws
limiting the issuance of passports in order to restrict the travel of American citizens suspected of
subversive, Communist activities that, as reflected in congressional findings,'> were perceived as

raising public safety and national security concerns comparable to those associated with the

2 In support of the Subversive Activities Act of 1950, Congress found that there “exists a world
Communist movement . . . whose purpose it is, by treachery, deceit, infiltration, . . . espionage,
sabotage, terrorisin, and any other means deemed necessary, to establish a communist totalitarian
directorship in the countries throughout the world through the medium of a world-wide
Communist organization.” Aptheker v. Sec'y of State, 378 U.S. 500, 508 n.8 (1964). Congress
further found that the Communist organization in the United States and the world Communist
movement presented a danger to the security of the United States that required legislative action.
With respect to the restrictions of Section 6 of the Act, pertaining to the issuance of passports,
Congress more specifically found that “[d]ue to the nature and scope of the world Communist
movement, with the existence of affiliated constituent elements working toward common
objectives in various countries of the world, travel of Communist members, representatives, and
agents from country to country facilitates communication and is a prerequisite for the carrying on
of activities to further the purposes of the Communist movement.” Id.

14
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threats of terrorism today. In a series of cases, the federal courts, including the United States
Supreme Court, addressed the constitutional limits on the government’s reach over a citizen’s
freedom of movement. For example, in Xent v. D#lles, 357U.S. 116 (1958)," the Supreme
Court considered the right to travel and the protections it enjoyed from restrictions in the name of
national security: |

The right to travel is a part of the ‘liberty’ of which the citizen cannot be deprived
without the due process of law under the Fifth Amendment . ... In Anglo-Saxon law that
right was emerging at least as early as the Magna Carta. Chafee, Three Human Rights in
the Constitution of 1787 (1956), 171-181, 187 ef seq., shows how deeply engrained in our
history this freedom of movement is. Freedom of movement across frontiers in either
direction, and inside frontiers as well, was a part of our heritage. Travel abroad, like
travel within the country, may be necessary for a livelihood. It may be as close to the
heart of the individual as the choice of what he eats, or wears, or reads. Freedom of
movement is basic to our scheme of values, ‘Our nation,” wrote Chaffee, ‘has thrived on
the principle that, outside areas of plainly harmful conduct, every American is left to
shape his own life as he thinks best, do what he pleases, go where he pleases.’

Id. at 125-26 (some citations omitted). Observing that the government has been allowed in times
of war to exclude citizens from their homes and restrict their freedom of movement only upon a
showing of ‘‘the gravest imminent danger to the public safety,” the Kent Court reaffirmed that:

[T]he right of exit [from the United States] is a personal right included within the word
‘liberty” as used in the Fifth Amendment. Ifthat ‘liberty” is to be regulated, it must be
pursuant to the lawmaking functions of the Congress. And if that power is delegated, the
standards must be adequate to pass scrutiny by the accepted tests. Where activities or
enjoyment, hatural and often necessary to the well-being of an American citizen, such as
travel, are involved, we will construe narrowly all delegated powers that curtail or dilute
them.

Id. at 128-29 (internal citations omitted). In summary, the Court emphasized that in dealing with

restrictions on travel, such as those imposed in that case, “[w]e deal with beliefs, with

" In Kent, the Court considered a challenge to regulations promulgated by the Secretary of State
that prohibited the issuance of passports to members of the Communist Party and individuals
engaged in activities in support of the Communist movement. The Court held that the Secretary
of State lacked the authority to promulgate the regulations and therefore did not reach the
question of whether the regulations would be constitutional if authorized.

15
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associations, with ideological matters. We must remember that we are dealing with citizens who
have neither been accused of crimes nor found guilty.” Id at 130.

The Court revisited the constitutionality of statutory restrictions on the right to travel in
Aptheker v. Secretary State, 378 U.S. 500 (1964). There, the Court reviewed the
constitutionality of Section 6 of the Subversive Activities Control Act of 1950, which made it
unlawful for any member of a registered Communist organization with knowledge or notice of
the registration to apply for or use a U.S. passport. The Court recognized that “freedom of travel
is a constitutional liberty closely related to rights of speech and association,” and in declaring
Section 6 unconstitutional, reaffirmed that “a governmental purpose to control or prevent
activities constitutionally subject to state regulation may not be achieved by means which sweep
unnecessarily broadly and thereby invade the area of protected freedoms.” Jd. at 508, 517
(quoting NAACP v. Alabama, 377 U.S. 288, 307 (1964)). The Court recdgnized that the
application of these principles required it to consider the congressional purpose underlying the
restrictions on the right to travel:

The Government emphasizes that the legislation in question flows, as the statute itself

declares, from the congressional desire to protect our national security. That Congress

under the Constitution has power to safeguard our Nation’s security is obvious and

unarguable. As we said in [Kennedy v. Mendoza-Martinez, 372 U.S. 144, 159-60

(1963)], ‘while the Constitution protects against invasions of individual rights, it is not a

suicide pact.” At the same time the Constitution requires that the powers of government

must be so exercised as not, in attaining a permissible end, unduly to infringe a

constitutionally protected freedom.

Id. at 509 (some internal citations and quotation marks omitted).
The Court in Aptheker concluded:

[Section 6] sweeps too widely and too indiscriminately across the liberty guaranteed in

the Fifth Amendment. The prohibition against travel is supported only by a tenuous

relationship between the bare fact of organizational membership and the activity

Congress sought to proscribe. The broad and enveloping prohibition indiscriminately
16
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excludes plainly relevant considerations such as the individual’s knowledge, activity,

commitment, and purposes in and places for travel. The section therefore is patently not

a regulation narrowly drawn to prevent the supposed evil, yet here, as elsewhere,

precision must be the touchstone of legislation so affecting basic freedoms.
Id. at 514 (internat quotation marks and citations omitted).

These passport cases did not deal with the limits on governmental authority within the
specific context of airline safety, but rather assessed the extent of that authority based on broader
national security justifications more directly associated with rights of association and freedom of
speech. Nevertheless, when the basic principles discussed in Kent and Aptheker are applied to
the No Fly List, substantial constitutional issues are immediately apparent.

First, the No Fly List, once distributed, clearly infringes upon a citizen’s right to travel;
and the Court cannot conclude based on the present record that there are no means less restrictive
than an unqualified flight ban to adequately assure flight security, such as comprehensive pre-
flight screening and searches. Second, the current record is inadequate to explain why judicial
involvement before a person is placed on the No Fly List is either unnecessary or impractical,
other than perhaps within the context of an emergency based on a specific, imminent threat that
requires immediate action. Nor does the record conclusively establish that there cannot be any
opportunity, either before or after an American citizen is placed on the No Fly List, to know of or
challenge any of the information used to list him, even where such information could be
summarized in a way that does not compromise sources or methods.

Third, substantial issues exist concerning the standards used, or required to be used, to
determine whether an American citizen can be banned from flying. The process of nomination
to the No Fly List is based on a suspected level of future dangerousness that is not necessarily

related to any unlawful conduct. In that connection, the TSC’s currently applied standard for
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inclusion is “satisfaction of a certain substantive derogatory criteria establishing that the
individual may be a known or suspected terrorist.” Piehota Decl., § 12. And “[w]hether the
individual satisfies the substantive derogatory criteria is generally based on whether there is
reasonable suspicion to believe that a person is a known or suspected terrorist.” Id. While
determining whether a person is a “known terrorist” appears to be straightforward and based on
certain formal actions taken within the criminal justice system,'* whether a person is a
“suspected terrorist” appears to be based to a large extent on subjective judgments. As the
defendants explain, “[a] suspected terrorist is an individual who is reasonably suspected to be, or
have been, engaged in conduct constituting, in preparation for, in aid of, or related to terrorism
and terrorist activities based on articulable and reasonable suspicion.” Pichota Decl., n.5
(emphasis added). In other words, an American citizen can find himself labeled a suspected
terrorist because of a “reasonable suspicion” based on a “reasonable suspicion.”

What constitutes conduct sufficiently “related to” or “in aid of” terrorism is not
explained, but it is not difficult to imagine completely innocent conduct serving as the starting
point for a string of subjective, speculative inferences that result in a person’s inclusion on the
No Fly List. For example, is the academic study of terrorism or the investigative reporting of
terrorist activities “related to terrorism and terrorist activities”? Is providing financial support to
a charitable organization enough, even without knowledge that some of the organization’s
activities are “in aid of . . . terrorist activities”? Is it enough to be a member of a lawfully

operating social or religious organization whose membership may include other persons

" “A known terrorist is an individual who has been convicted of, [or is] currently charged with,
or under indictment for a crime related to terrorism in a U.S. or foreign court of competent
jurisdiction.” Piehota Decl., n.4.

18




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 59 of 225
Case 1:11-cv-00050-AJT-TRJ Document 70 Filed 01/22/14 Page 19 of 32 PagelD# 1092

suspected of terrorism? Is studying Arabic abroad, as Mohamed concedes he did, conduct “in
preparation for . . . terrorist activities™? A showing of past or ongoing unlawful conduct does not
seetn to be required, and the level of proof required for inclusion on the No Fly List appears to be
far less than that required to obtain such law enforcement tools as a search or arrest warrant or a
thirty-day wiretap. See U.S. Const. amend. IV; 50 U.S.C. § 1805(a)(2). But the Court has little,
if any, ability to articulate what information is viewed by the TSC as sufficiently “derogatory”
beyond the labels it has provided the Court.'®

In sum, the No Fly List assumes that there are some American citizens who are simply
too dangerous to be permitted to fly, no matter the level of pre-flight screening or on-flight
surveillance and restraint, even though those citizens cannot legally be arrested, detained, or
otherwise restricted in their movements or conduct. The No Fly List also assumes that in order
to achieve its intended purpose, it must be compiled and distributed without any judicial review
or involvement and without any opporfunity for the citizen to learn of or contest the accuracy of
any information used to justify his inclusion on the list. Specifically at issue in this case is
whether, given the substantial liberty interest in freedom of movement possessed by every
citizen, the No Fly List, as applied to American citizens, comports with the requirements of

substantive and procedural due process.

' The TSC assures the Court that it does not engage in invidious discrimination “based on race,
ethnicity, national origin, religious affiliation, or First Amendment protected activities.” Pichota
Decl., § 12. Those assurances, however, do not rule out the possibility, if not probability, that
determinations may be bound up with beliefs, personal associations, or activities that are
perceived as threatening but are perfectly lawful in themselves, and may indeed be
constitutionally protected.
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B. Plaintiff’s Claims and Defendants’ Objections

The defendants seek dismissal of Mohamed’s claims on both procedural and substantive
grounds. First, they argue that Mohamed’s claims must be dismissed because he failed to
exhaust the available administrative remedies, he lacks standing, and his claims are not ripe for
adjudication. Substantively, the defendants contend that: 1) Mohamed has failed to allege a
violation of his right to reside in or reenter the United States, and that such a claim is in any
event moot; 2) the available administrative remedies satisfy Mohamed’s procedural due process
rights; and 3) Mohamed’s APA claim fails for the same reasons as his other claims and because
he makes no allegations supporting a claim of arbitrary and capricious agency action. The Court
will address these arguments in turn.

(1) Exhaustion, Standing, and Ripeness

The defendants seek dismissal of Mohamed’s claims on the ground that he has not
presented his claims to the TSA through DHS TRIP and has therefore failed to exhaust
administrative remedies. The defendants do not contend that the relevant statutes or regulations
require exhaustion, but rather that the Court should require Mohamed to utilize DHS TRIP as a
matter of prudence because that process could provide him with some of the relief he seeks and
because the Court would be in a better position to review Mohamed’s claims after the
completion of that process. In a related vein, the defendants contend that Mohamed’s
constitutional claims are too “hypothetical” to satisfy the requirements of standing and ripeness.

“Where Congress specifically mandates, exhaustion is required.” McCarthy v. Madigan,
503 U.S. 140, 144 (1992), superseded by statute on other grounds. Where exhaustion is not
congressionally mandated, on the other hand, “sound judicial discretion” generally governs. Id.

The Supreme Court has held, however, that a federal court cannot require a plaintiff to exhaust
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administrative remedies before seeking judicial review of a final agency action under the APA
where neither the relevant statute nor an agency rule imposes such a requirement. Darby v.
Cisneros, 509 U.S. 137 (1993).

For non-APA claims, “federal courts must balance the interest of the individual in
retaining prompt access to a federal judicial forum against countervailing institutional interests
favoring exhaustion.” McCarthy, 503 U.S. at 146. In that regard, requiring administrative
exhaustion allows the agency to “correct its own mistakes with respect to programs it administers
before it is haled into federal court” and helps to avoid piecemeal appeals. Jd. at 145-46. Thus,
considerations of efficiency and agency expertise may weigh in favor of requiring exhaustion.
See Guerra v. Scruggs, 942 F.2d 270, 277 (4th Cir, 1991).

Balancing these conflicting considerations, the Fourth Circuit has recognized that
exhaustion should not be required where: (1) exhaustion would be futile; (2) the available
administrative remedies would be insufficient; (3) the dispute is a matter of statutory
construction; (4) compelling the use of administrative procedures would cause irreparable injury;
or (5) requiring exhaustion would leave an administrative decision unreviewed. See Darby v.
Kemp, 957 F.2d 145, 147 (4th Cir. 1992), overruled on other grounds, Darby v. Cisneros, 509
U.S. 137 (1993); McDonald v. Centra, Inc., 946 F.2d 1059, 1063 (4th Cir, 1991). Because
administrative remedies are almost always inadequate to address procedural due process
challenges to those remedies, such challenges are particularly immune from administrative
exhaustion requirements. See Bangura v. Hansen, 434 F.3d 487, 494 (6th Cir. 2006)
(“Exhaustion of administrative remedies may not be required in cases of non-frivolous
constitutional challenges to an aggncy’s procedures.”); see also Gibson v. Berryhill, 411 U.S.

564, 575 (1973) (holding that appellee was not required to exhaust state administrative remedies
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where “the question of the adequacy of the administrative remedy . . . was for all practical
purposes identical with the merits of appellees’ lawsuit™); Kreschollek v. S. Stevedoring Co., 78
F.3d 868, 875 (3d Cir. 1996) (holding that exhaustion of administrative remedies under the
Longshore and Harbor Workers® Compensation Act was not required where the administrative
process was inadequate to address the Longshoreman’s claim that the Act unconstitutionally
deprived him of a hearing prior to the deprivation of benefits).

The Court concludes that it would be inappropriate to require exhaustion in this case.
First, as the defendants acknowledge, Congress has not mandated exhaustion of the DHS TRIP
process with respect to Mohamed’s claims, and there are no regulations regarding DHS TRIP
that mandate exbaustion. See 49 U.S.C. §§ 44903(5)(2) & 44926(a) (directing DHS to create a
redress program without requiring that travelers take advantage of it). It would therefore appear
that the Court could not, under the holding in Dardy v, Cisneros, require Mohamed to exhaust
the DHS TRIP process before proceeding with his APA appeal in Count II. To require
exhaustion with respect to Mohamed’s other claims, then, would essentially bifurcate
substantially related, if not common, claims and create, rather than avoid, piecemeal litigation.

Second, it is difficult to see how exhaustion of DHS TRIP would significantly assist the
Court in adjudicating or resolving Mohamed’s claims. Mohamed would not have access to any
information the government used to place him on the No Fly List, and once the government
completed the review, he would receive only a leiter indicating that the review process was
complete. He would not receive any substantive information as to whether he was, or ever had
been, on the No Fly List, or the grounds for his potential inclusion on the list. For these reasons,
Mechamed would not have any opportunity to respond to the information used by the government

to place him on the No Fly List; and it is not even clear whether he would have any meaningful
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opportunity to submit and have considered information that might negate any “derogatory
information” possessed by the government, even without access to the government’s reasons for
his inclusion on the No Fly List.

Moreover, DHS TRIP would not provide Mohamed with any opportunity to present and
have considered his constitutional claims. That process addresses only whether a traveler who
has submitted an inquiry is in fact the individual listed in the TSDB, and if so, whether there is
sufficient information to support the listing. As a result, at the end of the DHS TRIP process,
even were the TSC to voluntarily remove Mohamed from the No Fly List, the alleged underlying
constitutional infirmities that allowed his name to be included on the list and distributed to
airlines would remain in place, unreviewed and with no assurances that Mohamed would not
suffer the same alleged injury in the future.'® In other words, the administrative process that the
defendants want exhausted would not address Mohamed’s constitutional claims.

Finally, the Court has no expectation that the DHS TRIP process would create a record

more helpful than the one that already exists.!” According to the government, if Mohamed is on

'$ As mentioned above, the letters sent by the TSA at the conclusion of the review process
indicate that review is available pursuant to 49 U.S.C. § 46110, which provides for review of
TSA orders in the Courts of Appeals. The defendants have represented to the Court that, should
Mohamed choose to appeal after completing the DHS TRIP process, they would provide to the
Court of Appeals an “administrative record” that the Court could review in camera. In reversing
this Court’s August 2011 Order, however, the Court of Appeals reasoned that it lacked exclusive
jurisdiction under 49 U.S.C. § 46110 because “resolving substantive and procedural due process
challenges to an individual’s inclusion on the No-fly list necessarily requires scrutiny of both the
TSC’s and the TSA’s actions,” and the Court would be unable to “directly review the TSC’s
actions, direct the agency to develop necessary facts or evidence, or compel its compliance with
any remedy [the court] might fashion.” Slip op. at 5-6. Those same considerations would apply
were Mohamed to appeal after completion of the DHS TRIP process, indicating that such an
appeal would not provide adequate review of Mohamed’s constitutional claims.

"7 In Shearson v. Holder, 725 F.3d 588, 593-95 (6th Cir. 2013), relied upon heavily by the
defendants, the Sixth Circuit held that the plaintiff, who alleged she was detained at the United
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the No Fly List, there already exists for the Court’s review an administrative file containing the
“derogatory information™ the TSC relied upon in placing him on the list. See Pichota Decl., 9.
There is also no reason to think that the DHS TRIP process would develop any of the additional
factual record relevant for the purposes of Mohamed’s constitutional claims, given the limited
scope of the issues addressed in DHS TRIP,'®

As for standing, Mohamed’s alleged constitutional injuries constitute an “injury in fact”
that is actual, concrete and particularized, and traceable to the defendants, who are alleged to be
responsible for placing him on the No Fly List and distributing it to the TSA.!® Further, the relief

Mohamed seeks, including removal from the No Fly List, would redress his alleged injury.®® As

States boarder due to her inclusion in the TSDB, could not pursue her procedural due process
claim before seeking relief through DHS TRIP. The court in Shearson reasoned that it was
appropriate to require exhaustion because the plaintiff might be removed from the TSDB and
because the review process would “create a record that may be reviewed by a judge in camera.”
Id. at 595. Based on the particular facts and circumstances of this case, the Court finds that
neither possibility justifies requiring exhaustion in this case.

'8 Also militating against exhaustion in this case is Mohamed”’s interest in a prompt adjudication
of his claims, first filed more than two years ago, and the lack of any time requirement for the
government to complete the DHS TRIP process, coupled with the defendants’ inability to
provide to the Court any actual estimate of how long that process would take. See Coit Indep.
Joint Venture v. Fed. Sav. & Loan Ins. Corp., 489 U.S. 561, 586-87 (1989) (holding that
available administrative remedy was inadequate, and therefore declining to require exhaustion,
where administrative agency was not required to render a decision within a reasonable time
limit).

' To establish standing, a plaintiff must show that: (1) he has suffered an injury in fact that is
“concrete and particularized” and “actual or imminent”; (2) the injury is “fairly ... trace[able] to
the challenged action of the defendant”; and (3} it is “likely, as opposed to merely speculative,
that the injury will be redressed by a favorable decision.” Lujan v. Defenders of Wildlife, 504
U.S. 555, 560-61 (1992) (internal quotation marks omitted).

20 The defendants contend that Mohamed lacks standing because he “cannot be allowed to

invoke the jurisdiction of this Court by refusing to avail himself of an existing administrative

process that may address his alleged harm.” Defendants’ Memorandum in Support of Motion to

Dismiss Plaintiff’s Third Amended Complaint (hereinafter “Memorandum in Support™) at 13.
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to ripeness, there is nothing “hypothetical” about Mohamed’s claims, which attack the
constitutionality of the No Fly List>' The DHS TRIP process is already established, and
Mohamed’s participation in the process would not provide the Court with more information
about how the process works than the Court already possesses or could be presented at trial. In
the end, the defendants’ standing and ripeness challenges are bound up with their exhaustion
position and fail for essentially the same reasons. Thus, the Court concludes that Mohamed has
standing and his claims are ripe.
(2) Defendants’ Contention that Plaintiff Fails to State a Claim
a. Count I: Citizen’s Right to Reenter the United States

In Count I, styled “Violation of U.S. Citizen’s Ripht to Reside in United States and to
Reenter the United States from Abroad,” Mohamed alleges that, “[b]y placing [him] on the No
Fly List while he was abroad, Defendants Unknown TSC Agents prevented [him] from boarding
an aircraft to return to the United States, even though no other means existed by which he may

return to the United States, thus violating [his] constitutional rights.” Third Amend. Compl. §

Baut the cases the defendants cite in support of this position are inapposite, and simply restrict
plaintiffs who have failed to take advantage of an available process that “appears to provide due
process” from “us[ing] the federal courts as a means to get back what [they] want,” Wilson v,
MVM, Inc., 475 F.3d 166, 176 (3d Cir. 2007) (internal quotation marks omitted). Here,
Mohamed does not seek to bypass ostensibly adequate procedural remedies; rather, he challenges
the constitutionality of those remedies, which, by the defendants’ own description, do not allow
him to raise and have considered his constitutional challenges.

%! The “basic rationale” of the ripeness doctrine is “to prevent the courts, through avoidance of
premature adjudication, from entangling themselves in abstract disagreements,” Ostergren v.
Cuccinelli, 615 F.3d 263, 288 (4th Cir. 2010) (quoting Abbott Labs. v. Gardner, 387 U.S. 136,
148 (1967)). The court assesses ripeness by “balanc[ing] the fitness of the issues for judicial
decision with the hardship to the parties of withholding court consideration.” Id. (quoting Miller
v. Brown, 462 F.3d 312, 319 (4th Cir. 2006)). The defendants argue that, without requiring
Mohamed to submit to the DHS TRIP process, “the Court would be ruling on the hypothetical
deficiencies of a process that the Plaintiff has not tested and would be without the benefit of the
agency’s expert assessment.” Memorandum in Support at 13,
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56. Further, Mohamed alleges that, by maintaining him on the No Fly List, the defendants have
“substantially burdened his fundamental right to return to the United States in the immediate
future.” Id. 9 57. Count I is, in essence, a substantive due process claim.

Substantive due process “provides heightened protection against government interference
with certain fundamental rights and liberty interests.” Washington v. Glucksberg, 521 U.8. 702,
719 (1997). Those protected rights and interests include those that “are, objectively, deeply
rooted in this Nation's history and tradition, and implicit in the concept of ordered liberty, such
that neither liberty nor justice would exist if they were sacrificed.” Id. at 720-21 (internal
quotation marks and citations omitted). In contrast to the procedural component of the Due
Process Clause, substantive due process “protects individual liberty against certain government
actions regardless of the fairness of the procedures used to implement them.” Collins v. City of
Harker Heights, 503 U.S. 115, 125 (1992) (internal quotation marks omitted).

The defendants do not contest that a United States citizen has a right 1o reenter the United
States. They contend, however, that Count I must fail because the right of reentry attaches only
once a citizen presents himself at a U.S. port of entry and does not extend to restrictions that may
prevent or impede his ability to reach a U.S, port of entry. Based on this position, the defendants
contend that, as a matter of law, based on his allegations, Mohamed has never been denied
reentry to the United States, and that, even if he is on the No Fly List, Mohamed will not in the
future be denied reentry once he presents himself at the border,

The Court concludes that a U.S. citizen’s right to reenter the United States entails more
than simply the right to step over the border after having arrived there. See, e.g., Newton v. INS,
736 F.2d 336, 343 (6th Cir. 1984) (noting that citizens “have the right to refurn to this country at

any time of their liking” (emphasis added)). At some point, governmental actions taken to
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prevent or impede a citizen from reaching the boarder infringe upon the citizen’s right to reenter
the United States, The issue is whether the defendants’ conduct has in .the past or will in the
future cross over into an unconstitutional burden on that right of reentry.

Mohamed invokes his right of reentry with respect to both his initial unsuccessful attempt
to return to the United States from Kuwait in January 2011 and also with respect to his plans to
travel abroad for religious purposes and to visit his family. As to his claim of past constitutional
injury, the Court concludes that Mohamed has failed to allege facts that make plausible his claim
that his constitutional right of reentry was violated when he was prevented from boarding a plane
from Kuwait to the United States on January 16, 2011 because of his placement on the No Fly
List. Mohamed’s own allegations establish that, although he was denied boarding on that flight,
he was able to board a flight on January 20, 2011 and reenter the United States without incident
on January 21, 2011, Even accepting as true Mohamed’s allegations—including that the
government improperly placed him on the No Fly List and prevented him from boarding the
January 16th flight—the four to five-day delay that Mohamed experienced in his ability to
reenter the United States did not unduly burden his right of reentry and therefore, as a matter of
law, did not constitute a constitutional deprivation.

Broader, however, are Mohamed’s allegations of present and future harms arising from
his inability to fly. In that regai'd, Mohamed alleges that, even though the defendants permitted
his return in January 2011, his continued inclusion on the No Fly List presumptively prevents
him from departing the United States to travel abroad for a religious pilgrimage and to visit
family members, and, were he able to leave the United States, from returning to the country
through any practical means. Thus, Mohamed complains of a violation of his right to exit and

return based on the burden placed on his right to international travel, which, as discussed above,
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is “an important aspect of the citizen's ‘liberty’ guaranteed in the Due Process Clause of the Fifth
Amendment.” Aptheker, 378 U.S. at 505 (quoting Kent, 357 U.S, at 127). Itis true that the right
to international travel is not, like the right to interstate travel, “virtually unqualified,” but rather is
subject to “reasonable governmental regulation.” Haig v. Agee, 453 U.S. 280, 306-307 (1981)
(citation omitted). Nonetheless, “a governmental purpose to control or prevent activities
constitutionally subject to state regulation may not be achieved by means which sweep
unnecessarily broadly and thereby invade the area of protected freedoms.” Aptheker, 378 U.S. at
508 (quoting NAACP v. Alabama, 377 U.S. 288, 307 (1964)). Whether Mohamed’s alleged
disabilities as a result of his alleged inclusion on the No Fly List unconstitutionally burden the
exercise of his right of exit and reentry cannot be decided at this stage as a matter of law.
However, Mohamed’s factual allegations, taken as true, suffice to make plausible his substantive
due process claim.

b. Count III: Procedural Due Process

In Count III, Mohamed alleges that the defendants have failed to provide him with “a
meaningful opportunity to challenge his inclusion on the No Fly List either prior or subsequent
to his placement, depriving him of his liberty interest in (1) being able to return to the United
States, (2) traveling by air like other American citizens, and (3) being free from false
governmental stigmatization as a terrorist.” Third Amend. Compl. §62. The defendants contend
that “the redress process available through DHS TRIP is constitutionally sufficient to address
Plaintiff’s claims, given the limited private interest at issue, the profound government interest in
protecting the security of civil aviation, and the negligible value of additional measures given the

robust internal review of highly sensitive information by experts tasked with protecting national
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security.” Defendants’ Memorandum in Support of Motion to Dismiss Plaintiff’s Third
Amended Complaint at 16,

“The fundamental requirement of due process is the opportunity to be heard at a
meaningful time and in a meaningful manner.” Mathews v, Eldridge, 424 U.S. 319, 333 (1976)
(internal quotation marks omitted). However, “[t]he procedural protections required by the Due
Process Clause must be determined with reference to the rights and interests at stake in the
particular case.” Washington v. Harper, 494 U.S. 210, 229 (1990). In evaluating the sufficiency
of the process the government has provided in a particular case, the Court must consider: (1) “the
private interest that will be affected by the official action™; (2) “the risk of an erroneous
deprivation of such interest through the procedures used, and the probable value, if any, of
additional or substitute procedural safeguards”; and (3) “the Government's interest.” Mathews,
424 U.S. at 335. These factors, when considered within the context of Mohamed’s allegations,
necessarily require an evidentiary record beyond that presented to the Court in connection with
the defendants’ motion to dismiss.

As discussed above, Mohamed alleges a range of protectable interests, including his right

to travel, that have been affected adversely by his alleged inclusion on the No Fly List.??

22 Central to the defendants’ defense of the No Fly List is their contention that there is no
fundamental right to the most convenient form of travel. See Memorandum in Support at 18-19
(citing, e.g., Gilmore v. Gonzales, 435 F.3d 1125, 1136-37 (9th Cir. 2006) (holding that airline
policy requiring identification to fly did not unreasonably burden right to interstate travel);
Miller v. Reed, 176 F.3d 1202, 1205-1206 (9th Cir. 1999) (indicating that there is no
fundamental right to drive); Cramer v. Skinner, 931 F.2d 1020, 1031 (5th Cir. 1991) (“Minor
restrictions on travel simply do not amount to the denial of a fundamental right that can be
upheld only if the Government has a compelling justification.”). As discussed above, the
constitutional issues presented by the No Fly List, as it applies to American citizens, go far
beyond any claimed right to travel by the most convenient means. In any event, in none of the
cases the defendants cite was the plaintiff deprived entirely of the right to travel by air. See
Gilmore, 435 F.3d at 1137 (challenge to identification policy requiring airline passengers to
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Further, the government’s interest in combating terrorism is no doubt substantial. The Court
must then determine whether the No Fly List and the redress procedures provided through DHS
TRIP constitute appropriate means to prevent terrorism directed against air travel while
protecting the liberty interests at stake, By the defendants’ own account, individuals are placed
in the TSDB according to a reasonable suspicion standard and without any judicial involvement.
Nominations to the No Fly List must satisfy “additional derogatory requirements,” Pichota Decl.,
% 10, but it is unclear what these are. Regardless, it does not appear that unlawful conduct,
unlawful speech, or unlawful-association is required.

As the defendants have also acknowledged, an individual placed on the No Fly List does
not receive any notice of his placement on the list, pre-deprivation or otherwise, or the reasons
for his inclusion. Further, an individual’s inclusion on the No Fly List and the dissemination of
that list are accomplished without any judicial involvement or review, and according to a
standard of proof that is far less than that typically required when the deprivation of significant
constitutional liberties are implicated. While the government no doubt has a significant and even
compelling interest, an American citizen placed on the No Fly List has countervailting liberty
interests and is entitled to a meaningful opportunity to challenge that placement. And, while
judicial review of some sort is available pursuvant to 49 U.8.C. § 46110, as discussed above, it is
not at all clear that such review will effectively address the constitutional issues presented by a

citizen’s inclusion on the No Fly List. Finally, the defendants have not made a sufficient

present identification or be subjected to more extensive searches); Cramer, 931 F.2d at 1029-33
(challenge to law that restricted interstate air service from a particular airport); City of Houston v.
FA4, 679 F.2d 1184, 1198 (5th Cir. 1982) (challenge to regulations prohibiting air carriers from

operating nonstop flights between Washington National Airport and any airport more than 1,000
miles away).
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showing at this point that they could not accomplish their objectives using less restrictive means,
such as enhanced screening,.

For these reasons, the Court cannot conclude, as a matter of law, that DHS TRIP provides
sufficient process to defeat Mohamed’s procedural due process claim, and instead must conclude
that Mohamed has alleged facts sufficient to make that claim plausible. In resolving the claim,
the Court must engage in a fact-intensive consideration of the personal liberties involved, the
government’s compelling interest in combating terrorism, the procedures used in connection with
the No Fly List, and the use made of the No Fly List.

¢. Count II: Administrative Procedure Act

In Count IT of his Third Amended Complaint, in addition to reiterating his constitutional
claims, Mohamed alleges that “Defendants’ actions described herein were and are arbitrary,
capricious, an abuse of discretion, otherwise not in accordance with law, and contrary to
constitutional right and should be set aside as unlawful pursuant to 5 U.S.C. § 706.” Third
Amend. Compl, §59. The issues presented in Mohamed’s APA claim essentially conflate with
his constitutional claims. Thus, for the same reasons discussed above the Court concludes that
Mohamed’s factual allegations make plausible his claim that the defendants’ actions were
arbitrary and capricious, an abuse of discretion, or otherwise not in accordance with law.

II. CONCLUSION

For the reasons stated above, the defendants’ Motion to Dismiss will be GRANTED in

part and DENIED in part. The Motion will be granted as to Plaintiff’s claim in Count I of his

Third Amended Complaint that he was denied his constitutional right of reentry in January 2011,

and will otherwise be DENIED.

An appropriate Order will issue.
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CHAPTER 1: WATCHLISTING PROCESS AND PROCEDURES

1.  INTRODUCTION

1.1 A key foundation for TERRORI s1'-related screening is the U.S. Government’s TRRRORIST
watchlisting process managed by the Terrorist Screening Center (TSC). The TSC was
established by the Attorngy General, acting through the Director of the Federal Bureau of
Investigation (FBD), and in coordination with the Secretary of State, the Secretary of
Homeland Security, and the then Divector of Central Intelligence for the Intelligence
Community (IC). The TSC is supported by the National Counterterrorism Center (NCTC),
the Department of State (DOS), the Department of Homeland Security (DHS), the IC, the FBI,
Law Enforcement Agencies, Regulatory Agencies and Diplomatic Bureaus. The TSC has
created and maintaing the Tervorist Sereening Database (TSDB) or Terrorist Watchlist to serve
as the U.S. Government's consolidated watchlist for TERRORISM SCREENING INFORMATION.

1.2 The current TERRORIST watchlisting process supports the 1.S. Government’s efforts to combat
TERRORISM by: (1) consolidating the U.S. Government's Terrorist Watchlist in the TSDB; (2)
helping SCREENERS and intelligence agencies accurately identify individuals on the Terrorist
Watchlist; (3) providing SCREENERS with information to help them respond appropriately
during ENCOUNTERS with KNOWN or SUSPECTED TERRORISTS; and, (4) subsequently collecting
information about the KNOWN or SUSPECTED TERRORIST for use in assessing threats and
conducting investigations.” The collected information may be incorporated into the Terrorist
Identities Datamart Environment {TIDE) and TSDB to ¢nhance the records of KNOWN or
SUSPECTED TERRORISTS and may be made available to the wider walchlisting and screening
communitics. Today, the TSDB also includes information about certain foreign nationals who
are associated with TERRORISM, TERRORIST ACTIVITY, or KNOWN of SUSPECTED TERRORIST(S)
but for whom there is insufficient DEROGATORY INFORMATION to be independently
watchlisted. This may include certain immediate family members of KNOWN or SUSPECTED
TERRORISTS, oF known associates of KNOWN or SUSPECTED TERRORISTS. These additional
categories of records (also known as exceptions to the REASONABLE SUSPICION standard) are
maintgtimd to support immigration and screening activities primarily conducted by DOS and
DIIS.

! See Appendix 1, Definitions for words or pheases appearing in all capitalized letters fhroughout this Watchlisting
Guidance.
1 A SCREBNER is & Deportment or Agency that s authorized to conduct TERRORISM screening to determine if an
individual is & possible match to o KNOWN or SUSPECTED TERRORIST in the TSDB. The term “SCREEMER™ Is used
throughout thia document as a general reference to a government offlcial who compares an individunt's information
with information in tha TSDB to deternine if an individual is in the TSDB, Certain SCREENERS have components
which petform both screening and faw enforcement duties and law enforcement officials who engage in such activitics
may normally describe their targeting or other actions in this context as other than *sereening.” For ease of reference,
government officials who compars an individual’s information with information in the TSDB will be refoired to in the
Guidance as “SCREENERS.” The Internal guidance set forth herein iy not intended to create or con Fer any rights,
?riviiegcs, or benefits in any matter, case, or proceeding. See United States v, Caceres, 440 U.S, 741,

Sea Chapter 3, Section V, infra, for more details. Aside from these limited exceptions, references to the TSDB in this
Watchilsting Guidance denote the TSDB as containing information about KNOWN or SUSPECTED TERRORISTS.
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1.3 This Watchlisting Guidance has been developed to help standardize the watchlisting
community’s nomination and screening processes. It is important to remember, however, that
watchlisting is not an exact science. There are inherent limitations in any primarily name-
based system and analytic judgments may differ regarding whether subjective criteria have
been met. Given these realities, the U.S. Government’s watchlisting process attempts (o
safeguard the American people from a TERRORIST attack while safeguarding privacy, civil
vights and civil liberties.

1.4 Thus, when reasonable minds could disagree on a record, a NOMINATOR will make a
determination in favor of sending the nomination to NCTC for consideration and additional
review. The TSC has the final decision authority regarding watchlisting determinations and
wiil add an individual’s name to the TSDB, consistent with TSC Actions and Processes as
further described in Paragraph 1.56.

II. WATCHLISTING AUTHORITIES

1.5 On September 16, 2003, the President issued Homeland Security Presidentinl Directive 6
(HSPD-6), which directed the Attorney General to “establish an organization to consolidate
the .S, Government’s approach (o TERRORISM SCREENING and provide for the appropriate
and lawful use of TERRORIST INFORMATION in screening processes.™® TERRORIST
INFORMATION was specifically defined to mean “information about individuals known or
appropriately suspected to be or have been engaged in conduct constituting, in preparation for,
in aid of, or refated to TERRORISM.” HSPD-6 also directed the heads of Executive
Departments and Agencies to provide to NCTC on an on-going basis, “all appropriate
TERRORIST INFORMATION in their possession, custody, ot control,” to the extent permitted by
law.

1.6 The intent of HSPD-6 was to consolidate all TERRORISM INFORMATION at the Terrorist Threat
Integration Center (TTIC) - whose functions were assumed by NCT' C? - in a classified
database that would then extract Unelassified, For Official Use Only (U/FOUQ) TERRORIST
IDENTIFIERS for passage (o the new organization created by the Attorney General. Thus,
concurrent with the issuance of HSPD-6, the TSC was established via the Memorandum of
Understanding on the Integration and Use of Screening Information to Protect Against
Terrorism (TSC MO, which was signed by the Attorney General, the Secretaties of State
and Homeland Security, and the Diirector of Central Intelligence (on behalf of the 1C).5

? See Appendix 2, HSPD-6.

* See FN 8, infra.

% See Appendix 3, TSC MOU, see also Appendix 4, Addendumn B to the I5C MOU. 1n 2004, the Secretaries of State,
Treasury, und Defense also became signatories 1o the Memarandum of Understanding between the Infelligence
Connmunity, Fedeval Ly Enforcement Agencies, and the Depariment of Homeland Security Concerning Information
Sharing, dated March 4, 2003 (Information Sharing MOU). By doing so, they agreed that all provisions of the 7S¢
MOU and the Information Sharing MOU apply to all entities that are or become a part of their respective Depactments.
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1.7 Under HSPD-6, consistent with the U.S, Constitution and applicable laws, including those
protecting the rights of all Americans, the TSC was to develop and maintain an unclassified
database containing the most thorough, accurate, and current identity information possible
phout KNOWN or SUSPECTED TERRORISTS, The TSC created the TSDB to meet these goals.”
The TSDB is also known as the Terrorist Watchlist. ‘The TSDB receives TERRORIST
IDENTIFIERS from two sources: NCTC's TIDE provides information concerning KNOWN or
SUSPECTED international TERRORISTS and the TSC’s Terrorist Review and Examinations Unit
(TREX) provides the identities of KNOWN or SUSPECTED domestic TERRORISTS who have no
link to international TERRORISM, NCTC’s TIDE contains identifying and substantive
DEROGATORY INFORMATION on KNOWN or SUSPECTED international TERRORISTS and the FBI’s
Sentinel system containg supporting information regarding purely domestic TERRORISTS.

1.8 Pursuant to Paragraph (2) of HSPD-6, the NCTC is mandated to “provide [TSC] with access
to all appropriate information or intelligence in the [NCTC's] custody, possession, or control
that [ TSC] requires to perform its functions.” NCT'C fulfills this function by providing TSC's
TSDB with U/FOUQ information about KNOWN or SUSPECTED TERRORISTS from NCTC’s
TIDE and by providing access to TIDE Online, a read-only copy of the TIDE database, to
those in the watchlisting community who require aceess.

1.9 NCTC’s establishment by the President was codified by section 1021 of the Intelligence
Reform and Terrorism Prevention Act of 2004 (IRTPA).Y Pursuant to IRTPA, NCTC shall
“gerve as the central and shared knowledge bank on KNOWN and SUSPECTED TERRORISTS and
international terror groups.” In addition, NCTC “may, consistent with applicable law, the
direction of the President, and guidelines referred to in [the statute], receive intelligence
pertaining exclusively to domestic counterterrorism from any Federal, State, or local
government or other source necessary to fulfill its responsibilities and retain and disseminate
such inteltigence.””

1.9.1 All Departments and Agencies are required to provide NCTC with all TERRORISM
INFORMATION. Due to the amount of information involved, only a subset of this
information is provided in the NCTC prescribed format designed to facilitate divect
ingestion into the TIDE. NOMINATING DEPARTMENTS and AGENCIES, however, should
remain focused on reviewing and watchlisting TERRORISM INFORMATION from datasets
most likely to contain information about KNOWN or SUSPECTED TERRORISTS.

Addendum B to the TSC MOV, which superseded Addendum A, incorporates by reference alt provigions of the
Information Sharing MOU. See Appendix 5.

TThe TSDB consolidates the U.S. Government’s TERRORISM sereening and lookout databases into & single integrated
TERRORIST [dentities database,

® NCTC initially was created by Fxecutive Order 13354 (August 27, 2004) to serve as the primary organization in the
U.8. Government for analyzing and integrating all intelligence possegsed or acquired by the U.8. Governmeat
pertaining to TERRORISM and counterierrorism, excepting purely domestic counterietrorism information. Executive
Order 13354 was revoked by BExecutive Order 13470 (Tuly 30, 2008) after NCTC was codified in IRTPA section 1021,
% {n addition to the provision of domestic KNOWN or SUSPECTED TERRORISTS directly to the TSC, the TSC s TREX unit
also provides the identities of international KNOWN or SUSPECTED TERRORISTS lo NCTC for inclusion in TIDE,

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION
Page |7




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 81 of 225

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION

1.10

.11

.12

1.13

On August 27, 2004, the President issued Homeland Security Presidential Directive 11
(HSPD-11), which “builds upon HSPD-6,” to enhance TERRORIST-related screening to more
effectively detect and interdict SUSPECTED TERRORISTS and TERRORIST ACTIVITIES. HSPD-11
defines “SUSPECTED TERRORISTS” as “individuals known or reasonably suspected to be or have
been engaged in conduct constituting, in preparation for, in aid of, or related to TERRORISM . . .
and TERRORIST ACTIVITIES.”

To enhance information sharing, another key component of the consolidated terrovist
watchlisting system, the President issued Executive Order 13388, which provides that the
head of each Agency that possesses or acquires TERRORISM INFORMATION shall promptly give
access to that information to the head of cach other Agency that has counterterrorism
functions.'®

On June 5, 2008, the President issued Homeland Security Presidential Directive 24 (HSPD-
24) to further build upon the TERRORIST sereening policies announced in HSPD-6 and HSPD-
11 to protect the nation from TERRORISTS by enhancing the use of biometrics. In HSPD-24,
the President directed that “. . . agencies, shall, to the fullest extent permitted by law, make
available to other agencies all biometric and associated biographic and contextual information
associated with persons for whom there is an articulable and reasonable basis for suspicion
that they pose a threat to national security” (emphasis added). HSPD-24 underscores the
value of biometrics in achieving effective TERRORISM screening and emphasizes the need for a
layered approach to identification and sereening of individuals, as no single mechanism is
sufficient.

The relevant TERRORISM screening Presidential Directives use words and phrases to describe a
KNOWN or SUSPECTED TERRORIST subject to TERRORIST sereening without defining them:
“TERRORIST INFORMATION® (HSPD-6), “TERRORISM” (HSPD-6), “appropriately suspected”
(HSPD-6), “reasonsbly suspected” (HSPD-11), and “articulable and reasonable basis for
suspicion” (HSPD-24). Thus, previous watchlisting guidance supplied definitions of key
terms and the standard that would apply to terrorist watchlisting decisions.

Neither HSPD-6 nor HSPD-11 defines “TERRORISM andfor TERRORIST ACTIVITIES.” While
federal law contains numerous definitions of “terrorism™ ", for watchlisting purposes under
this Guidance, “TERRORISM ancd/or TERRORIST ACTIVITIES” combine clements from various
federal definitions and are considered tor

[.14.1 involve violent acts or acts dangerous to human life, property, or infrastructure

B coe Appendix 6, Bxecutive Order 13388,

" See 50 U.5.C. 180 1{c) (Foreign Intelligence Survelllmee Act (FISA) definition of “international terrorism™);
Tmmigration and Nationality Act (INA) § 212(a)(3)(B)() [8 US.C. 1182(a)(3XB)(iii}] (defining “terrorist activity™);
INA § 212(a)}3)(B)iv) [8 UL.S.C. 1182(a)(3)(B)(iv)] (defining to “engage in terrorist activity™); 18 U.5.C. 2331(1)
(defining “international terrorism™); 18 U.8.C. 2332(b} (defining “federal crime of tervorism”); Executive Qrder 13224,
66 Fed. Reg. 49079 (September 23, 2001) {defining “terrorism™),
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which may be a violation of U.S. law, or may have been, if those acts were committed in
the United States; and, _

1.14.2  appear to be intended—
1.142.1 o intimidate or coerce a civilian population;
1.142.2 to influence the policy of a government by intimidation or coercion; or,

11423 to affect the conduct of & government by mass destruction, assassination,
kidnapping, or hostage-taking.

1.15 This includes activities that facilitate or support TERRORISM and/or TERRORIST ACTIVITIES such
as providing a safe house, transportation, comm unications, funds, transfer of funds or other
material benefit, falge documentation or identification, weapons (including chemical,
biological, or radiological weapons), explosives, or iraining for the commission of an act of
TERRORISM and/or TERRORIST ACTIVITY.

1.16 HISPD-24 speaks in terms of “articulable and reasonable basis for suspicion” to describe a
KNOWN of SUSPLCTED TERRORIST who should be watchlisted and represents the President’s
most recent explanation concerning U.S. policy regarding the individuals who pose a threat to
national security and should be screened to better protect the American people. Accordingly,
that standard has been adopted and is clarified in this Watchlisting Guidance in Chapter 3,
Section 1.

1.17 On December 16, 2005, in accordance with section 1016 of IRTPA, the President issued a
Memorandum for the Heads of Executive Departments and Agencies prescribing the
guldelines and requirements in support of the creation and implementation of the Information
Sharing Bnvironment (ISE). In Guidsline 5 of that Memorandum, the President directed, as
he had earlier in Executive Order 13353'%, that the information privacy rights and other legal
rights of Americans must be protected and that guidelines be developed and approved to
ensure that “such rights are protected in the development and use of the ISE.” In December
2006, the !P’residertt approved for issuance the ISE Privacy Guidelines by the Program
Manager.

118 A second addendum to the 7SC MOU, Addendum B, which supplements and incorporates
by reference all provisions of the TSC MOU, superseded Addendum A and became effective
on January 18, 2007. The Directors of National Inteltigence, NCTC, and the TSC joined as
signatories in Addendum B. Paragraph 7 of Addendum B introduces the term TERRORIST
IDENTIFIERS to more clearly describe the type of TERRORIST identity elements that are deemed

11 goe Executive Order 13133, Establishing the President's Board on Safeguarding Americans' Civil Liberties (August
27, 2004).

W e Cnidefines to Basure thet Information Privacy and other Legal Rights of Americans are Protected in the
Development and Use of the Information Sharing Environment {December, 2006).

M See Appendix 4, Addendum B to the TSC MOU.
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UH/FOUQ, without regard to the classification of the source material from which it is drawn.
TERRORIST IDENTIFIERS include those listed in Addendum B (i.e., names and aliases; dates of
birth; places of birth; unique identifying numbers; passport information; couniries of origin
and nationality; physical identifiers; known locations; photographs or renderings; fingerprints
or other biometric data; employment data; license plate numbers; and any other TERRORIST
IDENTIFIERS that ORIGINATORS specifically provide for passage to the TSC). For example,
email addresses and phone numbers are increasingly useful for screening purposes.
ORIGINATORS should mark email addresses and phone numbers as U/FOUQ whenever
possible and pass these TERRORIST IDENTIFIERS to NCTC to forward to the TSC for inclusion
in TSDB. ORIGINATORS are encouraged to provide all relevant and unclassified information,
to include social media information when appropriate.

L CONSTITUTIONALLY PROTECTED ACTIVITIES

1.19 First Amendment. First Amendment protected activity alone shall not be the basis for
nominating an individual for inclusion on the Terrorist Watchlist.'s The following are
examples of protected Constitutional activities:

1.19.1 Free Speech. The exercise of free speech, guaranieed by the U.S, Constitution,
includes more than simply speaking on a controversial topic in the town square. It
includes such symbolic or other written, otal and expressive activities as carrying
placards in a parade, sending letters to a newspaper editor, wearing & tee shirt with a
political message, placing a bumper sticker critical of the President on one’s car, and
publishing books or aticles, The common theead in these examples is conveying a
public message or an idea through words or deeds. Speech that may be repugnant to
ideas of the majority may still be protected by the U.8, Constitution. For the purpose of
this Watchlisting Guidance, the right of protected free speech under the U.3.
Constitution applics to U.5. PERSONS wherever they are located and to non- U.S, PERSONS
located inside the United States, The right of protected free speech, however, is not
unlimited and may not extend to some lawless action.

1.19.2  Exercise of Religion. The free exercise of religion covers any form of worship of &
deity — even forms that are not widely known or practiced ~ as well as the right not to
worship any deity. Protected religious exercise also extends to dress that is worn or food
that is eaten for a religious purpose, attendance at & facility used for religious practice,
observance of the Sabbath, raising money for evangelical or missionary purposes, and
proselytizing.

1.193  Freedom of the Press. Freedom of the press includes such maiters as reasonable
access to news-making events, the making of documentaries, and the posting of “blogs.”

5 The First Amendment does not apply (0 noR-U.S. PERSONS outside the United States. Before submitiing nont mnations,
NOMINATORS may consult with their Deparfiment or Agency counsel to determine whethier a specific person is a US.
PERSON and whether the questioned activity is entitied to Firat Amendinent protection.
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1.19.4 Freedom of Peaceful Assombly. Freedom of peaceful assembly, often called the
right to freedom of association, includes gathering with others to protest government
action, or to rally or demonstrate in favor of, or in opposition to, a social cause. The
right to peaceful assembly includes more than just public demonstrations - it includes,
as well, the posting of group websites on the Internet, recruiting others to a fawful cause,
marketing a message, and Rindraising, which ail are protected First Amendment
activities if they are conducted in support of an organizational, political, religious, or
social cause.

1.19.5 Petition the Government for Redress of Grievances. The right to petition the
government for redress of grievances includes, for gxample, writing letters to Congress,
carrying a placard outside the city hall that delivers a political message, recruiting others
to one’s cause, and lobbying Congress or an Executive Agency for n particular resuit.

1.20 Equal Protection. The Equal Protection Clause of the U.S. Constitution provides in part that:

“No State shall make or enforce any law which shall ... deny to any person within its
jurisdiction the equal protection of the laws.” The U.S. Supreme Court has made it clear that
this applies as well to the official acts of U.S. Govemment personnel. Nominations, therefore,
shall not be based solely on race, ethnicity, national origin, ov religious affiliation. Any
activities relating to this Guidance that are based solely on such considerations are invidious
by definition, and therefore, unconstitutional.

WATCHLISTING POLICIES

1.21

1,22

Watchlisting Disclosures. The general policy of the U.S. Government is to neither confirm
nor deny an individual’s watchlist status. In addition to the provisions in Addendum B to the
TSC MOU, which requite MOMINATOR approval before TSDB information can be used in any
process that might result in public disclosure, the 2007 Memorandum aof Understanding on
Tervorist Watchlist Redresy Procedures (Redress MOU) 16 requuires SCREENERS to contact the
TSC if it receives a request for information or records that might reveal an individual’s
watchlist status. Approval would also be required from any entity which prov ided
information used by 8 NOMINATOR during a nomination. Per the Redresy MOU, ORIGINATING
and NOMINATING AGENCIES are obligated to support SCREENER determinations — both at the
administrative level and in litigation — and provide appropriate information, including
unclassified substitutes as neceasary, TSC, in conjunction with NCTC, the NOMINATORS, and
the Department of Justice (DOJ), a8 appropriate, will ensure that representations regarding an
individual’s potential watchlist status are properly coordinated and approve.

Legal or Use Restrictions. Because information in the TSDB comes overwhelmingly from
intelligence sources and metheds or sensitive law enforcement techniques, Paragraph 12 of

16 gog Appendix 8, Redress MOU.

UNCLASSIFIED/POR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION

Page| il




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 85 of 225

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION

Addendum B to the 75C MOU'" requires that any recipient of information from the TSDB
seeking to use TERRORIST identity information in any legal or administrative process or
proceeding obtain NOMINATOR approval before doing so. Approval from the entity which
provided the information, if other than the NOMINATOR, is also required. Additionally,
information from Foreign Intelligence Surveillance Act (FISA) collections may only be used
in a proceeding with the advance authorization of the Attorney General. Therefore, any
SCREENER seeking to use TSDB information in any process or proceeding must contact TSC
so that TSC can assist in obtaining approval from the NOMINATOR, owner of the information,
or Attorney General, as required.

1.23 In addition to the foregoing restrictions, there are restrictions on sharing information with
foreign governmenis. Any TERRORIST IDENTIFIER (as described in Addendum B to the 75C
MOU) will be deemed U/FOUQ and shared with the walchlisting community and foreign
governments for watchlisting purposes pursuant to the terms of the TSC MOU. Accordingly,
NOMINATORS should include, as appropriate, TERRORIST IDENTIFIERS in documents that contain
non-releasable warnings (e.g., a report is not releasable to xxx/yyyfzzz countries), unless the
TERRORIST IDENTIFIERS arve restricted by some other authority that limits dissemination. If U.S.
PERSON information is otherwise suthorized for release to the foreign government, the non-
releasable warning is disabled to allow dissemination of the information.

V. WATCHLISTING STANDARD: IDENTIFYING AND SUBSTANTIVE
DEROGATORY CRITERIA

124 Before a KNOWN or SUSPECTED TERRORIST is added to the Tervorist Watchlist, TSC reviews
the normination to determine whether it meets the following minimum identifying criteria and
minimum substantive derogatory criteria for inclusion in the TSDD.

1241 Minimum Identifying Critesin. Each nomination must contain minimum
identifying eriteria for inclusion into the TSDB. Without this minimum identifying data,
the nomination is not eligible for inclusion into the TSDB, or any of the TSC’s
supported systems, Chapter 2 sets forth guidance regarding both the minimum
identifying biometric and biographie criteria for inclusion into the TSDB. Although
TIDE accepts records containing less than these minimum criteria, such records will not
be exported either to the TSDB for watchlisting or to the various supported systems used
by the SCREENERs absent an exception described in the Watchlisting Guidance.

1242 Mintmum Substantive Derogatory Criteria. In addition to the minimum
identifying criteria, nominations to the TSDB are accepted based on a REASONABLE
SUSPICION that the individual is a KNOWN or SUSPECTED TERRORIST derived from the

" See Appendix 4, Addendum B fo the TSC MOU.
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totality of the information reviewed for nomination.”® To demonstrate that the
nomination has sufficient indicia of reliability to support this REASONABLE SUSPICION
determination, NOMINATING AGENCIES should implement processes designed to ensure
that nominations are free from ecrors, that recalled or revised information is reviewed
regularly, and that necessary corrections to nominations based on those
revisions/reteactions are made. NOMINATING AGENCIES should, to the extent possible
given the nature of the reporting, verify the accuracy and reliability of the information
included in nominations. In some cases, the NOMINATING AGENCY may not be able to
evaluate the reliability of the information received; however, in such situations, the
NOMINATING AGENCY can ensure that the information provided is an accurate
representation of the informatiorn obtained, Chapter 3 sets forth further guidance

- regarding the application of the REASONABLE SUSPICION standard to TSDB nominations.

VI. WATCHLISTING PROCESS OVERVIEW

1.25

1.26

127

The authorities referenced in Section I of this Chapter created the framework for the
watchlisting enterprise by combining various functions of existing government entities and
Jjoining them to new organizations with counterterrorism responsibilities. The resulting
watchlisting enterprise consists of ORIGINATORS, NOMINATORS, AGGREGATORS, SCREENERS
and encountering agencies that are supported by the community-wide collection, nomination,
and consolidation processes.

ORIGINATORS, NOMINATORS, AGGREGATORS, and SCREENERS, All BExecutive Departmends
and Agencies have responsibility for collecting, collating, and sharing TERRORISM
INFORMATION to support the watchlisting process. They are called ORIGINATORS because they
initially collect and identify information supporting the conclusion that an individual is a
KNOWN or SUSPECTED TERRORIST. An ORIGINATOR is the Department or Agency that has
appropriate subject matier interest and classification authority and collects TERRORISM
INFORMATION (Z.¢., raw information) and disseminates it or TERRORIST IDENTIFIERS to other
U.8. Government entities via an intelligence report (Le., finished intelligence) or other
mechanism. Tn general, when an ORIGINATOR has identified international TERRORISM
INFORMATION andd determines that information should be provided to NCTC, the ORIGINATOR
takes on the NOMINATOR role. A NOMINATOR is a Federal Department or Agency that has
information to indicate that an individual meets the criteria for 4 KNOWN or SUSPECTED
TERRORIST and nominates that individual to TIDE and the TSDB based on information that
originated with that Agency.

While all NOMINATORS have the duty of upholding informational standards, the NCTC and
TSC are distinctly responsible for ensuring data quality and the integrity of their respective
repositories, NCTC and TSC are themselves potential NOMINATORS. Analysts from the

8 please note that there are also certain exceptions to the minimum biographic information and minimum substantive
derogatory criteria required for Terrorist Watchlist nominations that support immigration and vise screening activities
counducted by DHS and DOS. See Chapter 2, Ssction 11 and Chapter 3, Sectlon V.
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1.28

1.29

1.30

131

NCTC may discover an individual who is eligible for watchlisting while reviewing all-source
information. In these cases, NCTC analysts will request that the ORIGINATOR submit a
nomination for inclusion into TIDE; or, on a limited basis or during exigent circumstances,
NCTC analysts may update TIDE directly with a disseminated report and notice to the
ORIGINATOR(S). In Instances where disseminated reporting is used to enhance TIDE, NCTC
will provide notice back to the collecting agency via TIDE. TSC may also nominate
TERRORISM INFORMATION received pursuant to TERRORISM screening conducted by foreign
governments.

NCTC and TSC are responsible for reviewing both newly nominated individuals, us well as
subsets of existing records, to determine if ndditional and/or enhancement (research) is
required to locate missing information eritical to the watchlisting process. In some cases, this
will require research to locate additional DEROGATORY INFORMATION to meet the minimum
substantive derogatory criteria for watchlisting. In other cases, this will require research to
locate additional biographic or biometric identifiers, in order to provide a comprehensive
record maximizing the probability of confirming a POSITIVE MATCH to an identity contained in
the TSDB.

AGGREGATORS are those who receive and hold TERRORISM INFORMATION and certain other
non-TERRORISM INFORMATION they are authorized to receive and retain. For example, two of
NCTC's main statutory missions are to serve as the (1) central and shared knowledge bank on
KNOWN or SUSPECTED TERRORISTS and (2) primary organization in the U.S, Government for
analyzing and integrating all intelligence information possessed or acquired by the U.S.
Government pertaining to TERRORISM and counterterrorism. "

TSC takes on the role of an AGGREGATOR when a KNOWN or SUSPECTED TERRORIST is
encountered and the Individual’s record is enhanced or updated with ENCOUNTER-related
information. As noted in Paragraphs 1.1 and 1.7, the TSC manages the watchlisting process
and plays a key role in helping Departments and Agencies determine whether an ENCOUNTER
with & member of the public is one with & KNOWN or SUSPECTED TERRORIST. Additional
TERRORISM INFORMATION or TERRORIST IDENTIFIERS are generated during ENCOUNTERS and the
Encounter Management Application (EMAY uses that information to update records of
KNOWN or SUSPECTED TERRORISTS.

SCREENEGRS vet against the TSDB to determine if an individual is a possible match to a KNOWN
ot SUSPECTED TERRORIST in the TSDB, SCREENERS can include federal, state, local, tribal,
territorial, or foreign governments and certain private entities. Screening officials include
homeland security officers, consular affairs officers, trangportation safety personnel, and
officials of foreign governments with whom the United States has entered into a TERRORISM
SCREENING INFORMATION sharing agreement pursuant to HSPD-6. Certain Departments and
Agencies have components which perform both screening and law enforcement duties. Ifa

*? See 50 U.5.C. §4040,
* EMA s an application used by the TSC to adminlster ENCOUNTER information.
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SCREENER believes an individual may be on the Watchlist, the sereener contacts the TSC’s
Terrorist Screening Operations Center (TSOC). The TSOC will determine whethey the
individual the SCREENER has encountered is, in fact, a POSITIVE MATCH to the individual who
is on the Terrvorist Watchlist, The TSOC may also notify the FBI's Counterterrorism Division
(CTD) that there has been a positive ENCOUNTER with a watchlisted subject. TSC’s Terrorist
Screening Operations Unit (TSQU) coordinates the appropriate operational response to the
ENCOUNTER. Based on the TERRORISM INFORMATION made availuble by the ORIGINATING
AGENCY, the SCREENER will take action based upon its specific authorities (e.g., requiring
additional screening at an airport checkpolint, denying a visa application, determining
admissibility into the United States) and follow appropriate ENCOUNTER procedures, as set
forth in Chapter 5.

1.32 Collection, Nomination, Consolidation snd the Use of the Terrorist Watchlist to Perform
Sereening Processes. The following is a chart depicting the collection, TERRORIST
nomination, consolidation and screening processes:
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1.33 The arrows fade inside the TSDB cylinder because not every nomination from NCTC (for
international TERRORISM) or the FBI (for domestic TERRORISM) is exported from the TSDB to
SCREENERS (represented by the multi-colored blocks at the far right of the chart).”’ For
example, certain categories of individuals that do not meet the minimum identifying criteria
(see Chapter 2, Section T1) or the REASONABLE SUSPICION standard (see Chapter 3, Section II)
can be watchlisted to support immigration and visa sereening activities by DHS and DOS3 (see
Chapter 3, Section V) but are not exported to state/local/tribal SCREENERS ot foreign partners.
Similarly, when ORIGINATORS provide FRAGMENTARY INFORMATION to NCTC for inclusion in
TIDE, such information will not be exported from TIDE to the TSDB, unless the NOMINATING
AGENCY believes there is REASONABLE SUSPICION to believe that the individual Is a KNOWN or
SUSPECTED TERRORIST, FRAGMENTARY INFORMATION is pi‘i)vwed ta NCTC where it can be
further analyzed, connceted to existing information, and added to TIDE for export to TSDR
because NCTC, and not individual ORIGINATORS, has access to all the information available to
the U.8. Government on & KNOWN or SUSPECTED TERRORIST.

VIL.  ROLES AND RESPONSIBILITES FOR THE WATCHLISTING AND SCREENING
COMMUNITY

1.34 Delineation of roles and responsibilities of NOMINATING AGENCIES, SCREENERS, NCTC, and
the TSC is critical to provide for an effective and efficient integrated Terrorist Watchlist
enterprise. While HSPD-6 describes the broad mandate of developing an integrated watchlist
syster, and the TSC MOU provides a level of detail needed to fulfill that mandate, further
clarification is required to ensure there are neither gaps in the nomination process, nor
wasteful redundancies,

1.35 Pursuant to HSPD-6, Departments and Agencies in the Executive Branch are required, fo the
extent permitted by law, to provide TERRORIST INFORMATION to NCTC. This process will be
accomplished either through direct nomination to NCTC, or through a specific component
designated by a Federal Department or Agency head for doing so (e.g., all DOJ components
are directed to nominate through the FBIL; DHS latelligence and Analysis (1824) has oversight
responsibility for all DHS nominations). Except as detailed in the sections applicable to
expedited nominations (see Paragraphs 1.58 and 1.59), NOMINATING AGENCIES will endeavor
to provide comprehensive nominations and include the maximum amount of identifying and
DEROGATORY INFORMATION.? NOMINATING DEPARTMENTS AND AGENCIES should prioritize

% The Terrorist Sereening Database Annex D) to the FBI Memorandum of Understanding with Department of Defense
(Do), signed February 22, 2012, established Dol as a sereening agency oustomer of the TSC. The dushed fine in the
latter chast represents that Dob is flnalizing procedures to receive and use information from the TSDB for its soreening

FOCOSR0S,

2 i May 2010, the Deputies asked that NOMINATING AGENCIES “ensure that sominations are consprehensive and
include the maximum amount of identifying and DEBROGATORY INFORMATION.” In 2012, the Interagency Policy
Committes {IPC), In coordination with NOMINATORS, SCREENERS, NCTC and TSC, developed a prioritized Jist of data
identiflers that ave critical to screening and identity resolution activities. This Identity Resolution and Enhancenent
Tiers document is available on NCTC’s Watchlisting Community of Interest portal on the Jeint Worldwide Intelligence
Communications System (JWICS).
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1.36

137

the identification of new KNOWN or SUSPECTED TERRORISTS who meet the REASONABLE
SUSPICION standard, along with the identifying and DEROGATORY INFORMATION most useful to
watchlisting, and screening effort, as well as assisting in identity resolution.

Each Department or Agency that nominates a KNOWN or SUSPECTED TERRORIST to NCTC for
watchlisting is under o continuing obligation to provide NCTC with newly identified
DEROGATORY INFORMATION or exculpatory information obtained by that Depattment or
Agency. Each Departmient or Agency also hag the responsibility to provide NCTC with newly
identified identifying and DEROGATORY INFORMATION obtained from their Department or
Agency, regardiess if they were the original NOMINATING AGENCY,

With the noted exception of the Visa Viper Program, Departments and Agencies should not
nominate KNOWN or SUSPECTED TERRORISTS to NCTC based on information that they do not
originate without first coordinating with the ORIGINATOR.

Viil. QUALITY CONTROL MEASURES

1.38

1.39

1.46

In order to produce and maintain the most reliable and accurate information in TIDE, TSDB,
and screening databuses, quality control is considered g responsibility of all entities.
NOMINATING DEPARTMENTS AND AGENCIES must establish and maintain processes, including
appropriate training and guidance, to ensure information transmitted to NCTC is consistent
with the source of the information.

HSPD-6 Requirements. HSPD-6 requires the TSC to maintain thorough, accurate, and
current information concerning KNOWN or SUSPECTED TERRORISTS. For watchlisting purposes,
“current” means information that the NOMINATING AGENCY reasonably believes is valid and
sccurate. The requirement that information be current does not necessarily preclude
information that is several years old from being included in the TSDB if there is no reason to
believe the information may have changed (e.g., information regarding an individual’s date of
birth or TERRORIST ACTIVITY was collected 20 years ago but has nol been superseded by
additional information is still relevant). NOMINATORS should consider the date of the
DEROGATORY INFORMATION in the context of analyzing the overall quality of the data, as well
as the severity of the threat, to determine whether the individual warrants watehlisting, The
date of the DEROGATORY INFORMATION may refer to both the date the information is collecied
(such as a report that was collected 50 yoars ago) as well a3 the date of the information that is
referenced in the reporting (such s a recent report that references an event that occurred 50
years ago).

T8C MOU Obligations. Paragraph 15 of the T8C MOU provides that the TSC “will
determine, according to criteria established jointly with the entity responsible for each
supported system, which supported screening processes will query that entry in the
consolidated TERRORIST soreening databage.” Pursuant to that paragraph, the TSC is required
to “make these determinations based on criteria and procedures developed in coordination
with the Pacties to this Memorandum and in consultation with the heads of appropriate Federal
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Departments and Agencies based on factors, including but not limited to, the following:
1.40.1 the nature of the person’s association with TERRORISM;

1.40.2 the quality of the data, including credibility, reliability, and extent of
corroboration; and,

1403 the extent of uniquely identifying data, . . 2

1.41 Provide Guidance and Traluing. Each Agency will provide guidance on the watchlisting
business process. Analysts will receive periodic refresher training, as needed.

1.42 NOMINATING AGENCY Procedures. Fach NOMINATOR providing international TERRORIST
wafchlisting nominations to NCTC is responsible for the accuracy of its information and has a
continuing responsibility to notify NCTC of any changes that affect the validity or reliability
of such information.® NCTC analysts will review each nomination for TERRORIST
waichlisting prior to its inclusion into TIDE and its export to the TSDB.

143 Each NOMINATING AGENCY should implement processes designed to ensure that nominations
are free from errors, that recalled or revised information is reviewed regularly, and that
necessary corrections to nominations based on those revisions/retractions are made.
NOMINATING AGENCIES should, to the extent possible given the nature of the reporting, verify
the accuracy and reliability of the information included in nominations. The following
represents the type of processes that each NOMINATING AGENCY shall develop that are tailored
to each Agency’s pacticular mission and operational environment:

1.43.1  Develop Adequate Factua! Predicate. Each NOMINATING AGENCY will seek to
obtain as much DEROGATORY INFORMATION and identifying information as practicable
concerning the KNOWN or SUSPECTED TERRORIST who is being nominated,

1432 Provide Guidance and Training. Each NOMINATING AGENCY will provide guidance
on the TERRORIST watchlisting nomination process and ensure that analysts involved in
the nomination process are trained on a periodic basis.

1433  Require Quality Assurance Review. Each NOMINATING AGENCY will use a quality
assurance process to review nominations for accuracy prior to forwarding the
information to NCTC.

1434  Heightened Review for 1.5, PERSONS. The nominations of U.S. PERSONS require

B See Appendix 3, TSC MOU.
M PURELY DOMESTIC TERRORISM INFORMATION is provided directly to TSC by the FBT and is subject to the same
corditions applicable to the nomination procedurcs for those associated with jnternational TERRORISM,
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special considerations and procedures.”® Sze Paragraph 3.15.

1435 u.s. PERSON Doterminations. NOMINATORS must take reasonable steps to determine
whether an individual is & U.5, PERSON,

1.43.6 U5 PERSON Review and Confirmation. Nominations of U.S. PERSONS to the
Terrorist Watchlist shalt be reviewed by the NOMINATING AGENCY'S legal counsel or &
designated reviewer to confirm that the REASONABLE SUSPICION standard has been met
or that the nomination meets an exception to the REASONABLE SUSPICION standard, and
to ensure that the nomination conforms to Agency specific 1., PERSON authorities and
guidelines.

1.43.7 Reliability and Accuracy Limitations. Nominations will include any limitations on
the reliability or accuracy of the information.

1.43.8  Periodic Reviews. The NOMINATING AGENCY will conduct periodic reviews of their
nominations of U.5. PERSONS to the Terrorist Watchlist, at minimum on an annual basis,
when there is no corresponding FBI investigation to ensure that the U.S. PERSON
continues to meet watchlisting critetia.

1.43.9  Redress Procedures. As per the establishment of a formal watchlist redress process
(see Chapter 1, Section X1, entities involved in the watchlisting process shall establish
internal reviews and redress procedures.

1.44 Each NOMINATING AGENCY will have procedures that facilitate the prevention, identification,
and correction of any errors in information that is shared as part of the watchlisting process.
Procedures will include the review of retractions and/or corrections of information that may
have been used to support & nomination. In cases where a retraction or other information has
become available, the NOMINATING AGENCY will promptly send a watchlist removal request or
modification, as appropriate, to NCTC. Each NOMINATING AGENCY must provide notice of
any errors or outdated information to NCTC immediately unless there is an articulated reason
why such notification could not be made immediately, NCTC will process and transmit to
TSC such corrections upon receipt.

145 NCTC Review. In addition to review by NCTC analysts, NCTC will employ a quality
control process to ensure that all standards and appropriate procedures have been employed,
the data is accurate, and the presentation of the material is clear, concise, and complies with
established definitions and conventions. NCTC must also have processes and procedures in
place to ensure the information documented in TIDE and provided to the TSC is accurntely
transcribed. NCTC shall ensure there is a process in place for review and/or auditing of TIDE
records.

¥ See Executive Order 12333, as amended, snd 5 U.8.C. 552a{e)(7).
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146

TSC Review. TSC personnel will review the nominations received as described in Paragraph
1.56. TSC personnel evaluate whether nominations meet watchlisting standards and weigh, as
appropriate, all-source analysis before accepting or rejecting a nomination. The TSC has a
critical role to play in quality control, as the TSC review is the last step before any record
(including & biometric nomination where no name is available) is sent to various screening
systems. As with NCTC, the TSC should ensure there is a process in place for review and/or
auditing of TSC nominations and TSC records.

IX. NOMINATION PROCEDURES

1.47

1.48

Distinctions between U.S, PERSONS under Executive Order 12333 and Aliens under the
Immigration and Nationality Act. This Watchlisting Guidance generally adopts the
definition of 11.8. PERSON from Executive Order 12333 (as amended) for nomination
procedures. Executive Order 12333 defines a U.S. PERSON as “A Uhited States citizen, an alicn
known by the intelligence clement concerned to be & permanent resident slien, an
unincorporated association substantially composed of United States citizens or permanent
resident aliens, or a corporation incorporated in the United States, except for a corporation
directed or controlled by a foreign government or governments.” The Watchlisting Guidance
also contains certain exceptions to the minimum substantive derogatory standards for
TERRORIST watchlisting that support immigration and visa screening activities by the DHS and
DOS to determine whether ineligibilities exist for admission to the United States or visa
adjudication pursuant to the Immigration and Nationality Act (INA). Because the INA
defines “aliens™ as any person not a citizen or national of the United States, the INA
admissibility provisions also apply to Lawful Permanent Residents (LPRs), in certain
circumstances, who are considered U.S. PERSONS under Fxecutive Order 12333,

Consequently, NCTC developed a mechanism in TIDE to identify and distinguish U.S.
citizens from non-U.S. citizens in order to further distinguish between “aliens” under the INA
and U.S. PERSONS under Executive Order 12333.%

ORIGINATOR™S Nominations Procedures. As mentioned in Paragraph [.26, when an
ORIGINATOR becomes & NOMINATOR, it prepares a nomination document and forwards it to
NCTC through the NOMINATOR tool.

1.48.1  Asa general rule, NCTC will attach all disseminated communications (cables or
forms) to the TERRORIST identities record as a “source” document, which will be
available on NCTC Current or the Joint Worldwide Intelligence Communications
System (JWICS) to individuals who have been granted access to TIDE.

L48.2  Because NCTC is the conduit for passing international TERRORISM INFORMATION to
TSC for TERRORISM screening purposes, there is no longer a need to send watchlist
requests to multiple Government Agencies. By sending a Terrorist Watchlist
nomination cable to NCTC, all potential U.8. Government TERRORISM screening

 See INA § 10Hm)(3) {8 US.C. 10N
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responsibilities should be accounted for.

1.48.3  The DOJ has approved a Protocol to govern TERRORIST nominations for its non-FBI
components, which requires components to provide the FBI with all TERRORISM
NFORMATION.Y The FBI is responsible for submitting watchlisting nominations based
on information received from other DOJ components pursuant to the FBI's nemination
procedures,

148.4  DHS has designated the Under Secretary for I&A as the Executive Agent for DHS’
centralized TERRORIST watchlisting process and he/she shall be responsible for providing
a DHS wide-mechanism for nominating all identifying or DEROGATORY INFORMATION
about KNOWN or SUSPECTED TERRORISTS to TIDE, DHS I&A is also responsible for
providing training/certification programs to the components.

1.49 In providing information to NCTC for inclusion into TIDE, the ORIGINATOR is responsible for
determining whether it may, by law, proviie the information to NCTC, in accordance with
section 1021(d)(6) of IRTPA. This information shall be provided with any applicable caveats
or dissemination controls, which will be reflected in TIDE. The biographic and biometric
identifiers derived from this information will be deemed U/FQUO for passage to TSDB
unless the ORIGINATOR designates them as “TIDE Restricted,” ag outlined in Addendum B to
the 78C MOU.

1.50 NCTC Actions and Processes. NCTC reviews TERRORIST nominations from Federal
Departments or Agencies (NOMINATORS) as described in Paragraph 1.28,

[.51 In determining whether an individual is 8 KNOWN or SUSPECTED TERRORIST, NCTC will tely
on the designation of “KNOWN TERRORIST" provided by the NOMINATOR as presutnptively
valid. This presumption can be overcome if NCTC has specific and eredible information
within its possession that such designation is not appropriate, at which point NCTC will
provide such information to the NOMINATOR.

1.52 In reviewing whether to include the TERRORISM INFORMATION about the KNOWN or SUSPECTED
TERRORIST in TIDE, NCTC reviews the totality of information. The totality of information is
evaluated based on the experience of the reviewer, and the facts and rational inferences that
may be deawn from those facts, including past conduct, current actions, and credible
intelligence concerning future conduct. As part of this review, NCTC will determine if the
information pertains to, ot is related to, TERROUSM. TIDE includes TERRORISM INFORMATION
on KNOWN or SUSPECTED TRERORISTS and may include additional TERRORISM INFORMATION
beyond what meets the minimum substantive derogatory and identifying criteria required for
nominations to the TSDB, as described in Pavagraph 1.24, Upon conclusion of NCTC's
review, NCTC will either accept or reject the nomination:

¥ See Appendix 7, DOJ Protocol on Tesrorist Nominations,
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1.52.1  Accept Nomination. If s nomination contains TERRORISM INFORMATION, NCTC
will create or enhance the associated TIDE record with the data contained in the
nomination. If the minimum substantive derogatory and identifying criteria are met,
NCTC will forward the TERRORIST IDENTIFIERS to the TSC for placement in TSDB with
the NOMINATOR’S watchlist recommendation.

1.52.2  Reject Nomination. If a nomination does not contain TERRORISM INFORMATION,
NCTC may reject the nomination, NCTC will review rejected nominations and search
holdings for additional data that may support & TERRORISM INFORMATION finding. If no
information is found to support the nomination, NCTC will notify the NOMINATING
AGENCY of the rejection.

1.53 Types of records in TIDE, There are two types of records in TIDE:

1.53.1  TERRORIST Records. The vast majority of records in TIDE are for “NOWN or
SUSPECTED international TERRORISTS. These records are fabeled “TERRORISTS.” Only a
small percentage of TERRORIST records in TIDE concern U.S, PERSONS.

1.53.2  Non-TERRORIST Recolds A gmall percentage of records in TIDE are identified and
labeled “Non-TERRORISTS.” ** These records are generally of familial famlly mermbers
or associates of KNOWN ot SUSPECTRD TERRORISTS and assist DOS and DHS in, for
example, adjudicating visas and immigration processing, or assist the IC in tracking
KNOWN TERRORISTS, These *Non-TERRORISTS” include:

1.53.2.1  Alien Spouses and Children of TERRORISTS. Based on section
212()CXBYD(IX) of the INA, almn spouses and children of TERRORISTS may be
inadmissible fo the United States.” TIDE exports records pertaining to alien
spouses and children of alien international TERRORISTS (also known as TIDE
Category Code 17) to support Immigration and visa screening activities by DOS
and DHS;

1.53.2.2 Other Relatives. TIDE also includes “non~TERRORIST” records of
individuals who have a close relationship to 8 KNOWN or SUSPECTED international

B TIOE records for non-L).5. citizens, including LPKRs, with insufficient DEROGATORY INFORMATION to meet the
REASONABLE SUSPICION standard (TIDE Category Code 99) and records velating to an bulividual whe has x defined
relationship with the KNOWN or SUSPECTED TERRORIST, but whose involvement with the KNOWN or SUSPECTED
TERRORIST'S activities is unknown (TIDE Category Code 50} ars exported to the TSIIB as TSDB exceptions o the
REASONABLE SUSPICION standard. Additionally, individuals described by sources as “TERRORISTS”, “extremiss”,
“fihadists”, “milianty”, “mujahidean” or “ingurgenty™ (TINE Category Code 03, also reforred to us a *labels phus”
nommaﬂan} will be aceepted into the TSDB as exceptions for sxport ta DHS and DOS for immigration and border
processing. See Paragraph 3.14.6. A complete list of 'I‘KJE Qawgory Cnde,a can found under the *“Watchiisting Criteria
(}mdmm" section on the Intelink website st hitp:/h plink.g

“Any alien who, . , . is the spouse or child of an ahen who is nmdmms:b}a under th:s subparagraph, if the activity
causing the alien to be tound inadmissible ocourred within the last 5 years, is inadmissible,” See INA §
2Ra)HEMGX) [ US.C. L1B2E3MUNIXY.
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TERRORIST but are not alien spouses or children of a TERRORIST. For instance, the
father or brother of a TERRORIST could have a record in TIDE (also known as TIDE
Category Code 160). Thus, these “other relatives” could be U.S. PERSONS ot non-
U.8. PERSONS, Identificrs for these other relations reside in TIDE but are not
expotted to the TSC for watchlisting, absent independent DEROGATORY
INFORMATION. Instead, these records may be retained in TIDE for analytic
purposes;

1.53.2.3  Passports. Unrecovered lost or stolen passports in the hands of international
TERRORISTS (also known as TIDE Category Code 89):

1.53.24  Associates, Individuals who have a defined relationship with the KNOWN or
SUSPECTED TERRORIST, but whose involvement with the KNOWN or SUSPECTED
TERRORIST'S activities is unknown (also known as TIDE Category Code 50);

1.53.2.5  Individuals with a Possible Nexus to TERRORISM. Individuals with a
possible nexus to TERRORISM and/or TERRORIST ACTIVITY but for whom additional
DERQOATORY INFORMATION is needed (o meet the REASONABLE SUSPICION standard
(also known as TIDE Category Code 99).

1.54 ldentification of 1.5, PERSON Status in TIDE. NCTC analysts will review the totality of
information available on a subject to discern U.S. PERSON status prior to creating or
enhancing a record in TIDE, whenever possible. For existing TIDE records, this status is
available to the analyst in the {irst field of the TIDE record. In case of external
nominations or ENHANCEMENTS from the IC, the standard nomination template provides a
means for NOMINATORS to identify 1.5, PERSON status pursuant to Executive Order 12333
and the Agency’s specific guidelines. The U.S. PERSON status field on the standard
nomination template is a required field and it is the responsibility of each NOMINATING
AGENCY to ensure the fiekl is propeely annotated in accordance with established policy.

1.55 Types of Records in TIDE and the TSDB. Not all records in TIDE are included in the
TSDB. For example, records with FRAGMENTARY INFORMATION that do not meet the
minimum derogatory standard or records that do not meet identifying information criteria
remain in TIDE and are not included in the TSDB, absent direction for temporary, threat
based categories pursuant to Parageaph 1.59.>" The nominations process for TIDE records
that will be considered for entry in the TSDB beging with an automated data transfer process
that moves an individual TIDE record containing the identity of a KNOWN or SUSPECTED
TERRORIST or other exportable category or record nominated for watchlisting to the TSDB.

1.56 TSC Actions and Processes. The TSC's Single Review Queue (SRQ) enables the T8C’s
Nominations and Data Integrity Unit (NDIU) to review each KNOWN or SUSPECTED TERRORIST

* Certain categorios of non-TERRORIST records {see Paragraph 1.53.2) or noiminations to the No Fly and Selectes List
baged on an expedited waiver of “full date of birth™ requirement (see Paragraph 4.18) may also be eligible for nclusion
in the TEDH,
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record nomination to ensure it meets the watchlisting standard.’’ The SRQ also helps cnsure
that all qualified records are made available to the appropriate SCREENERS for use in
TERRORISM screening. During the SRQ process, every request to add, modify, or delete a

TSDB record is reviewed by a TSC analyst to ensure the accuracy of watchlisting records and
the removal of inaccurate records from TSDB.

1.56.1  Within the TSC’s NIMU, experienced analysts and/or designated Agency
representatives serve as Subject Matter Experts (SMEs) with respect to specific
databases (.g., No Fly or Selectee List) that receive TSDB data for TERRORISM
screening purposes. The NDIU currenily has four types of SMEs who specialize in the
information/systems from their respective organizations: DHS/Transportation Security
Administration (T'SA) for the No Fly, Selectee and Expanded Selectee Lists, FBI for
National Crime Information Center (NCIC)/KNOWN or SUSPECTED TERRORIST File
(KSTF), DOS for the Consular Consolidated Database (CCD)* and DHS for TECS (and
its components) and the Automated Targeting System (ATS). SMEs provide guidance
regarding their specific information/systems to the TSC and watchlisting standards to
their Agencies. Insome cases, the SME coordinates the data export to the supported
system, provides feedback to NOMINATORS, and responds to inquiries regarding their
supported system from other TSC customer Agencies.

1.56.2  Upon the conclusion of TSC®s review, TSC will either accept or reject the
nomination:

1.56.2.1  Accept Nomination. Consistent with Paragraphs (7) and (8) of Addendum B
to the 7SC MOU, if a nomination contains the minimum substantive derogatory
criteria and the minimum identifying information, TSC will create a TSDB record,
inchude the TERRORIST IDENTIFIERS from the TIDE record, and export the TSDB
record to its supported systems {i.e., databases and systems eligible to receive
recorsds from the TSDB) for the benefit of SCREENERS that conduct TERRORISM

sereening. The current supported systems include, but are not limited to, the
following:

1.56.2.1.1  NCIC/KSTF;

1.56.2.1.2  DOS Consular Lookout and Support System (CLASS)-VISA and
CcCD;

1.56.2.1.3 DHS Watchlisting Service (WLS) (e.g., TECS, ATS, Secure Flight);
1.56.2.14 TSA Transpm's:ation Security Vetting Center;

1.56.2.1.5  TSA-Office of Intelligence Analysis (O1A);

1.56.2.1.6  Tipoff United States Canada {TUSCAN);

* See Chapter 1, Section VI, supra.
* CCD is an application used by DOS to administer its visa and passport applications.
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1.56.2.1.7  Tipoff Australia Counterterrorism Information Control System
(TACTICS).

1.56.2.2  Reject Nomination. [f'a nomination lacks either the minimum substantive
derogatory criteria or the minimum ilentifying information, and is not an
exception to those requirements (e.g,, TIDE Category Codes 50 or 99 as deseribed
in Paragraph 1.53.2), TSC will reject the nomination and notify NCTC directly of
its determination or coordinate with NCTC to notify the NOMINATOR of its
determination. Records nominated to TIDE that are ineligible for TERRORIST
watchlisting may remain in TIDE until additional information is obtained to
warrant either watchlisting or removal from TIDE. NCTC analysis will review all-
source information for additional identifying or substantive DEROGATORY
INFORMATION, If additional information s discovered, NCTC will enhance the
TIDE record and submit the record to TSC for inclusion in the TSDB. The TIDE
record will be reviewed again by the TSC to determine whether it is eligible for
watchlisting in TSDB and export to certain supported screening systems, ™

1.57 The number of TSC's supported systems will continue to grow as TSC, DHS, and DOS
expand their domestic and international outreach efforts and finalize additional agreements to
exchange TERRORISM SCREENING INFORMATION. TSC has modified the TSDB so that certain
customers may query the TSDB remotely instead of receiving exports of TSDB data to their
own systems.,

1.58 Expedited Nomination Procedures for Individual Nominations, If exigent
circumstances exist (imminent travel and/or threat) where an individual nomination into the
TSDB needs to be expedited after normal duty hours, a NOMINATOR, with coordination from
NCTC, may contact the TSC’s TSOC directly. If a NOMINATOR coordinated with NCTC, the
nomination will be received by the TSC via the SRQ in TSDB and the TSOC Waich
Commander will coordinate with a NDIU Senior Analyst to process the nomination. A
NOMINATOR may also contact the TSC diveetly and provide all refevant information using the
following process:

1.58.1  The NOMINATOR must fiest contact the TSOC at 866»- (toll free number) or
at 571- 1

1.38.2  The NOMINATOR will be instrueted by a TSOC Specialist on how to telephonically
complete a Terrorist Sereening Center Expecited Nomination Request Form.

1.58.3  In addition to basie identifying information, the NOMINATOR will be requested to
provide a 24/7 point of contact should the KNOWN or SUSPECTED TERRORIST be
encountered by a SCREENER,

% Seq Poragraph 1.24.2 supra.
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1,584  Within 72 hours of contacting the TSOC, the NOMINATOR must provide appropriate
follow-up documentation that articulates, through either classified or unclassified means,
the substantive DEROGATORY INFORMATION used to establish the basis for TERRORIST
watchlisting.

1.59 Expedited Nomination Procedures for Temporary, Threat-Based Categories. This
provision is intended to enable categories of individuals to be temporarily upgraded in
watchlist status based on current and credible intelligence information or a pacticular threat
stream that indicates a certain category of individuals msy be used to conduct an act of
domestic or international TERRORISM. This temporary, threat-based expedited upgrade (TBU)
is macde at the divection of the Assistant to the President for Homeland Security and

Countertervorisim or hisfher designee (Appropriate Official) and should be narrowly tailored to
acldress the threat.

1.59.1 The goal of this provision is to fashion a watchlisting response that is appropriate to
the nature, specificity, and severity of the threat. To achieve this goal, in addition to
verifying the credibility of the threat intelligence, due consideration should be given to:

1.59.1.1  The harm to public sufety posed by the threat;

1.59.1.2  The clarity and specificity of the information giving rise to the threat as lo
time, place, method, and identity of the suspected perpetrators;

1.59.1.3  The anticipated impact on international and domestic travel, civil liberties,
and foreign relations; and,

1.59.1.4  The best available screening tools, other than the No Fly or Selectee Lists,
given the type and specificity of identifiers and travel data,

1.59.2 When necessitated by exigent circumstances, and where there is current and credible
intelligence information or a particular threat stream that indicates & certain category of
individuals may be used to conduct an act of domestic or international TERRORISM, the
Appropriate Official may direct the TSC and NCTC to place categories of individuals
from TIDE or TSDE on the No Fly List, Selectee List, or into the TSDB for up to 72
hours before concurrence is obtained from the Deputies or Principals Committee. To the
extent practicable, the initial direction to NCTC and TSC from the Appropriate Official
will be in writing. Absent DEROGATORY INFORMATION supporting individual nomination
or watchlist upgrade, if written concurrence is not obtained within 72 hours of the initial
direction to 'TSC and NCTC, the TSC will automatically remove any individuals added

to the No Fly List, Selectee List, or TSDB pursuant to the TBU, .until such written
direction is received.

1.59.3  The addition of categories of individuals to the No Fly List, Selectee List, or TSDB
pursuant to Paragraph 1.59.2 shall be effected for a period of time, consistent with the
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nature of the threat involved, not to exceed 30 days but may be renewed for additional
30-day periads upon written approval of the Deputies or Principals Committee. A TBU
is valid until the threat no longer exists, To the extent that such threat recedes or is
otherwise mitigated prior to the expiration of 30 days or during any extension approved
by the Deputics or Principals Committee, TSC and NCTC and members of the
watchlisting community shall immediately request of the Deputies or Principals
Committee to downgrade these TBUs to their otiginal or appropriate status, All threat-
based records transmitted through automated mechanisms (i.e., WLS, CCD) will include
a “TBU indicator” at the message level to differentiate this category of records from
non-TBU records and to provide the TBU directive for which the record is upgraded.

1.594  Until such time as the Deputies or Principals provide additional, written guidance,
DOS will defer visa actions with respect to these expedited upgrades in watchlist status,

1.59.5  Departments and Agencies will advise the Deputies or Principals of other

consequences that may result from & change in watchlist status and seek guidance as fo
how to proceed.

1.59.6  After these categorical moves are accomplished or renewed, there will be an
expedited procedure for the review of all U. $. PERSONS that are part of the TBU to ensure
their watchlisting status is appropriate (including whether continued categorical
watchlisting may be warranted based on the nature of the threat).

1.60 Arbitration of Watchlisting Disputes. If 2 NOMINATOR wishes to dispute TSC’s
watchlisting determination, it may contact NCTC (for international TERRORIST nominations)
to discuss the watchlisting status and/or submit additional substantive derogatory and
identifying information to support its initial nomination. Additional information provided to
NCTC by a NOMINATOR will be passed to the TSC for review and final watchlisting
determination. In the case of an FBI dispute over the TSC’s watchlisting determination of an
international TERRORIST’S nomination, a ¢case agent must contact the TSC.

161 In the case of domestic TERRORIST nominations, if the FBI wishes to dispute TSC's
watchlisting determination, it may contact the TSC to discuss the watchlisting status and/or
submit additional substantive derogatory and identifying information to support its initial
nomination.

X.  PROCEDURES TO REMOVE AN INDIVIDUAL FROM THE WATCHLIST

162 A NOMINATOR desiring to remove an international TERRORIST identity record previously
nominated to TIDE should contact NCTC and provide written justification for the request.
NCTC will promptly process the request when received. NCTC will be the final arbiter of
whether the identity is removed from TIDE and TSC will be the final arbiter of whether
TERRORIST IDENTIFIERS are removed from TSDB.
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1.63 1f the NOMINATOR requesting removal of an intetnational TERRORIST identity record from
TIDE is the only NOMINATOR to have provided information on that record, the removal request
will be immediately processed by NCTC. The removal information is then sent to the TSC,

which, in turn, makes a determination regarding removal of the TERRORIST identity from the
TSDB.

1.64 1f multiple NOMINATORS have provided information on an international TERRORIST identity
record, NCTC will coordinate with all relevant partics in an attempt to reach a consensus on
the TERRORIST identity’s most appropriate watchlisting status.

1.64.1  1f the multiple NOMINATORS arrive at a consensus that the watchlisted identity is not
reasonably suspected of engaging in TERRORISM and/or TERRORIST ACTIVITIES, of an
applicable exception, the identity is removed from the TSDB and TIDE. In certain
circumstances, NCTC may retain records in TIDE to prevent inappropriate re-
watchlisting.

1.64.2  Ifthe multiple NOMINATORS cannot arrive at a consensus regarding the watchlisting
status of an identity, TSC may decide to remove the identity from the TSDB, but NCTC
may retain the identity in TIDE.

1.64.3  For cases in which the FBI has conducted an investigation on an individual
(independently nominated by another NOMINATOR) and has concluded that the
watchlisted individual is not a KNOWN or SUSPECTED TERRORIST, the individual may be
removed from the TSDB.Y In such cases, the TERRORIST IDENTIFIERS from the FBI's
investigation may be used to supplement the TIDE record.

1.65 The FBI will review domestic TERRORIST identity removal requests according to applicable
FBI procedures.

1.66 TSC has an established, on-going process to review every record in the TSDB in accordance
with Paragraph (8)(b) of the 78C MOU and its mission under HSPD-6 to maintain the most
thorough, accurate, and current information in the TSDB. [f TSC determines that the
watchlisting standards are not met for an individual record, TSC will remove the record from
the TSDR, in eoordination with the NOMINATING AGENCY.

REDRESS PROCEDURES

1.67 In January 2005, the TSC established a formal watchlist redress process that allows Agencics

¥ After an FBI determination that the individual is not £ KNOWN or SUSPECTEL TERRORIST, NCTC may determine-
based on a NOMINATOR'S independent nowmination- that the individual should remain in TIDE as records that have been
fully veited and should not be screoned against (TIDE Catogory Codo 140), the individual be watchiisted based upon the
MNOMINATOR'S independent determination that the individual is & KNOWN or SUSPECTED TERRORIST or that the individual
warrants watchlisting based upon an exception to the REASONABLE SUSPICION standard,
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that use TSDB data during a TERRORISM sereening process fo refer individuals” complainis Lo
the TSC if it appears the complainis may be related to the watchlisting process, The goal of
the watchlist redress process is to provide for timely and fair review of individuals’
complaints and to identify and correct any errors in the TSDB.

1.68 The watchlist redress process is a multi-Agency process involving the DHS, TSC, NCTC,
NOMINATORS, and SCREENERS. On September 19, 2007, Agencies participating in the

watchiist redress process executed the Redress MOU to set forth a coordinated redress process

to respond to individual complaints about adverse screening experiences. ™

1.69 TSC's Redress Office is responsible for receiving, tracking, and researching watchlist-related
complaints that SCREENERS refer to TSC, For each redress complaint received, the Redress
Office conducts an In-depth analysis to determine if the person’s complaint is related to a
TSDB record, including a determination of whether the complainant is the watchlisted
individual or merely a near-maich to a watchlist record. Ifthe complainant is the watchlisted
individual, the TSC’s Redress Office will determine whether the watchlisted individual stiil
meets all the watchlisting eriteria.

1.70 For each complaint, the TSC Redress Office coordinates with the NOMINATOR (via NCTC

when the NOMINATOR is not the FBI), who assists in the evaluation of the complaint to ensure

the most current, accurate, and thorough information available is used to review the person’s
watchlist status. Where appropriate and warranted by the current information and applicable
criteria, & person’s watchlist status may be adjusted (e.g., downgraded from the No Fly to

Selectee List or the person’s identity may be removed entirely from the TSDB). 1f the redress

complaint was referred to the TSC from the DHE Traveler Redress Inquiry Program (DHS

TRIP), the individual’s adjusted watchlist status will be provided to DHS TRIP for issuance of

an appropriate response,

1.71 DHS TRIP is a single point of contact for individuals who have inquiries or seek resolution
regarding difficultics they experience during their travel screening or inspection at, for
example, transportation hubs like airports, or when crossing U.S, borders. The DHS TRIP
website is www,dhs.govfirip. DHS TRIP ensures & thorough review is completed by
consulting and sharing information with other DHS Components and other Agencies, as
appropriate, to address the issues identified by the complainant.

PERIODIC REVIEW OF THE WATCHLISTING GUIDANCE

1,72 This Watchlisting Guidance shall be reviewed no less than every two years following the
conclusion of the previous review, or as needed.

B See Appendix 8, Redress MOU: see afso FN 16, supra.
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2.1

15

2.2

2.3

2.4

CHAPTER 2;: MINIMUM IDENTIFYING CRITERIA

BIOMETRIC NOMINATIONS

Biometric information refers to the measuruble hiological (anatomical or physiological) and
behavioral characieristics that can be used for recognition, Examples include facial
photogeaphs, fingerprints, iris scans, digital images, latent prints, DNA and gait. A biometric
is sufficient to meet the minimum identifying criteria for nominations to the NCTC’s TIDE
and/or the TSC™s TSDB, provided that the nomination also meets the minimum substantive
derogatory criteria, or one of the exceptions, Biometric nominations without minitmum
biographic information will be provided only to those SCREENERS that have the technical
capability to screen against or otherwise make assessments using the biometrics.
Notwithstanding the above, all NOMINATORS are encouraged to include all available associated
biographic information with any biometric nomination.

MINIMUM BIOGRAPHIC NOMINATION REQUIREMENT

TIDE, NOMINATORS shall provide NCTC, for inclusion into TIDE, FRAGMENTARY
INFORMATION that suggests an individual may have 8 nexus to TERRORISM and/or TERRORIST
ACTIVITIES and any additional information that will facilitate identification of these
individuals. Nominations to TIDE under this section will be considered for inclusion in the
TSDB if the NOMINATING AGENCY believes there is REASONABLE SUSPICION to believe that the
individual is & KNOWN or SUSPECTED TERRORIST,

2.2.1 Nominations of individuals based on FRAGMENTARY INFORMATION who fitil to meet the
minimum identifying criteria for nomination to TSDB should be provided to NCTC for
inclusion in TIDE when there is PEROGATORY INFORMATION suggesting that the
individual is associated with TERRORISM and the NOMINATING AGENCY determines that
there are sufficient identifiers for possibly facilitating a match to existing TIDE records.
Unless otherwise directed, NOMINATING AGENCIES should prioritize the nominations of
individuals who satisfy the minimum identifying criteria before addressing nominations
based on FRAGMENTARY INFORMATION,

SCREENER Discretion. As appropriate, SCREENERS have the discretion to decide not to
include in their screening systems common names received from the TSDB, where
insufficient identifying information exists for identification.

TSDB. Nominations to the THDB must inchude a last name. NOMINATING AGENCIES should
also provide any additional identifying information available. In addition to 8 last name,
nominations must include:

2.4.1 fivst name;
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2.4.2 Or any one of the following additional identifiers:

2.4.2.1  Full date of birth (eight digit “mm/dd/yyyy” format);
2422  Passport number (with o without country of issuance);

2423  Unique identifying numbers such as alien registration numbers, visa numbers,
and social security numbers;

2424  Telephone numbet(s)™;
2425  E-mail address(es)™;
242.6  License plate number(s).

2.4.3 Or any two of the following additional identifiers™:

243.1  Country of citizenship, if different from place of birth;
24.3.2  Place of birth (city or country), if different from country of citizenship;
2433  Circa or partial date of birth {partial: e g, 1960; or range: e.g., 1960-1965);

2434  Full name of an immediate family member (e.g., parent, spouse, sibling, or
children};

2.43.5  Occupation or current employer;

243.6  Specific degrees received;

24.3.7  Schools attended; .

2438  Physical identifiers such as race, height, or weight;

2.4.3.9  Unique physical identifiers such as scars, marks or tattoos;
2.4.3,10  Street address or other sufficiently specific location information.

% Only unclassified phone numbers that are authorized for passage to TSC pursusnt to Pacagraph 7(m) of Addendum B
to the 75C MOU, witl be included In TSDB. See Appendix 4. Unclassified phone numbers will only be provided to
those SCREBNERS that luve the technical capability to receive this data.

¥ Only unclnssified emall addeesses that are suthorized for passage to TSC pursuant to Paragraph 7{m) of Addendum B
of the TSC MOU will be included in TSDB. See Appendix 4, Unclassified emall addresses will enly be provided to
those SCREENERS that have the technical capability to recetve this data,

' A vequived hete, there must be two distinet identifiers that must be sufficiently specific (o account for the lacge
number of possible maiches common identifiers may produce. For example, if one identifier is rathor common (e.g.,
physical identifiers), the other identifier must be more specific to permit the screening official to successfully maicha
record with an individual. As a further example, & nomination with the lagt name listed as Khan, location listed as
Kabul, Afghanistan, and occupation listed as a boker alone would be jnsufficient for screening purposes because it is
highly unlikely a successfisl match could be made sgainst such data. However, & nomination with the name listed as R,
Khan, location listed as residence of 123 Sunshine Street, Kabul, Afghanistan, and occupation listed as a baker at ABC
Bakery, would be sufficient for sereening purposes.
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L MINIMUM BIOGRAPHIC INFORMATION REQUIRED FOR EXCEPTIONS TO THE
MINIMUM SUBSTANTIVE DEROGATORY STANDARDS FOR TERRORIST
WATCHLISTING

2.5  There are certain bxcepmm to the minimum substantive derogatory standards for TERROR;&T
watchlisting that support immigration and visa scrcening activities by DHS and pos.?
Examples of these categories of records include, but may not be limited to, records relating to
an individual who has a defined relationship with the KNOWN or SUSPECTED TERRORIST, but
whose involvement with the KNOWN or SUSPECTED TERRORIST’S activities is unknown (TIDE
Category Code 50) and those with Insufficient DEROGATORY INFORMATION TO meet the
REASONABLE SUSPICION standard for watchlisting (TIDE Category Code 99).

2.6 NOMINATING AGENCIES should provide all additional identifying information available. All
nominations under this section must include a full name (first name, last name) and one of
the following identifiers:

2.6.1 Full date of birth;

2.6.2 Full passport number (with or withowt country of issuance);

2.6.3 Unique identifying numbers such as alien registration numbers, visa numbers, and social
security account numbers;

2.6.4 Telephone number(s);
2.6.5 Email address{es);
2.6.6 License plate number(s);

2.6.7 Biometrics, such as facial image, itis scans or fingerprints.

¥ See Chapter 3, Section V,
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3.2

i1

3.3
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CHAPTER 3: MINIMUM SUBSTANTIVE DEROGATORY CRITERIA

INTRODUCTION AND PURPOSE

TSC issued an updated U.S. Government Protocol Regarding Terrorist Nominations on
February 25, 2009, that included an appendix identifying the minimum substantive derogatory
criteria for acceptance of KNOWN or SUSPECTED TERRORIST sominations into the TSDB.
Based on the attempted terror attack of December 25, 2009, the Watchiisting Guidance was
reviewed to determine whether adjustments were needed. The revised guidance was approved
by the White House Deputies Commmittee on May 25, 2010 and issued to the watchlisting
community on July 16, 2010, after a multi-agency classification review.

This Chapter of the Watchlisting Guidance has been updated to reflect the watchlisting
community’s experiences with the Guidance since issuance in July of 2010 by the Deputies
Committee. One of the more notuble changes of this updated version of the Watchlisting
Guidance is the restructuring of instances for when PARTICULARIZED DEROGATORY
INFORMATION is required. Another notable change includes the re-introduction of guidance
velative to the TERRORIST facilitators or supporters fiom an earfier version of the Watchlisting
Guidance and the inclusion of additional exceptions to the minimum substantive derogatory

standards for TERRORIST watchlisting that support immigration and visa screening activities of
the DOS and DHS.

REASONABLE SUSPICION

For purposes of watchlisting an individual to the TSDB, the NOMINATOR should determine
whether there is REASONABLE SUSPICION that an individual is & KNOWN or SUSPECTED
TERRORIST.*

REASONABLE SUSPICION. To meet the REASONABLE SUSPICION standard, the NOMINATOR,
based on the totality of the circumstunces, must rely upon articulable intelligence or
information which, taken together with rational inferences from those facts, reasonably
warcants a determination that an individual is known or suspected to be or has been knowingly
engaged in conduct constituting, in preparation for, in aid of, or refated to TERRORISM and/or
TERRORIST ACTIVITIES, There must be an ohjective factual basis for the NOMINATOR to believe
that the individual is & KNOWN or SUSPECTED TERRORIST. Mere guesses or hunches are not
sufficient to constitute a REASONABLE SUSPICION that an individual is a KNOWHN or SUSPECTED
TERRORIST. Reporting of suspicious activity alone that does not meet the REASONABLE
SUSPICION standard set forth herein is not a sufficient basis to watchlist an individual. The
facts, however, given fair consideration, shoukd sensibly lead to the conclusion that an
individual is, or has, engaged in TERRORISM snd/or TERRORIST ACTIVITIES.

0 In Instances where REASONABLE SUSPICION is not found, NOMINATORS should also determine whother the individual
should be nominated to support inmnigration and visa screening by DHS and DOS (see Chapter 3, Section V).
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3.5

3.6

3.7

3.8

3.9

Due Weight. In determining whether a REASONABLE SUSPICION exists, due weight should be
given to the specific reasonable inferences that & NOMINATOR is entitled to draw from the facts
in light of his/her experience and not on unfounded suspicions or hunches. Although
irrefutable evidence or concrete facts are not necessary, to be reasonable, suspicion should be
as clear and as fully developed as cireumstances permit. For additional guidance regarding
the nomination of U.S. PRRSONS, see Paragraph 3.15.

NOMINATORS shall not nominate an individual based on source reporting that NOMINATING
personnel identify as, or know to be, unreliable or not credible. Single source information,
including but not limited to “wall-in", “write-in”, ot postings an social media sites, however,
should not automatically be discounted merely because of the manner in which it was
received. Instend, the NOMINATING AGENCY should evaluate the credibility of the source, as
well as the nature and specificity of the information, and nominate even if that source is
uncorroborated, assuming the information supports & REASONABLE SUSPICION that the
Individual is & KNOWN or SUSPECTED TERRORIST o there is another basis for walchlisting the
individual.

Criteria and Data Quality. To demonstrate that the nomination has sufficient indicia of
reliability to stpport 2 REASONABLE SUSPICION determination, NOMINATING AGENCIES should
incorporate processes designed to ensure that nominations are free of ervors, and to the extent
possible given the nature of the reporting, have not come from sources known or determined
to be unreliable. NOMINATING AGENCIES should, to the extent possible, verify the acouracy
and reliability of the information included in nominations. In addition to ensuring that
nominations are free from errors, NOMINATING AGENCIES should implement procedures
designed to ensure that recalled or revised information is reviewed regularly, and that
necessary cotrections to nominations based on those revisions/retractions are made.

PARTICULARIZED DEROGATORY INFORMATION. PARTICULARIZED DEROGATORY
INFORMATION is the type of information relied on to determine whether REASONABLE
SUSPICION is met. This is information that demonstrates the nature of an individual’s or
group’s association with TERRORISM and/or TERRORIST ACTIVITIES that is deseriptive and
specific to an event or activity, and is more than a label. For example, “Subject X provides
false travel documentation for Al-Quaida operatives” is PARTICULARIZED DEROGATORY
INFORMATION, whereas “Subject Y is a supporter,” standing alone, is not considered
PARTICULARIZED DEROOATORY INFORMATION.

Potential Behavioral Indicators. In making a REASONABLE SUSPICION determination,
NOMINATORS should consider behavioral indicators known to be associated with particular
KNOWN or SUSPECTED TERRORISTS. The following is a list of a fow examples of those
indlicators. It is not an exclusive list and it includes activity that may have innocent
explanations wholly unrelated to TERRORISM. Furthermore, some activities conducted by U8,
PERSONS or activities taking place within the United States, may be an oxercise of rights
guaranteed by the First Amendment. Watchlisting sn individua! for engaging solely in
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constitutionally protected activities is prohibited.”! For these reasons, it is critical that each of
these activities—as with all possible indicators of TERRORIST ACTIVITY-—n0t be judged in
isolation. Each must be viewed in the context in which it occurs and considered in
combination with all other known information to ensure that any nomination based in whole
or in part on this behavior comports with the standards set forth above:

3.9.1 Attendance at training camps known to the IC as facilitating TERRORIST ACTIVITIES ™,

3.9.2 Attendance at schools/institutions identified by the IC as teaching an ideology that
includes the justification of the unlawful use of violence or violent extremism;

3.9.3 Repeated contact with individuals identified by the IC as teaching or espousing an
ideology that includes the justification of the unlawful use of violence or violent
extremism; or,

3.9.4 Travel for no known lawful or legitimate purpose to u locus of TERRORIST ACTIVITY.
oL KNOWN TERRORISTS

310 Definttions.

3101 KNOWN TERRORIST, A KNOWN TERRORIST is an individual whom the U.S.
Government knows is engaged, has been engaged, or who inteads to engage in
TERRORISM and/or TERRORIST ACTIVITY, including an individual (a) who has been
charged, arrested, indicted, or convicted for a crime related to TERRORISM by U.S.
Government or foreign governument authorities; or (b) identified as a TERRORIST or
member of a designated foreign terrorist organization pursuant to statute, Executive
Order ot international legal obligation pursuant to a United Nations Security Council
Resolution.

3.10.2  TERRORISM and/or TERRORIST ACTIVITIES. In gencral, TERRORISM and/or
TERRORIST ACTIVITIES are acts that: (a) involve violent acts or acts dangerous to human
life, property, or infrastructurs that may be a vielation of ULS. law, or may have been, if
those acts were committed in the United States; and, (b) appear intended to intimidate or
coerce a civilian population, influence the policy of a government by intimidation or
coercion, or affect the conduct of government by mass destruction, assassination,
kidnapping, or hostage-taking. This includes activities that fucilitate or support

# oo Chapter 1, Section [11,

“ Altendance at TERRORIST training camps alone meets the REASONABLE SUSPICION standard. Note that under the INA
gection 212 (a)3UBYCVILE U.S.C. T132(m)(3XB)E VI, an alien who has received military-type training (a5
defined in section 2339D¢c)(1) of Title 18, United States Code) from or on behalf of any organization that, n¢ the time
the training was received, was a tergorist organization as defined in elause (v), is madmissible. Note also that 18 U.S.C.
section 23390 criminalizes receiving wilitary type teaining from a desiganted foreign tervorist organization,
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TERRORISM and/or TERRORIST ACTIVITIES, P

311 Types of KNOWN TERRORISTS for Whom REASONABLE SUSPICION is Established by

Recognized Autherity and for Whom Particularized Derogatory Information is Not
Required.

3,111 Arrested or Convicted TERRORISTS.* Individuals who have been arrested or
convicted for TERRORIST ACTIVITY are considered KNOWN TERRORISTS who should be
nominated. The arrest or conviction is presumed to meet the REASONABLE SUSPICION
standard for watchlisting unless there is reason to believe that the information is
questionable (e.g., faulty or erroneous), of dubious origin {e.g., poison pen, sowrce
known to be unreliable, or politically motivated) or the result of an unreliable process
{e.g., conviction by a court that docs not adhere to minimally acceptable due process
standards). Nominations should include the charge, location, and date of the arrest or
conviction, il available.

3.11.2  Individuals Identificd Pursuant to Statute or Excentive Order.”® Pursuant to
Executive Order 13224, as amended, “Blocking Property and Prohibiting Transactions
with Persons who Commit, Threaten to Commit, or Support Tervorism,” Executive
Order 12947, as amended, “Prohibiting Transactions with Terrorists Who Threaten to
Disrupt the Middle East Peace Process,” and section 302 of the Antiterrorism and
Effective Death Penalty Act of 1996 (AEDPA), the U.S. Departiment of the Treasury’s
Office of Foreign Assets Conirol (OFAC) publishes, updates, and maintains an
integrated and comprehensive list of designated partics with whom U.8. PERSONS are
prohibited froin providing services or conducting transactions and whose assets are
blocked. The names on this list include persons designated under country-based and
list-baged economic sanctions programs, as well ag individuals and entities designated
under the various Executive Qrders and Statutes aimed at TERRORISM. Persons
designated under Executive Order 13224, Executive Order 12947, or the AEDPA are
included on this integrated and comprehensive list and are *Specially Designated Global
Terrorists’ (SDGTs), ‘Specially Designated Terrorists’ {(SDTs), or *Foreign Terrorist

2 TRRRORISM and/or TEIRORIST ACTIVITIES include ncts that the actor knows or reasonably should know affords
material support to any individual who the actor knows or reasonably should kaow, has committed or plans to commit n
terrorist activity, to & terrorist organization or to any member of such an organization. Material support includes
providing & safe houge, transportation, cormmunications, funds, trangfer of Amds or other matarial beefit, false
documentation or identification, weapans {Including chemical, biological, or radiclogical weapons), explosives, or
tradning for the commission of an act of TERRORISHM and/or TERROTUST ACTIVITY.

14 See Paragraph 3.13.1 for situatlons involving individunis who are acquiited or agalnst whom charges are dismissed
for a crime related to TERRORISM.

* These nuthorities gonerally authorize the Secretary of State (In consultation with efther the Secretary of the Treasury,
the Altorney General, the Seorotary of Homeland Security, or a combination thereof} to designate and block the assets
of foreign individuals and entities that commit, or pose a significant risk of committing, acts of TERRORISM that threuten
the security of U.S. nationals or the wational security, foreign policy, or evonomy of the Upited States. Additionally,
lesders or members of & Foreign Terrorist Organization (FT0), an Specially Degignated Global Terrorist (SDGT) under
Executive Order 13224, or an ovpanization named to the Teerorist Exclugion List {TEL) may be designated as a tervorist
organization by the Secretary of State for immigration purposes pursuant to INA section 212{(a)(3)(B)(vi}1i) {8 U.S.C.

1 18%(mGXBIVIANL
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Organizations’ (FTOs), respectively, and should be nominated accordingly.*
NOMINATORS should regularly check the Specially Designated Nationals List (SDNL) as
individuals are added and dropped as sew information becomes available.

3AL3  Individuals Identified as TERRORISTS Pursuant fo a United Nations Security
Counecil Resolutions (UNSCR) Concerning Al-Qaida and Associated Individuals
and Entities. Under UNSCR resolution 1267 (1999), modified and strengthened by
subsequent resolutions, including resolutions 1333 (2000), 1390 (2002), 1445 (2003),
1526 (2004), L1617 (2005), 1735 (2006), 1822 (2008}, 1904 (2009), and resolution {989
(2011}, sanctions measures now apply to designated individuals and entities associated
with Al-Qaida, wherever located. The Names of the targeted individuals and entities ave
placed on the Al-Qaida Sanctions List.*” Under the UNSCR sanctions regime, the
United States has an international legal obligation to prevent the entry into or transat
through its territory of designated individuals listed on the Al-Qaida Sanctions List. ™
NOMINATORS should regularly check the Al-Qalda Sanctions List as individuals are
added and dropped as new information becomes available.

3114 Individuals Identified as TERRORISTS Puvsuant to the National Intelligence
Priorities Framework of Counterterrorism. Members of groups (not support entities)
that are identified on the National Intelligence Priorities Framework of
Counterterrorisin, (NIPF-CT) are presurmed (o meet the REASONABLE SUSPICION standard
so long as the group name is not just a regional or activity-based characterization.
Neutral associations such as janitorial, repair, or delivery services of commercial goods
do not meet the REASONABLE SUSPICION standard.

1V. SUSPECTED TERRORISTS
3.12 Definition.
3.32.1 A SUSPECTED TERRORIST is an individual who is REASONABLY SUSPECTED to be, or
has been, engaged in conduct constituting, in preparation for, in aid of, or related o

TERRORISM and/or TERRORIST ACTIVITIES based on an articulable and REASGNARLE
SUSPICION,

3.13 Types of SUSPECTED TERRORISTS.

8 ite compmhemswe Vst of“ SDG“ls smf,i SD’Fs is nccess;bi‘e ﬁhmugh the OFM;‘ website at the following URL:
e ; afde

: s 3 st L EH VKT ONg . iz
7 Narrotive mlmmaries ufﬁhe mmmns i‘ur Iaseing mefw sc!uals graups, undeuakmgs and entities on the Al-Qalda
Sanc.uans Eigt (wlxm avmlabia) can be muné nt the tolkawmg URL:
eyl o/1F ,

4 Many pfmnns dealgnaied wuier UNSCE{ IZ&'}' anck Executive Order 13224 sre or have been engaged in financinl
support, facilitation, and other setivitles In support of PERRORISM. They often, howaver, do not meet the cwrrent eriteria
for placement on the No Fly List, DHS and DOS will review the information provided about these individuals and take
actions, as appropriate,
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313,01 Individuals Who axe Acquitted or for Whom Charges are Dismissed. An
individual who is acquitted or against whom charges arc dismissed for a crime related to
TERRORISM may nevertheless meet the REASONABLE SUSPICION standard and
appropriately remain on, or be nominated to, the Terrorist Watchlist,*® Each case should
be evaluated based on the facts of the underlying activities, the circumstances
surrounding the acquittal or dismissal, and all known DEROGATORY INFORMATION to
determine if the individual should remain on the Terrorist Watchlist,

3132 Individuals Identified ns TERRORISTS Pursuant to Other Yaternal Department or
Agency Processes. Departments or Agencies that nominate individuals associated with
a terrorist group that is not designated by Statute or Exccutive Order (see Paragraph
3.11.2) or groups that fall outside of the NIPF-CT congtruct (see Paragraph 3.11.4) must
have internal processes to review the activities of TERRORISTS and terrotist
organizations. So long as & Department’s or Agency’s internal process has determined
that & group is engaging in TERRORISM and/or TERRORIST ACTIVITIES, REASONABLE
SUSPICION can be met for members of the group, or active participants in, that group’s
TERRORIST ACTIVITIES. Departments and Agencies that use this clause to recommernd
subjects for watchlisting are required to provide written notice to NCTC and TSC (an
email will suffice) of the Department or Agency’s determination. While members or
active participants of such groups may be nominated without PARTICULARIZED
DEROGATORY INFORMATION, the watchlisting of an individual pursuant to this clause
must be based on the determination by a Department or Agency’s internal processes that
the group is engaging in TERRORISM and/or TERRORIST ACTIVITIES. Neulral associations
like janitorial, repair, or delivery services of commercial goods do not meet the
REASONABLE SUSPICION standard.

3.13.3  Individuals Identified as TERRORISTS Pursuant to Agreements by U.S,
Government Agencies/Foreign Governments for Sharing of TERRORIST Identity
Data. The U.S. Government may enter into agreements with foreign governments for
the sharing of TERRORIST identity information. Pursuant to such agreements, data will
be provided to the TSC for TERRORIST screening, as requited under HSPD6. The
Information Sharing and Access (ISA) Interagency Policy Committee (1PC) or an [PC-
designated interagency body, will make a determination, country by country, prior to the
final agreement on whether the data provided will (1) be presumed to meet the standard
for inclusion in TSDR; or (2) undergo the Foreign Partner Vetting Process.

3.134  TIndividuals Identified as Associates or Affiliates of KNOWN 0F SUSPECTED
TERRORISTS or TERRORIST Cells or Networks.” Individuals who are associated or
affiliated with & KNOWN or SUSPECTED TERRORIST, or TERRORIST cells or networks
should be nominated when there is PARTICULARIZED DEROGATORY INFORMATION

* Because the REASONABLE SUSPICION standard requived for watchlisting is lower than that recpubrend for a criminal
conviction {L.e., beyond a reasonable doubt}, an individual that is scquitted or for whom charges are dismissed may
;.Luaiiiy for watchlisting based on the facts and ciren mstances surrounding the noquittal or dismissal.

This section applies as well to persons “linked to,” “related” and other similar descriptors to & KNOWN or SUSPRCTED
TERRORIST, TERROWST ¢ells or networks,
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regarding the context of the relationship that gives rise to a REASONABLE SUSPICION that
the individual is engaging or has enpaged in conduct constituting, in preparation for, in
aid of, or related to TERRORISM and/or TERRORIST ACTIVITIES, Neutral associations such
a8 janitorial, repair, or delivery services of commercial goods are not sufficient,
Information about the pertinent activities of the KNOWN or SUSPECTED TERRORIST,
TERRORIST cell or network should be included in the nomination. These nominations
should include context or content to demonstrate the membership, association, or
affiliation to the KNOWN or SUSPECTED T ERRORIST, TERRORIST cell or network.
Individuals who metely “may be” memboers, associates or affiliates to a terrorist
organization may not be sccepted into the TSDB, unless the REASONABLE SUSPICION
standard is met and PARTICULARIZED DEROGATORY INFORMATION accompanies the
nomination.

3.134.1  Inferences that Support REASONABLE SUSPICION. REASONABLE SUSPICION
may be rationally inferred from the context of the relationship with the KnowN or
SUSPECTED THRRORIST. The following factors should be considered when
determining whether REASONABLE SUSPICION may be inferred:

313411 The nature of the activity engaged in with the KNOWN or SUSPECTED
TERRORIST:

3.134.1.2  The frequency, duration, or manner of their contact:

313413 A close, continuing, or direct relationship with a KNOWN or
SUSPECTED TERRORIST that reasonably suggests the individual is knowingly
involved in or willfully supporting the KNOWN or SUSPECTED TERRORIST’S
TERRORIST ACTIVITIES; or,

313404 Other malevolent or illicit factors that can be articulated that would
support & REASONABLE SUSPICION that the individual is engaging in
TERRORISM andfor TERRORIST AC TIVITIES.

3.13.5  Individuals Ydentified as TERRORIST Facilitators. TERRORIST facilitators are
presumed to mect the REASONABLE SUSPICION standard. The nomination should include
PARTICULARIZED DEROGATORY INFORMATION concerning the type of “facilitation”
involved and the role of the fucilitator when this information s known. Individuals who
are considered facilitators include, but are not limited to, financial fundvaisers, document
forgers, travel facilitators, money launderers, and arms merchants. There must be
REASONABLE SUSPICION that the facilitator knew that his or her actions would aid in the
furtherance of TERRORISM and/or TERRORIST ACTIVITIES.

31351 Criminal Activity Supporting TERRORISM, [F intelligence or information
indicates that the individual is engaging in criminal activily related to smuggling,
providing safe houses, forging documents, or any other support to TERRORISTS o
terrorist groups, NOMINATORS should preaume that the individual is knowingly
engaging in criminal activity that supports TERRORISM and/ or TERRORIST
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ACTIVITIES, In these circumstances, REASONABLE SUSPICION is based on the
TERRORIST criminal activity and should be deseribed in the nomination.

3.13.6  Individuals who Incite Others to Commit Acts of TERRORISM. 3! Inciting an
individual to commit an act of TERRORISM and/or TERRORIST ACTIVITIES under
circumstances that indicate an intention to cause death or serious bodily harm is
considered engaging in TERRORIST ACTIVITY and is sufficient to meet the REASONABLE
SUSPICION standard. The nomination should include PARTICULARIZED DEROGATORY
INFORMATION concerning the type of “incitement” involved and the role of the
individual when this information is known. Normally, speech will not rise to the level of
“Inciting” unless there is a clear fink between the speech and an actual effort to
undertake the TERRORIST ACTIVITY. The individual may have incited TERRORIST
ACTIVITY, even if a terrorist attack does not actually accur (e.g:, because an attempt to
commit such activity is thwarted), Speech advocating a violent or dangerous TERRORIST
ACTIVITY is incitement if such advocacy is directed to incitin§ or producing imminent
lawless action and is likely to incite or produce such action.’

3.13.7  Individuals Who Solicit Others to Engage in TERRORIST ACTIVITIES. In an
individual capacity or as a member of an organization, any individual who solicits
another to engage in a TERRORIST ACTIVITY and/or for membership in a terrorist
organization is considered to be engaging in TRRRORIST ACTIVITY. Nominations that
include PARTICULARIZED DEROGATORY INFORMATION concerning the type of solicitation
involved and the role of the individual are sufficient to meet the REASONABLE SUSPICION
standard. An individual may Fall outside the scope of engaging in the solicitation of an
inclividual for membership in a terrorist organization if there is information that
demonstrates that the individual did not know and should not have reasonably known
that the organization was a tervorist organization,

3.13.8 Individuals Identitied as Sympathizers and Supporters of a Designated Terrorist
Organization.™ Sympathizers and supporters of a designated terrorist organization
(DTO) (see Paragraph 3.11.2) may be waichlisted when the REASONABLE SUSPICION
standard is met, and the nomination inclucles PARTICULARIZED DERGGATORY
INFORMATION concerning the how the individual’s activities warrant watchlisting, as
opposed to information about why the organization is a DTO.

30381 A sympathizer or supporter of TERRORISM should be nominated if the support
is operational in nature. If support is merely ideological, the individual should not
be nominated,

*! For situations whese there is no PARTICULARIZED DEROGATORY INFORMATION, individuals may be watchlisted as an
exception to the REASONABLE SUSPICION standard. Sze Paragraph 3.14.3.

" dsheroft v. Free Speech Coalition, 335 U.S. 234, 122 8.Ct. 1389 (2002); & FAM 40,32 N2.5, “Advocacy of Terrorism
Not Always Exclusionary ”

¥ Por situations where thers s 110 PARTICULARIZED DEROGATORY INFORMATION, supporters of a designated terrorist
organization (DTO) may be watchlisted as an exception 1o the REASONABLE SUSPICION standard. See Paragraph 3.14.4,

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION
Page | 40




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 114 of 225
UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURTTY INFORMATION

3139  Individuals Identificd 8s FOREIGN FIGHTERS. PORBIGN FIGHTERS are defined ag
nationals of one country who travel or attempt to travel to another country to participate
in TERRORISM and/or TERRORIST ACTIVITIES, and to the extent possible, the nomination
should include PARTICULARIZED DEROGATORY INFORMATION. Behavior that qualifies as
PARTICULARIZED DEROGATORY INFORMATION is the travel to a foreign country to
participate in TERRORISM and/or TERRORIST ACTIVITIES.

3.13.9.1 A person is not considered a FOREIGN FIGHTER when he or she traveled from
Country A to Country B for non-TERRORIST reasons {e.g., enroiling in school).
Inferences that someone is & FOREIGN FIGHTER may not be drawn solely from
biographic facts that indicate a person was botn in one couniry and is found in a

different country and suspected to be participating in TERRORISM and/or TERRORIST
ACTIVITIES.

3.13.10 Special Consideration for Individuals Involved with TERRORIST-Associated
Weapons. Individuals who possess, handle, use, manufactore, sell, or transfer
Improvised Explosive Devices (IEDg), Explosively Formed Penetrators (EEFP),
Radielogieal Dispersion Devices (RDD), or improvised chemical, biclogical,
radiological, or nuclear (CBRN) devices, are presumed to meet the REASONABLE
SUSPICION standard due to the inherently dangerous nature of these tems or when it can
reasonably be infetred from the context that theve is a connection to TERRORISM and/or
TERRORIST ACTIVITIES {¢.g., Traq, presence of other KNOWN or SUSPECTED TERRORISTS,
previous attacks on or threats to U.S. Forces),

31311 Targets of Raids Conducted by the U.S. Military or the Intelligence
Community. REASONABLE SUSPICION is presumed where an individual was identified ag
the target of a raid to disrupt a FTO., When an individual is identified by discovery of
information found during the course of such a raid conducted by the U.8., Military or the
IC, however, REASONABLE SUSPICION is met where the available PARTICULARIZED
DERQGATORY INFORMATION expiains why he or she can be reasonably suspected of
engaging or having engaged in conduct constituting, in preparation for, in aii of, or
related to TERRORISM and/or TERRORIST ACTIVITY. Ifthere s no PARTICULARIZED
DEROGATORY INFORMATION on the individual for whom information was discovered
during the raid, he or she should not be nominated.

3.13.12 Individuals Identified as TERRORISTS via Documentation or Media Exploitation
Efforts. Any individuals identified in documents or media otherwise captured by U.S.
or ellied forces or obtained from a NOMINATING AGENCY must have a connection to
TERRORISM and/or TERRORIST ACTIVITIES in order to be nominated to the Tesrorist
Watchlist. REASONABLE SUSPICION for an individual to be nominated from document
and media exploitation (DOMEX) matesials may be established either by the content or
context of the DOMEX, or other sources. Nominations under this section must include
PARTICULARIZED DERQOGATORY INFORMATION. For exampile, REASONABLE SUSPICION for
watchlisting can be met based on the acquisition of documents/media identifying a
person from the counterterrorism operation that targeted the residence of Al-Qaida
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leader Usama bin Laden on May 2, 201 1.3 Likewise, individuals listed on a roster of an
IED cell could be nominated solely on the presence of their name on the list. An
identity from a captured passport, however, would only be watchlisted if additional
reporting documents REASONABLE SUSPICION to believe that the individual is connected
to TERRORISM and/or TERRORIST ACTIVITY.

3.13.13  LONE WOLVES. Because the focus is on the individual’s TERRORISM-related conduct,
“LONE WOLF” TERRORISTS should be nominated when PARTICULARIZED DEROGATORY
INFORMATION and their actions support a REASONABLE SUSPICION that they are engaged
in, or have engaged in, TERRORISM and/or TERRORIST ACTIVITIES. No present known
affiliation with a terror group, organization, or cell is required but prior affiliations, if'
they cxist, may be taken into account for supporting a rational inference that the
individual is reasonably suspected of engaging in TERRORISM and/or TERRORIST
ACTIVITIES,

V. EXCEPTIONS TO SUPPORT IMMIGRATION AND VISA SCREENING
ACTIVITIES BY DHS AND DOS

3,14 TSDB Minimum Substantive Derogatory Exceptions to Support Immigration and Visa
Screening Activities by the IYHS and DOS, The Watchlisting Guidance contains certain
exceptions to the minimum substantive derogatory criteria for TERRORIST watchlisting that
support immigration and visa screening activities by the DHS and DOS to determine whether
grounds exist to deny admission of aliens to the United States (including denials of visas) or to
deny other immigration benefits pursuant to the INA.> PARTICULARIZED DEROGATORY
INFORMATION is not required for nominations made pursuant to the following sections.
Because the INA defines “aliens” as “any person not a citizen or national of the United
States™ | the INA admissibility provisions also apply to LPRs, in ceriain circumstances
including those described in INA section 101(a)(13X(C)[8 U.S.C. 1 101{a)(13XC)], who are
considered as U8, PERSONS under Execcutive Order 12333, Consequently, NCTC developed a
mechanism in TIDE to identify and distinguish U.S. citizens from non-U.S. citizens in order
to further distinguish between “aliens” under the INA and U.S. PERSONS under Executive
Order 12333, The following subsections are exceptions to the REASONABLE SUSPICION
standard and will only be transmiited to DOS’s CLASS (via the DOS CCD) and DHS’s WLS
to support immigration and visa screening processes.

* Such documents/media, however, still need to be reviewed to ensure that innocent individuals are not erroneously
watchlisted.

* INA section 212(a)(3XB)8 U.5.C. 1 182(a)(3)(B)] sets forth several grounds for inadmissibility based on terrorist
activities, wiich is defined in INA section 212(a)(3)BYIDS U.S.C. 1182a)(3NBXiiD]. For example, INA section
21ABNBUNVI] states that any alien who “endorses or espouses terrarist activity or persuades others fo endorse or
espause terrorist activity or support a terrorist organization” is Inadnsissible to the United States. 3 U.S,C.
N82IGHBXH(VIN. All other uses of the term “errorist rotivities” within this Watchlisting Guidance that do not
s?eciﬁcal ly reference the INA. follow the definition outlined in Chapler 1 and Appendix 1.

% See INA § 101()(3)[8 US.C. 110131
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3.14.1 Spouses and Children. Spouses and children® of a KNOWN oF SUSPECTED alien
TERRORIST cannot be considered TERRORISTS without & REASONABLE SUSPICION that they
are engaging or have engaged in conduct constituting, in preparation for, in aid of, or
related fo TERRORISM and/or TERRORIST ACTIVITIES.™ The INA provides that the alien
spouse or alien child of an alien who is inadmissible for certain specified reasons
relating to terrorist activities, if the activity causing the alien to be found inadmissible
oceurred within the last five (5) years, is inadmissible.” An alien spouse or child of an
alien who is believed to be inadmissible under the INA for terrorist activitics should be
nominated. No additional DEROGATORY INFORMATION (in addition to familial relation)
is required for nomination under this section, if the individual meets the below
qualifications.

31401 To qualify for watchlisting, alien spouses and children of a KNOWN or
SUSPECTED TERRORIST must:

3.14.1.1.1  Be an alien (not a U.S. citizen or national), which includes LPRs#; and,
314112 Bean unmarried child under the age of 21 or a spouse of an alien.

3.14.1.2  Ex-spouses, widows, or widowers should not be nominated unless there is a
REASONABLE SUSPICION to believe that they themselves are engaging or have
engaged in conduct constituting, in preparation for, in aid of, or related to
TERRORISM and/or TERRORIST ACTIVITIES. Deceased spouses should not be
nominated unless they are specifically covered in Paragraph 3,17,

3.14.1.3  Once u spouse or child no longer mects the definitional requirements under
this section, such an individual should no longer be watchlisted unless there is a
REASONABLE SUSPICION o believe that the individual is engaging in TERRORISM
andfor TERRORIST ACTIVITIES. For example, if a child reaches the age of 21 and
there is REASONABLE SUSPICION to believe ke or she was knowingly involved in
TERRORIST ACTIVITY by providing material support to a FTO, he or she can remain
watchlisted based upon this DEROGATORY INFORMATION. On the other hand, once
a child of a KNOWN or SUSPECTED TERRORIST turns 21 years of age, the individual
should no longer be watchlisted wnder this exception because he or she is not
considered a child of the KNOWN or SUSPECTED TERRORIST and additional
DEROUGATORY INFORMATION would be needed to meet the REASONABLE SUSPICION
standard.

T'The INA defines “child” as “an unmarried person under 21 years ofage. . . ." INA § 101{B)X1)[8 U.S.C. 1101{bY1)).
* T disouasion in Paragraph 3.14.1 is limited exclusively to spouses and children; all other family members
(including mothers, fathers, sisters and brothers) should be nominated for inclusion in the TSDR only if thera ia
DEROGATORY INFORMATION that the individual has = close connection to a KNOWN or SUSPECTED TERRORIST and that
connection meets the REASONABLE SUSPICION standard. Absent independent DEROCATORY INFORMATION, records for
these individuals may be retained in TIDE for analytic purposes. See Paragraph 1.53.2.2 for treatment of these other
family members a3 “not-TERRORIST” treeords that may reside in TIDE for analytic purposes but are not exported to the
TSDB (known as TIDE Category Code 160).

* See INA § 212(a)(3MBXANIXNS U.S.C. HS2(a)(3BMHIX)]. While this provision does not epply when the activity
causing the alien to be found inadmissible occurred more than § years before the spouse or child’s admissibility is being
considered, the analysis of the time limii’s application will be determined by SCREENERS upon ENCOUNTER,
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3.14.2  Endorsers and Espousers. An alicn who endorses or espouses TERRORIST ACTIVITY
or persuiades others to endorse or espouse TERRORIST ACTIVITY or suppott a terrorist
organization may be inadmissible under the INA and should be nominated.

3.143  Incitement. Inciting an individual to commit an act of TERRORISM and/or TERRORIST |
ACTIVITY under circumstances that indicate an intention to cause death or serious bodily
harm is considered engaging in TERRORIST ACTIVITY. The individual may be
inadmissible under the INA and should be nominated.

3.144  Supporters of a Designated Terrorist Organization. Supporters of 2 DTO may be
inadmissible under the INA and should be nominated if the support is opeational in
nature. If support is merely ideological, the individual should not be nominated.

3.145 Representatives, Representatives of tarrorist organizations and representatives
of any political, social or other group that endorses or espouses TERRORIST ACTIVITY
may be inadmissible under the INA and should be nominated. Representatives include
an officer, officiel, or spokesman of an organization, and any person who directs, |
counsels, commands, or induces an organization to engage in TERRORIST ACTIVITY. :
Neither membership in, nor association with, the organization or group is required,

3.14.6  TRRRORISTS, Extremists, Jibadists, Militants, Mujahideen or Insurgents.”
Nominations of individuals described by sources as “TERRORISTS”, “extremists”,
“Jihadists”, “militants”, “mujahideen” or “insurgents”®', (an exclusive list) will be
accepted into the TSDB as exceptions for export to DHS® WLS and DOS® CLASS-
VISA and CLASS-PASSPORT for immigration and border processing when the
following four conditions apply:

3.146.1  The individual is a not a U.8. Citizen or National (e.g., the individual is a
foreign national or a LPR);

3.14.6.2  The context suggests a nexus to TERRORISM;

3.14.63  Adequate identifiers are available to permit identification®; and,

3.14.6.4  The information has been evaluated as being credible.

3.14.6.5 Itis important to recognize that some activities associated with extreme
political or religious views expressed by aliens in the United States may constitute
the exercise of rights guaranteed by the First Amendment (e.g., the rights to free
speech, assembly and religious exercise).® Therefore, someone so labeled based

% This exception is commonly referred to as “laboel plus™ nomination,

 Insurgency is defined a3 an “organized movement” simed at the overthrow of a constituted govermunent through tha
use of aubversion and armed conflict,

% An adequate Identifier is 2 biomaetric, or a lnst name, fiest name and any one of the additional identifiers lsted in
Chapter 2, Section 11,

% See Chapter 1, Section HI concerning constitutionally protected activities,
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in part on this type of constitutionally protected activity, must have other
substantive DEROGATORY INFORMATION indicative of TERRORIST intent. As
previously noted, nominations may not be made based solely on protected activity.

3.14.7  Additional Derogatory Informution Required (TTDE Category Code 995 and
50s). NCTC will retain a record in TIDE if it is determined that the information pertaing
to, or is related to, TERRORISM.S* However, if a record involviag an alien, which
includes LPRs, does not contain sufficient DEROGATORY INFORMATION {0 meet ary of
the aforementioned exceptions to the TSDB’s REASONABLE SUSPICION standard for
inclusion, NCTC will generally designate the record as a Category Code 99 (the TIDE
category code “applied when DEROGATORY INFORMATION does not meet the
REASONABLE SUSPICION standard for watchlisting because it is very limited or of
suspected reliability but there is a possible nexus to TERRORISM™) or a Category Code 50
(the TIDE category code applied when an individual hes a defined relationship with the
KNOWN or SUSPECTED TERRORIST, but whose involvement with the KNOWN or SUSPECTED
TERRORIST'S activities is unknown)™, making it available for export to TSDB [or use by
DOS and DHS for visa adjudication and immigration processing.

VI. SPECIAL CONSIDERATIONS

3.15 Nominations of U.8. PERSONS. Nominations of U.S. PERSONS, in accordance with the Alttomey
General approved procedures applicable to cach element of the 1C%, will be made pursuant to
the procedures set forth below to ensure compliance with this REASONABLE SUSPICION
standard. Nominations of U.S. PERSONS shall be made based on information from sources of
known reliability or where there exists additional corroboration or context supporting
REASONADBLE SUSPICION, NOMINATING AGENCIES will review information on U.8. PERSONS
pursuant to procedures set forth below consistent with the nature of the reporting supporting
the nomination and the protection of sources and methods,

3.15.1  Specinl handling is warranted for U.S. PERSONS nominated for watchlisting, especially
by an Agency other than the FBI. To ensure compliance with the Watchlisting Guidance
that the REASONABLE SUSPICION ytandard exists for U.S. PERSONS in the TSDB, as well as
to ensure proper interagency coordination, a formal process has been implemented that:

3.15.1.1  Ensures the FBI is aware of U.5. PERSONS nominated by any other Department
or Agency;

M See Paragraph 1.26.

® Cee FN 28, supra,

% The reforenced procedures are those approved for each element of the IC pursunnt to Bxecutive Order 12333, as
amended, which states in relevant part, “Elements of the Intelligence Community are suthorized to eolleet, retain, or
disseminate information concorning United States persons only in accordance with proceduses established by the head
of the Intelligence Community element concerned or by the head of & Department containing such clement and
approved by the Attorney General, consistent with the autherities provided by part 1 of ihis Order after consuitation
with the Director.” See Bxecutive Order 12333, Paragraph 2.3, ss amended by Executive Order 13618 {July 6, 2012).
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3.15.1.2  Requires review of the watchlist nomination decision and concurrence by the
TSC that REASONABLE SUSPICION exists for watchlisting;

3.15.1.3  Ensures there is interagency awareness of all U.S. PERSON nominations (FBI
or otherwise); and,

3.15.1.4  Ensures there is U.S. Government coordination in the investigation and/or
intelligence gathering on these individuals, including strategies for engagement
with foreign partners if required.

3152 NCTC should include in TIDE U.5. PERSONS who are under International TERRORISM
Preliminary Investigation by the FBI but who have not been deemed to meet the
REASONABLE SUSPICION standiard and 11.8. PERSONS with a nexus to TERRORISM, but for
whom there is insufficient DERGGATORY INFORMATION to support entry in TSDB. These
TIDE records on U.S. PERSONS will not be provided to TSC for export via the TSDB
unless approved of as an exception to the REASONABLE SUSPICION standard pursuant to
Section V in this Chapter of the Watchlisting Guidance, infra, or as part of a TBU
pursuant to Paragraph 1.59 of the Watchlisting Guidance.

3.153  For u.s. PERSONS nominated by other Government Agencies who are not under FBI
investigation, NCTC analysts receive, process, and export these subjects for inclusion in
the TSDB, as appropriate under current procedures. As part of the processing, NCTC
analysts identify and share these 1.8, PERSON identifiers with the FBI’s Foreign Terrorist
Tracking Task Force (FTTTF) for assessment, and notifying the FBI case agent of the
inclusion,

3.16 Political Figures or Purposes. Heads of State or other Government officials should be
nominated when there is PARTICULARIZED DEROGATORY INFORMATION to support a
REASONABLE SUSPICION to beliove the individual is engaging or has engaged in conduct
constituting, in preparation for, in aid of, or related to TERRORISM and/or TERRORIST
ACTIVITIES. Waivers or other appropriate action can be requested from U.S. Customs and
Border Protection (CBP) in coordination with DOS to facilitate the travel of a properly
watchlisted Head of State or other government officials to the extent necessary,

3.16.1  Watchlisting an individual is prohibited based on political purposes, retaliation, or
any other reason unconnected to the REASONABLE SUSPICION standard.

3.17 Tdentities of Decensed Individuals.

3.17.1  The TSDB will not include identity information of KNOWN of SUSPECTED
TERRORISTS that are confirmed dead® unless:

*# Subjects are considered “confirmed dead® under the following circumstances:
8. The subject’s death became a high profile cass in the public sphere {e.g., media footage confirming suicide
bombers' deaths, %11 hifackers, death of Abu Musag ol Zneqawi); or,
b. Reporting on the subject’s death has been corroborated by at least two credible sources (e.g., United States or
“friendly” foreign government, fuily-vetted asset),
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30711 PARTICULARIZED DEROGATORY INFORMATION supports a REASONABLE

SUSPICION that an existing KNOWN or SUSPECTED TERRORIST is using that identity
information; or,

3.17.1.2 A recognized tervorist organization® collects KNOWN or SUSPECTED TERRORIST
identity information for use by its members in preparing for or committing
TERRORIST acts and identity or travel documents {e.g., related to a deceased KNOWN
or SUSPECTED TERRORIST of that organization) have not been recovered. “Trusted
travel documents” include all documents used for border crossings.

3172 NOMINATING AGENCIES will share information regarding a watchlisted or nominated
individual's decensed status under Addendum B of the 75C MOU, section (T)(m) (“Any
other TERRORISM INFORMATION that ORIGINATORS specifically provide for pagsage to the
TSC®). NCTC will export deceased status to the TSC, and the TSC will export deceased
status to end user screening systerns. NOMINATING AGENCIES will mark deceased status
information “TIDE Restricted” in cases where the status, because of sensitive sourcing,
should not be forwarded to the TSC. TIDE restricted information will not be exported to
the TSC, When a norination is made on a deceased person in accordauce with this

paragraph, the status indicator within TIDE that is exported to the TSC will be marked
to reflect that the person is deceased.

VIL EXAMPLES OF TERRORISM AND/OR TERRORIST ACTIVITIES

3.18 Examples of TERRORISM and/or TERRORIST ACTIVITIES may generally include conduct

~ intended to intimidate, coerce, influence, or affect civilian populations or government policy
consisting of’

3,18.1  destruction of aircraft or aircraft facilities (18 U.S.C. 32y

3.18.2  violence at international airports (18 U.S.C. 37);

3.183  biological weapons (18 U.S.C. 175 or 175b);

3184  variola virus (18 U.S.C. 175c);

3.18.5  chemical weapons (18 U.S.C. 229);

3.18.6  assassination and kidmapping of Congressional Members, Cabinet Officials, and
Supreme Court Justices(18 U.5.C. 351 (a)(b)(c) or (d));

3.18.7  nuclear materials (18 U.S.C. 831);

3.18.8 participation in nuclear and weapons of mass destruction threats to the United States
(18 US.C. 832);

3.18.9  plastic explosives (18 U.8.C. 842(m) or (n) footnote 1.);

3.18.10 arson and bombing of Government property risking or causing death (18 U1.S.C.
844(£)(2) or (3));

30811 arson and bombing of property used in interstate commerce (18 U.S.C. 844(D));

A classified Hist of recognized terrorist organizations that are known to reuse TERRORIST identity information is
available on the Watehlisting Coramunity of Interest portal on NCTC Current.
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3.18.12 killing or attempted killing churing un attack on a Federal facility with a dangerous
weapon (18 U.5.C. 930(c));

3.18.13 conspiracy to murder, kidnap, or maim persons abroad (18 U.S.C. 56(a)(1));

3.18.14 damaging a protected computer used in interstate or foreign commerce or that is used
exclusively by a financial institution or the United States Government (I8 US.C.
10306)(ty 18 US.C 1030()(SHAXD) resulting in damage as defined in
1030a)(5)(B)(ii) through {v));

3.18.15 killing or attempted kitling of officers and employees of the United States (18 US.C.
FE14);

3.18.16 murder or manslaughter of foreign officials, official guests, or internationally

protected persons (18 US.C. 1116);

Jd8.17 hostage taking (18 U.S.C. 1203);

18,18 damage to Government property (18 U.8.C. 1361);

18,19 destruction of communication lines, stations, or systems (18 U.S.C. 1362);

3.18.20 injury to U.S. aircraft or vessels (18 U.8.C. 1363);

3.08.21 injury to U.S. diplomatic, consular, military, or other property (18 U.S.C. 1363);

3.18.22 destruction of an energy facility (18 U.8.C. 1366¢a));

3.18.23 Presidential and Presidential Staff assassination and kidnapping (18 U.S.C. 1751(a),
(b), (e}, or (d));

3.18.24 acts of violence against railroad carriers and against mass transportation systems on
land, on water, or through the air (18 U.8.C, 1992);

3.18.25 destruction of national defense materials, premises, or utilities (18 U.S.C. 2115; 18
U.S.C, 2156);

3.18.26 violence against maritime navigation (seizing a ship by force, destroying a ship or
damaging its navigation systems) (18 U.5.C. 2280y

3.18.27 violence against maritime fixed platforms (an artificial island, installation or
structure permanently atiached to the sea-bed for the purpose of exploration or
exploitation of resources or for other economic purposes {18 11.8.C. 2281);

3.18.28 homicides and other violence against U.S. nationals oceurring outside of the United
States (18 U.S.C. 2332);

3.1829 the use of weapons of mass destruction (18 U.S.C. 2332a);

3.18.30 acts of TERRORISM transcending national boundaries (18 U.S.C. 23320);

3.18.31 bombing of public places and facilities (13 U.S.C. 23329y,

3.18.32 producing, transferring, or threatening to use missile systems designed to destroy
airceaft (18 U.S.C, 2332g),;

3.18.33 producing, transferring, or threatening to use radiological dispersal devices (18
U.8.C. 2332h);

3.1834 harboring TERRORISTS (18 U.S.C. 2339);
3.18.35 providing material support to TERRORISTS (18 U.5.C. 2339A);

3.18.36 providing material support to terrorist organizations (18 U.S.C. 2339B);
3.18.37 financing TERRORISM (18 U.S.C. 2339C);

3.18.38 receiving military-type training from a FTO (18 U1.8.C. 2339D);
3.18.39 torture (18 U.S.C. 2340A);

3.1840 developing, teansferring, possessing, or threatening to use atomic weapons (42
U.S.C. 2122);
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3.18.41 sabotage of nuclear facilities or fuel (42 U.5.C. 2284);

3.18.42 aircraft piracy (49 U.S.C. 46502);

3.18.43  assault on a flight crew with a dangerous weapon (49 U.5.C. 46504),

3.18.44 carrying a weapon or explosive aboard an aircraft (49 U.S.C. 46505(b) or (¢); 49
U.8.C. 46506 if homicide or attempted homicide is involved);

3.18.45 damaging or destroying an interstate gas pipeline facility, an interstate hazardous
liquid pipeline facility, or either an inteastate gas pipeline facility or intrastate hazardous
liquid pipeling facility (49 U.S.C. 60123(b}); or

3.18.46 manufacturing, distributing, or possessing controlled substances intending to provide
anything of pecuniary value to a FTO, member, or group (Section 1010A (iv) of the
Controlled Substances Import and Export Act).

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION

Page | 49




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 123 of 225

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION

CHAPTER 4: NO FLY, SELECTEE AND EXPANDED SELECTEE LISTS
IMPLEMENTATION GUIDANCE

L. BACKGROUND

4.1 On Qctober 21, 2004, the Deputies Commitiee established the criteria for the No Fly and
Selectee Lists. On January 10, 2005, the DHS released the No F ly and Selectee Lists
Implementation Guidance (Implementation Guidance) to provide direction on how to
implement the No Fly and Selectee List criteria. The Implementation Guidance was updated
and supplemented on July 25, 2006,

4.2 On February 8, 2008, the Deputics Committe approved the addition of a third and fourth
criterion to the No Fly List. The Terrorist Sereening Center Policy Board Working Group®
revised the Implementation Guidance on March 3, 2008, to provide direction on how to
implement these new criteria.

43 Following the atterpted TERRORIST attack on December 25, 2009, the President directed that
a review of the current No Fly and Selectee List criteria be conducted and recommendations
be made regarding whether any adjustments were needed. The Terrorist Screening Center
Policy Board Working Group, in conjunction with the Information Sharing Access IPC,
recommended certain changes in the lists® eriteria and implementation guidance. Those
recommendations were approved by the Deputies Committee on July 16, 2010,

1L PRE-CONDITIONS FOR PLACEMENT ON THE NO FLY OR SELECTEE
LIST

44 Generally, in order to be included on either the No F Iy or Selectee List, two pre~conditions
must both be met:

4.4.1 Minimum Identifying Criteria. Absent a Special Situation as described below™,
minimum identifying biographic criteria consisting of First Name, Last Name, Full Date
of Birth are required; and,

4.4.2 Minimum Substantive Derogatory Criteria. The minimum substantive derogatory
criteria for inclusion must be met,”'

% This Working Groug included representatives from Depariment of State, Deparunont of Justice, Dopartment of
Homeland Security, Federal Bureau of Investigation, Centeal Intelligence Agency, Tranaporiation Security
Adwinistration, Nationad Counterterrorisn Center, Terrorist Screening Centar, Depariment of Treasury, and U.S,
Customs and Border Protection.

* See Chapter 4, Section IX, for additional information regarding the full date of bisth requirement and applicable
uxceptions.

" See Paragraph 1.58 for expedited nominations procedures.
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IIl.  NOFLY LIST CRITERIA
4.3 Any person, regardless of citizenship, who represents:

4.5.1 a threat of committing an act of “international TERRORISM™ (as defined in 18 U.S,C.
2331(1)) or “domestic TERRORISM" {as defined in 18 U.S.C. 2331(5)) with respect to an
aircraft (including a threat of air pitacy, or a threat to aitline, passenger, or civil aviation
security); or,

4.5.2 a threat of committing an act of “domestic TERRORISM” (as defined in 18 U.S.C.
2331(5)) with respect to the homeland™; or,

4.5.3 a threat of committing an act of “international TERRORISM” (as defined in 18 U.S.C.
2331(1)) against any U.S. Government facility abroad and associated or supportiag
personnel, inchirding U.S. embassies, consulates and missions, military installations (as
defined by 10 U.8.C, 2861(c)(4)), U.S. ships, LLS, aircraft, or other auxiliary craft
owned o¢ feased by the U.S. Government; or,

4.5.4 a threat of engaging in or conducting & violent nct of TERRORISM and who is
OPERATIONALLY CAPABLE™ of doing so.

4.6 Tetainees at the Naval Station, Guantaname Bay, Cuba. Any individual who was a
“detainee” held at the Naval Station, Guantanamo Bay, Cuba, unless the President certifies in
writing to Congress that the detainee poses no threat to the United States, its citizens, or its
allies. For purposes of this subparagraph, the term “detainee” means an individual in the
custody or under the physical control of the United States as  result of armed conflict.™

IV.  FURTHER CLARIFICATION OF THE NO FLY CRITERIA

4.7 Third No Fly List Criterion. Prior to the addition of the third No Fly List criterion (see
Paragraph 4.5.3), & concern over the breadth of the No Fly List arose when KNOWN or
SUSPECTED TERRORISTS who posed a threat to # U.S. military base overseas did not meet the
criteria for inclusion on the No Fly List. Despite national interests, the threat to the overseas
military base did not involve either civil aviation (as set forth in the first No Fly List criterion)
or an act of domestic TERRORISM to the homeland (as set forth in the second No Fly List
criterion). “Domestic Terrorism” requires that a subject’s TERRORIST ACTIVITIES accur
primarily within the territorial jurisdiction of the United States, “Hormeland” does not inclucle
bases and embussies located abroad. Even in those instances when the IC had identified a
KNOWN or SUSPECTED TERRORIST'S specific target, KNOWN or SUSPECTED TERRORISTS
maintained the advantage of operational flexibility. The third No Fly List criterion addresses

™ Domestic acts 6f TERRORISM ara those that primarily ocour “within the territorial jurisdiction of the United States.”
See 18 U1.8.C. 2331(5)(C).

™ Sea Paragraph 4.8.2, infia, that defines “OPERATIONALLY CAPABLE.™
™ See 49 U.8.C. 44903G)2HCHV).
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this specific vulnerability and counters the ability of KNOWN or SUSPECTED TERRORISTS to
target U.S, Government facilities outside of the “homeland” (e.g., the October 12, 2000 attack
upon the U.8. Navy guided missile destroyer USS Cole while it was harbored in the Yemeni
pott of Aden).

4.8 Fourth No Fly List Criterion.

4.3.1 Enable Flexibility. The fourth No Fly List criterion (see Paragraph 4.5.4) is intended to
enable flexibility for nominations to the No Fly List of OPERATIONALLY CAPABLE
KNOWN or SUSPECTED TERRORISTS who pose a threat of committing an act of
international TERRORISM abroad, but who do not meeat the first, second or third No Fly
List criterion because they do not pose a threat to civil aviation, a threat to the homeland,
or a threat to U.S. facilitics and their associated or supporting personnel. Previously, the
No Fly List criteria did not prevent KNOWN or SUSPECTED TERRORISTS from traveling
aboard aireraft, even though they may have had the intent and OPERATIONAL CAPABILITY
to commit & TERRORIST act against U.S. nationals abroad (outside of the “homeland™) or
against u target with no nexus to the United States or its nationals. The fourth No Fly
List criterion now addresses these two vulnerabilities. :

4.8.2 OPERATIONALLY CAPABLE Defined. An individual is “OPERATIONALLY CAPABLE" if,
based on credible intelligence, he or she, acting individually or in concert with others,
reasonably appears to have the ability, knowledge, opportunity, and intent or is actively
seeking the opportunity to engage in a yiolent act of TERRORISM consistent with 18
U.S.C. 2331 or 18 U.8.C. 2332b. For example, attempting to obtain an JED would
indicate an individual is OPERATIONALLY CAPABLE of comumitting an act of TERRORISM.
However, simply conducting internet research concerning [EDs would not be sufficient
without additional activity. Depending on the circumstances, and in combination with
other facts, scouting potential targets or traveling for no legitimate purpose to places that
have TERRORIST training grounds, regardless of whether the person is presently capable
of using an IED, might also indicate an individual is OPERATIONALLY CAPABLE of
committing an act of TERRORISM.

4.8.3 Possible Indicators of Being OPERATIONALLY CAPABLE. In determining whether an
individual is OPERATIONALLY CAPABLE, consideration should be given to the following
indicators regarding ability, knowledge, opportunity, and/or intent:

4.8.3.1 Subject has undergone TERRORIST training or been provided some instruction,
to include receiving military training by a designated terrorist group;

4.83.2  Subject has indicated intent to participate in planning/conducting an attack;

4.8.3.3  Subject has expressed desire to martyr him/herself:

4.83.4  Subject is in repeated contact with 8 KNOWN TERRORIST facilitator who
recruifs or facilitates travel of operatives;

4.8.3.5  Subject is planning an attack cither alone or as part of a group; or,
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4.83.6  Subject is associated with . TERRORIST group/cell and the subject is
accumulating weaponsfexplogives.

4.9  OPERATIONALLY CAPABLE Seenarios. The three scenarios set forth below serve as some
examples of No Fly List nominations that would fall under the fourth No Fly List criterion:

4.9.1 There is credible information that the planning or preparation for a TERRORIST sttack
against the interests of the United States or & foreign government is ongoing and there is
an indication that an individual is OPERATIONALLY CAPABLE;

4.9.2 There is credible information that an individual is linked with an organization known to
target U.S. interests. The actual target may be unknown but indicated to be a
compuercial facility frequented by U.S. citizens abroad. Intelligence identifies an
operational or pre-operational capability of this individual whose cell is planning a near-
term attack on a target (e.g., a plot to kill U.S. nationals residing in a foreign hotel or
frequenting a foreign nightelub); or,

4.9.3 There Is credible information that an individual is linked with an organization known to
target foreign governments. The actual target may be unknown but indicated to be a
foreign government facility such as an embassy, consulate, mission or military
installation. Intelligence identifies an operational or pre-operational capability of this
individual whose cell is planning a near-term attack on a target (e.g., a plot to bomb the
British Parliament or the March 11, 2004, Madrid bombing).

4.10 One-Time Waiver Policy.

4.10.1  TSA regulations prohibit U.S. flagged air carriers and foreign flagged air carriers
from transporting individuals, who pose the level of threat required for No Fly status, on
regulated commercial flights, including all flights operated by U.S. air carriers
regardless of the location, and fights operated by foreign air carriers to, from, or over
the United States. This prohibition applies regardless of the individual's status as a U.5.
PERSON.

4.10.2  When necessary, the U.5. Government may authorize and grant a One Time Waiver
(OTW) to an air carrier permitting the carrier to transport an individual on & specified
itinerary under controlled conditions, OTWs are coordinated with DHS (including CBP
and TSA), FBI, DOS and DOJ as appropriate, prior to being authorized by TSC, Once
authorized by TSC, TSA will ceview the conditions of transport and may grant the
waiver, permitting the air carrier to transport the individual, If the itinerary changes, or
the conditions of transport of the individual change, TSA will deny boarding to the
individual until such time as sat isfactory conditions are present.

4.10.3  U.5. PERSONS Encountered Overseas,

4.10.3.1  While placement on the No Fly List does not legally bar a 1.5, PERSON from
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returning to the United States, the U.S. Government hias adopted a policy to review
all cases in which a U.S. PERSON on the No Fly List is denied boarding on &
commercial flight bound for the United States to determine whether an OTW may
be appropriate. TSC will initiate this assessment immediately, and may approve an
OTW in advance. TSA will not review or authorize an OTW untif such time as an
acceptable itinerary is available,

4.10.3.2 In order to facilitate communication with such an individual, the U.S. Government
has determined, as a matter of policy, that U S. Citizens denied boarding on a
commercial flight returning to the United States should be referred to the consular
section of the nearest U.S. Embassy or Consulate, which will facilitate communication
with the individual, including providing the individual with instructions in the event an
OTW iy authorized. In keeping with the U.S. Government’s traditional policy of neither
confirming nor denying whether an individual is on the Terrorist Watchlist, the
individual is not informed of his or her watchlist status or that he or she would be
traveling under a waiver.

Y. SELECTEE LIST CRITERIA

4.11 Selectee List Criteria. Any person regardless of citizenship, who does not meet the criteria
for inclusion on the No Fly List and who:

4.1L.1  is a member of a foreign or domestic TERRORIST organization”™ (including a “foreign
TERRORIST organization” designated pursuant to Statute or Executive Order, as deseribed
in Paragraph 3,11.2); and,

4.11.2 s associated with “TERRORIST ACTIVITY" (as such term is defined in section
212()(3)(B) of the INA [§ U.8.C. 1 182¢a)(3)(B)]); unless information exists that
demonstrates that the application of secondary sereening to such person is not necessary,
in which case such persons may be excluded from the Selectee List.

VL.  EXPANDED SELECTEE LIST CRITERIA

4.12 The Expanded Selectee List (ESEL) includes records in the TSDB that contain a full name
and full date of birth, regardiess of the citizenship of the subject, who do not meet the criteria

to be placed on either the No Fly or Selectee Lists, excluding exceptions to the REASONABLE
SUSPICION standard,

VII.  ACTIONS BASED UPON POSITIVE MATCHES TO THE NO FLY,
SELECTEE, OR EXPANDED SELECTEE LISTS

" Members of a dofunct terrorist group are included in this criterion if the person was & member of the group when it
participated in TERRORIST ACTIVITY,
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4.13 The actions resulting from inclusion on the No Fly, Selectee, or Expanded Selectee List arc
generally as follows:

4.13.1  Individuals that are POSITIVE MATCHES to the No Fly List are prohibited from
boarding an aircraft;

4132 Individuals that are POSITIVE MATCHES to the Selectee List undergo enhanced
sereening prior to boarding an aircraft;

4.13.3  Individuals that are POSITIVE MATCHES to the Expanded Selectee List undergo
enhanced screening prior to boarding an aircraft,

4.14 Selectee, Expanded Selectee, and random screening all result in the same operational response
of receiving enhanced sereening by Transportation Security Officers prior to boarding an
aircrafl. TSA will notify the TSC ofall No Fly, Selectee, and Expanded Selectee
ENCOUNTERS,

VIIL.  IMPLEMENTATION GUIDELINES

4.15 General Guidelines. The watchlisting community has developed six general guidelines
regarding the No Fly and Selectes Lists that should be reemphasized in order to effectively
implement the No Fly List and Selectee List criteria. The six general guidelines are:

4.15.1  When evaluating the significance, relevance and validity of a threat, careful
consideration should be given to the extent to which the threat is current, specific and
credible,

4152 The Selectee List is not a default position for those whe do not qualify for inclusion
on the No Fly List and has distinet elements that must be met before an individual may
be included.

4.13.3  The purpose of the No Fly List is to protect against acts of TERRORISM; inclusion on
the No Fly List has consequences that are operational, legal, economic, and diplomatic.

4.15.4  Except for expedited nominations made pursuant to Paragraph 1.58 of the
Watchlisting Guidance, the decision to include s person on the No Fly List or Selecice
List must inchude substantive DEROGATORY INFORMATION that satisfies the
aforementioned criteria and thus justifies inclusion on either list. In cases where
nominations contain no substantive DEROGATORY INFORMATION, or contain insufficient
substantive DEROGATORY INFORMATION, the individual will not be included on eithee the
No Fly List or Selectes List.

4.13.5  In accordance with determinations made pursuant to Pavagraph 1.59 of the

Watchlisting Guidance, the White House may direct the TSC to place categaries of
individuals on the No Fly List or the Selectee Liston & temporary basis based on current

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION
Page | 55




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 129 of 225

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION

and credible intelligence information or a particular threat stream that indicates a certaic
. category of individuals may conduct an act of domestic or international TERRORISM.

4.15.6  Under exigent operational circumstances, when DEROGATORY INFORMATION may not
be widely disseminated or stored in TIDE, individual watchlist status determinations can
be made by the Director of the TSC, in accordance with the relevant criteria’ contained
in the Watchlisting Guidance. Coordination should oceur with relevant NOMINATING
AGENCIES and SCREENERS,

4.16 Totality of the Information. The foregoing guidance is neither intended to be determinative
nor intended to serve as a checklist. Rather, it is intended to guide the watchlisting
community in assessing whether the established criteria ave satisfied for a specific record,
based on the totality of available information, a current threat stream, and/or the current threat
environment,

I1X. SPECIAL SITUATIONS™

4.17 Requirement for Full Names and Complete Dates of Birth. Generally, TERRORIST
identities nominated to either the No Fly o the Selectee List must have both a full name and a
complete date of birth, Identities without both will usually not be included on sither list.
Dates of birth shall not be fabricated.”™

4.17.1  There is, however, a narrow exception to the requirement for full names and
complete dates of birth for individuals from non-Visa Waiver Program countries for
international TERRORIST nominations. If a non-Visa Waiver Program country” has
issued a travel document with only a year of birth, or a verified government-issued
identification document with only a vear of birth, then it is permissible to use only that
year of birth, The NOMINATING AGENCY, however, should, whenever possible, speeify
the type of document containing the year of birth, and the passport number (if the
document is a passport). Otherwise, a year of birth alone will not be accepted for
nominations to the No Fly or Selectee Lists. The NOMINATING AGENCY has a continuing
obligation to attempt to determine the complete date of birth.

4.18 Expedited Waiver of “Full Date of Birth” Requirement for No Fly or Selectee
Nominations, When necessitated by exigent circumstances, a NOMINATOR may nominate an
individual or individuals to the No Fly or Selectee List with only a partial date of bicth, but for
whom there is additional identifying information. This provision is intended to enable
nominations based on current and credible intelligence information or o particular threat

** Determinations made under this section apply to the No Fly, Selecteo and Expanded Selectee List criteria.

"7 See Paragraph 1.59 fora complete discussion of expedited nomination procedures for temporary, threat-baged
categories.

* ‘The dates of birth of Javuary | (A& /oo, July 1 (07/0 uxx), November 11 (1 /1 M), and December 31

(F2/3 1xxxx) ave examples of dates that may be fabricated and as such, should recelve additional seratiny st alf stages of
the reporting, nomination, and watchlisting process.

" Visa Waiver Program countries include a complete date of birth in their pagsports.
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stream that indicates the subject(s) may be used to conduct an act of domestic or international
terrorism as defined in 18 U.S.C. 2331(1), or as a Federal crime of terrorism as defined in [8
U.8.C, 2332b(g)(5). The goal of this provision is to fashion a watchlisting response that is
appropriate to the nature, specificity, and severity of the threat. To achieve this goal, in
addition to the credibility of the threat inteligence, due consideration should be given to:

4.18.1  The harm to public safety posed by the threat;

4.18.2  The clarity and specificity of the information giving rise to the threat as 1o time,
place, method, and identity of the suspected perpetator(s);

4.18.3  The anticipated impact on international and domestic travel, civil liberties,
and foreign relations; and,

4.18.4  The best available screening tools, other than the No Fly or Selectee Lists, given the
type and speciticity of identifiers and travel data.

4.19 This waiver should be utilized in limited circumstances when extreme DEROGATORY
INFORMATION has been identified demonstrating the threat. ‘The waiver should be valid as
long as the threat remains.

X. NOMINATIONS THAT ARE INELIGIBLE/NOT SUITABLE FOR EITHER
THE NO FLY OR THE SELECTEE LIST

4.20 Nominations based on exceptions to the minimum substantive derogatory criteria contained in
Paragraph 3.14, including immediate family members of TERRORISTS {i.e., spouses or children
of 8 KNOWN or SUSPECTED TERRORISTYY! are ineligible/not suitable for inclusion on either the
No Fly or Seleciee List, absent independent DEROGATORY INFORMATION;

4.21 Subjeets of lost or stolen passports or travel documents are ineligible/not suitable for inclusion
on gither the No Fly or Selectee List, absent independent DEROGATORY INFORMATION;

4.22 Deceased individuals are ineligible for inclusion on either the No Fly or Selectee List unless
they meet the exceptions set forth in Paragraph 3.17, Identities of Decensed Individuals.,

% This section can be overridden in the svent of an expedited, threat-based eategorical nomination pracedures, pursuant
to Paragraph 1.59,

! See INA § 212()3)BXDAXNE US.C. 1182(m)GXBIHIX].
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CHAPTER 5: ENCOUNTER MANAGEMENT AND ANALYSIS
L INTRODUCTION AND PURPOSE

5.1 This guidance addresses the collection, processing, and analysis of TERRORISM INFORMATION
collected by the SCREENERS during an ENCOUNTER with a watchlisted subject. As described
below, all information gathered during an ENCOUNTER with & KNOWN or SUSPECTED
TERRORIST® is referred to as an ENCOUNTER PACKAGE. This guidance does not create any
new authorities for the collection of any information during ENCOUNTERS with KNOWN or
SUSPECTED TERRORISTS. Rather, it identifies the types of information that a Department or
Agency should consider collecting during an ENCOUNTER with 2 KNOWN or SUSPECTED
TERRORIST if it possesses the authority to collect such information, and should share with the
interagency community consistent with their legal authorities and executive policy.%

5.2  Definjtions,

3.2.1 ENCOUNTER. An ENCOUNTER is defined as an event in which an individual is identified
during a screening process to be a “POSITIVE MATCH,” “POTENTIAL MATCH,” or
“INCONCLUSIVE MATCH,” o an individual who has been designated in the TSDB as a
KNOWN or SUSPECTED TERRORIST. An ENCOUNTER can be a face-to-fitce meeting with a
KNOWN or SUSPECTED TERRORIST, electronic oca paper-based ENCOUNTER (e.g., the
KNOWN or SUSPECTED TERRORIST has submitted an application for a benefit liked a visa,
Electronic System for Travel Authorization (ESTA) application, or information is
provided to the United States by a foreign government, aircraft operator, or other private
entity). Chapter 5 is only concerned with POSITIVE MATCHES, which occur when the

TSC determines that information about a subject encountered by a SCREENER matches a
TSDR record,

3.2.2 TERRORISM INFORMATION. TERRORISM INFORMATION in this chapter includes purely
domestic terrorism as defined in the T.SC MOU and incorporates the definition found in
in section 1016 of the IRTPA (6 U.5.C 485), as amended. The term “TERRORISM
INFORMATION” meansg —

522.1  all information, whether eollected, produced, or distributed by intelligence,
law enforcement, military, homeland security, or other activities refating to—

5.2.2.L1  the existence, organization, capabilities, plans, intentions,
vulnerabilities, means of finance or material support, or activities of foreign
or international terrorist groups or individuals, or of domestic groups or

% Sharing information for reasons not telnted to KNOWN or SUSPECTED TERRORIST categories should be Huited 1o
updating biographic identifiers, and the sharing of relevant information that may assist in making decislons related o o
change in 8 person’s status in the TSDB andfor TERROMISH INFOIEMATION,

B Obligations include those im posed by IRTPA suction 1021 or by interagency agreement {¢.g., the Information
Sharing MOU (Appendix 3), the 7SC MOH (Appendix 3) and Addendum B to the TSC MO/ {Appendix 4)}).
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individuals involved in transnational TERRORISM;

52212  threats posed by such groups or individuals to the United States, U.S,
PERSONS, or LLE. interests, or to those of other nations;

3.2.2.1.3  communications of or by such groups ot individuals; or,

52214  groups or individuals reasonably believed to be assisting or associated
with such groups or individuals; and

3.22.2  includes weapons of mass destruction information.

52.2.2.1 Weapons of Mass Destraction Information. information that could
reasonably be expected to assist in the development, proliferation, or use of a
weapon of mass destruction (including a chemical, biological, radiological, or
nuclear weapon) that could be used by a TERRORIST or a terrorist organization
against the United States, including information about the location of any stockpile
of nuclear materials that could be exploited for use in such a weapon that could be
used by a TERRORIST or & terrovist organization against the United States.

1L PROCESSING TERRORISM INFORMA'TION FROM ENCOUNTERS
WITH POSITIVELY IDENTIFIED KNOWN OR SUSPECTED
TERRORISTS

5.3 TThis section describes the major types of ENCOUNTERS by various Departments and Agencies.
ENCOUNTER PACKAGES obtained from a KNOWN or SUSPECTED TERRORIST ENCOUNTER will be
processed as follows:

34 Department of Homeland Seewrity ENCOUNTERS. DHS has more ENCOUNTERS with
KNOWN or SUSPECTED TERRORISTS than any other U.S. Government component. The
descriptions below provide information for the majority of DHS ENCOUNTERS, although it is
not an exhaustive list of ENCOUNTER opportunities or the types of TERRORISM INFORMATION
available for collection. When lawful and available, both biographic and biometric
information will be collected as part of the ENCOUNTER PACKAGE.

3.4.1 U8, Customs and Border Protection, CBP ENCOUNTERS oceur at ports of entry
(POE), between POEs, or at the last point of departure to the United States at foreign
airports through CBP programs like Pre-Clearance and the Immigration Advisory
Program (IAP). Information available for collection from these ENCOUNTERS may
include, but is not limited to, pocket litter, travel information, identification documents,
travel companions, legal documents, and other information gathered during interviews
and the examination process. CBP receives international travel reservation mformation
of KNOWN or SUSPECTEID TERRORISTS for commercial air travel to and from the United
States (which may include travel companion information) and international private and
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cominercial flight manifests, as well as, commercial vessel manifest for travel to and
from the United States, With the exception of passenger information required by law to
be transmitted to DHS prior to a passenger’s arrival, most information is gencrally
collected by CBP when the person is interviewed or apprehended. The National
Targeting Center - Passenger (NTC-P) and NTC-Cargo (NTC-C) are CBP entities
responsible for communicating with the TSC regarding ENCOUNTERS with KNOWN or
SUSPECTED TERRORISTS, to include providing relevant ENCOUNTER information.™ NTC-
P and NTC-C also provide a copy of the examination results to the TSOU for
dissemination to the appropriate investigating Agencies.

5.4.2 Transportation Secarity Administration. TSA generally encounters KNOWN or
SUSPECTED TERRORISTS through screening commercial aireraft passengers against
subsets of the TSDB and during the application process for a credential or benefit in the
transportation ov critical infrastructure environment (e.g., Transportation Worker
{dentification Credential (TWIC)). When an airline encounters subjects who are
possible matches to the No Fly or Selectee List, the air carriers are required to supply the
passenger’s name and one piece of identifying data (in the form of & government-issued
photo identification that contains o date of birth) to the TSA’s Office of Intelligence and
Analysis (OIA), TSA OlA submits that information, along with information regarding
the carrier, flight number, time of depariure, and destination to the TSC.

5.4.2.1  Absent an arrest warrant, or unless probable cause arises during the
ENCOUNTER, SCREENERS are reminded that placement on the No Fly or Selectee
List is not a legal basis to detain & KNOWN or SUSPECTED TERRORIST, To the
extent legal authority exists to question a KNOWN or SUSPECTED TERRORIST,
encounters with No Fly subjects at the airport may provide an additional
opportunity to lawfully obtain ENCOUNTER PACKAGE information. For No Fly
subjects who have made a domestic reservation, DS will notify TSC in advance
as well as when the No Fly subject presents at the airport ticket counter. TSC will
thers notify the TSOU who will notify both the I case agent and the airport
liaison agent © coordinate the appropriate operational response.

5422  For KNOWN or SUSPECTED TERRORIST ENCOUNTERS a8 & result of an
individual applying for & TSA benefit or credential, ENCOUNTER PACKAGE
information can include any supporting documents or information collected as a
part of the application process. The ENCOUNTER, and any corresponding
information, is communicated to the TSC and other Government Agencies, as
appropriate through TSA OlA.

5.4.3 United States Citizenship and Immigration Services. U.8. Citizenship and
Immigration Services (USCIS) interact with millions of individuals every year and

% ¢BP may also encounter such individuals in the course of processing an application and/or conducting an interview
of an applicant for a trusted traveler program (g.g., NEXUS, Free and Seoure Trade (FAST), Global Entry, SENTRI,
Bte.).
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ENCOUNTERS KNOWN or SUSPECTED TERRORISTS wheo file petitions ov applications for
immigration benefits infernationally and domestically.” The USCIS official contacts
the TSC to report an ENCOUNTER with 2 KNOWN or SUSPECTED TERRORIST. Before
making a decision on the immigration application or benefit, USCLS contacts the
ORIGINATOR/NOMINATOR to obtain additional information that may help determine
whether the individual is eligible or ineligible to receive the immigration benefit. In
such cases, USCIS seeks further information from the record owner ov case agent and
may seek de-classification of information relating to the application. In addition, USCIS
contacts the ORIGINATOR/NOMINATOR to discuss whether the USCIS decision to grant or

ceny the application or benefit would imterrupt or negatively affect any ongoing
investigation.

5431  USCIS maintaing g presence at law enforcement and intelligence Agency
entitles to further information sharing regacding KNOWN or SUSPECTED
TERRORISTS. USCIS maintains information, including the subject’s Alien File (A~
File) and other records. ‘The type of information that may be contained in USCIS
files, including the A-File, could be biometric data (fingerprints and photographs);
identity documents; information relating to the application; addresses, as well as
family and work history information; immigration benefit application information;
and records of previous ENCOUNTERS that DHS has had with the subject, Other
SCREENERS ~ as well as other appropriate organizations who are considering
nominating a potential KNOWN or SUSPECTED TERRORIST ot who have ENCOUNTERS
with a person who is a POSITIVE MATCH to & KNOWN or SUSPECTED TERRORIST— are
advised that they can request, on a case-by-case basis, a copy of the KNOWN or
SUSPECTED TERRORIST'S A-File from USCIS if the KNOWN or SUSPECTED
TERRORIST has applied for immigeation or citizenship benefits,

5.4.4 U.5. Immigration and Customs Enforcement. Immigrations and Customs
Enforcement (ICE) is the principal investigative arm of DHS. ICE is also the federal
law enforcement organization responsible for immigration and customs-related
investigations and detention within the interior and at the borders of the United States.
ICE frequently ENCOUNTERS potential KNOWN or SUSPECTED TERRORISTS during
enforcement activities under its purview. Such ENCOUNTERS are documented within [CE
Enforcement and Removal Operations (FRO) via the Known Suspected Terrorigt
Encounter Protocol and reported to the TSC and ICE’s Homeland Security
Investigations (HSE). ICE HSI Special Agents frequently encounter KNOWN o
SUSPECTED TERRORISTS internationally, domestically, at U.S. POEs, and when KNOWN or
SUSPECTED TERRORISTS are the subjects of an ICE investigation. These ENCOUNTERS are

* Por example, 4 U.S. PERSON who is 8 KNOWN or SUSPECTED TERRORIST may file a petition for  foreign national or a
U.S. PERSON who is not a KNOWN or SUSPRCTED TERRORIST may file a petition for & foreign national who is & KNOWN or
SUSPECTED TERRORIST.

% Boacause USCIS is the custodian of information acquired through the immigration process relating to an individual
and because the A-Pile is not routinely attached to the TSDB or TIDE, a specific request to USCIS is necessary in order
to obtain information front the A-File.
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documented by HSI Special Agents in Reports of Investigation (ROL). AllROIs
documenting ENCOUNTERS/interviews with a KNOWN or SUSPECTED TERRORIST are
shared with the IC.

54.4.1 In addition, under section 428 of the Homeland Security Act, the Secretary of
Homeland Security has the authority to refuse visas in accordance with the law and
to asstgn employees of DHS to diplomatic and consular posts o review visa
applications and conduct in-vestigaticms.” ICE, through the Visa Security
Programi, exercises this authority. Reviews of visa applications and interviews
with applicants can result in the encounter of KNOWN or SUSPECTED TERRORISTS,
facilitators, and associates as well as reveal previously unknown information
relating to KNOWN or SUSPECTED TERRORISTS. HSI personnel assigned to the Visa
Security Program, and to U.S. Embassies and Consulates abroad, work closely
with their DOS counterparts to identify KNOWN or SUSPECTED TERRORISTS and
report findings through established processes. Finally, ICE may encounter KNOWN
or SUSPECTED TERRORISTS awaiting immigration hearings who are housed in
service processing/detention centers. These detention facilities can document
interactions with the alicns while they are detained in the facility, as well as
document materials found on the individual at the time of processing. For all
immigration and enforcement activities, [CE will communicate with the TSC
regarding encounters with watehlisted individuals, and will submit relevant
ENCOUNTER information to the TSC.

5.4.5 United States Coast Guard, The U.8. Coast Guard’s Coastwatch branch screens crew
and passenger information on vessel manifests, which are required by regulation to be
transmitted to the National Vessel Movement Center (NVMC) prior to o vessel’s arrival
ina U8, port, Coastwatch communicates with the NTC-P and TSC regarding any
KNOWN ot SUSPECTED TERRORIST ENCOUNTERS during this process. The Coast Guard
physically encounters few KNOWN or SUSPECTED TERRORISTS, and such ENCOUNTERS
could oceur from random and regular inspections of vessels and port facilities, ship
boardings, investigations, or Coast Guard licensing activities. The type of information
available for collection is dependent on the type of ENCOUNTER. The ENCOUNTER, and
any corresponding informetion, is communicated to the TSC through Coast Guard
Office of Inteiligence and Criminal Investigations. Based on the encountering situation,
intelligence reporting will be writien to provide situational awareness to the IC.

5.4.6 United States Secret Service, Although United States Secret Service (US8S) does not
encounter many KNOWN or SUSPECTED TERRORISTS, such ENCOUNTERS usually involve
KNOWN or SUSPECTED TERRORISTS with a domestic nexus to TERRORISM. Such
encounters can be the result of investigations or for event screening (e.g., National
Security Special Events, political events, large scale sporting events). These

¥ Consistent with section 428 of the Homeland Security Act and the Memorandum of Understanding between the
Secretaries of State and Homeland Security Concerning huplementation of Section 428 of the Homeland Securily Act af
2002, the Secretary of Homeland Seourity may divect a consular officer to refuse or revoke a visa.
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5.5

ENCOUNTERS will be coordinated with the FBI, who will handle them as they do all other
FBT KNOWN or SUSPECTED TERRORIST ENCOUNTERS.

5.4.7 Department of Homeland Sccurity Intelligence & Analysis, DHS I&A provides end
products and analytical reports, which are generally available to the NCTC and the
broader counterterrorism analytic community, including fusion centers. DHS 1&A
works closely with DHS components to ensure non-traditional streams of information
are fused with traditional sources of information from other members of the IC to give a
complete picture of potential threats to the nation. DHS I&A “connects the dots™ for
intelligence reporting and ENCOUNTERS of the DHS components, and as such, has
Timited opportunity for ENCOUNTERS with KNOWN or SUSPECTED TERRORISTS,

Department of State ENCOUNTERS. For DOS ENCOUNTERS with a person who is a POSITIVE
MATCH to it KNOWN Or SUSPECTED TERRORIST, the DOS unit at the TSC will do the following:

5.5.1 Visa Applications, DOS/TSC will upload the electronic visa application from the CCD
to the individual’s EMA record. DOS/TSC will coordinate with the overseas posis to
scan in CCD all other avatlable DOS documents associated with the individual. DOS
information sbout whether a visa is issued is currently available in individual case
records in the CCD; DOS is currently investigating upgrades to the CCD's report

function that will make the visa decision data morve easily accessible to TSC and other
users.

5.5.2 Visa Revoeations, DOS/TSC will upload the electronic visa application from the CCD
to the individual’s EMA record.

5.5.3 Passports. After encounters with KNOWN or SUSPECTED TERRORISTS possessing
passports issued by the United States, the TSOC will upload the Passport Information
Electionic Records Systern (PIERS) application forms from the CCI) to the individual’s
EMA record. DOS/TSC will coordinate with the oversens posts to scan in CCD all other
available DOS documents associated with the individoal.

5.6 United States Agency for Intornational Development ENCOUNTERS, United States Agency

5.7

for International Development (USAID) works in agriculture, democracy and governance,
economic growth, the environment, education, health, global partnerships, and humaritarian
assistance in mote than 100 couniries. When USAID receives an application secking financial
assistance, prior to granting, these applications are subject to vetting by USAID intclligence
analysts at the TSC. If USAID/TSC finds that an application relates to a person who is a
POSITIVE MATCH to & KNOWN or SUSPECTED TERRORIST in the TSDB, USAID/TSC will provide
any TERRORISM INFORMATION concerning the application and follow standard TSC procedures
for processing TERRORISM INFORMATION, to include logging the ENCOUNTER in EMA.

Foreign Partner ENCOUNTERS. After each ENCOUNTER by a foreign partner, DOS/TSC will
ask the respective country for the subject’s photo, additional biographic data and any
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5.8

5.9

TERRORISM INFORMATION on the ENCOUNTER Information List gathered during the
ENCOUNTER. Provision of any material collected by the foreign partner depends on the
arrangement with, and legal authorities of, the particular foreign partner involved. Therefore,
gathering and sharing this TERRORISM INFORMATION will be done on a case-by-case, country-
by-country basis.

Federal Burenu of Investigation/Law Enforcement ENCOUNTERS. These ENCOUNTERS can
be subdivided into three categories:

5.8.1 Name-Based Queries. Name-based transaction queries by law enforcement personnel
(e.g., traffic stops) made to the FBI’s National Crime Information Center at the Criminal
Justice Information Services (CIIS) Division that match a name in the KSTF (a sub-file
of NCIC) are deemed to be POTENTIAL MATCHES. They are routed electronically to TSC
for confirmation and subsequent processing as an ENCOUNTER.

5.8.2 Fingerprint-Based Queries. Fingerprint-based queries submitted for criminal
identification purposes (e.g., an arrest/booking) or for civil identification purposes {e.g.,
an employment background check) are made to the Integrated Automatic Fingerpring
Identification System (IAFIS). For POSITIVE MATCHES to records flagged as KNOWN or
SUSPECTED TERRORIST recards, the CIIS Division's Special [dentities Unit notifies the
TSC and the FBI case agent (or the Agency that identified the subject as a possible
TERRORIST). In similar faghion, CIIS Division’s Global Initiatives Unit coordinates
positive fingerprint hits from its foreign submissions with the Legal Attaché. It should
be noted that TAFES and NCIC are separate systems that are not fully synchronized at the
present time.

5.8.3 National Instant Criminal Background Check System. All background checks
resulting from altempts to buy fircarms or to obtain explosive permits submitted to the
National Instant Criminal Background Check System (NICS) at CHS are run against the
KSTF, The TSC is immediately notified of all KSTF “hits.” NICS consults with TSC
to confirm the POSITIVE MATCHES and the FBI case agent to determine whether there is
available information about the prospective purchaser to disqualify him ot her from
possessing a firearm or explosive as a matter of law. Regardless of whether the
purchase is denied or permitted o proceed, atl available information is obtained and
provided to the TSC and, in furn, CTD, a8 TERRORISM INFORMATION and processed as an
ENCOUNTER.

Department of Defense XNCOUNTERS. The Department of Defense (DoD) has force
protection, operational capture/apprehend, and intelligence responsibilities and on ogcasion
encounters KNOWN or SUSPECTED TERRORISTS. To the extent DoD knowingly encounters a
KNOWN or SUSPECTED TERRORIST, Dol) will report the ENCOUNTER in intelligence channels or
to the FBI in cases deseribed in the MOLU between the FBI and DoD Governing Information
Sharing, Operationsl Coordination and Investigative Responsibilities signed August 2, 2011
where the FBI is the lead. In cases where the FBI is not the lead for the BNCOUNTER, the
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Defense Intelligence Agency (DIA) will be responsible for providing extracted information
from the ENCOUNTER to NCTC via standard DIA national TERRORIST watchlisting procedures,
which utilize community accepted standards, DoD law enforcement ENCOUNTERS will be
handled in accordance with established law enforcement standards that provide notification to
the FBI.

5.10 All other Departmionts or Agencies. Any other Department or Agency that has TERRORISM
INFORMATION ftom an ENCOUNTER will contact the TSC/TSOC at 866-JJJJJll to arrange a
mutually acceptable transmission method.

II. CATEGORIES OF TERRORISM INFORMATION FROM ENCOUNTERS
WITH POSITIVELY IDENTIFIED KNOWN OR SUSPECTED
TERRORISTS OF POTENTIAL INTEREST

5.11 ENCOUNTER Information List. The following BENCOUNTER Information List identifies
categories of TERRORISM INFORMATION from ENCOUNTERS with positively identified KNOWN
or SUSPECTED TERRORISTS that are of potential interest to NOMINATORS, other counterterrorism
analysts, or the watchlisting community. The items identified are not intended to be an
exclusive or exhaustive list of what constifutes TERRORISM INFORMATION,

5.11.1  ENCOUNTER information identified for collection in Addendum B to the 75C MOU®
when there i3 8 POSITIVE MATCH 10 a8 KNOWN or SUSPECTED TERRORIST:

1. Photographs
2. Fingerprints
3. Pocket litter
4. Written data
5.  Reports of TERRORISM INFORMATION

5.11.2  Additional items of potential interest when lawfully collected during an ENCOUNTER
with & KNOWHN or SUSPECTED TERRORIST:

t.  Contemporaneous reports including the impressions or observations recorded by an
official involved in the ENCOUNTER:

a) Reason/circumstances of ENCOUNTER

by ICE Intel Reporis

¢) FBI Reports of Investigations

d) CBP Incident Reports

e) CBP Secondary Exam Report

f) USCIS applications or petitions

g) Non-Immigrant Visa (NIV) Applications (including CCD notes)

# Sag Appendix 3, TSC MOU.
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h) State, Local, Tribal, Territorial Police Report

i) TSA OIA No Fly and Selectee Reports

) TSA OlA ENCOUNTER Reports (Vetting Match Reports) on transportation workers
and other populations vetted by TSA against the TEDB

Kk} Spot Repotts

) Suspicious Activity Repouts

m) Impounded vehicle inventory

n) Any inventory record

0) Any pictures, video or recording of or from the actual ENCOUNTER

p) Biometric or biographic identifiers of traveling associates

2., Surveiliance-related documents:
a) Maps
b) Pictures
¢) Visitor or site information
) Plans or diagrams (e.g., architectural drawings, blueprinis, schemas)

3. Context regarding areas of potential interest or possible targets of KNOWN or
SUSPECTED TERRORIST interest:

a) Information regarding any high profile events taking place in geographic area of
ENCOUNTER

b) Any critical infrastructure sites near the geographic area of ENCOUNTER

¢) Unique characteristios or facts about your domain/area of responsibility/geographic
aren of ENCOUNTER

d) BEvent tickets (e.g, spotting events, cancerts, designated National Security Special
events)

e} Building access passes, electronic cards, fobs, keys

4. Mode of transportation used by the person who is a POSITIVE MATCH to 8 KNOWN or
SUSPECTED TERRORIST, along with identifying information:

a) Vehicle information (e.g., Vehicle registration, Vehicle identification number
{VIN), Title, Driver’s license, Car insurance cards or information)

b) Pilot medical license

¢} Pilot certificates

d) Alreraft registration

¢ Marine registration

] EZ Pass or electronic vehicle payment system

5. Travel-related information:

a) Passport exit/entry stamps indicating places of travel
b) Any visa application or denial information from other countries
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¢) Travel itineraries

d) Tickets (e.g., plane, train, boat)

¢} Hotels (e.g., reservation confirmation, receipts)

f) Rental cars (e.g., reservation confirmation, agreement, receipts)

g) Reservation method (e.g, via trave!l agency or travel welbsile)

k) PNR data

i) Travel manifests

J) Luggage or baggage tags (e.g., airport check-in tags, identification tags,
- lost bag bar code tags)

k) Claim checks

1) Storage locker keys

m) Shipping documents and receipts

n} Automated Identification System (AIS) information for maritime shipping

0) Foreign airport security check stickers or fabels

p) Conference/seminar materials (e.g., invitation, brochure, schedule)

6. Information about gold and jewelry worn by person at time of ENCOUNTER (e.g.,
receipis)

7. General iterns information:

a) Business cards

b) Phone numbers

¢) Address books

d)} Email addresses

) Any cards with an electronic strip on it thotel cards, grocery cards, gift cards,
frequent flyer cards)

) Pre-paid phone cards

g) Insurance cards

h) Medical/Health insurance information

0) Prescription information (e.g., doctor, pharmacy information)

1) Sales receipts

k) Any additional biographic or biometric identifiers to enhance
identity matching of associates or farily members with a person who s a POSITIVE
MATCH to & KNOWN or SUSPECTED TERRORIST (as well as associates or family
members referenced in interviews or documents carvied by a person who is &
POSITIVE MATCH t0 & KNOWN or SUSPECTED TBRR()MS’I‘)

f) Copies of identification documents obtained during the ENCOUNTER with a person
who is & POSITIVE MATCH to & KNOWN or SUSPECTED TERRORIST {e.g., passpotts,
Seaman’s Papers, Airman Certificates, driver's licenses, state identification cards,
and similar government identification documents)

m) Any computer, uniform resource locator (URL), or Internet protocol (IP) addiess
information

nm Calendars/schedulers

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION
Page | 67




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 141 of 225

UNCLASSIFIED/FOR OFFICIAL USE. ONLY/SENSITIVE SECURITY INFORMATION

8.

Licenses, permits, membership cards, and application information:

a) Membership cards (including library cards)
b) CGun show applications, firearms license, concealed weapons permit, shooting ¢lub

memberships

¢} HAZMAT license
d) Explosives permit

Tools or equipment information:

8} Scuba gear

b) Multiple cell phones
¢} Binoculars

d) Peroxide

)

e} Ammunition

Camping fuel tabs

g) Any dual use material that could be used For TERRORIST ACTIVITY

10,

Financial information:

a) Check book/individual or loose checks, including cashier’s checks
b) Bank account nurnbers

¢}

Credit cards, especially those issued by U.S. banks and carried by non- U.8.
PERSONS

d) Tax records

f)

e} Business financial records

Bank statements

8) Credit card or billing statements
h) Utility bills

D
)

Anything with an account number
Wire transfer information, including receipts from Money Service Businesses

k) Denominations of money being carried (i.e., what country(ies} currency(ies) are

b

mi)

{1
a)

they carrying), including, if possible, the serial numbers of currency cagried
Automated teller machine (ATM) receipts
Ledgers

Electronic media/devices obsetved or copied:
Cell phone ligt and speed dial numbers

b) Laptop images

c)

aPs

d) Thumb drives

e)
H

Disks
iPod or MP3

g) PDAs (e.g, Palm Pilots, Trios)
h) Kindle or iPad (electronic books)

B
)

Cameras
Video and/or voice recorders
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k) Pagers
) Any electronic storage media

12, Employment information:
a) Pay stubs
b) Employment applications
¢} Want ads
d) Employer correspondence
e) Access cards, badges

13.  Professional papers/Academic information:
a) Resumes
b} Academic transcripts

14.  Lepal document information:
a) Birth cevtificates
b} Immigration and naturalization documents
¢) Marriage licenses
d) Divorce decrees
&) Adoption papers
f) Living Wills
g) Last Will and Testament
h) Parking tickets
iy Speeding tickets
§) Property records (deeds)
k) Summons
D Criminal documents or civil lawsuit information

15.  Miscellaneous item information:
a) Long term storage facilities (e.g., access keys, codes)
b) Social networking accounts (2.g., Facebook, Twitter, MySpace, LinkedIn, ICQ)
) Titles of books, DVD/CD, brochures being carried and their condition (e.g., new,
dog-eared, annotated, unopened, professional journals)
d) Letters, envelopes
e} Letters of Introduction
f) Animal information {e.g., vet or chip information)

IV. ENCOUNTER MANAGEMENT ACTIONS

5.12 Handling of ENCOUNTER PACKAGES. This section outlines the processes for handling and
sharing ENCOUNTER PACKAGES by SCREENERS, the TSC and NCTC.

5.13 FB¥Law Enforcement ENCOUNTERS. TSOU coordinates the U.S. Government's response fo
an ENCOUNTER with a KNOWN or SUSPECTED TERRORIST. All collection of TERRORISM
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INFORMATION during law enforcement ENCOUNTERS (e.g., traffic violations, investigations,

arrests) are coordinated between the NOMINATING AGENCY and the ENCOUNTERING AGENCY via
TSOU.

3.13.1 For domestic and international ENCOUNTERS with a person who is & POSITIVE MATCH
to a KNOWN or SUSPECTED TERRORIST, TSOU will do the following: After receiving
notification of an ENCOUNTER from the TSC, TSOU will disseminate and coordinate
information to FBI operational entities and federal, state, and local law enforcement
Agencies. TSOU simultaneously coordinates with the appropriate FBI Field Division(s)
and Case Agent{s); Joint Terrorist Task Forces (JTTFs); Airport Liaison Agents and
Attaches (ALAs); ;Legal Awachés (LEGATs); U.S. Embassies and/or other appropriate
law enforcement officials, including ICE and CBP (specifically, NTC-P and NTC-C as
appropriste); and appropriate members of the IC. For outbourkl ENCOUNTERS, or
ENCOUNTERS involving subjects who have certain DEROGATORY INFORMATION, TSOU
contacts (via phone and electronic notification) the appropriale counterterrorism
element(s). Especially sensitive ENCOUNTERS often require coordination and situational
updates with the White House, Notthern Command (NORTHCOM), and FBI's
Counterterrorism-Watch,

3.4 TSC Actions. TSC will update existing KNOWN or SUSPECTED TERRORIST records with new
TERRQRIST IDENTIFIERS and TERRORISM INFORMATION and will provide the broader
counterterrorism analytic community with as much new information as possible stemming
from an ENCOUNTER with a KNOWN or SUSPECTED TERRORIST. TSC’s primary methods for
sharing TERRORISM INFORMATION with the broader counterterrorism analytic community will
be through its EMA application and the use of Intelligence Information Reports (1iRs), as
described further in Section V, Infra. TSC will also coordinate with Fusion Centers on law
enforcement and other ENCOUNTERS impacting their Area of Responsibility. This
coordination will include & request for record enhancing information from the Fusion Center,
which if received, will be added to the subject’s KNOWN or SUSPECTED TERRORIST record.

5.14.1  Any new TERRORISM INFORMATION recorded in, or attached to an EMA record by
TSC will be provided to NCTC via an automated ingest process.” Such daily ingests of
EMA records update NCTC’s TIDE to reflect the fact of the ENCOUNTER, any new
identifiers used to confirm the KNOWN or SUSPECTED TERRORIST POSITIVE MATCHES, Or
those identified in an IR, Once TIDE has been updated, an automated ingest from
TIDE to TSDB is used to update the various TSDB subsets (e.g., No Fly or Selectee
Lists). At this point, the process is complete and the watchiisting, screening and law

¥ An “gutomated Ingest” is one where the contents of TSC's EMA records are incorporated into NCTC's TIDE
database via n system-to-system fransfer of information that identiiies new or changed infovmation. This process allows
NCTC fo spot KNOWN or SUSPECTED TERRORIST records that have been amended or npdated. This process also
accommuodates the transfer of sttached BNCOUNTER PACKAGES received from SCREGNERS. In those instancas, the
EMCOUNTER PACKAGES appear as altachments to the KNOWN or SUSPECTED TERRORIST record. ENCOUNTER PACKACIE
attmchiments must be moved to another system in order to give the hroader counterterrorisi community access to the
TERROKISM INFORMATION. That process is described n Sectivn V, infla.
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enforcement communities have the most current and thorough TERRORISM INFORMATION
available about a KNOWN or SUSPECTED TERRORIST, Most—but not all——of that
TERRORISM INFORMATION i3 available in a structured format as part of the KNOWN ar
SUSPECTED TERRORIST record (e.g., discrete elements such as a date of birth, country of
origin). The unstructured TERRORISM INFORMATION, while also in digitized format (e. z.,

a computer disk, a scanned image of a business card, an encountering officer’s report), is
handled by NCTC.

515 NCTC Actlons. NCTC will post to TIDE Online any digitized ENCOUNTER PACKAGE it

receives from TSC or directly from a SCREENER. ENCOUNTER PACKAGES can be found under
the subject’s main page.

V. ROLES AND RESPONSIBILITIES FOR UPDATING EXISTING KNOWN
OR SUSPECTED TERRORIST RECORDS AND NOMINATING NEW
KNOWN OR SUSPECTED TERRORISTS BASED ON INFORMATION
FROM POSITIVE ENCOUNTERS

5.16 This section describes the roles and responsibilities of the watchlisting, screening, and
counterterrorism communities for exploitation and analysis of the TERRORISM INFORMATION
lawfully collected and shared when there is a POSITIVE MATCH (o 2 KNOWN of SUSPECTED
TERRORIST. Inthis context the following definitions apply:

5.16.1  “INITIAL REVIEW” means a gnick review of the ENCOUNTER PACKAGE to identify

obvious, new TERRORIST IDENTIFIERS about the KNOWN or SUSPECTED TERRORIST.

3.16.2  “ADVANCED ANALYSIS” means a thorough review of the TERRORISM INFORMATION

contained i an ENCOUNTER PACKAGE obtained as a result of the ENCOUNTER with the
KNOWN or SUSPECTED TERRORIST. ADVANCED ANALYSIS includes the adding of
TERRORIST IDENTIFIERS {0 existing KNOWN oF SUSPECTED TERRORIST records and
identifying new KNOWN or SUSPECTED TERRORISTS who should be nominated through
the existing nomination process. In this context, ADVANCED ANALYSIS is being done on
a tactical matter related to the specific KNOWN or SUSPECTED TERRORIST to identify
information useful in “connecting the dots™ between and among that KNOWN or
SUSPECTED TERRORIST and other KNOWN or SUSPECTED TERRORISTS or potential KNOWN
Or SUSPECTED TERRORISTS. It is also when the need for foreign language transiation
services will be identified.

5.16.3  "TARGETED ANALYSIS” means further exploitation of & targeted set of ENCOUNTER

PACKAGES and ADVANCED ANALYSIS products to assist in identifying TERRORIST trends
and changes to methods, {actics, and practices. ENCOUNTERS for TARGETED ANALYSIS
are selected using contemporancous threat criteria and research in additiona!
repositories. Contemporaneous threat criteria includes association with a priority
terrorist group {e.g., NIPF Tier I or [1); ENCOUNTERS with XNOWN ot SUSPECTED
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TERRORISTS designated as No Fly or associated with violent activity; or at the request of
any Department or Agency that identifies a need.

5.17 Results of INITIAL REVIEW, ADVANCED ANALYSIS, and TARGETED ANALYSIS efforts
(collectively, “Exploitation”) by Departments or Agencies will be reported 1o the watchlisting,
screening and counterterrorism communities using standard templates when available.

5171 TSC Actious.

50711 First Stage Review. TSC actions with KNOWN or SUSPECTED TERRORIST
ENCOUNTERS oceur in two stages. The first stage occurs when the ENCOUNTERING
AGENCY and TSC exchange TERRORIST IDENTIFIERS to determine whether the
individual is watchlisted (i.e., a POSITIVE MATCH to & TSDB record). TSC records
any new TERRORIST IDENTIFIERS pravided during this stage in TSC's EMA
application,

5.017.1.2  Second Stage Review, The second stage occwrs after TSC has confirmed
there is a POSITIVE MATCH to & KNOWN or SUSPECTED TERRORIST. For each
POSITIVE MATCH {0 & KNOWN or SUSPECTED TERRORIST, the TSC's Office of
Intelligence (TSC/OL) will generate an 1IR for dissemination to the
counterterrorism community that provides a summary about the KNOWN or
SUSPECTED TERRORIST ENCOUNTER (e.g., basic facts about the ENCOUNTER such as
date, time, and place). 1f available at the time the initial IIR is prepared, TSC/OI
will conduct an INITIAL REVIEW of the ENCOUNTER PACKAGE and provide a
thumbnail summary of the TERRORISM INFORMATION, For example, a summary
might highlight the existence of a new KNOWN or SUSPECTED TERRORIST (“KNOWN
OF SUSPECTED TERRORIST was traveling with three other associates not previously
identified in the car where the explosives were found in a hidden compartment”) or
the possibility that new TERRORIST IDENTIFIERS are available (“approximately 80
pages carried by the KNOWN or SUSPECTED TERRORIST were converted to electronic
documents ranging from the XNOWN or SUSPECTED TERRORIST'S calendarfacidiess
book to bank account and eredit card numbers™).

3.17.2  National Media Exploitation Center Actions. Much of the TERRORISM
INFORMATION genevated by ENCOUNTERS from a person who is a POSITIVE MATCH {6 a
KNOWN or SUSPECTED TERRORIST is expected to be in a foreign language that may hinder
prompt exploitation. The National Media Exploitation Center (NMEC) has the
capability to translate foreign language information and the experience necessary fo
understand the efforts used to hide their activities. When TSC receives ENCOUNTER
PACKAGES with information in a foreign language, or when NCTC receives them
directly from an ENCOUNTERING AGENCY, TSC or NCTC will forward/notify NMEC that
it has the action to translate the ENCOUNTER PACKAGE. Once the GNCOUNTER PACKAGE
has been translated and returned to TSC and NCTC, the assigned roles and tesponsibility
for exploitation will apply.
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5.17.3  I'BI Actions. The majority of the FB1's ENCOUNTERS with KNOWN or SUSPECTED
TERRORISTS occur in the Uniled States. The FBI has ADVANCED ANALYSIS responsibility
for ENCOUNTER PACKAGES on KNOWN of SUSPECTED TERRORISTS for whom the FBI has
an open investigation, no matter where the individual is encountered. If the FBI does
not have an open investigation on a8 KNOWN or SUSPECTED TERRORIST encountered in the
United States, or if the KNOWN or SUSPECTED TERRORIST is a 1L.S. PERSON, then TSOU
will send a lead directing the appropriate FBI field office to conduct an assessment of
the individual and the ENCOUNTER circumstances to determine whether to open a
pretiminary or full investigation.”® This asscssment inchudes ADVANCED ANALYSIS
packages when provided by ENCOUNTERING AGENCIES. [f no Investigation is opened, an
TIR will be sent to the NOMINATING AGENCY and NCTC which will be used to enhance
the TIDE record with additional FBl-derived information.

5.17.4 DHS I&A Actions. DHS [&A has ADVANCED ANALYSIS respousibility for
ENCOUNTER PACKAGES where the KNOWN or SUSPECTED TERRORIST is denied entry,
denied ESTA, denied boarding, or is subject to a no board recommendation at a foreign
location, or identified through ICE’s visn security procesges.

5.17.5 NCTC Actions. On oceasion, DOS, USAID, and foreigh governments have
ENCOUNTERS with KNOWN or SUSPECTED TERRORISTS, usually in the form of a record
ENCOUNTER (2.2., the KNOWN or SUSPECTED TERRORIST has submitted an application for
a benefit like a visa or grant or information is provided to the United States by a foreign
government), NCTC has ADVANCED ANALYSIS responsibility for ENCOUNTER PACKAGES
in these instances,

5.17.5.1 For TARGETED ANALYSIS, NCTC offers this capability for a select set of
ENCOUNTER PACKAGES based on internal or interagency tasking, Since all
ADVANCED ANALYSIS products created by FBI, DEHS, or NCTC will be
disseminated to the U.8. Government via an [IR, these materials are available to
any organization sesking to further exploit specific ENCOUNTERS. NCTC will
leverage these ADVANCED ANALYSIS products as part of its typical inteiligence
analytic process to highlight emerging threats, issues or concerns.

5.17.6 A chart depicting the roles and responsibilities by Department or Agency may be
found at the end of this Chapter.

VI. RESPONSIBILITY TO COORDINATE ANY ACTIONS
CONTEMPLATED BASED ON INFORMATION FROM ENCOUNTERS
WITH A KNOWN OR SUSPECTED TERRORIST

¥ Under governing suthoritics, the FBI can conduct “assessments” for an aunthorized purpose, such ag obtaining
informstion nbout a threat to national security, without a particular factual predication. To open an investigation -
whether a “preliminary™ or “full® investigation — there must ke g specific lactual predication.
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5.18 Information Sharing MOU Requirements. Departments and Agencies are reminded of
their agreement to provide transparency between and among them with regard to their
“activities to preempt, prevent, and disrupt TERRORIST altacks against U.S. PERSONs and
interests.”’” As a practical matter, that type of transparency demands, to the greatest extent
possible, prior coordination with affected Departments or Agencies before action within a
Department or Agency’s authorities is taken based on TERRORISM INFORMATION from a person
who is a POSITIVE MATCH to a KNOWN or SUSPECTED TERRORIST. For example, FBI, Central
Intelligence Agency (CTA) or DOD, as lead counterterrorism Agencies in their respective
domains, must be consulted prior 1o taking any action based on ENCOUNTERS with a person
who is a POSITIVE MATCH with KNOWN or SUSPECTED TERRORIST. This guidance is subject to
existing policies and coordination procedures when action against or pertaining to the KNOWN
or SUSPECTED TERRORIST i3 contemplated,

5.19 Requests for Withholding of Action. In ceriain circumstances, law enforcement or the IC
may request that a SCREENER not take action (e.g., not to refuse the visa, to allow individual to
enter the United States, to not deny an individual to obtain an immigration benefit or access to
the secure ares of an alrport) although action may be taken under the law. This request, to the
extent practicable, shall be in writing, by a senior official, and include 4 statement of
Jjustification and risk mitigation. Departments and Agencies will establish mutually
acceptable processes and procedures to implement a detailed plan,

Vil. EXAMPLES OF TERRORISM INFORMATION TYPICALLY
AVAILABLE FROM ENCOUNTERS

5.20 The following examples of various types of ENCOUNTERS and the type of information typically
generated from those ENCOUNTERS is offered to assist Departments and Agencies in
understanding what additionsl or new information may become available as a result of
following the guidance provided in this document,

520.1 Ports of Entry. Types of documents that could be included in the ENCOUNTER
PACKAGE typically include:
{. Business cards
2. Copies of passport and visa entries

* See Pacagraph 3(b} of the Information Sharing MO (Appendix 5): *Reciprocity and Transparency. All information
callocted by any entity relovant to the missions and responsibiiities of any other coverad entities should be shared, to the
greatest vxtent possibie, betwoen and among all covered entities. Likewise, the parties agree that, to the greatest extent
possible, there should be transparency between and among the covered entities with regard to their activities to preempt,
prevent, and disrupl TERRORIST attacks apainst (.5, PERSONS and interests. Except a3 otherwise specified in this
Agreement, or mandated by relevant Federal statutes or Pregidontial Lirectives, procedures and mochanisms for
information sharing, use, and handling shall bs Interpreted and implemented consistently and reciprocally regardiess of
the role a partiewlar covered entity plays a5 & provider or recipient of coversd Information. In other words, for example,
international TERRORISM INFORMATION collected by the Border Patvol should be shared by DES with the IC to the same
extent foreign inteliigense information on TERRORISM is shared by the 1C with DEHS.”

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION

Page | 74




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 148 of 225

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION

3. Driver’s license

4, Resumes

5. Conference litevature

6. Correspondence not in possession of the U.S. Postal Service.

7. Letters of introduction

8. Checks, bank deposit slips

9. Calendar/schedule

10.  Address book

11. Notepad entries

12.  Maviner's certificates

13. Telephone data

14. Location and duration of previous travel stops on current or past travel
itinerary

5202 Law Enforcement ENCOUNTERS. Information collected from law enforcement
ENCOUNTERS with # person who is & POSITIVE MATCH 1o & KNOWN or SUSPECTED
TERRORIST can include any information that would be collected when a law enforcement
officer speaks with & KNOWN or SUSPECTED TERRORIST, Typically information that
could be included in the ENCOUNTER PACKAGE can include, but is not fimited to:

Associates

Telephone numbers (home, business, cell, pager, or fax)

Other forms of identification

Physical descriptors

Family members

QOccupation and work history

Travel plans or history

VYehicle information

P

b S ol adl b

§20.3 Visa Applications. A typical DOS ENCOUNTER PACKAGE with a petson who isa
FOSITIVE MATCH to & KNOWN O SUSPECTED TERRORIST will be a visa application for
eniry to the United States, which identifies basic information about the encountered
KNOWN or SUSPECTED TERRORIST and the ENCOUNTER. Types of documents that could
be included in the ENCOUNTER PACKAGE typically include:

. Home and work address
2. Copies of passport and visa entries
3, National Identification Number (if applicable to the country)
4. Phone numbers (home, business, cell, pager, or fax)
5. Sponsorship information (when available, to include individual’s
name/Company/Government, address and contact information)
6. Family member names (e.g., spouse, parents, children)
7. Police Certificates (if applicable)
8. Biometrics (Photos and Fingerprint Identification Number (FIN))
9. Resumes (when spplying for business visas)
10. Letiers of introduetion
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1
12.
13.
14,
13.

16.
i7.

Military related documents

Education

Prior travel

Occupation and work history

Financial information used to support visa application including bank
statements, salary slips/letters, property records

Photos

Email addresses

5204  Applications or Petitions for kmmigration Benefits, USCIS may receive an
application from an alien for immigration benefits or petitions. Depending on the

completed form, USCIS may have information from the following non-exhaustive
calegories:

WP SO LA B LA B

Residences domestic and foreign

Family Members (often extended family)
Occupation

Bank account information

Biometrics

Gender

Idertity documents

Travel document information (and 1-94)
Civil documents—POB, COC data

10 Employer/Progpective Employer
11. Religious Affiliations

12, Resames

13. Educational Background

14, Past marriages or divorces

15, Biographical Information

5.20.5 ENCOUNTERS by HSPI-6 Foreign Partners. On some occasions, and bagsed on the
arrangement with and legal authorities of the pacticular foreign partner involved, an
ENCOUNTER PACKAGE may include the KNOWN or SUSPECTED TERRORIST'S visa
application to a foreign partner. One such student visa/permit application to a foreign

pariner could include information provided from the KNOWN or SUSPECTED TERRORIST in
the following categories:

MO N

Nawme a3 shown in passport

Other names known by or ever known by
Name in ethaic script

Ciender

Date of birth

Town/city of birth

Country of birth
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8. Passport number, country, expiration date
9. Country of citizenship

10.  Other citizenships held

1. Residential address and telephone number in home country

12, Local residential address and telephone number (if already in country)

13, Name and address for communication about this application

14, Name and address of friends, relatives, or contacts you have in the country (if
applicable)

15, All periods of employment, including seif-employment (to/from dates, name of
employer, location, type of work/occupation/job title)

16, Financial information used to support visa application including bank
statenents, salary slips/letters, and property records

17. Length of planned stay in country

[8.  Questions concerning the person's character (¢.g,, whether the person has ever
been convicted, charged, or under investigation for any offensefs) against the
law in any country; ever deported, excluded or refused a visa by/removed from
any country; and police certificates (as evidence of character) from home
country or countries of citizenship and from all countries where the person has
lived for five or more years since age 17)

19, Whether the application is for a student visa, a student permit, or a limited
purpose visa

20, Whether the application is for a variation of conditions to worlc

21, Course of study and details of the course(s) enrolied

22, Arrangements for outward travel from host country

23.  Name of legal guardian, other names legal guardian is known by, and
relationship (e.g, mother, father, legal guardian)

24, Any national identity number or other unique identifier issued by a government

23, Any completed military service (e.g, from/to dates, rank, unit name or number,
role)

26.  Whether presently subject to military service obligation in any country

27, Any association with any intelligence agency or group, or law enforcement
agency

28.  Any association with any group or organization that has used or promoted
violence to further their aims

29, Any involvement in war crimes, crimes against humanity, and/or human rights
abuses

30.  Payment method for application fee (e.g., bank check/draf, credit card, or
personal cheek)

VIII. OBTAINING ENCOUNTER INFORMATION THROUGH TSC'S DAILY
ENCOUNTER REPORTS

521 Inaddition to the aforementioned TSC/OI 1IRs following an ENCOUNTER with a person who is
a POSITIVE MATCH to 8 KNOWN or SUSPECTED TERRORIST, Agencies can obtain the Daily
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Summary Report (DSR) to assist them in identifying ENCOUNTERS of interest to their
organizational missions. DSRs will contain as much information as legaily permissible.
DSRs are available from the following locations:

3.2L1  Onthe Secret Internet Protocol Router Nelwork (SIPRNET), www.fbi.sgov.o0v/,
click on the “TSC Intel Daily Summary Reports” link on the right side.

3.21.2  On Law Enforcement Online (LEQ) via www.leo.pov
3213 On Regional Information Sharing Systems vin WWW.Iiss net

5214 Op HS SLIC (for sceess contact state or local fusion center) or email:
ha.dhs.gov

5215 Two sources on FBINet:
52151 TSC’s homepage at hitp/fhowe. fhinet.foi/nsb/ise/Pages/Default.aspx

32152 Current Intelligence Report at hitp://di.foinet. fhifims/civ/cive/
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ADVANCED ANALYSIS: is a thorough review of the TERRORISM INFORMATION contained in an
ENCOUNTER PACKAGE obtained as a result of the ENCOUNTER with the KNOWN or SUSPECTED
TERRORIST. ADVANCED ANALYSIS includes the adding of TERRORIST IDENTIFIERS to existing
KNOWN of SUSPECTED TERRORIST records and identifying new KNOWN or SUSPECTED
TERRORISTS who should be nominated through the existing nomination process. In this context,
ADVANCED ANALYSIS is being done on a tactical matter related to the specific KNOWN or
SUSPECTED TERRORIST to identify information useful in “connecting the dots” between and
among that KNOWN or SUSPECTED TERRORIST and other KNOWN or SUSPECTED TERRORISTS or
potential KNOWN or SUSPECTED TERRORISTS. It is also when the need for foreign language
translation services will be identified.

AGCREGATORS: are those who receive and hold TERRORISM INFORMATION and certain other
non-TERRORISM INFORMATION they are authorized to receive and retain,

DEROGATORY INFORMATION: is intelligence or information that demonstrates the nature of an
individual’s or group’s association with TERRORISM and/or TERRORIST ACTIVITIES.

ENCOUNTER: is an event in which an individual is identified during a screening process to be a
“POSITIVE MATCH,” “POTENTIAL MATCH,” or “INCONCLUSIVE MATCH,” to an individual who has
been designated in the TSDB as a KNOWN or SUSPECTED TERRORIST. An ENCOUNTER can be a
face-to-face meeting with 2 KNOWN or SUSPECTED TERRORIST, electronic or a paper-based
ENCOUNTER {e.g., the KNOWN or SUSPECTED TERRORIST has submitted an application fora
benefit liked a visa, ETSA grant, or information is provided to the United States by a foreign
government, aircraft operator, or other private entity).

ENCOUNTERING AGENCY: is a Department or Agency of the U.S. Government with TERRORIST
screening or law enforcement responsibilities that comes into contact with a KNOWN or
SUSPECTED TERRORIST (whether in & face~to-fuce situation or via an electronic or written
submission such as an application for a benefit) that the TSC determines is a POSITIVE MATCH to
A KNOWN or BUSPECTED TERRORIST,

ENCOUNTER PACKAGE: is all information gathered during an ENCOUNTER with a KNOWN or
SUSPECTED TERRORIST,

ENHANCEMENT: is the addition of new TERRORIST IDENTIFIERS or DEROGATORY INFORMATION
Qn a4 KNQWN or SUSPECTED TERRORIST.

FOREIGN FIGHTERS: ar¢ nationals of one country who travel or attempt to travel to another
country to participate in TERRORISM arud/or TERRORIST ACTIVITIES.

FRAGMENTARY INFORMATION: is information that suggests an individual may have a nexus to
TERRORISM and /or TERRORIST ACTIVITIES but the information available to the NOMINATOR docs
not meet either or both the minimum identifying criteria that will facilitate identification of
thege individuals or the substantive DEROGATORY INFORMATION to meet the REASONABLE

SUSPICION standard but does qualify as information that should be provided to NCTC pursuant
to HSPD-6.
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INCONCLUSIVE MATCH: is the final determination by TSC that limited information in the subject
data set matches TSDB data in a TSDB record and no additional identifiers are available to
verify the match.

INITIAL REVIEW: is & quick primary review of the BNCOUNTER PACKAGE (o identify obvious,
new TERRORIST (DENTIFIERS about the KNOWN or SUSPECTED TERRORIST.

KNOWN TERRORIST: iz an individual whom the U.S. Government knows is engaged, has been
engaged, or who intends to engage in TERRORISM and/or TERRORIST ACTIVITY, including an
individual (a) who has been, charged, arrested, indicted, or convicied for a crime related to
TERRORISM by U.S. Government or foreign government authorities; or (b) identificd as a
terrorist or member of a designated foreign terrorist organization pursuant to statute, Executive

Order or international legal obligation pursuant to a United Nations Security Council
Resolution.

LONE WOLF: an individual motivated by one or more extremists ideologies, who operates alone
and supporis, or engages in acts of violence in furtherance of that ideology or ideclogies that
may involve direction, assistance, or influence from a lacger terrorist organization of a foreign
actor,

NOMINATOR or NOMINATING DEPARTMENT OR AGENCY: 15 a Federal ﬁepartment or Agency
that has information to indicate that an individual meets the criteria for a KNOWN or SUSPECTED
TERRORIST and nominates that individual to TIDE and the TSDB based on information that
originated with that Department or Agency and/or a third Depattment or Ageney.

OPERATIONALLY CAPABLE: a8 described in Chapter 4, an individual i3 “OPERATIONALLY
CAPABLE” if, baged on credible intelligence, he or she, acting individually or in concert with
others, reasonably appears to have the ability, knowledge, opportunity, and intent or is actively
seeking the opportunity to engage in a violent act of TERRORISM consistent with 18 U.8.C, 2331
or 18 1.5.C. 2332b. For example, atiempting to obtain an IED would indicate an individual is
OPERATIONALLY CAPABLE of commitiing an act of TERRORISM. However, simply conducting
infernet research concerning IEDs would not be sufficient without additional activity,
Depending on circumstances, and in combination with other facts, scouting potential targets or
traveling for no legitimate purpose to places that have TERRORIST training grounds, regardiess of
whether the person is presently capable of using an IED, might also indicate an individual is
OPERATIONALLY CAPABLE of committing an act of TERRORISM.

ORIGINATOR: is the Department or Agency that has appropriate subject matter interest and
classification authority and collects TERRORISM INFORMATION (Z.e., raw information) and
disseminates it or TERRORIST IDENTIFIERS to other U8, Government entities in an intelligence
repart (i.e., finished intelligence) or other mechaniam.

PARTICULARIZED DEROGATORY INFORMATION: is the type of information relied on to
determine whether REASONABLE SUSPICION is met. This is information that demonstrates the
nature of an individual’s or group’s association with TERRORISM and/or TERRORIST ACTIVITIES

UNCLASSIFIED/FOR OFFICIAL USE ONLY/SENSITIVE SECURITY INFORMATION
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(5//NF) One Millioitth TIDE Person Record: On 28 June 2013, the Terrarist [dentitics
Datamart Environiment (TIDE} passed & mileslone of one million persons in TIDE, While
NUTC's Directorate of Terrorist Identities (DT1) seaks ta create only as many person
records as are necessary for our haticn’s counterterrorism mission, this number is a
testament to I'Fl's hard werl and dedication over the past 2.5 years. $ince DTI stood up as
an lndependent NCTC Direclorate in December 2010, analysts have created more than
430,000 terrorism-related person records and deleted 50,000 subjects whose nexus to
terrorism was refuted or did not meet current watchlisting criteria. In addition, DTI has
added over 730,000 biometric files to TIDE. On a daily basis, DTI analysts process more
than 250 nomination cables and 200 encounter reports, visa applications and other data
sources to support the U.S. Government's (USG) screening and terrorism analysis missions.

(U//FOUOJ Processing Nominations Into TIDE:
]
TIDE Nominations
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(S//NF} Kingfisher Expanding its Role: NCTC deployed the Kingfisher Expansion {KFE)
visa support program on 15 June, 2013, KFE is a recently developed terrorist screening toal
that correlates large datasets to help enhance existing terrorist identity information to
support USG watchlisting/screening missions. The KFE tool reviews Do$ visa applications
for connections to terrorism information and then uses the knowledge to enhance existing
records maintained in TIDE. KFE perfurms 1 near real-time check against TIDE for all
warldwide visa applicants prior to Department of State (De5) approval. KFE is processing
nearly 40,000 applicants each day, has processed over 4.6 million visas since its “go-live”
date in [une, and s projected to save the DoS over $50 million in security check fees.
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(8//NF) DTI Support to Boston Bombing Investigation: In the wake of the Boston
Marathon bombings, NCTC/DT] was deeply nvolved with all facets of the response.
Immediately following the incident, DTI contributed to FBI deep dives, identified potential
suspects, and deliversd information to national [eadership as well as coordinated with the
Bl on biometric holdings in TIDE. Longer-term, DT responded to the US Senate and House
Congressional Intelligence Oversight Committees and prepared formal testimony that
alded the Director of NCTC, Principal Deputy Direction of NCTC, and Director of DTI for
appearances on Capitol Hitl, From this incident, DTT identified several lessons learned that
were Incorporated into the Directorate’s policies and processes,

(U//FQUQ) Terrorist identities Datamarl Environment (TIDE) Classification Gulde
{CG): Working with community partners, D'TI finalized the first copy of the TIDE CG, This
gulde will serve as the official decument for general classification guidance and
clagsification policy controls and procedures for the dissemination and use of TIDE
information, ensurlng it will be adequately protected,

{(S//NF) Biometric Enhancement Scrub for Watchlisted US Persons: Through a
comprehensive review of TIDE holdings relevant to the Boston Marathon bomhing, NCTC
recoghized the need to ensure that watchlisted US persons included available facial images
and fingerprints. This project Includes record by record research of each person in relevant
Department of Slate and 10 datahases, as well as bullk data requests for informatlon, The
bulk requests were sent Lo cur partners at FBI and DHS for any related biometric data,
including driver's license images, When the project started there were 814 US Persons
without any biometric information in TIDE, equating to less Lhan 20% of the total
watchlisted US persons, Upon completion of this project, NCTC has added 370 facial images
and 249 fingerprints for 163 US persons.

{(5//NF) Mali and Chechnya/Dagestan Enhancement Scrubs;: [n FY13, DTI completed a
targeted scrub of TIDE subjects with connections to Matt or terrorist groups known to
operate in Mall based on the recent conflict and ongoing threat to US and Western interests
there. Separately, TIDE subjects with a nexus to Chechnya or Duagestan were reviewed in
the wake of the Boston Marathon bombing,

e DTl anatysts reviewed more than 1,700 TIDE records on subjects associated with
these threats, resulting in some 3,500 enhancements to over 600 TIDE records.
e The scrub also resulted in watchlist status upgrades for 55 TIDE subjects.

(S//NF) Biometric Analysis Reports: The Biometric Analysis
Branch (BAB} continues to provide suppert (o a broad customer
base through thelr unique skill of facial identification support, In
4013, BAB produced 291 Biometric Analysis Reports which
provide facial identificatlon support to customers from NCTC, DOD
(AFOSI, S0COM, PACOM], DOS, CIA, NMEC, DHS (CBP, NTC), FBI
(TSC), DIA, NGA and NYP[3,

" SECRET//NOFORN
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(U//FOUO) DTI Threat Team (DT'L/MTT):

DTl Threat Team (DTT) Increases —F
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(8//NF) Reduction of TIDE Enhancement Backlog: ‘This year, automation, policy
modifications, and resource reallgnments helped reduce a historic backlog of Department
of State Consular Consolidated Database (CCD] records consisting of visa information on
K8Ts that are already in TIDE and/or watchlisted in the TSDB. DTI had experienced a
historical backlog that numbered in excess of 153,000 records. This number was reduced
by 88% in FY13 to around 18,000 and that should be completely eliminated by Q1 2014.
This recluction will allow Tor all newly identified KST TIDE records to be enhanced with
CCD information within 48 hours of nomination,

(5//NF} NCTC Meets HSPD-24 Requirements for Biometric Export: In March 2013, in
accordance with HSPD-24/NSPD-59, the full iiplementation of the biometric expurt
occurret. This culminates a five year effort, which included significant changes such as
moving from TIDE1L to TIDEZ, in order to provide storing and matching capabilities for
facial images, fingerprints and Iris scans. As part of this effort, NCTC delivered blometric
data for more than 127,000 known or suspected terrovists (KSTs) to the Terrorist
Screening Center to cate. Due to the hard work by NCTC, writ large, these KSTs will have
their biometric data properly placerd into the blometric screening systems, This means
when one of these known or suspected terrorists atiempts to enter the United States either
by applying for a visa or through a DHS point of entry screening, regardless of falsified
documentation, the subject will likely be denied entry.

(5//NF} Growth for Non-Traditional Biometric Data; DT has continued to enhance
several “hon-traditional” biometric data telds in TIDE, for Y13 TIDE has shown the
following growth: Handwriting (32%); Signatures (52%); Scars/marks/tattoos (70%);
DNA strands (90%]}. Beginning collection on this data helps to ensure that when the
biometric and forensic community is ready to actively screen this data, that NCTC will be
re«:dily ahle to pmvide Lhe appmp t’EElte data onall lmcwn or suspected tcl |orists

m SECRETJ{/NOFORN —————
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(§//NF) TIDE Records Enhanced with Biometrics data:

Increased TIDE Biometric Holdings in 2013 M2
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(S//N¥) Biometric Data Sources: 1371 has seen a large increase of blometric data in 2013,
both actively recelved from the nominating partners as well as proactively sought by the
Identity Intelligence Group. The top five agency contributors of data are as follows:
Department of Defense {60%], DHS (13%), CIA (129%), FBI (9%} and State Department
{(5%0).

{S//NF} FBI Platinum Project Support: Since 17 June 2013, DTI reviewed 1,678 TIDE
nomination cables in support of the FBI's Platinum Project. The Platinum Project was
Initiated by the TSC Nominations and Data Integrity Unit (NDIU) as a proactive means to
{dentify FBI subjects of interest and US Persons who are nominated by Other Government
Agencies [OGA) and are currently watchlisted in the TSDB, DTI conducted research in the
FBI's Sentinel and Guardian databases to determine if the subjects identified in nomination
cable traffic had an open or closed case or Guardian lead. This year, 1,142 Platinum leads
were submitted to the FBI resulting in 42 new threat assessments, 5 preliminary
investigations, one full field investigation, and four individuals being removed from the
watchlist,

{U//FOUO0) Quality Assurance Requests: More than 1,000 de-merge requests were
reviewed to ensure that records which had incorrectly identified multiple subjects as one
person, were appropriglely divided inlo separale records. Conversely, over 6,500 person
merges, nearly 13,000 location merges, and 11,200 merges of other entities was done, this
removed duplicate data from TIDE and enstred the accuracy of these records,

SECRET//NOFORN
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(U//FOU0Y TSC Requested TIDE Quallty Assurance Reviews:

Mora than

1 5_,3_Q TIDE Quahty Asguranc_ﬂewews

EEDTZ HZUL%

5’1 ;F_,{:
P00 - -
1600
10,040 L
8,000 50
GA Tickets Fomovals: not Hetrass requests

feaching minkmim
riteria for watchiisting

(U//FOUO) TIRE Quality Assurance Reviews: The Quality Assurance Branch (QAB)
reviewed 6,500 legacy records as part of a proactive scrub of 60,000 single-source TIDE
records where no update has occurred since Janunary 2011 QAR reviewed recards for

2,550 KSTs from visa walver countries and 3,800 of Lthe yualilying recards that were
created between 1994 and 1996, This work resulted in: 61 indlviduals removed from
watchlisting (including 30 deletions from TIDE); three upgrades to TSA NOFLY; nine
recards merged with other entries; and 39 records with added biographic data. Additional
enhancement worlt by the Identity Enhancement Team on 500 of the visa waiver records
resulted in 10 watchlisting upgrades, and the addition of 47 first-time dates of birth, and 14
biometric files.

(U//FoU0) 2013 Analytic Products:
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{§//NE) TIDE Quality Assurance Special Projects:
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(S//NF) Enhancements Using CBP Data:
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DTI Accomplishments supporting NCTC Goal 2: Partnership

Internal to NCTC:

(S//NF} Threat Case Management and Syrian Foreign Fighters: In 2013, DTI created
and maintains 12 threat cases, which link all known actors--and their biographic and
biometric identifiers--to a particular threat stream, providing analysts across the
community one ¢entralized resource, The cases were collaborative efforts with NCTC/Di
and D50OP, DHS/I&A, CBP, and TSA.
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The Syria Foreign Fighter Threat Case in TIDE provides the 10's common record for the
activities of more than 3,200 KSTs associated with Syria. This case contains a total of 3,258
individuals, to include 715 Eurcpeans and Canadians and 41 US Persons, 37 of which are
watchlisted in TSDB.

External to NCTC:

(5//NF) Chicago Marathon supported by DTI UG and AEG TIDE Analysis alongside
FBI: Based on the lessons learned [rom the Boslon Marathon, DT analysts in AEG and [G
worked alongside the FBI and the NCTC Midwestern Representative to suppose the Chicago
Marathon, Analysts performed deep dives in Tide for biometrics, and located all of the
entries that had no photo or fingerprints. Analysts also pulled all of the records in TIDE of
people who held a drivers license In liinols, Inclana, and Wisconsin, Doing their due
diligence wilh those TIDE lists, analysts ensured no one warranted further scrutiny by the
FBI before the race.

{8//NF) Blometric Supportto NCDC: In FYL3, DTI began assisting the National
Collaboration Development Center (NCDC) with their Targsting Collaboration Course
{TCC). The TCC is an interactive scenario-based training in which students learn to enhance
existing source identlficalion skills by providing tactical analysis intended to spur an
operational action againsta human target.

(U//FOUD]) Driver's License Initiative; To fulfill the biometric enhancement misslon
within DTT's ldentity Intelligence Group (11G), the Biometric Analysis Branch (BAB) began
an outreach/partncrship effort with the larger law enforcement community Lo collect facial
images associated with driver's license data, With support from FBI partners and NCTC's
Domestic Represchtatives, this enhancement mission took on significant growth in FY13.
BAD now coordinates directly with the following states: Arizona, Texas, New York,
Maryland, Delaware, Washington DC, Florida, Califernia, Virginia, Oregon, Massachusetts,
Nevada, Geargia, Colorado, Washington, and Rhode Island. This effort has resulted (n 2,400
Driver’s License facial images added tn TIDE in FY13,

(8//NF) International Travel Data (1TD): DTI Identifled information gaps between TIDE
and CIA's 1'TD and worked with CIA to add the missing data to TIDE from clandestinely
collected travel data, This effort resulted in the inclusion of 892 fingecprint files and an
addltional 1268 data points added to TIDE. DTI used the data to enhance a total of 392
identities in TIDE,

(I1//FQUO)Y CMO Quireach Initiative: To lncrease the blometric and blographic
information on K8T¢ detained warldwide, DT began working with the CIA’s Collection
Management Officers, As a result, over 150 requests have been sent to the fleld and nine
new national HUMINT collection vequirements have been written. Additionally, DTI is now
sending collection requirements directly to the field using the CIA Information Needs
Management database (CINEMA). This will allow DTI to obtain information that has not
been collected and use it to enhance TIDE.

s s et e
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{U//FQU0C) DTH Outreach Efforts: DT officers, together with representatives from the
Terrorist Screening Center’s (TSC) training team, travelad to FBI Miami and FBI Los Angles,
visiting Field Offices and fusion centers o educate analysts and agenls about DT, TSC,
TIDE, and the watchlisting business process to aid in their role of reviewing case
information and Guardian leads, and participation in the Encounter process, 2013 1§ the

first year that DT1 and TSC have partnered to provide outreach and training outside of the
metro DC area.

(U//FOUQ) Training Expanded for External Partners: DT officers traveled to Glynco, GA to
provide a brief to approximately 50 Counterterrorism Division instructors and leads at the
Bederal Law Enforcement Training Center (FLETC]. The goal was to establish a partitership
with FLETC and to educate the instructors about DTI, TIDE, and the watchlisting business
process. In the WMA, DTT has also expanded its training offerings, holding a quarterly
tralning session in the LX auditorium for all IC members, In FY13, DTI provided advanced
TIDE training to 95 analys{s representing nine partner agencies {TSC, TSA, NGA, DoS, DHS,
FBI, CPR, US Army Special Forces, and Rureau of Diplomatic Security).

(8//NF) Blometric Trainlng Program Offered to Additional Partners: DTI now offers a
half-day Biometrics Training Program once a maonth that is open to all IC partners holding 2
TS/8Cl clearance. The course provides a basic familiarization of classified and unclassified
biometrics repositories; an overview of the watchlisting process as it pertains to biometrics
and Identlty intelligence; and an inlroduction to targeted biometrics research at NCTC.

(U//FOUO) DT, TIDE and Watchlisting Review: This review brought together
experienced members of the watchlisting community to take a genuine look at how the
commuaity is doing, Participants were asked to put the views of their home agencics aside
and take an objective look at the watchlisting process, TIDE, and D'TI's support of TIDE and
the watchlisting process. The exercise culminated in an assessmenl paper providing five

key (indings, seven recommendations for improvements, and acknowledging those areas
that excel,

(5//NF) CIA - Hydra: DT1 has partnered with ClA to enhance select populations i TIDE
with clandostinely acquired foreign government information from CIA'S Hydra program. in
Lhis multi-phased project, DTI provides CIA with TIDE data and itis correlated with Hydra
information to uncover additional Terrorism information (T1) on KSTs that is then used to
conduct Qualily Assurance reviews on existing TIDE records. As proof of concept, DTI
provided CIA a list of 555 Pakistan based subjects identifled as KSTs in TIDE, The Hydra
program vetted these names against Pakistani Passports and provided TIDE record
enhancement information (blographic and biometric identifiers) back to DT The next step
will be to provide CIA with a list of TIDE subjects with Natlonal [D Numbers (~1,700) for
vetting on dates of birth, Future initiatives will include additional targeted countries, as

well as a targeted effort to locate first-Lime DOHs for subjects with Passports and National
I Numbers.

(U//F0U0) Watchlisting Guidance Review [PC: In 2013 the Watchlisting Guidance
Review IPC completed a i multi-year effort to review and update the july 2010
| o - SF..R . B ageg
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Watchlisting Guidance. DTI participated in multiple detailed reviews providing comments
and inputs and provided suggestions for improving the Guidance, The effort culminated in
an approval by the Deputies Committee {DC) in March 2013,

(U//FOUQ) INTERPOL Information-Sharing Agreement: INTERPOL Red Notices contain
derogatory Information, biographics, and biometrics which can serve to both create new
TIDE records and enhance currently existing recaords, Through coordinated efforts,
processes were developed whereby the FBI's National JTTF served to nominate subjects of
Red Notices to TIDE fer watchlisting and EAB {s enhancing existing TIDE records with
active Red Notices.

{5//NF} Foreign Collected Terrorist Biometrics: In 2012, the Biometric Analysis Branch
partnered with I'BI’s Global Initiatives Unit to nominate biometric data caplured on
terrorists from foreign partners into TIDE, This process has continued to evaive and grow.
In FY13, this process has enhanced aver 1,000 terrorist records enabling effective
biometric screening, .

(S//NF) National Media Exploitatien Center (NMEC): The Biometric Analysis Branch
continued to support a IXT laison within NMEC which proved beneficial to both
organizations. The arrangement enables NCTC to obtain additional data fusion points by
accessing and exploiting NMEC data holdings and, in return, DTI provides NMEC with a
classifled biometric search capabilily against TIDE through automated and manual facial
identiflcation support. To date BAB hus enhanced 33 TINE records and provided over 7,000
search results to NMEC. From this effert, in December 2012, the Encounter Analysis Branch
established a CBP Encounter Package foreign document translation process with the
National Media Exploitation Center and has completed 119 requests for translation and
addendums to TIDE,

(U//FOUQ) DTI Internal Training: Standard DT Internal Training: In 2013, DTI provided
training for a total of 124 new hires, a 100% increase over 2012, Over 80 of these new
hires were trained during a two month period during the contract transition, an 800%
increase over the previous two months. The tralning team was abie to make considerable
adjustments to accommeodlate this extremely high influx of personnel, In addition, DTI has
developed and implemented a refresher course that provides incumbent analysts the
opportunity to reinforce the fundamentals of TIDE production. The course highlights
general policy and process updates of which analysts may not be aware given the different
focus areas of the varfous branches within DTL Finally, DTI developed a famitiarization
course for those in DTI who are interested in gaining a perspective on DTI operations.
Topics include overviews of external IC policles, watchlisting, Kingfisher, TIDE, Biometrics,
and DTI overview. A pilot and a full session ran in 2613,

(U//FQUO) Mock CAB: DT's Professional Development Working Group sponsored moclc
Cﬁreer Advisow Boards(CﬁBs] which werse de«ngned toprovide amplqyees msxght to the
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documentation and process involved in CAB decisions. Volunteer CAH panelists reviewed
fictitious persons’ PERs and bios and drafted Employee Assessment Forms for the
"employee” they represented on Lhe panel. ADD/DTI and DTI/C0S acted as panel chairs to
guide the process and Facilitated an open discussion after the panels completed their
employee evaluations, Participants gleaned insight into the importance and complexities af
documentation and the process.

(U//FOUOD) Expansion of ldentity Intelligence (12} Training Module: The training is
taught once a monlh and has been well received across the community. This external
course consists of a half day version of the DTI's Blometric Training Program. In addition,
as an effort to ensute that every analyst within DTI has a basic understanding of blometric
data and workflows, a shortened version of the training was incorporated into the MIO
Training and Outreach Team portfolio. The additional DTI course consists of a one hour
block which has been incorporated into both the DTI New Hire Training as well us Use DT
Managet Training as of June 2013.

DTI Accomplishments supporting NCTC Goal 4; Process

(U//FOUQ) DTI Policy Response Team: DT implemented a key process for addressing,
coordinating, and responding to critical issues/actions such as the responses to the Boston
Marathen bombing, Congressional guestions for the record, White House requests for
information and policy coordination DNI taskings, and NCTC directed actions. The team
ensures taskings are researched before being sent out across the Directorate, coordinated
appropriately wilhin I'T], and that responses are consolidated and accurate. Since Idlluary
the veam has successfully researched and responded to over 110 actions.

(U//FQUO) Governance Structure: DTI established an internal governance structure to
encourage the exploration of new ideas, prioritization of activities, and enable informed
decision making, The two new groups, the Group Chiefs Forum and the Futures Forum
provide a process for ideas and workflows to be vetted and pushed up for decision.

(U//FOUO]} Applied Correlation te TIDE {ACT): The ACT initiative enables DT] analysts
to correlate TIDE data agalnst varfous Intelligence Community and Law Enforcement
databases, Using the new “oorrelate” funciion in TIDE, analysts are able to quickly conduct
a scarch across several daiabases to determine # there 1S any existing data that can be used
to enhance & TIDE record. This fusctionality is currentty being piioted within the QA and
[1G teams to determines future uses.

(U//1¥0U0) Facilitation of Sirategic Planaing Acress DT Starting In June 2013, DTI
began executing & Iracking progress on 33 mitistives in the current DT stia legic plan
{published in Jan 13} while also supporting % DTi-assigned initiatives in the NCTC strategic
plan (published Feb 13}. Efforts on both sivategic plans provide a venue to focus
Directorate activities and Bxcilitate styaiegic planning.
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(U//FOUO) Development of Metrics to Minimize Individual Requirements to Track
Work Completion: DTI developed a monthly TIDE-based metrics template in May 2013
and began [retroactively] tracking several datascts offective 1 Jan 2013. Information
collected includes data on nominations, nomination bacldog, spectal projects/bulk ingest,
new cntitles created, encounters, and QA audits,

DT1 Accomplishments supporting NCTC Goal 5: Technology

(U//F0U0] Standard Nomination Tool: DTY, along with Watchlisting Community
partners, upgraced the standard nomination tool used to send data for entry into TIDE.
Significant improvements were made to the user interface to streamline the process of
submicting data and the inclustan of the 'TIDE Restrictad capability provided nominating
agencies the ability to ensure that data too sensitive for export to unclassified systems
could be appropriately marked and handled by TIDE. This allows nominating agencies to
provide more data than previously disseminated as appropriate conlrols are now in place
Lo ensure the sensitivity of the data is accounted for.

(5) Bulk Ingest capability: DTI developed an internal self-service program to ingestlarge
datasets for automated exploltation and enhancement of TIDE records, The self-service
capability allows DI to quickly Ingest large datasets into TIDE in a flexible envirenment
where those providing the technical support are fully tralned on DTT's policies and work
closcly with those who will process the data. The result is fewer policy errors and the
abllity to quickly make modificattons and set priorities based on DTI's needs. The
-program’s efficiency kas enabled DTI to ingest multiple dalasets in the time that the

------

(U//FOUQ) Database Development 11G's Data Explottation Team developed a database
which has created muitiple efficiencies for internal processes. The database allows for
automated tracking, metrics reporting, increased accuracy in de-duplication, and allows for
tracking and Identification of KSTs for further research, The database also allows for
tracking of FISA classifled cables, This databasc has saved at least 10 hours of wark per
week and has streamlined processes for RFIs, metrics, and identity management. Based on
this success, this database has been dupticated for other internal DTI sections.

(§//NF) EFT of CBP Packages to TIDE: After 2-plus years of develvpment, the early
February 2013 approval of the Interconnection Security Agreement between CBP and NCTC
resulted in the successful electronlc file transfer of CBP Encounter Packuges Lo TIDE.
Previously, the Encounter Packages were retrieved from CBP via a Compact Disc. Since the
7 March 2013 start up, mare than 5,378 Encounter Packages have been received and
processed into TIDE hy EAB.
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AUDIT OF THE FEDERAL BUREAU OF INVESTIGATION'S
MANAGEMENT OF TERRORIST WATCHLIST NOMINATIONS

EXECUTIVE SUMMARY!*

The Tarrorist Screening Center (TSC) was created 6 consolidate the
.5, government’s approach ta terrorism screening and to develop and maintain a
database of informdtion about knawn or suspected terrorists, known as the
Tervorist Screening Database (TSDAY or ferrorist watchilst, The TSC s
atiministered by the Federal Bursau of Investigation (FBI) with support from the
National Counterterrorism Caater (NCTC), the Intelligence Community, and law
anforcement agencies.

On Christmas Day 2009, & Nigerlan national, often referred to publicly as
"the Underwear Bomber,” atteinpted £ detonate an explosive device onboard a
fght from Amsterdam to Detroit.? Although the perpetrator of this falled attack
was known ta the 1LS. gavernment, he was not on the consolidated terrorist
watchlist. As a result, the Watchilst Cormmunity took a serles of actions to address
Imimediate threats and frnprove the watchlist pracess. One objective of this QIG
audit was to review the FBI's actions and eveluate the impact on the FBI's
watchlisting system of this falled terrorist attack.,

The OIG has performad five previous audits of watchlistrelated activities and
has made numerois recammendations o improve the watchiist, In addition to
reviewing the impact of the December 25, 2009, falled terrorist attack, this audit
also assessed the sffectiveness of FBI Inltiatives, implemented between 2009 and
2012, that were Intended to ensure the accuracy, Umellness, and compteteness of
the FBI's watchlisting practices, including watchlist naminations and removals.

Events Related to Terrarism Attempt on December 25, 2009

Following the failed terrorist attack on December 25, 2009, the TSC was
directed to make a series of tarporary modificatlons to the watchlist status of
several groups of Individuals. These modifications were directad by an interagency
process that involved hlgh-ranking government officials Iy the Executive Branch and
the White House, The changes reflected emarging thraat Information and were nat
covered by the then-existing watchiist policy and procedures, Overall, we
found that the TSC tesponded commendably to the attempted terrorist attack and
worked diligently to pvercome these pollcy weaknesses, as well as the assoclated
technical and procedural problems. However, we also determined that the

¥ The full verstar of this report conkaing classified and other information that If released
publically could compromise national sacurity inkeregts and tha FBI's and TSC's operations. To creste

this public verston of the report, the Dffice of the Inspector General redacted (Blacked out) these
portions of the report,

 The perpetrator Wltimately entered 8 guilty piea and cirrently Is serving & Hie santercs in
faderal prison.
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madification requests were not communicated and documented effectively, In
addition, as a result of the pdlicy and procedural Issues, the TSC was unable to
readily identify individuals who met the threat-based crfterla, or Lo easily generate
a listing of all of the watchlist records that were modified In response to the
diractlons provided subsequent to the Incldent. As a resuit, the TSC relled on
largely manual processes to track the watehiist modifications and related In-depth
or “deep dive” reviews related to the upgrades, In July 2010, the TSC and the
Watchiist Community developed new policles and procedures to cover a simitar
event in the future. Adhering to these policies and procedures shoulid help to
ensure that future threat-based watchlist modifications are communicated more
effectively and cogrdinated more efficiently,

FBX Processing of Watchlist Nominatians and Removals

In general, individuals who are subjects of ongoing FBI counterterrorism
Invastigations are nominated for Inclusion on the watchiist. FBI policy also allows
far the nomination of an indfvidual for whom the FBI does not have an open
tarrarism investigation, referred to as non-investigative subjects.

During our previous audits of the FBI's watchilst processes, we faund that the
FBI failed to ngminate to the watchlist subjects of terrorism Investigations, failed to
remove from the watchlist subjects of closed terrdrism Investigations, and was not
timely In procassing nominations te the watchlist.," In respanse to our reports, the
FBI revised ity watchlist policy, rearganized the operational unit responsibie for
processing watchiist nominations, fmplemented timeliness standards for the
submisston and processing of watchiist actlons, and eatablished a team to assess
the FBI's performancé agalnst the new criteria. Further, the FBI implemented &
new autormated process for submitting and processing watchlist nominations and
removals,

Watchilst Nominations

Generally, we found that the improvements implemented by the FBI as &
resuit of our previous audits have helped to ensure that the watchlist is more
complete, accurate, and currént. For example, [n bur May 2009 audit we found
that 15 percent of the subjects of FBI terrotism gases reviewed Wera not
nominatad to the watchlist. In our cirrent review of 115 subjects of terrorism
investigations apénad during the first quarter of Ascal year (FY) 2011, we did not
i‘d'e!ni{ify any subjects who wee2 not nominated to the watchlist as required by FBI
policy.

# Members of the Watchiist Community Intiutia the Office of the Direttor of Nativnal
Intelligenve, Contrat Inteliigence Agency, National Geogpatial Tntellipence Agancy, National-Security
Agency, National Reconnuissaice Office, and the Departments of Justice, Defense, State, Treasury,
Homeland Security, and Brergy,

* The Departmeant of Justice Office of the Inspactor General fins conducted five previous

audits of the TSC, DOYs watehiist nomination protesses, snd the FBI's watchllst practices. Additenat
detalis on these audits are provided In Apperdix 11
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However, we found that the FBl's December 2009 and December 2010
watehlist policies provided case agents with guldance about nominations to the
watchlist that was Inconsistent with the Watchlist Community®s July 2010 Watchlist
Guldance, and that the FBI policy unduly restricted the FBI's naminations to the

watchlist. For example, the FBI's watchlist policy did not require the nomination of
individuals For whom ﬂ were not known. However,
the Watchlist Community’s Guidance requires neminating agencies Lo share with
NCTC and the TSC all terrorism-related information, Including instances In which

Is krniowr. As a result, FBI case agents wera
not submitting cartaln nominations where were not
known, When we made this concern known to the FBI during the course of this
audit, the FBI revised its watchllsting nomination guldelines in March 2012 to
conform with the minimum identifylng criteria set forth in the July 2010
Watchlisting Guidance. Howsver, we belleve the policy stll provides FBI personnel
with inconsistent directions that could cause terrorism information to not be
available to the Watchlist Community.

Further, we found that during the <ourse of an investigation, the case agent
may obtaln additional blographical information to meet the FBi's standard for
romination to the watehlist, However; an FBI offictal sald that onge the case agent
obtains suffictent biagraphical Information, the case agent should, but may forget to
submit the apprapriate paperwork to have the individual watchlisted, The FBI
reported that ks supervisory are reguired to conduck regular case file reviews with
case agents to help ensure the subjects are appropriately watchlisted. However,
desplte these supervisory raviews, the subjects we identifled for whom additional
information was obtained during the investigation, were stili not nominated to the
watchlist while the case was opery. In such Instances, information about kriown or
suspected terrorists would not be avallable to the Watchiist Community for analysls
and possible watchlisting,

Watchlist Removals

We also faund that subjects of cloged terrorism Investigations were remaved
from the watchlist when the case was closed, Inour previous audit, wa found that
B percent of the subjects of the cases we reviewed were not remaved from the
watchlist when the case was closed. In our current dudit, we found that the FBI
rernoved from the watchlist subjects of cases closed o four fleld divistons during
the Atst quarter of FY 2011,

Watchlist Nomination and Removal Efficiency

We aiso found that the FBI field divisions have improved thelr compliance
with timeliness standards for the submission of watchilst nominations and removals
to FBI headquarters. Nevertheless, we found that the FBI's ime requiréments for
the submission of watchlist actions tould be strengthened. Under the FBI's
guldelines, up ko 17 businéss days could elapse between the date a case agent
rectives superyisory approval to epen a terrorism case and the date the subject is

=il -
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nominated to the watchlist.®* Based on our analysls of FBI watchlist data, we
belleve that the timeliness guldelines for the submission of watchlist actions by FBI
fleld divisions could be reduced,

Morgover, we found that the FBI's headquarters unit that processes watchlist
actions had redundant and inefficient processes that hamperad its ability to process
watchlist actlons In a more timely fashion. Durlng the course of our audit, the FB]
tleveloped and implemented new policies and procedures that we believe will help it
to process watchlist actions more efficiently. Following the reorganization of the
TSC and the headquarters unit responsible for processing FBI watchlist actions, we
recommernd that the FBI further review its policles and processes to deterinine the
most effective and efficiant methaods, Including technolagical Improvements, to
ensurﬁ that subjects are refiably nominated to the watchlist as expeditiously as
possible. '

FBI Watchlisting of Individuals Not Under Investigation

During our previous audits, we ldentified weaknesses i the FBI's handling of
wakchlist records related to individuals who are not under Investigation by the FBI,
referred to gs non-investigative subjects. The FBI Issued a new policy that more
clearly defined Its processes for Including on the watchlist such Individuals for whom
the FBI dogs not have ar open Investigation. In this audit, we found that the FBI
used muitiple processes to submit requests for watchlisting non-investigative
subjects, and, the FBI was not timely In submitting watchlist nomination and
removal packages for individuals not under investigation by the FBI, Most
noteworthy Is that during aur review of a sample of non-Investigative subject
nominations, we identified four subjects of clesed Ffull investigations whd had not
been previously nominated to the watchlist. Althougly the case agert Indlcated that
these subjects were aligible for inclusion on the Transpoattation Security
Administration’s {TSA) No Fly List, it tsok the FBI a median of 44 business days to
sbmit the watchlist nominatlon package and nominate these subjects to the No Fly
List.® Maoreover, in cases whire the FBI team determined that nonsinvestigative
subjects should be remaved from the watchlist, It took the FBI a median of 78 days
to rerove the subjects from the watchiist. Finelly, we found that the FBI had not
maintalned adequate records to readily provide an accounting of the thime It took o
process non-investigative subject hominations pnd ramovals or 6 document
processing delays.

As a result of this raview, the FBI implemented policies and procedures to
help to ensurs that its procassing of non-investigative subject watchlist nominations
s more complete, conglstant, sccurate, and timely. We belleve that these
fmprovements are a positive step forward, However, we [dentified continued

hredt ¥ Tha PBY alse hes an expedited nomination process, which is used whén theare Jsan imminent
raat,

- % The TSA No Fly Lt Includes names of Indiviguals who are to be denled transpoet b
commercal Alghts because they arg-deemed a threat to civil aviation, V.5, fecillties, or U.S, vessels;
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weaknesses In the datebase used by the FBI to submit, monitor, and track non-
investigative subject nominations.

Our report containg 12 recommendations to asslst the FBI In strengthening
Its watchlist-related operations and practices, These recommandations include
requiring the TSC to better document its actions during national security events,
clarlfying FBI Information sharing policies to snsure the FBI's internal policies are
conslstent with those of the Watchlist Community, 8nd impraving the efficlency of
thifﬁl'ﬁ watchlist normination process for investigative and non-investigative
subjects.
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AUDIT OF THE FEDERAL BUREAU OF INVESTIGATION'S
MANAGEMENT OF TERRORIST WATCHLIST NOMINATIONS

INTRODUCTION

Following the tercorist attacks on September 11, 2001, the Terrorist
Screening Caenter (TSC) was created to consolidate the UL.S, government’s approach
to terrorism soreening and to develop and malntaln a database of Information about
known or suspected terrarists.? The consolidated watchlist {8 known as the
Terrorist Screening Database (TSDRY. The watchlist Is utliized to provide
information to downstream sereening databases, Including the No Fiy List,

The TSC Is a multl-agency brgankzation administered by the Federal Bureau
of Investigation (FBI} with support from the Office of the Director of National
Intelflgence’s National Caunterterrorism Cantfer (NCTC), the Intelligence
Community, and faw enforcement agencles.? The NCTC Is the gavernment’s main
repository of information regarding international terrorlsm and countarterrorism,
and it stores the data | collects on known or suspected terrorists in a database
known as the Terrorist Identities Datamart Envirgnment (TIDE). According to the
TSC Memorandum of Understanding, which governs the structure and operations of !
the TQCEENG’FC'Q TIDE database toes not include puraly domestic terrorism :
infarmation,

The watchlist process serves as a ciitical toel In the LLS, gavernment’s efforts
to combet terrarism by helping intelligence agencles, law enforcement officials, and
screening personinegl identify known and suspected terrorists and by providing
direction on how to respand during an encounter with these lndividuals.® The
watchlist 1s continually updated with new terrorist identities and new or revised
blographical Information gathered by U.8, intalligence and law enforcement

? Dn September 18, 2003, the Prasident issuad Homeland Security Presidential Directive &
(+isPO-), which directed the Attornay Ganersl to establizh an organization to consolidate the
governfent's approach to tervorism screaning and provide for the appropiiate use of termrism
Information in scraaning frocesses. As & result, the Attorney Genaral creatsd 3 now organization, the
TEC, Tha TSC creatad the consolidated terrorist watehiist,. In addition, HSPDRG required all foderal
iaw enforespnent and Inbeilloenee agenclas with. terraviam Information to share such information fay
purposes related to the waltchliist,

¥ Section X021 of the Inteflipence Reform and Terrorsm Pravention Act of 2004 {IRTPA)
amended the Natobal Security Aot of 1947 to vodity the ereation of NETE to serve as the primary
prganizotion Tn the U.B. government for analyzing and Integrating all Intelligence information
nossessed or acquived by the U5, government pertaining to torrorsm and counterterrodsm, NCICE
a componént of the Office of the Diractor of Natfonal Intailigance sad was fortary knowa 45 thia
Terrarist Threat Integrstion Center,

¥ An “encounter” occurs when an individua! Is identified ss being a positive, Intonclusive, or
potential mekeh 10 an Individual who has been destunated In the TSDE a5 » known or suspected
tarrorist. An encountef muy be a face-ta-face meating, such az when atbempting ta enter the Unitad
States through & point of entry, baing stopped by a local law enforcaivient officer far & traffic vinfation,
or attempting to traved internationally on & corimerddnl alrline, Encounters may also be paper-basead,
such as when an Individual has submitted an application for 8 visa,
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agencles, including the FBL. In addition, Indlviduals are removed from the TSDB
once thelr inclusion 18 no longer considered warranted. '

Failed Terrorist Attack of December 25, 2009

Cn December 25, 2009, a Nigerlan natlanal, often referred to publicly as “the
Underwear Bomber,” attempted to datonate an explosive device anboard a flight
from Amsterdam to Detroit, The flight crew restrained the individual and the plane
landed safely, ARer the plane landed, the perpetrator was taken into custody by
the Department of Homeland Securlty, Customs and Border Protection {CBP} and
later questioned by the FBLLY The perpetrator of this falled attack was not on the
consolidated terrorist watchiist.

As a result of this incident, the White House directed what Is known as the
Watchlisting Community to examine the government’s watchiist processes to
identify and correct any weaknesses.” This review ravealed that the federal
government had possessed all of the information necessary to place the perpetrator
of the dttack on the consalidated terrorist watchlist and prevent him from flying to
the United States. Although the Individual was In the NCTC's Terrorist Identities
Batamart Environment {TIDE), NCTC had nok sent the Individual’s information ko
the TSC for Incluston on the consolidated watchiist used by screening agencles to
Identify suspected ar Kriown terrorists, the TSOB. This incldent highlighted
vulnerabilities in the U.5. governmant's watchlist policles and procedurss and led to
the Issuance of révised watchlist guldance in July 20104

In this audit, we sought to evaluate the Impact on the FBI's watchlisting
system of the falled terrorist attack on December 25, 2009. We also assessed the
effectiveneass of FBI initiatives, implemented hatween 2009 and 2013, that were
Intended ta ensure the accuracy, tmellness, and completanass of the FBI's
watlchlisting practices, including watchilst roriinations and removals.

Overview of the Watchlist Process

When & law enforcement or intelllgence agency ldentifies information ona
kriown or suspected terrorist, the source agency nominates that person for

W 1o fdcal year (FY) 2011, the TSC's screening parfners rapdited more than 1.2 billhr
gueries agalnst-the tarvorlst screaning databnse. Accoiding to TSC data, the identities of more than
S00,000 parsons were iicluded in the T50B as of September 2012,

3 ‘rhe individual uitimatsly pleaded guilty and Is curvently serving & iife sentence, in fadersl
priger.

32 Members of the Walchlist Community include the Office of the Director of National
Inteligence; Central Trtalligencs Agancy, the Notlonal Geospatial Intilligance Agenty, the National
Sepurity Agency, the National Raconnalssance Office, and the Departmants of Justice, Defense, Stata,
Treasury, Homeland Security, and Ensrgy. ‘

3 1 March am;%-j the Watchilst Cammunity Jssuad revised Watchiist Guidanca, Because this
new palicy document was issued after the scapa of this review, we do not adirass It in this report.

.
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Inclusion in the TSDB.** As additional relevant information Is obtained that either
enhances the ldentifying information or indicates that the Individual has no nexus ta
tarrorism, the record should be either updated or removed.

As shown In Exhibit 1-1, all nominations from source agencies to the
consolidated watchlist are vetted through the FBI or NCTC. NCTC is responsible for
forwarding to the TSC source agency nominations, including those from the FBI, for
international terrorist ldentities. The FBI is responsible for submitting all domestic
terrorist identity nominations directly to the TSC. Although the FBI is a source
agency for both domestic and international terrorist information, it forwards
relevant information through the NCTC on suspected or known international
terrorists.

Analysts at NCTC (for known or suspected international terrorism
nominations) and the FBI (for known or suspected domestic terrorism nominations)
review the nomination Information and decide whether the person is an appropriate
candidate fot inclusion on the consolidated watchlist, This review includes an
evaluation of the Information supporting the nomination, an examination of the
guality and accuracy of the identifying information, and an examination of whether
sufficient identifying information is avallable. The standard for acceptance of
nominations to the TSDB is that there Is a reasonable susplclon that the individual
is @ known or suspected terrorist. From a data perspective, the minimum
biographic criteria for inclusion of a terrorist identity into the TSDB are that the
record contains a last hame and at least one additional piece of ldentifying
information {(for example, a first name or date of birth). NCTC and the FBI are
responsible for providing the TSC with an unclassified subset of identifying
information for individuals known or suspected to be or have been involved in
activitles related to international or domestic terrorism.*®

3 The TSDB Is not limited to information about kaown or suspected terrorists. To facilitate

certain screenini fum:tionsI the TSDB includes Infarmation about certain non-terrprists,

5 The TSC also has an emergency nomination process, which is used when thers is an
imminent threat and a watchiist record needs to be created quickly, Under the “expedited” process, a
requesting agency informs the TSC directly, and the TSC adds the individual to the congolidated
watchiist, The requesting agency then is raquired to submit a nomination using the standard
narmination processes. This emargency process is digcussed in more depth in Finding IL.

w3
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EXHIBIT 1-1
Terrorist Watchlist Dataflow

Source: OIG depiction of watehlist process

The TSC exports the unclassified terrorist Identity information contained in
the TSDB to other government agency data systems for use during screening
activities, such as for the review of passport and visa applications by the State
Department and review of international and domestic airline passengers and border
crossings by the Department of Homeland Security (DHS), including U.S. Customs
and Border Protection (CBP) and the Transportation Safety Administration (TSA).
The TSC also provides known or suspected terrorist identity information to the FBL
for use In name and fingerprint-based Identification and background checks
conducted by the FBI and other law enforcement entitles.®

The screening personnel at W.S, points of entry and federal, state, local,
terrtorial, and tribal law enforcement agencles use the watchlist to determine how
to handle encounters with knowrn or suspected terrorists. When & name appears to
be a match against the terrorist watchiist during screening, requestors receive a
return message through thelr respective agency’s screening database informing
them of the prellminary match and directing thern to calt the TSC.

When the T8C Is notified of & potential match, TSC staff In the 24-hour
operations center assist in confirming the subject’s identity by searching the TSDB
and supporting databases to locate any additional information that may assist in
making & conclusive identification. The caller Is Immediately Informed if the subject
of the inquiry does not match the Identity of an Individual on the watchlist. If the
subject of the Inquiry is a positive ar inconclusive mateh to & known or suspected
tarrorist, the FBI's Terrorist Screening Operations Unit {TSOU) is responsible for

15 A description of the downstrearn screening systems Is contained in Appendix 11

ﬁ4u




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 181 of 225

coordinating the LLS, gavernment’s response.’” For example, TSOU may deploy
agents to Interview and possibly appreherd the subject,

Infarmation gathered ag a result of the sncounter Is analyzed for new
tdentlfying Information about the known or suspected terrorist. Any new
Information is used to enhance existing watchiist records by means of a
modification request, The Intelligence Community and law enforcement personngl
use informatlon gathered as a result of encounters with known or suspected
terrorists in assessing threats and condueting investigations,

The Interagency Process

The President of the United States ultimately is responsible for making
decislons regarding national security, and multiple Executive Branch agencias are
involved in ensuring the security of the United States and its citlzens, hoth
domestically and abroad. To help ensure that the efforts of government agencles
are coordinated and effectively implemented, the Unitad States established the
National Securlty Councll (NSC).*® The NSC serves s the President's principal
forum for congidering national security and forelon policy matters. It is chaired by
the President and Is called into session at the President’s discretion,

Immediately following the events of September 11, 2001, Congress
established the Homeland Security Coundll (H5C).** The HSC Is the principat venue
for Interagency deliberations an issuaes that affect the security of the homeland,
such as weapong of mass destruction, natural disasters, pandemic influenza,
terrorism, and watchlisting.

On May 26, 2009, the NSC staff was comblned with the HSC staff {nto the
Natlonal Securty Staff (NSS8), The NSS supports all White House pollcymaking
activities related to International, transnatfonal, and homeland security matters,
Including the watchlisting of known or suspected terrorists. Both the NSC and HSE
mn&igtie_ o exist by statute as Independent coundlls of feadership to advise the
President.

Each Council has a similar organizational structure; Including a Princlpals
Committee, » Deputies Comimittes, and Interagency Policy Cofmmittees,

¥ An inconclusive mateh rasult decurs when the TSC operations. center Is not ablé to
positively or negatively conclude that the encountered frividual is the sameé Individua! oh the
watchlist. ‘These stwounters are forwardad to TSOU For further investigation.

¥ Congress established » formal national security structure that wes codifled in the National
Seeurity Act of 1947, Pregtdential Policy Direetive~t, entitted “Qrganization of the Natlonal Security
f:uﬂncl’i System,” was siued on Februbry 13, 2009, to direct the organtzation of the Natlonal Secarity
Lunch systam.

% Homeland Security Act of 2002 and Homeland Security Presidentlal Diractive-1, dated
October 39, 2001, eatided “Organization and Dgeration of tha Homaland Sucurity Cauncil.”

¥ Tha HSC refars To its poliey committees #s *Policy Coordination Committass.”

-5 -
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The Principals Committees serve as the senior interagency forums for
consideration of policy Issues affecting national security. Subordinate to the
Principals Committees are the Deputies Committees,*® As senior sub-Cabinet
interagency forums, the Deputies Committees are responsible for day-to-day crisis
management, directing the work of sub-committees, and ensuring that Issues
hrought before the Principals Committees or the NSC or HSC have been properly
analyzed and prepared for dellberations.

Interagency Policy Committees are composed of substantive experts and
senior officlals from the departments and agencles represented on the Deputies
Committees. These policy committzes are responsible for managing the
development and implementation of national security policles by muitipie agencies
of the U.5. government and may contain working groups, or sub-Interagency Policy
Committees, to help faciiitate discussions regarding specific issues.

Terrorist Watchlist Guidance

To help formalize the U.S. government’s watchlisting policies and procedures,
the TSC first issued a formal, comprehensive watchlist protocol (Protocol) in
July 2007.% The Protacol provided the Watchlist Community with specific
guidance regarding nominations to the watchlist, including the amount
of hiographic and derogatory Information needed for nominations to the watchiist.
The TSC updated and relssued the Protocol In June 2008 and, agaln, in
February 2009.

Following the failed terrotist attack on December 25, 2009, the TSC issued
new watchlist guidance to address weaknesses identified during the falled attack
and help standardize the watchlist process.”® For example, the new watchiist

guidance provided additional clarification and exiianatton reiardini siec:iﬂc:

activities

- that a nominating agency should conslder in determining whether there Is
a reasonable suspicion that a person Is a known or suspected terrorist. In addition,
the watchlist guidance now allows for the Inclusion on the watchlist of individuals

% The Deputles Committee is composed of the deputy or relevant under secretarles to the
Cabinet secretaries.

2 protacol Regarding Terrorist Nominations, uly 2007,

23 Terrorist Screening Center, Watchiist Guidance, July 2010,

x4
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The new guldance Initlally was approved In May 2010, and issued to the
Watchlist Community in July 2010 after a multi-agency classification review and
revision process.

Overview of Internal FBI Watchlist Processes

According to the Attorney General Guidelines for Domestic FBI Qperations,
which became effective on December 16, 2008, the FBI is permitted to use different
types of activitles to investigate potential violations of federal law and threats to
national security, Including threat assessments, preliminary investigations, and full
Investigations. Investigative activity begins at the appropriate level based upon the
information known at the time.

+ Assessments are the lowest level of FBI Investigative activity and do
not require a particular factual predication. In short, an Assessment
may be conducted when there is reason to collect information or facts
to determine whether a criminal or national security threat exists,

« Preliminary investigations are authorized when there exists any
allegation or information indicative of possible criminal activity or
threats to the national security.

« Full investigations are authorized when there are specific and
articulable facts glving reason to believe that a criminal activity or a
threat to national security may exist.?®

To be nominated to the watchlist, subjects of FBI terrorism investigation
must meet the “reasonable suspicion” standard. To meet this standard, the FBI
must have “articulable” intelligence or information which, based on the totality of
the facts, and taken together with rational inferences from those facts, reasonably
warrants a determination that the subject is known or is suspected to be (or has
been) knowingly engaged in conduct constituting, In preparation for, in aid of, or
related to, terrorismi or terrorist activities.

According to the TSC Chief Cotinsel, subjects of FBI preliminary
investigations may not necessarily meet the reasonable suspicion threshold
required for watchlisting, However, she indicated that subjects of full terrorism
investigations wiil always meet the reasonable suspicion standard for watchlisting
hecause of the criterla for expanding a preliminary to a full Investigation.

2% This description s not intended to be a comprehensive discusslon of the myriad policies
criteria pertaining to authotized FBI investigative activity, This is intended to provide a broad
framewark for the different leveis of investigative activity and to provide context for the F81's watchlist
nomination requiremeants,

-
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FBI policy requires that subjects of greliminary or full domestic and
internatlonal terrorism investigations be forwarded to FBI headquarters for
potential watchilsting.*® Subjects of assessments are not to be submitted for
watchlisting.

Undear certaln circumstances, FBI policy also allows for the nomination of
known or suspected terrorists for whom the FBI does not have an open tarrorism
investigation. For example, foreign governments occaslonally provide the FBI with
terrorlsm Information about an individual, who may be nominated to the watchlist If
the FBI determines that they present a threat to national security. Generally, ¥ the
Individual s locatad sbroad and the FBI bellevas the individual meets the criteria for
watchlisting, the FBI's nomination follows the FBI's procedures for nominating a
non-investigative subject. We discuss the FBI's policy and procedures for non-
Investigative subjects I Finding 11 of this report.

Watchlist Nomination Process

When an FBI field division opens a terrorism Investigation, the field division
must notify FBI headquarters within 10 business days of the inltiation of the
Investigation. Cne of the FBIE headquarters’ units that must be notifled Is the FBI's
Terrorist Revigw and Examination Unlk (TREX). TREX is the FBI headquarters unit
that serves as the processing center for FBI watchlist nominations resulting from
open FBI terrorism Invastigations, If sufficlent identifying Information on the
subject exists to support & watchlist normination, the fleld division is required by FBI

olicy to naminate the subject for entry Intg the TSDB. Generally, a &
& are required For FBI nominations to the consolidated watchlist.

Ag shown I Exhibit 1-2, the fleld divislon Is required to submit the
nomination ta TREX. In grder for TREX to process an initial watghlist fiomination,
the assigned case ggent must slectronically submit coples of the openlng slectronic
communication decument and a watchlist nomination form.#” Once the fleld
division submits the watéhlist nomination, TREX Is responsible for reviewing and
approving nominations for both Interpational and domestic terrorist nominations.
Uporn racelving the coimplete narnination package, a TREX Technical Information
Speclallst {TIS) reviaws the nomination form, the apéning electronic
eummunication, and additional documentation to verify that justification for the
riomination exists, that the information subriltted is accurate and complete, and
that the criteria are met for Inclusion of the subject Inr downstredm databases. If

% prigr tg Degsmbar 2009, the FSt's policy steted thut knows or suspacted domestic.
terrorlam subjects of prafiminary lovestigations could be nominated to-the watchifsr at the discretion
of the responsitle FEL Fleld Divislon. Oa Dssember 7, 2009, the FBI revised its policy to requive the
pomination &F subjects of domestic tarrorisie srafiniinary Investigations who met the criteris for
niprdnation to the TSOB. FBI policy permits the eitciusion from the watchiat of subjucts of full
domastir errorism investizationg that fosus on groups dr organizations that arg involved in pational
security threats to the publis,

¥ The same forin Is used for infal nominabions ty the watchiist, modifications of watchiist

redords, arid Watchlist record remavals. Throughout this report, we refar to this fonn i the codtext of
its Tntended tapacity a5 the noraination, modification, of ramtival form.

-
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there Is Insufficlent Informatian, TREX follows up, Including contacting the
nominating agent or fleld division to request additional Information,

Once TREX has reviewed and approved a watchlist action; It sends the
actions for known or suspacted International terrarists to the NCTC branch staffed
by FBI personnel. The nomination process for known or suspected domestic
terrorists differs In that TREX submits these nominations divectly ta the TSC. The
NCTC is not involved In the process because Its TIDE database Is prohibited from
contalning purely domestic terrorlsm Information. FBL paliey requires that TREX
process watchlist nominations within 5 business days of receipt of a complete
nomination package from the field division.

The FBI analysts assigned to the NCTC enter the subject’s Information Into
NCTC's TIDE database. An NCTC supervisor conducts an additional quality
assurance review to confirm the analyst’s entry of data Is complete and accurate by
comparing the nomination to the supporting paperwork before releasing the records
for export to the TSC. According ta NCTC management, NCTC's standard s to
protess these nominations within 24 hours.

The TSC then performs one final quality review of the new records hefore
importing them into the TSDB. The TSC exports the watchlist information to the
varlous screening databaseés used by the 1.5, government and somae of Its allles,
The TSC's standard 15 to perform this check and compiete the processing of the
nominations within 24 hows.
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EXHIBIT 1-2
FBI Watchlist Nomination Process
for FBI Terrorism Investigation Subjects

Seurce: (O1G depiction of the FBI watchlist process

Similarly, when the FBI closes a tarrorism investigation, FBI policy generally
requires that the subject of the dosed Investigation be removed from the
ronsolidated terrorist watchlist. However, In limlted clrcumstances the FBI may
leave a subject on the watchlist after the case has closed. These watchlisted
Individuals are referred to as non-investigative subjects, For example

BR. However, the FBI may believe that the Individual still
poses a threat to natfonal security and warrants continued watchlisting.

Watchlist Removal Brocess

The rernoval process mirrors the nomination process, The FBI case agent is
required to prepare a removal form that Is electronically submitted to TREX. TREX
reviews and approves the removal form and forwards international terrovist record
removals to NCTC Far entry Into the TIDE datahase, which in turn exports the
removal to the TSC. Domestic terrorist record remaovals are sent diredtly to the
TSC. The TSC imports the removal lnformation into the consolidated terrorist
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wakchlist, thus removing the record from the watchlist and the assoclated
downstream screening databases that are populated from it

Pravious OIG Reviews

Since the creation of the TSC, the OIG has conducted several watchilst-
related audits, Including three audits of the TSC and one each of DOJ and FBI
watchlist processes.® In our two most recent audits, we examined the internal
watchlist processes for DOJ and the FBL™Y In these two audlts, we found that DO
and the FBI: (1) falled o nominate to the watchlist subjects of terrorism
Investigations, {2} failed to remove from the watchlist subjects of closed terrardsm
Investigations, (3} campleted nominations to the watchlist In an untirgely manner,
and (4) used non-standard processes to nominate individuals who were not the
subject of an FBI Investigation or *non~investigative subjects.”

As a result, we recommended to the FBI that it evaluate Tts overall
nomination process, determine the total amount of time that Is needed and can he
afforded to the process, and determine how much time should be allocated to each
phase of the process, In addition, we recommended that the FBI reexamineg its
watchlisting policies and practices during the case closure and watchlist
remuoval procass to ansure that they are clear and appropriate, We alsg
recornmanded that the FBI evaluate its watchlist policy and precedures for non-
nvestigative subjects,

In this audit, we examine several corrective actions that were implemented
by the FBI In response ta these two most recent audits, The results of aur analysis
are contalned In Finding 11 and Finding I of this report.

* Sep Appendix 111 for o summary of these reports, including our findings and
recommendations.

% {15, Dapartient of Justice Office of thé Inspectar teneral, DOJ Terrarist Watchilst
Nomination Processes, Audlt Report DB-16 (March 2008) and FBIS Terrarist Watchiist Nomination
Fractices, Audit Report 89-25 (May 20083,
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OIG Audit Approach

The preliminary objectives of this audit were to: (1) evaluate the Impact on
the FBI's watchlisting system of the falled terrorfst attack on Decamber 25, 2009,
and (2) assess the effactlveness of FBI Initiatives, Implemented between 2009 and
2012, that were intended to ensure the accuragy, timeliness, and completeness of
the FBI's watchlist] Ing practices, including watchlist nominations and remaovals,

To accomplish these objectives, we conducted over 80 Interviews of
employees and officials at FBI headguarters and FBI fleld divisions as well as NCTC
and TSC personnel who are Invalved In the processing of nominations to the
consolidated terrorist watchlist. Findings I through 111 provide the results of our
audlt,

In Finding I, we chronlcle the TSC actions taken following the fallad terrorist
attack on December 25, 2009. This includes an in~depth discussion of the TSC's
actlons taken regarding temporary modifications to the watchiist status for severs!
groups of individuals. In this finding, we also assess policy and procedural
waaknesses that occurred while the TSC effectad the modifications,

Finding II focuses on our assessment of the effectivaness of the initiatives
implemented by the FBI In response to aur prior audits to ensure the accuracy,
timeliness, and completeness of the FBLs watchlisting practices, Including watchlist
nominations and remavals. This included reviewing policies and processes
concerning FBI nominations to and remeovals from the terrorist watchlist and
performing tests of watm%ist niomination and removal data submittad by four FBI
field divisions: C:hia:ag::z, llinols; Loz Angeles, Califoriia; Miami, Florlda; and
Minneapolls, Minnesota,® Further, we reviewed the FBI's controls over nominations
ta the watchlist that are submitted using the “expedited” nomination process,
without Tnitially going thraugh the NCTC,

In Finding 111, we examined the FBI's processes for and Internal contrals over
watchlist records for non-invastigative subjects, Intluding changes the FBI made In
this area Following otr previous audits, This Included a review of the FBE's
processing of a judgmental sample of 70 requests ta neminate to or retain
nen-investigative subjects an the watchliist, Foreach sampled case, we analyzed
documentation at TREX, the FBY's International arid Domestic Terrarlsm Units,
and the TSC to determine whether the nomination was submitted and processed in
accordance with FBI poliey, whether the subject was appropriately nominated to or
retalned on the watchlist and, whern apprﬁprjate,, whether the subject was removed
fromm the watchlist In a timely manner,’?

B Ta dompace the FBI% procassing of watchiist actions, we salactad thide of those offices
betause they were Included s oUr besting during sur prior audit - Los Angeles, Miami,. ang
Minneapolis. Appendix ¥ containg an sxpanded discussion of the audit’s scope and methodology.

3 The Foi's Intarnational and Domestic Terrarism Units aee the £B1 headquarters units that

are rasponsible Tor groviding opedational suppodt and caordinstion for FBL dountertarrarism
investigations,
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Appendix I contains further description of our audit objectives, scope, and
methodology.

i
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FINDINGS AND RECOMMENDATIONS

I, TSC ACTIONS FOLLOWING THE FAILED TERRORIST
ATTACK OF DECEMBER 25, 2009

In the immediate aftermath of the falled terrorist attack on
December 25, 2009, the TSC was directad through an interagency
process to make a serles of tempoatary modifications to the
watchlist status for sevearal groups of individuals. These changes
reflected contern over emerging threat information dand were nat
covered by the then-existing watchiist protocol and procedures,
Pespite these shor{comings in the protocol and othar technical and
procedural fssues it ancountered, we found that, overall, the TSC
rasponded commandably to the attempled terrorist attack.
However, we determined that because of the policy, technical, and
procedural fssues, the TSC was unable to readily dentify Individuals
wha met tha threat-based criterfa, or to easily generate a listing of
all of the records modified In résponse ta the directions recelved
following the December 25, 2009, Incident, As a result, the TSC
refled on {argely manual orocesses to track the wakehllst
madifications and assoclated In-dapth (“deep dive”} reviews of
affected watchiist records. The TSC and the Watchllst Commauanity
have developed new policy and procedures to respand to a similar
event in the future. Following these procedures should help to
ensirg that future threat-basad watchiist madifications are
comymunicated more effectively and coordinated more efficlently,
We recommend that the TSC Implement procedures for
comprehensively documanting its watchlist-related actions during
crisis or other situations calling for expedited actions. In addition,
the TSC should continue to improve the TSDB to allow the TSC to
more efficlently [dentify individuals who meet threat-based criterla
and to track the resulting modifications of watchlist records.

TSC Actions Following the Terrorist Attack

On December 25, 2009, at approxinetely 12:25 p.mn., 2 Nigerdan
national attempted to detonate an explosive device onboard a flight from
Amsterdam Yo Detrolt, Aceording to TSC documentation, TSC's operations center
was notified of the attempted terrorist atback at 12:46 p.m., via an e-mail from the
CBP's Natlonal Targeting Center®® The TSC operations center Immaediately notified

* The Natlodal Tergeting Center (NTC) 1s part of DHS. Yt provides around-the-clock tactical
targeting and analytical resesrch 1o support of the anti-terrorism offorts of DHS's Customs aind Border
Protedtinn.

w14 -
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the TSC Director,® The TSC Director subsequently notified FBI executive
management.

According to the TSC Director, numerous meetings and telephone calls were
held on Decemnber 25, 2009, amaong counterterrorism stakeholders throughout the
Executive Branch and the Administration. During one of these meetings, the TSC
was directed to modify the watchlist status of certain individuals to address
potential threats based on emerging information,.

Aithough the TSC Director did not attend the meeting noted above, the
TSC Director said that he had discussed the proposed changes with FBI executive
management who attended the meeting. At approximately 6:50 p.m. on
December 25, 2009, NCTC called the TSC to convey the madification request. The
request entalied modifications to watchlist statuses that were not covered by the

then-current watchlist protocal.?® The modifications initially were intended to be In
effect *

The watchlist status modifications, which were made between December 25,
2009, and February 1, 2010, related to: Individuals with a nexus to three specific
countries who also met certaln other criteria, individuals with | I who were
in TIDE but not watchlisted in the TSDB as of December 25, 2009, all detainees
from Guantanamo Bay, and individuals affillated with two specific countries. These
are discussed in the sections helow.

Target Country Upgrades -« December 25, 2009

On December 25, 2009, the TSC reported that NCTC requested that the TSC
upgrade to the TSA Selectee List watchiisted
8 In addition to the Individuals

watchlisted at the time that met these threat-based criterla, NCTC requested that
the TSC upgrade to the TSA Selectee List parsons that met the threat-based criteria
and who had not been watchlisted gm the TSDB) prior to December 25, 2009, but
who were included in NCTC's TIDE.*

3 The TSC operations center notified ather TSC managers about the Incident at
approximately 3 p.m.

3 protocol Regarding Terrorist Nominations, February 2009,

_ % These Individuals generally did not meet the existing criteria for placement on the TSA
Selectee or No Fly Lists, The TSA Selectee List requires that individuals be subject to enhanced
screening before heing allowed to fly on a commerdal alriine. As noted previously, individuals on the
No Fiy List are not permitted to board a commercial flight.

¥ according to the TSC, these individuals had not been previously uploaded from TIDE to the

TSDB because they did not meet the mintmum blographic or derogatory information criteria for
inclusion in the consolidated watchlist.

- 15 «
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The TsC identified JJJIl 1dentities that were in the TSDB at that time and
met the threat-based criterta.®® According to TSC documents, the TSC forwarded
these records in a spreadsheet by 11 p.m. on December 25, 2009, to NTC and the
Transportation Security Administration (TSA) Office of Intelligence for processing

and dissemination to the alriines.®® TSA reported that the records would be made
avaliable to the airiines NSNS

Target Country Upgrades - December 26 through December 31, 2009

The next day, Deceamber 26, 2009, the TSC discoverad that it
failed to Include in the original spreadsheet sent to TSA records for
watchlisted individuals with a nexus to

A% As a result, on December 26, the TSC generated a more complete
listing of TSDB records fitting the declared criteria, and the TSC (dentified
approximately responsive watchlist records.** That same day, the TSC
provided the listing of watchlist records to the TSAs Office of Intelligence, as well
as the Secure Flight program.** According to the TSC, Secure Flight was able to
process the records. However, TSA’s Office of Intelligence was unable to process
such a large volume of records and requested a smaller list of watchlist

38 rar both of the upgrade populations (the TSDB watchlisted Individuals and those individuals
included In TIDE but not TSDB)
. According to the TSC, the range was

broadened to help ensure that individuals posing a potential terrorist threat were nominated to the
wabchlist and upgraded to the Selectee List. Because the upgrade of individuals included in TIDE but
not the TSDB was not completed until a fater time, that actlon is discussed in the following section,

M The TSC's customary practice for such watchilst modifications would be to modify the
individual watchilst record within the TSDB fo reflect the upgrade to the Selectee List, The modified
racords would then be exported to the TSA for vetting against passenqer data.

. On December 31, 2009, the TSC modified the watthlist
status in the TSDB for records that contalned sufficient biographical Information.

_

*t The reported figure represents the number of watchfist records that met the stated criteria.
This does not equate to the numiber of known or suspected terrorists as a single person may have
muitiple records to account for the use of aliases, alternate ldentities, and multiple Identifying
documents. As such, the number of watchlist records generaily will be larger than the number of
suspected or known terrorists,

2 secure Flight Is the system used by the TSA to identify individuals that may pese a threat
to aviation. Prior to the Implementation of Secure Flight, individual airlines were responsible for pre-
flight watchiist screening for domestic flights, and CBP was responsible for pre-flight watchlist
screaning for international flights. In November 2010, TSA Secure Flight assumed full responsibility
for pre-flight watchiist screening of passengers on domastic and International flights into, out of, and
within the United States. Secure Flight now collects passenger information submitted by the airlines
for domestic and international flights and vets it against the watchiist, Secure Flight results are then
transmitted back to the airline, This process serves to prevent individuals on the No Fly List from
boarding an aircraft and fo identify individuals on the Sefectes List for enhanced screening.
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records. TSC analysts reviewed the list of I records and selected the first
watchlist record for each ldentity. On December 28, the TSC provided

the TSA's Office of Inlelligence with a spreadshest contalning watchlist
ldentities.

Ony December 28, 2009, the TSC again learned that the
spreadsheet of watchlisted individuals it had provided to the TSA’s Office of
Intelilgence was incomplete, as it did not contaln records for . The T5C
retransmitted a complete listing of | watchllst Tdentitles to the TSA's Office of
Inteltigence.

For ingividuals meeting all threat-based criterla who were in TIDE but not in
the TS3B, on Decembear 27, 2009, the TSC recelved from NCTC a data file
tontaining the nominations to the walchlist for and fdentities,
D Decembar 31, 2009, NCTC provided TSC with the data file of nominations for
incluston on the Selectee Ust of |G dentives who met all
threat-based criteria but had not been watchiisted prior to December 25, 2009,
The TSC pracessed both of the data fles of nominatlons from NCTT uslhg TSC
normal business processes and ekxportad the nominations ko DHS's TECS and TSASs
Office of Intelligence and Secure Flight on the day received.

On December 31, 2009, NCTC advised the TSC that DHS had requested that
be added to the list of target threat countries, According to the T5C
Director, the TSC processed narmdnations of I who were In TIDE but wha
had not been watchiisted prior te December 25.

Target Country Upgrades ~ January 2010

According te a TSC official, at the beginning of January 2010, there were
some fuestlons ak the TSC regarding the targeted upgrading of watchlist records,
In addition, the TSC Director and TSC Chief Counsel said that on January 4, 2010,
they became concerned about the lack of written direction regarding the
modification of the watchlist status beyond the Initlally agreed upon timeframe of

. Because the raguested upgrades were not coverad under the existing
watchiist protoco! and because the TSC had not recelved any formal, written _
guldance, the TSC Director and Chief Counsel Informed the FBI Gaperal Counsal of
the directives and the lack of suppotting docurnentation.

The TSC Director sald that the FBI General Counsel advised that thie FBI
believed that thé directions to modify the watchiist status of the certain individuals

* The TECS Systerm {which & no foager an acronym) serves 4s the prindipal information
system supporiing bortier management aond the law anforcemiant mivslon of DHS CBF and othar
federal law enforcamant agencles,
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were permissible under Homeland Security Presidential Directive-6 (HSPD-6).%
The FRI General Counsel also advised that the modifications should be continued
despite the TSC not having the direction In writing. As a result, the TSC Director
began to confirm in writing the directions provided to the TSC and the actions taken
by the TSC.%

In response, the TSC was asked to walt to remove the individuals untll the
Interagency group met on January 15, 2010, and discussed the merits of either
retaining or removing the Individuals from the watchlist. The TSC was also told
that the TSC or NCTC could remove or modify the status of individuals on a
case-by-case basis.*®

On January 6, 2010, the TSC received an e-mail that indicated there
appeared to be some confusion regarding the scope of the direction to watchlist
certain groups of Iindividuals who did not meet the watchlist criteria, had not been
watchiisted prior to December 25, 2009, but were known to the U.8. Intelligence
Community and were inchided in TIDE. Specifically, the e~mall said that, through
the interagency process, NCTC was asked to review certain groups of individuals in
TIDE to determine if they should be temporarily watchlisted based on information
about emerging threats, The e-mall Indicated that the final decision on individual
upgrades was deferred to NCTC professionals who “do this for a living.” The e-mail
continued on to discuss a separate and distinct DHS request to recelve a full listing -
of all individuals in TIDE regardless of their watchlist status.

We discussed this e-mall with TSC officials because it could be read to say
that the TSC had not been specifically requested to upgrade the watchlist records
but only had requested that NCTC review the categories of Individuals and
determine if the watchlist statuses should be modified. The TSC Director told us
that he was confident that he fully and clearly understood the Interagency process
requests and that the TSC had carried out the modifications exactly as they had
been requested. The TSC Director stated that he believed that the confusion

4 Qn September 158, 2003, the President signed Homeland Security Presidential Directive-8
{HSPD-6), requiring the establishment of an arganization to “consolidate the Government's approach
to terrorism screening and provide for the appropriate and lawfut use of Terrorist Information in
screening processes.” Subsequently, the Attorney General created a new organization, the T8C, to
consolidate terrorist watch Hsts and provide 24-hour, 7-day a week operational support for federsl,
state, local, territorial, tribal, and Forelgn governmeant as well as private sector screening across the
country and around the world,

43 In the TSC Director’s initial e~mall dated January §, 2010, he confirmed the verbal
directiohs that the records ramain at the current watchiist status for

.

45 On Januaty 15, 2010, an Interagency committee requested these individuals be re~
watchiisted. According to the TSC, between January 5 and January 15, 2010, Il of the originat Il
were dewatchlisted because thers was insufficient derogatory information to suppert watchiisting,
Either dus to additional Information heing added to the records or subsequent direction from the
interagency process, JJ| dewatchlisted individuals were renominated to the watchiist through the
TSC's normal business process between February 4 and February 15, 2011. A total of [l identities
do not appear to have been renominated.
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referred to in the e-mail sternmed from the similar but separate tasks belng
requested. We belleve that because the watchlist upgrade requests were not in
writing, the situation was ripe for misinterpretation or confusion and Increased the
risk that the modifications would not be Implermented as Intended and could have
caused delays In carrying out the directions. At our audit cloge-out meeting and in
subsequent communicatfons, the TSC stressed that as a resuit of this Increased
risk, officials touk the initiative to document the direction they recelved throtigh
officlal correspondence.

N, .o aides

As a result of an interagency meeting on January 11, 2010, NCTC and the
TSC were directed to temporarily Include on the TSA No Fw List a?[ Individuals In
TIGE {Including those already in the TSDB and those exlsting In TIDE but not
watchlisted) with
O January 16, 2010, the TSC identifled persons with who werg
dlready watchlisted and included these individuals on the No Fly List, In addition,
NCTC identitied JI persons with who were not previously watchllsted
but had been included in TIDE.

Accarding to the TSC, many of the persons watchlisted and Upgraded to the
No Fly List wers indlviduals without any information indicating a personal
Involvernent in terrorism,

such, many of these did not meet aither the purrent substantive |
rriteria for placement on the No Fly List or the minimum substantive derdgatory
information réquirement for inclugion fn the TSDB.

When the NCTC pravided to the T5C the records for | NNNNGNGNGN, i
TSDB's business rules automatically excluded the records from inclusion in the
TSDB,™ According to NCTC, to bypass the TSDB business rules and Include these
Individuals Iy the TSDB, NCTC proposed asslgiing an unused and obsolete code to
the records. However, the TSC Director said that the proposed code denoted that
the subject had engaged In unlawful acts. As a result, If the Individual were
encountéred by a CBP agent at the border, the agent could efréneously befleve that
the person had engaged In eriminal activity.

The TSC explored alternative ways tg upgrade the JTNGGGGN in. Ti0E
to the Ng Fly List. To meet the directive to madify the watchlist records of [l
without erronecusly labeling tndividuals as having engaged in criminal
wnductg the TSE provided TSA with a spreadsheet gontaining the persons with

—
. 3

B A business rule {5 an automated Information technalogy Tunction in which the record Is
analyend for spécific deftiencies and compliance with driksria.
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B .o had not been previously watchlisted.*® In this manner, these
individuals were added to the No Fly List, without being added to the TSDB.

As shown In Exhibit 2-1, as a result of the inclusion on the No Fly List of
Individuals with . the T8C experienced a surge in the number of
encounters with Individuals on the No Fly List. As a result, the TSC was required to
expend more resources responding to these encountets,

EXHIBIT 2-1
Encounters With Persons on the No Fly List
{January 2009 through December 2011)

k] K} ¥ ¥ T L] 3 ¥ T
o O I T T G VR VR
S LS ﬁqﬁe\ & =é~’fs*?’~> I S
\ﬁ‘“é‘ ¥ "‘*5":?* “*é‘ ot

wenesTotal No Fly Encountars s No Fly Encounters involving U.S. Persons

Source: Terrorist Screening Center

As part of the interagency process, the TSC Director reported that the TSC
had a slgnificant number of encounters - who experienced
difficulty traveling because of their new No Fly status. Moreover, for some of the
individuais encountered, the U.S, government possessed minimal information to
support watchlisting. The TSC Director sald that with each No Fly encounter, he
personally reviewed the avallable information and, when appropriate, approved
downgrading the individual from the No Fly to the Selectee List.

As shown In Exhibit 2-2, U.8, cltizens and legal permanent residents whoe
were on the No Fly List also experienced problems with airfine travel. U.S. Persons
generally have a right to retur to the United States and placement on the No Fly

% The TSC would normally modify the Individual watchlist fecord within the TSDB to reflect
the nomination to the No Fly List, The modifled records would then be exported to the TSA for vetting
agalnst passenger data.
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List does not bar an individual from entering the United States.”® The TSC reported
that from January 1, 2010, to April 20, 2010, “
“ who ware on the No Fly List were denied boarding aitfine
flights bound for the United States.”®

EXHIBIT 2-2
Persons on the No Fly List
Who Were Denied Boarding an Alrcraft
{October 2009 through December 20113

g | ; &
ELEES

$

wesTotal Dented Boarding = Donied Boarding ~ U5, Persons

Saurce: Terrorist Screening Center

As a result, on January 19, 2010, the Terrorist Screening Center
Policy Board Working Group met to discuss the No Fly upgrades of

50 The 11L.S. government has the authority to bar a person on the No Fly List from boarding an
aircraft bound for the United States, To help facliitate the raturn of LS. Persons denied boarding
overseas, the TSC developed an Bssessment process to determine whether the individual was still

ropriately watchlisted

_ . Non-U.S. Persons and those U1.S. Persons deemed inelligible for
air travel must find alternate methods for traveiing, such as boats and automobiles,

sl —

52 The TSC provided the OIG with this data on several océasions. This is the information It
néw asserts s correct.
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B The Working Group met again on January 21, 2010, and reached a
consensus regarding more specific criteria to gulde the decislon to either retain
Individuals an the No Fly List or downgrade Individuals to the Selectes List. Based
on the recommandations from the TSC Poilcy Board, on January 22, 2010, the
original directive for [NEENEGR s rovised and the TSC was provided with
more specific guldance as to whether to retain Individuals on the No Fly List or
downgrade them to the Selectea List. The TSC raparted that on Janvary 24, 2010,
it completed its Inftial review of the watchiist records for the ﬂ and
maodifled each affected person’s watchlist status In accordance with the new
guidance,

Guantanamo Bay Detainees

In a January 15, 2010, letter, the T8SC Director advised that the TSC had
placed all detalnees held at the Naval Station, Guantanamo Bay, Cuba, on the No
Fly List, as had been required by law.

Individuals Affillated with Two Spedfic Countries ~ January 2010

Around January 11, 2010, as part of the Interagency process, the TS5C was

directed ta review all existing records in TIDE that had & .
SR o 1cgrade the indvidual o the No Fly
List,

In an 2-mall dated January 14, 2010, the TSC Director raquested written
guldance regarding the scope of the watchlist modification diractions. The TSC
Diractor exprassed his concern that the TSC was recelving a lot of direction and
that the message might be getling confused and Inaccurate. On January 22, 2010,
the TSC received an e-mall that this particular direction would be discussed during
an interagency cormittee meeting scheduled to occur that day. During that
meeting the TSC was provided with more specific guldance on issues raised by the
TSC,

The TSC reported that It forwarded alf _ persons In TIDE
with to the TSDB, upgraded existing known or suspected
terrorists whis ware alrasdy in the TSDB to the No Fly List, and
of known or suspacted terrorists
on the Belectee List, According tp the TS,

placed
ar those with

5 Generally, the purposs of the TS0 Policy Board is £a formulate reconunendations to the
interagency working groug concarning government-wide pollcy gulddnde for the nomination and
watchilsting of, and the mansgemant of encounters with known or suspected tarrofists. The Palloy
Board Is chalred by the Director of tha TSC and composed of senlor expcutive representatives from the
Offica of the Dimctor of National Intelligence, the Central Intelligence Agency, NCYC, FBI, TSC, and
Departrmams of State, Treasury, Defense, Justice, snd Homeland Sacurity, Following the falfed
torririst attack on December 2%, 203, the TSC Policy Boani made recammandations to-the
Interagency working grawg on watchlisting Issugss,

3 p.L, 111-83 {October 28, 20097, Section 553, codified at 48 1.5.C. 4490301(2HCHV).

]
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the TSC and NCTC identified approximately | NN (ndividuats with |l
, respectively, who met the stated minimum

biographical criteria. An additional ] persons had

for a combined total of approximately

On February 1, 2010, approximately I of these persons were placed on
the No Fly List and - persons were placed on the Selectee List. However, for an
additional ersons there was insufficient biographic information; for example,
. As a result, these persons could not be upgraded to the
Selectee or No Fly Lists.

In~Depth Record Reviews (“Deep Dives”)

According to the TSC Director, the Intelligence and Watchlist Communities
agreed that, following the initial watchlist additions and madifications, officlals
would need to thoroughly review each resulting record change to determine the
individual's appropriate watchlist status, As a result, the FBI and other Intelligence
Community members were directed to review the information in thelr possession
about each Individual, determine the appropriate individualized watchlist status,
and provide thelr recommendations to the TSC. The TSC was directed o
coordinate the review and effect the necessary changes. According to TSC officials,
they complled the list of persons whose watchlist status was altered as a result of
each of the varlous Initiatives following December 25, 2009.%% They then provided
the lists to the reviewers for action.

As shown in Exhibit 2-3, the TSC tracked and monitored the status of what
were called “deep dive reviews” of individuals whose watchlist status was altered as
a result of the events on December 25, 2009, The reviews began when the TSC
provided the lists of affected persons to the reviewers In June 2010. These reviews
were not completed untll December 2011 — nearly 2 vears after the watchlist
statuses were altered,¥

In February 2010, the TSC provided to the deep-dive reviewers the lists of
dwhose watchlist status was altered In early January 2010. The

TSC reported that these deep dive reviews were completed by June 25, 2010, and
the TSC made all necessary watchlist status modifications or removals according to
each individual’s eligibliity. For the individuals d
whose watchlist status was altered In February 2010, the TSC provided to the deep~
dive reviewers the lists of affected Individuals within 30 days of the watchlist

% we identified inconsistencies within TSC documentation regarding the number of Individuais
whose watchiist status was modified. We discuss this further in the following section entitled “T5C
Documentation Supporting Watchlist Modification.”

57 pceording to the TSC, individuals” watchlist statuses generally were not modified untll the
deep dive reviews were completed. If an individual was encountered while this was pending the TSC
reviewed the nature of the derogatory Information and made adjustments in watchiist statug, whern
necessary. Most of the watchlisted subjects were not encountered while thelr watchlist status was
being reviewed.
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upgrades. However, the agencies did not complete the deep dive reviews until
June 2011,

EXHIBIY 2-3
Watchlist Status Maodification Initiatives and
Related Deep Dive Reviews®

URGRADE TO SELECTEE:
Previously watchlisted

6/18/2010  12/07/2011

2/8/2010 06/25/2010

We discussed the deep dive reviews with the TSC Chief Counsel who
acknowledged that they took a long time to complete. She sald that the watchlist
modifications made following the December 25, 2009, incident had heen intended
to mitigate the potential for another attack and resulted in a significant number of
Individuals havﬁn,i their watchlist status altered. Because the majority of these

individuals were , the Increased workload resulting from the deeap
dive reviews fell primarily to agencies other than the FBI. The TSC Chief Counsal
stated that these agencies did not have sufficient resources to review historical
records for the number of individuals upgraded in a mare timely fashion.

The TSC Director said that he was especlally concerned about the operational
Impact posed by the upgrades ﬂ to the No Fly List. Many of
these Individuals did not qualify for inclusion In the watchlist, much less elevation to

58 Al numbers are approximate counts of persons. For a more detailed analysis of the results
i the desp dive reviews, please see Appendlx IV,
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the Mo Fly List, based upon the criteria that previously were In place. Because
these individuals , they were more likely to travel and be
encountered.® Although the TSC comiplied with the Initial direction and promptly
upgraded these Individuals to the No Fly List, the direction did not define the
amount of time the upgrades would last. Moreover, the direction did not provide
the TSC with guidance regerding the criterta and procedures for reviewing these
records untit after the TSC experienced & surge In the number of ancounters with
individuals on the No Fly Lst. Once It recalved the guldance and results of the in-
depth reviews conductad by others in the Watchiist Community, the TSC worked to

dickly process the necessary adjustments to the watchlist records for the

. However, as noted above, the process of completing the deep dive reviews

of the individuals with altered watchlist statuses resulting from the other Initfatives
took much longer to camplete,

According to the TSC Chief Counsel, the then-existing watchlist guldance did
not contaln instructions on how 1o handle such immediate, threat-based watchlist
status changes for whole categories of Individuals, Following the December 25
events, the White House directed the TSC to develop recommendations on whether
adjustments should be made to the watchlisting nomination criterta, Including the
blographic and derogatory criterla for inclusion in TIDE, TSDB, the No Fly List, and
the Selectee List.® During the resultlng discussions, new policy was developed to
govern the types of temporary upgrades to the consolidated watchlist and No Fly
and Selectea Lists that were made following tha attempted plane bombing on
December 25, 2009,

opg previvusly ﬁismadg i the ndividuat was encounterad, the TSC reviewed the pature of
the derogatory information and mede adjustments In watchiist status, when necassary,

% Wa discuss the review leg by the TSC In greater detail fater in this finding.
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TSC Documentation Supporting Watchlist Modification

TSC officials told us that the TSC did not document completely its actions
with respect to the watchlist status modifications in the early days following the
falled terrorist attack on December 25, 2009. The officlals attributed some of the
difficulty to the need to focus on operational concerns during the immediate crisis
situation. As a result, the TSC struggled to reconstruct its actions and was unable
to provide us with a complete listing of all the records that were modified during the
earllest days following the attack. Because the modifications did not meet the
watchlist guidance then in effect and the TSC did not have written confirmation of
the directives, we belleve that the TSC should have been more vigllant in retaining
the necessary evidence to document its actions.

We were told by the former TSC Administrative Unit Chief that he
recognized that there was a gap in the TSC's operational documentation. Asa
result, he directed his administrative staff to begin complling the necessary
documentation to assist executive and operational staff, and this documentation
was included as attachments to an electronic communication dated February 17,
2010, The electronic communication contains a summary and numerous
attachments that document the TSC's actions as of February 17, 2010, including
the number and types of records modified and the dates the modifications occurred.
However, It does not contain documentation regarding subsequent key decisions
and actions taken by the TSC, such as Its involvement In the deep dive reviews.
Also, we found that the communication and its attachments had several internal
inconsistencles regarding the number and types of records modified, the dates the
TSC received the directions regarding those modifications, and the dates the
modifications occurred.

In addition, the TSC’s Nominations and Data Integrity Unit (NDIU) prepared
two additional electronic communications, dated October 5, 2010, and
December 17, 2010, respectivalz, in which it summarized information related to the
status of the deep dive reviews.®® In addition to Information on the status of the
deep dive reviews, these two electronic communications contained similar
information to the February 2010 electronic communication, including the number
and types of records modified and the dates the modifications occurred. However,
these two electronic communications only contaln summary information and do not
contain a comprehensive explanation regarding the watchlist modifications,
including how the numbers related to each other and how they evolved as tasks

5! ‘The Nominations and Data Integrity Unit {NDIU) is the TSC unit résponsible for ensuring
the quality and accuracy of the watchlist.

-~ 26 -




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 203 of 225

were completed. In addition, the eleckronic communications did not contaln the
docurnents used by the TSC W track its actions related to the deep dive reviews,
Including spreadsheets and charts.

Moreover, when we reviewed the three electronic communications from
Fabruary, Cctober, and December 2010, we found significant inconsistencles
regarding the dates on which the TSC recelvad direction to madify the watchlist
statuses, the numbers of Individuals for whom statuses were modified, and the
dates on which the madifications were made.

For example, in the February 17, 2010, electronic communication, the TSC
reported that on December 31, 2009, it identified persons in the TSDB who
mat the threat-based criterla for watchlist status modification, OF the , the
TSC reportad that It Upgraded persons to the Selectee List, However; In the
NOIU's October 2010 alectronic communication, the TSC reported that it upgraded
approximataly persong to the Saleckse Lisk,

Further, the February 17, 2010, electronic communication contains limited
Information regarding the direction for the upgrades for, . a5 well
as the date the Instructions weie provided to the TSC. 1In that communication, the
TSC reparted that this request affected the watchlist status of SRS

. However, In the October and December 2010 electronic communications
the TSC reported that It had modified the watchlist status of —
] .

When we discussed thase discrepancies with the TSC at our audit
tlose~out meeting and in subsequent communication, officlals indicated that the
slectronle communications weres intended to be iterative I nature, repragenting a
snapshat of the populations Impacted by the actlons. The TSC provided
explanations that helped to account for the discrepancies In the numbers of
individuals Impacted in the two examples cited above, Although the T5C's
explanations accountad for the differences and provided the necessary connections
between its Keratlons of the eveants, the explanations did not address why those
connections ware not previously documanted In ity accounts, We believe that the
TSC should have done a batter job explaining In jis electronic communications at
the time how the numbers related to gach other and how thay evodived as tasks
wiﬁ& completed, as well as formally documenting all diractions received and actions
ta ml

We discussed this Issue with a TSC official who acknowledged the difficulty iy
maintaining the necessary documentation during crists situations. The official also
sald that he believed that the FBI Mad the Hecessary procedures In place to ensure
major events are properly documented and recalled the difficuities doing $o while
working in an FBI field division when the terrorist attacks of September 11, 2001,
aceurred. Howaver, the official noted that the December 25, 2009, event was the
first major attempted tarrorist attack that the TSC experienced as an arganization,
and TSC personnel were relatively Inexperienced and may not have retalned
documentation for all of its actions. The TSC officlal sald he belleved that TSC
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personnel now have 3 greater appreciation for what types of actions need to be
documented.

We also discussed this issue with the Director of the TS who said that the
TSC did experfence difficulties In managing these bulk, threat-based watchlist
modifications. The TSOB does provide the TSC the abllity to track, on 8 record-by-
recort basis, the date a record was modifled, a3 well as the Identity of the user
rasponsible for modifying the récord. However, the TSDB did not permilt the TSC ta
gaslly generate a listing of all of the records modified in response to the incident on
December 25, 20089. As a result, the TSC relled on largely manual processes to

track the watchlist modifications and deep dive reviews. Further, according to the
TSC Director, the TSDB did not contain critical dats NSNS
IR rccilly Identify individuals wha met the

threat-based criteris.

To help address these weaknessss, the TSC Diractor sald that the TSC
muodified the TEDB by creating & tagging feature for watchlist Identities, The
tagging feature allows a user to assign an administratively created tag fo a
watchlist identity that will allow the user to categorize the Identity as necessary,
The TSDB reported that it now can create tags In the TSDB that correlate 1o
particular threst-based populations. As such & category of individuals Is Identified
as a potentlal threat, the watchlist actions can be taken, and the watchlist records
tagged. When the thrieat abates, the watchlist actions can be reversed and the tags
removed from the watehllst records. The TSDB now hag the ability to track the
complete history of which tags were applled to an identity and, therefore, which
ldentitles were relatad to a threat-based initlatlve,

Ta further Improve the TSDB, the TSC Director sald that the TSC Is working
to deyelap a new version of the TSDE that wifl allow the TSC to not gnly more
gfficiently Identlfy individuals who mest threat-based criterla, but also to track the
resulting watchlist vecord madifications. This database modification gbes beyond
tha TSDB tagging feature by assisting In the Identification of records meeting
declared criterfa. The TSC Director anticipated that this modification to the TSDB
should help the TSC ensure that all watchlist récords for future thréat-based
maodifications are tracked, reviewed, and raturned to the appropriate watchllst
status for each ndividual once the threat subsides, The TSC antidipated that this
Information technology sofutton would be fully implemented In July 2013,

The falled attack an December 25, 2009, was the first major attempted
terrarismt event for the TSC, ahd we understand that malntaining documentation
may not be the primary focus during a orisis situation. However, because of the
Inconsistencles n the TECs documentation regarding the nurober and types of
records modified and the dates the modification ocourred, we hava concerns about
the TSG's ablfity to ensure that all watchiist records that were modified as a resuit
of the attenipted attack wére reviewad and returned to the appropriate
individualized status, The recent and planned improvemaents to the TSDB appear to
be steps forward, but we balleve that the TSC should develop a comprehensive

.
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procedure ta ensurg that watehlist madifications resulting from emerging threats
and other emergency actions are properly and accurately documented.

TSC Managerial Continuity and Significant National Security Events

We belleye that It Is essentlal that the TSC malntaln operational readiness at
all times, We bélleve that the failed tarrorist attack of December 25, 2004,
highlighted a potential vulnerability In the U5, pratective response to suth an
event because It accurred on 8 national holiday, which fell on a Friday, and at a
time when many federal employeas take vacation time.

The executive management team was designed to provide the TSC with
ample experlence and oversight from each of the particlpating agencles.®®
However, In the immediate aftermath of the falled atback on December 25, 2009,
we found that key managers were on leave and that several positions weare vacant
or occupled by Individuals who were rejatively new ta the TSC, Many of these
Individuals were available by telephone and e-mall, and evidence pxists to
documeént thelr Invalvement In the angoing discussions of the government’s
response to the unfolding events,

TEC officlals said that In the Immediate days following the attempted attack,
the environment at the TSC was highly energized and hectic. As 2 result of
changes In the watchlist modification directions and the previeusly described
technical issues witli TIDE and the TSDB, the TSC's course of action rapeatediy
changed during this fime. Although they believed that the TSC ultimately
responded to the cisis correctly, the officlals sald that the response may not have
been as efficlent and as seganized as it could have been, For example, as
discussed above, the TSC alse falled to fully documant Its actions during the
immediate days following the attack. It was riok untll the Administrative Unit Chilef,
an FBI employee, returned to the TSC several days after the attack that the TSC
began to appropriately document the actions that had been taken in the limmediate
aftermath &F the gvant.

Because the TSC Is responsthle for ensuring the sccuracy and integrity of the
watchlist and cogrdinating the U.S. government’s response guring encolnters with
known or suspected terrorists, we believe that the TSC must ensura that its
executive management keam possesses sufficient historical knowledge and
experlence to effectively manage any emerging erisls and stould identify a tore
group of positions that must be physically avallable in some combination at all
times,

8 The TSC Is administered by the FBY with suppart from the Departments of Justice,
Homeland Security, and State. The Mamorandum of Uaderstanding gavaerning the T5C provides that
the Diractor of the TSC will report to the Attorney General through the FBI and requires thet the
Principal Deputy Director of the T5C be a0 etmiployée of DHS, Thie T5C sxecutlve mansgement team
als includes s Deputy Divactor for Operations (an FBI amployde), and the Deputy Divector - Lislson
{a State Department employes}, in Decomber 2009, the team alsd Included a Chiof of Stalf {a DHS
emploves), Chlel Counsel {an FBI amployéel, Admialstrativa Officer (an FBL emplaves), and Chief
Infarmatitn Officer {an FBI amployas),
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Review of the .S, Watchiisting System

Follewing the falled terrorist attack, the White House directed a review of the
U8, watchlisting system and the performance of the intelilgence, homeland
sicurity, and law eriforcement, communities related to the attempted bombling. The
investigation revealed that the faderal government possessed all of the information
necessary to place the subject on the consolldated terrorist watchlist and prevent
hir fram flying to the United States. Howaver, personnel did not search all
avallable databases and falled ko ldentify, correlate, and fuse into a coherent
account all of the discrete, fragmentad pleces of Information, As a result, NCTC did
not pravide the TSC with information to watchlist the individual who had committed
the falled attack and the TSC was not aware of the Individual or Involved In any
actions related to him untll after the event.

In s January 7, 2010, memorandum, the White House directed the TSC o
develop recornmendations on whether sdjustrments should be made to the
watchlisting nomination criteria, Incdluding the biographic and derogatory criteria for
Inciusion In TIDE, the TSDB, and the No Fly and Selectes Lists, In addition, the TSC
was directed to conduet a thorough review of the TSOB and determine the current
visa ?ta&us of all kndown or suspected terrorists, beginning with Individuals on the
No Fly List.

According to TSC officlals, they met numaérous-times with representatives
from the CIA, the Dffice of the Director of National Intelligence (ODNI), the Nationat
Security Agency (NSA), the NCTC, and the Departments of Justice, Dafense, State,
Treasury, and Homeland Securlty. Thése represgntativés reviewed the then current
watchiisting protacol to determine what changes werg needed.®™ According to TSC
officlals, the ravised Watchlist Guidance was approved by an interagency process on
May 25, 2020, Following a multl-agency classification raview avid minor reyvisions,
the final Watchlist Guidance containing these revisions to the watchlisting protocol
was Issued In July 20105

Conclusion

Following the falled attempted airiine bornbing on December 25, 2009, the
TSC was verbally directed, through an Interagency process, to make temporary
watchlist status maodifications for certaln categories of individuals based 6n
arnarging threat informmation. However, the them-existing watchlist guldance did not
address such immediate, threat-based status changes for whole categories of
Individuals. In stme instances, the TSC was directed to include individuals on the
watchlist for whom the U.S, government did not possess sufficient information to
support inclusiar on the watchlist based on pre-existing eriteria, but thab

B pratocel Regarding Terrorist Nominabions, February 2009,
8 a5 noted praviously, the Watchiist Community lssued new Watchiist Guidance in

March 2013, but because the policy doeument was issued aulside the scope of this audit, we did not
address i In this vaport,
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government officials belleved necessary due to the threat reporting recelved at that
time.

Although the threat-based watchlist modifications were not covered by the
then-exlsting watchiist protocot, the Initlal directions ware not provided or
confirmed In writing. As a result, we found that there was the potential for
canfuslon regarding the specific divections provided. In addition, the lack of written
direction eft the TSC vuinerable to challenges from individuals who believed they
were unjustly included on the watchiist,

Further, throughout the successive modification Inltiatives, we found that the
TSC experienced operational, technleal, and atdministrative issues. Ag a result, In
the Immediate aftermath of the attempted attack, certaln downstream screenlng
agencles did not possess critical terrorist watcehlist information about individuals
whao might pose @ potential threat to natfonal security. In addition, becsuse some
of the modifications did not conform to the then-existing policy, the TSC was forced
to bypass its normal procedures to distelbute the information to downstream
screening agencies.

Aithough the TSC confirmed in welting the directions It had bean provided
regarding watchllst medifications, we also found that the TSC did not adequately
document its actions regarding the modifications In the early days following the
falled terrorist attack, As a rasult, the TSC struggled to reconstruct {ts actions and
was unabla to provide us with a complete listing of all the records that were
modified during the earliest days following the falled terrorist attack.

Finally, irs the irrmedliate aftermath of the attempted attack, we found that
several pasitions were vacant or occupled by individuals who wera relatively new to
the TSC and that, although key TSC managers werg available by phene and e~-mall,
they were not physically present st the TSC, Wae belleve that a lack of suffident
numbers of execatives with historical knowledge and experience at the TSC iikely
contributed to some of the Issues we Identified.

Recommendations
We recommend that the FBI;

i, Requlre the TSC to develop formal and comprehensive procedures for the
full documentation of crisly évents that may result In ekpedited watchlist
upgrades or other emargency actions related to the watchiist. The
procedures should address the typas of documentation that must be
retained, the method of retention, the length of Hime the documents must
be retalned, and the individuals respansible for collecting and malntaining
the documentation.

2. Requlre the TSC to contintie the development and implementation of

enhancements to the TSDB that will allow the TSC to more efficiently
Identify individuals who meet thréat-based criteria and to track any
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resulting watchlist record modifications, and also to ensure that modified
records ara subsequently reviewed In 3 Umely fashion to determine their
appropriate watchilst status sfter the specific threat has passed or the
designated perfod of madification has expired. ,
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II. FBI WATCHLIST NOMINATIONS AND REMOVALS

During our previous audits of the FBI's watchlist processes, we
found that the £81 falled to nominate to the watchiist subjects of
terrorism Investigations, completed nominations to the watchlist
In an untimely manner, and falled to remave subjects of closed
terrorism investigations frorm the watchlist, Generally, we found
in this review that the improvements lmplementad by the FBI as
a rasult of our previous audits have helped to ensure that the
watchlist is more complete, accurate, and current, Despite
these Improvements, wa found that the FBI's Decembael 2010
watchiist policy provided a more restrictive set of griterfa for
inchusion i TIDE and TSDB than outlined by the Watéhlist
Community,®¥ As a result, FBI case agents were not submitting
certain terrorism Information to NCTC and the TSG for incluston
In TIDE and the TSDB. Therefore, Information about known or
suspected terrorists may not have been available to the
Watchlist Carmmunity for analysis and for possible inclusion on
the watchliist. In addition, we found that the Improvements
implemented by the FBI did niot ensure that all subjects of FBI
nvastigations were nominated to the T5D8 when the
Investigation is opan of are remeved from the watehlist when
the investigation Iz closed. We also found that the FBI
malntained redundant and inefficient processes which hamperad
Its ability Yo process watchlist actions In a more Bmely manner,
and the FBI could Further refine its policies by tightening Its
requlrement for case agents o submit nomination and removal
actlons.

Background

Because of the vital role the consclidated watchlist plays in the detection and
apprehension of known or sispécted terrorists, It Is essentlal that all subjects of FBI
investigations be nominated to the watchlist as quickly as pessible. Similarly,
Individuals should be removed gramptiy from the watchiist when the government
no ionger has & reasonable susplicion that the persah Is & known or suspected
terrorist. Leaving individuals b the watehlist longer than necessary Increases the
chanees that these Individuals will he stépped or detained during an encounter; In
addition, retaining these obsolete records can maka I more difficult to sccurately
identify positive matehes Lo know or suspected terrarists bacause of similaritias in
ceriain peoples’ Identifying Information. Further, retaining Individuals o the.
watchlist needlessly increases the size of the watchlist and wastes resoures
retjuired te malntaln and search It

5 The FBI Countertrroriam ivision (CTD) issued updated watehlist policy guldance in March
2012, We discuss that policy later T this finding.
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In our last two reviews, we ldentified significant weaknesses with the
FBI's management of the terrorist watchlist. We made 22 recommendatlons to the
FBI to help ensure that the FB's watchlist actions were accurate, complete, and
timaly,

As part of this review, we evaluated whether the FBY's new processes helped
to ensure that subjects of FBI Investigations wera nominated to and removed from
the consolldated tarrorist watchlist in compliance with FBI policy. Generally, we
found that the Impravements Implemented by the FBI ag & result of our previous
audits had heiped tu ensure that the watchlist was more complete and accurate,
and nominations from fleld divisions were submitted In a more tmely manner.
However, we also identified areas In which we belleve the FBI can Improve further
Its processing of watchiist nominations and removals.

It this finding, we first discuss the inttistives Implementad by the FBI as a
result of our previous audits, Thean we assess the Impact of these Inttiatives on the
FBI's watchiist nominations for subjects of its preliminary and full terrorism
investigations. We contlude this finding with our analysis of the FBI's efforts to
reémove subjects of closed terrorism investigations from the watchlist.

Recent FBT Watchlist Initiativas

The FBI reported that it had taken a serdes of corradétive dactions i response
te the recommendations contained In our prior audits.® Below, wa provide an
everview of gach initlatlve and then discuss the Inltiative's Impact on FBI
operations.

FBI Walchiist Guidance

Following sur previous audits, 503 and the FBI conducted a review of their
watchlisting policles ant protedures to Improve their processing of watchlist
actions. Durlng 1ts review, the FBI reported that It found B had Issued over 40
elgctronlc cdmmunications addrassing watchlisting durlng a 5-year time span, The
FBI reported that this large voluma of sometimes conflicting policles contributed to
employee confusiar regarding watchlist procedures. The FBI consolidated s
existing guldance and In Decamber 2008 Issued a single policy document governing
watchlisting.

The FBI's intermal guldance provides mdre comprahensive Instructions.
regarding criterla for incluslon on the watcehlist of known and suspected terrorists
whd are the subjects of FBI investigations. In addition, the guldance outlines the

% The Office of Managemant.and Budget (OMBY and D01 have sued palicies atid procedures
for following-up on recommendations of audit reports. These policies are Intendad ta ensure the
prompt and proper resofiution and Implementation of audit recommendations. During thiy process, the
O1G slicits responses from componants regarding planned corrective actions, When recelved by the
OlG, tha respohses arg reviowad to determine whathor the planned corrective actions madt the intent
of tié récommenditions. When appropriate, the OIG pacforms subsdguent atidit work to assess tid
implamentation of cerfain sctions, as we ave done In this Instance.
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conditlons under which the FBL may retain Individuals on the watchlist for whom the
FBI does not have an active investigation, referred to as “non-investigative
subjects.” The guldance also provides FBI case agents with specific procedures for
norninating subjects to the watchiist, modifying existing watchlist records, and
removing subjects from the watchiist, including submission and processing
timeframes. Further, the FBI included parformance metrles for the submission

and 'gxmcfissing of watehlist actions by &s fleld divisions and headquarters
personnel.

Following the falled terrorist attack on December 25, 2009, the FBI relssued
its Intarnal watchiist policy to Incorporate the modifications made In the TSCs
watchligt guidance. Issued in December 2010, the new FBI policy provided
guidance on the changes to the reasonable susplcion standard, induding a
description of particular activities that a nominator should consider In determining
whether there {s & reasonable suspicion that & person Is & known oF suspected
terrorist, In addition, the FBI's Internal guidance was updated to include the new
criterfa for tha No Fly List,

FEI Metrics and Compllance Process

In April 2009, the FBL Implemented a new process ko montor Its performance
ralatad fo watchlist actions, Including ensuring that subjects of FBI Investigations
are appropriately watchlisted, The FBI created within TREX a new Metrics Team
that is responsible for tracking FBY field division and headquarters gompliance with
FBI watchlist policies, including the newly established timeframaes for processing
watchlist actiging.

On the first workday of sach month, the Metrics Team runs a report of all
preliminary and full International and domestic terrorist Investigations that were
openead or clased by the FBI during the priar month. The Metrics Team reviews the
repurt to ientify the watchlist actions required for terrprism Investigations opaned
or closed during the past month. For gxample, the opening of new International
tarrorism investigations should cause tha Tield division to submit a watchlist
nemination form to TREX, and the closing of such a matter should trigger & request
to remove the corresponding watchlist record,

The TREX Metrics Team then manually compares the ¢ase ppening and
tlosing information against watchlist actions submittad by the field divisions.
Through this compatison, the Metfics Team attempts to identify dpen or cldsed
terrorisin Investigations that lack & sarresponding nomination or rémoval package,
Whan the Matrics Team analyst identifles an FBI tarrorism case for which the
nomination or removal package has not been submitted, the analyst contacts the
case agent and requests that the appropriate package be submifted.

The Metrics Team also complies the data and calculates the amount of ime

taken by both the fleld division and TREX to process nomination and removal
watehlist actions. The Information ik complled in spreadsheets and consulidated

w 35 -




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 Page 212 of 225

into monthly reports that are distributed to the field divisions and FBI headquarters
management for review,

New Database

In June 2011, the FBI implemented a new database, entitled the Known or
Suspected Terrarist (KST) Watchilsting Database. This new database replaced the
FBI's exfsting electronic processes for submitting watchiisting actlens, According to
TREX, the new KST Diatabase allows case agents to prepare and track watchlist
nomination forms and this should make those actions more efficlant. Case agents
should enter information into a specially formatted document tamplate and once
the document Is submitted, the Information Is automatically entered! direttly into
the database and is avallable electronically for TREX'S use. ‘As a result, TREX staff
believe that the new database should help to reduce the need for manual data
entry and the assocfated data entry eitors, as well a3 improve the Ymeliness with
which the FBI submits and processes walchlist actioris,™

TREX Reorganization

In July 2008, the FBI reagrganized TREX to help stréamline its processing of
watchlist actions.® Under the new structure, requests from the feld for
watchlist actions are submitted electronically to a centralized repasitory at TREX
where théy are seyregated according te the type of action ~ nomination,
madlfication and ramoval, or non-investigative subject. Watchlist actions are then
processed by a tearmn of specialized analysts, TREX now has ong team that Is
resporisible for processing all FBI watchlist nominations and anothar team
responsible for processing all FBI watehlist modifications and removals. In February
2010, the FBI alsa formed a naw teamy within TREX, the Non-Investigative Subject
"regm, te manage and manitor watchlist records related to non-investigative
subjacts.

Near the end of our sudit, the FBI revrganized its Counterterrorism
Divisian {CTD). On March 5, 2012, the FBI transferred TREX from CTD's Natiofal
Threat Center Saction to the TSC.*® According te FBI docUiments, the FBI
anticipates that this consetidation of TREX within the TSC will help to streamling FBI

57 The FBl Is implemianting & new case managamant systém, Later i this finding, we trielly
discuss the FBI’s case managament system, as well as the FBLS future plans for the systent as it
radates i warchiisting,

8 puring our pravious reviews, when TREX recalved & watehlist nomination, modification, or
remuoval farm frorn an FBI fleld divisial, that request was forworded to the smployes responstble for
that specific fiald division. We found that assigning work to THEX staff by feld division contsibuted o
the FBI's untimely processhng of watchlist actions when staff were unexpectedly absent. As & result of
our review, TREX modified ibs processys snd arganizational structure a5 described shave,

5% The FBI's Nationsl Throat Center Section is housed wikhin the CTR, The section 16 the focal

point for all Incoming threat Informiation, including the preliminary andlysis of emerging intermational
and domestic tderoriam thraats and assignmant for Immaédiate actlof Within the FBI.
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watchllst nominations by sliminating review functions that previously were
duplicated,

FBI Watchiist Nominations

When an FBI fleld division ppens & preliminary or full terrgrism Investigation,
F&l1 policy requires that FBI headguarters be notified within 10 business days of the
Initlation of the Investigation. To atcomplish this, the case agent prépares an
efectronic communication that Is submitted for supervisory approval. Once the fleld
division supervisor approves the opening of the case, the electronic communication
is uploaded Into the FBI's automated case management system {which formaily
opens the case within the FBI). FBI policy raquires that the glectrontc
communication in a terrorism matter contalr an “action lead” or an electronic
prompt that notifies FBI headquarters of the case opening, FBI policy also requires
that the fleld division Include in the electronlc communication an action lead to
TREX ﬁaquestmg that the subject be entared In all appropriate govermnment
watchlists.

To assess whether the FBI's new metrics and compliance prucesses helped to
ensure that subjects of FBI investigations were nominated to the consolidated
terrorist watchilst In compliance with FBI policy, we reviewed FBI TREX Metrics
Tearm and corresponding watchlist data. We reviewad Metries Team and watchlist
data for 115 subjects of preliminary and full demestic or international kerrarism
cases gpened during the frst quarter of FY 2011 in four FBI fleld divisions:

Chlesgo, Hiinots; Los Angeles, California; Miaml, Florida; end Minneapolis,
Minnesata,”® In addition, to assess the Impact of the FBI's new KST Database, we
reviewed nomination data for watchlist actions processed using the new database.”
Specifically, we raviewsd nomination data for 120 subjects of preliminary and ful)
domestic or international terrorism cases opened during the fourth quarter of

FY 2011 pertaining to the aforementioned four FBI field divisions,

Genarally, we found that the improvements implemented by the FBl as a
result of our previous audits helped ta ensure that, the watchiist Is more complete,
accurate, and current. Dusplie these slgnificant Improvements, however, we
ldentified areas i which we believe the FBI has opportunities to Improve It
processing of watchlist nominations.

Subjects Nol Watchlisted

In our previous audit, we found that the FBI had not congistently nominated
known oy suspacted terrorists ko the consolidated terforist watéhlist In accordance

_ 0 Thars were $53 cases opened in these four fleld division loeations durlng the first quarter of
FY 2011, However, one tase had multiple assoclated subjects. Appendix I contains additional
information aboul our audit scope and testing methodology,

™ paeause the FBI Implemented ks naw KT Database In June 2041, we tested watchifst data
for the Tourth quarter of FY 2011 and compared the results to the F8§%s prior pefformance,
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with FBI policy.”® During our current review, we found that the FBI's metrics and
compliance process helped to significantly reduce the number of subjects of FBI
cases that were not nominated to the watchlist. Compared to our previous audit in
which 15 percent of the subjects of the cases we reviewed were not nominated to
the watchlist, during our review of 115 subjects In our sample of investigations
opened during the first quarter of FY 2011, we did not identify any subjects who
were not nominated to the watchlist as required by FBI policy.

However, we still found subjects of cases opened prior to the first quarter of
FY 2011 who had not been nominated to the watchiist. During our review of the
Metrics Team's analysis of actions taken on 1,018 cases closed during January 2009
through December 2010 in the four fleld divisions in our sample, we found that the
Metrics Team’s monthly results indicated that a total of 19 subjects (nearly
2 percent) had not been nominated to the watchlist while the case was open.
Further, during our review of non-investigative subjects, we found an additional
four subjects of investigations that closed during 2010 who had not been
nominated to the watchlist while the case was open.”® When these four subjects
were nominated to the watchlist later In 2010, they were all nominated to the No
Fly List,

We asked the Metrics Team Leader how this may have occurred. She
indicated that an Individual who Is an appropriate candidate for the watchlist may

be identifled at the opening of an investigation, but the case agent may not yet
ossess sufficient ldentifying information to permit watchlisting.
. Once the

case agent obtains sufficient biographical information, the case agent may forget to
submit the appropriate paperwork to have the Individual watchiisted, The FBI
reported that its supervisors are required to conduct regular case file reviews with
case agents to help ensure the subjects are appropriately watchlisted. However,
desplte these supervisory reviews, the subjects we ldentified still were not
nominated to the watchlist while the case was open.

According to the FBI's December 2009 and December 2010, watchiist
policies, case agents were directed to submit a watchlist nominatlon package for
subjects of both preliminary and full domaestic and international terrorism

72 Durlng our raview In May 2009, we reviewed a total of 216 cases that were Initiated or
closed during FY 2006, FY 2007, and the first hailf of FY 2008 In the following fleld divisions:
Los Angeles, Miami, and Minneapolis.

73 These 4 were Included within 49 requests for the watchlisting of non-investigative subjects
that we reviewed for cases closed after December 7, 2009, and processed by the FBI during the periad
of January 2019 to Decamber 2010, The watchlisting of non-investigative subjects, including the
timeliness of such actions, Is discudsed i detall in Finding HI below, and these four nominations are
specifically identified In Exhibit 4-1.
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Investigations.” Yet, later In the same policy, case agents were Instructed that

they were to submit the watchlist nominations only once the case agent possessed
sufficient identifying information - NSNS
If there was insufficient identifying Information when the Investigation was first

opened, then the case agent was required to submit the watchlist nomination once

the subject’s information was obtalned at a later date.

During our examination of documents regarding the Watchiist Community’s
review of watchlisting practices following the attempted terrorist attack on
December 25, 2009, and the resulting revision of the Watchlist Guidance, we noted
that there were substantial discussions about the amount of biographical
information needed for watchlisting and the sharing of intelligence information
within the Watchlist Community. Specifically, these discussions included the
expression of concerns that some agencies were only nominating individuals for
whom the U.S. government possessed # In
response, the Watchlist Community directed several agencles to review thelr
historical data to determine if individuals not previously watchlisted should be

nominated to the watchlist, The FBI was not one of the agencles directed to review
its historical practices,

We asked the TSC Director and Chief Counsel about the FBI’s policy and the
Watchlist Community concerns about the Inconsistency In the threshold for -
identifying information required for nominations. The TSC Director and Chief
Counsel agreed that the FBI's December 2009 and December 2010 policies
appeared to restrict the FBI's watchlist norainations, as well as the amount of
terrorism information shared with NCTC, These officials sald they believed that, in
cases where the FBI has a reasonable suspicion to believe the subject is a known or
suspected terrorist, the FBI should be forwarding all ldentifying information to NCTC
for analysis and possible watchlisting, even when only partial blographicai
Identifiers are available.

The TSC Director said he belleved that sending all FBI terrorism Informatian
to NCTC and TSC provided the opportunity for terrorism information to be
integrated and augmented and may help to further reduce the number of subjects
of FBI Investigations who are not watchlisted. The TSC Director sald that once the
FBI submits the terrorism information to NCTC and the TSC, the information would
be available for analysis by the Watchiist Community. Other members of the
Watchlist Commuunity might possess additional biographical information about the
FBI subject that, when combined with the FBI's information, would provide
sufficient information for watchlisting.

We reviewed the FBI's nomination practices in instances where FBI terrorism
cases had been opened on h Of the 115

7 The FBI's policies o investigative activity and related watchlist nominations are discussed
In detail in the Introduction section of our report under the heading “Overview of Intarnal FBI
Watchlist Processes.” As discussed, FBI policy permits the exclusion from the watchlist of subjects of
full domestic terrorism Investigations that focus on groups or organizations that are invalved in
nattonal security threats t¢ the public.
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subjects in our sample of investigations opened during the first quarter of FY 2011
in four field offices, we tdentified 39 subjects for whom the field office opened a
terrorism Investigation when they did not possess
., As shown in Exhibit 3-1, of the 39 subjects lacking
we found that for 8 of these subjects the FBI possessed &
at the time the case was opened, thus
meeting the ldentifying information standard for the TSDB. Five of the subjects
with ﬂ were the subject of a full investigation and, therefore,
would also necessarily meet the reasonable suspicion standard for watchlisting.

Howeaver, the field division submitted a walchlist nomination package for just one of
these eight subjects.

Exhibit 3-1
Sample FBI Cases with Subject Information
Less than [N
by Invastigation Type
Preliminary Full

Source: OIG analysis of FBI data

Far the one subject for whom the field office did submit a watchlist
nomination, the case agent possessed only the subject’s
. According to the Metrics Team Leader, the case agent
initially did not submit a watchlist nomination package at the time the case was first
opened. Upon further searches of TIDE, the case agent found that the
matched other fragmentary information for an individual already Included in TIDE,
The case agent identified this information in TIDE more than 2 months after the
opening of the investigation and thereafter submitted the nomination.

In August 2011, we discussed the results of our analysis with FBI CTD
officials and expressed our concern that the FBI's December 2010 policy was
inconsistent with the Watchlist Community Guidance, thereby unduly restricting the
FBI's sharing of information with NCTC and the FBI's nominations to the watchlist,”

Despite the results of our review, the FBI CTD officlals sald that they belleved
that the FBI's Decembaer 2010 policy was sufficient. That policy Indicated that case
agents should submit nominations to TREX for all subjects of preliminary and fuli
terrorism investigations, so that TREX can evaluate whether the reasonable
suspiclon standard had been met for watchlisting. FBI CTD officlals stated that they
helieved this worked well. These officials said that TREX was best qualified to

75 For inclusion in TIDE, NCTC requires that the nominating agency provide evidence of a

nexus to terrorism. However, regarding necessary identifying information, NCTC accepts fragmentar
information without names, .
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review the nomination and assess whether the subject warranted watchiisting In
accordance with FBI polivy, We acknowledge that such a process flow coutd work
well If the polley was sufficlently clear, and FBI personnsl were forwarding
nominations for the subjects of all terroiism Investigations, However, the results
presented in Exhibit 3-1 above are from cases openad I the firsk quarter of FY
2011 and this aspect of the FBI's policy had been stated In the same way since at
least December 2009, These results ndicate that FBI personnel are not, In fact,
submitting nominations In all nstances. As a result, Information on the sublects
miay not have been avallable to the Watchiist Community for anslysis and possible
watchlisting.

Foliowing our discussions with FBI CTD and TSC officials, the FBI revised its
watchiisting nomination guidelines in March 2012 to be more consistant with the
rairdmum identifying criterda set forth in the July 2010 Watchlisting Guidance. For
example, the FBI's nomination policy now has a distinet seétion that outlings the
identifying criterfa that Is required for watchlisting, namely the subject’s last name
and at least one additional identifier {e.q., first name
passpo . In addition, FBI personnel
are Informed that if they do not have ohe of the specifically named additional

identiffers, watchlist nominations are required when two or more of certain
sddiiceal denters o kroun .. R

Although the FBI's March 2012 policy now reflects the minimum Identifying
¢riteria set forth in the July 2010 Watchlisting Guldance, the policy still includes tha

followin

should review its policy document to ensure that the multiple sections on watchlist
nominations are internally consistent and work with the TSC to ensure that the
policles are in {ing with the requirements of the Watchiist Cornmunity,

In addition, the FBI did not indicate whether It Intended to raview terrorism
investigations openad under the prevdous policy guidelines to ensure that the
indlviduals that meet the currant ciiteria are now appropriately watchlisted,
Therefore, we recommend that the FBI raview the subjects of terrarism
invastigations opened urkler its previous policy gufdelines to determine whether the
FBI possesses sufficlent blographical and deragatory Information under the ravised
policy to support forwarding the information to NCTC for review and potential
watchlisting.

Timeiinass of Watchlist Nominations

Following our previgus audit examining the timeliness of the FB1's watchlist
nominations, the FBI revised its tme reguirements as outlined In its policy
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document dated December 2009.7% As shown In Exhibit 3-2, when it Implemented
its December 2009 watchiist guldelines, the FBI retained the existing requirement
for its fleld divisions to submit nop-expedited watchiist nomlrations to TREX within
10 business days of the dats the case Is opened In the FBI's case managemient
system.’? For TREX, the FBI increased the amount of time allocated for processing
watchlist nominations.

Exhibit 32
FBI Watchlisting Compliance Timelina - Nominations
ild:Division TREX:
10 business days from date 24 hours from receipt of
case Is opened in case cormnplete package from field
management system. division.
Mew 10 business days from date 5 business days fram recelpt
case is penad In case of complebe package from field
management system, division,

Source: Federal Burgau of Investigation

Prior to December 2009, TREX's goal was ta complete its procassing of
watchlist nominations within 24 hours of recalving a complete package from the
fleld.”® Under the 2008 and subsequent guidelinas, TREX Is now required to
eomplete its prozessing of watchlist nominations within 5 business days of receiving
a camplete package from the fleld, The FBI attributed the need to Increase the
processing time for TREX to the sxpanded role that TREX now has i independently
verifying the acctracy of sach Identifier on the nomination form and searching
relevant databases for additlonat identiflers.”

Based on our raview of TREX Metrics Team and watchiist normination data,
we found that overall the FBI has significantly Improved s compliance with FBI

& The FBI hag since [ssusd nave policy in Deverber 2010 and March 2012. These new
policles did not change the Hinelingss guidelines first established In December 2009,

# The only scaption to this 10-busineis day rule is when the terrgrismn subject Is baing
horninated to the TSA' No Fly List. In thesa cages, FBI pollcy requires that these subifects be
narminatad to the watchiist by the feld diisions within 24 hours, and TREX must then procass the
narmination within 24 hours of recelpt. The TSA's No Fly List intludes names of individuals wha will be
dentad transport on commaereial lights because they are deamed g threat to civil sviation,

U5, factiflies, or U5, visgels, Followlng thir attompled torporist attack on Diecember 25, 2009, the
Peasldent directed that o review of the No Fiy aid Selactas List criterfa Be gonducted. The canimittees
that conductad the review recommuended changes to the oriteria end Implementation guldance. Those
recommendations were approved by the Intéragency worklng group on May 25, 2040.

_ % According to the FBE, at the Bme of our prévigus audit, TREX'S régponsibilities ware mors
Himbted gnd analysts entered the sublects information inta the PRI Madonal Ohime Infarmations
Center (NCIC) and than forwarded the nomination package to the NCTG,

7 We discuss the sppropriatoness of Ehis ehange in Breliness requivement b the following
gﬁcﬂﬂ“i
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policy for nominations to the watchlist.®® As shown in Exhibit 3-3, the FBI
considerably reduced the number of untimely watchlist nominations from the

78 percent Identified In our May 2009 audit to 14 percent for the first quarter of

FY 2011.% Further, the metrics and compliance process has helped to ensure that
unwatchlisted subjects are identified sooner and placed on the watchlist, During
our previous audit, We found that the maximum amount of time taken by the FBI to
nominate a subject to the watchlist was 307 days. With the metrics and
compliance process, the FBI reduced the maximum amount of time to just 15 days.
Moreover, the FBI has reduced the average number of days that elapse between
case opening and watchlisting from 42 days to 5 days. Similarly, the FBI has
reduced the median number of days that elapsa from 29 days to just 4 days.

B we identitied some data entry atrovs. i the Metrlcs Team calculations, Howevar, the errars
were minor and did not slantficantly impact the Mabries Taans results,

, B For purposes of our testing, we assessed TREX for processing watehlist nominations within
5 phusiness days of recalpt of 4 complete watchlist peekage. We gonstdered a subject to be untimely
noginatad if elther the field division or TREX exceaded Its standard grocessing time. Foreéxample, it g
fleld division subimitted 3 namination within 12 businass days and TREX processed the nomination
withiln 1 working day, we considered suth & aomination untimely because tha feld divisien did nét
meat the titmeliness standard.

Mégy—
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EXHIBIT 3-3

Untimely Watchlist Nominations®?
20

Number Tested 95 76 92

Percent Untimely 78% 14% 18%

“Minimi

Maximum in Days 307 15 63

Median in Days 29 4 11

Source: CIG analysis of FBI data

During the implementation of the KST Database in the fourth quarter of
FY 2011, the FBI and TREX experienced an increase from 14 percent to 18 percent
in untimely nominations. We attribute some of the untinmely nominations to
normal reductions in productivity when new systems are implemented. In that
regard, we found that, as the FBI gained familiarity with the new KST Dastabase, the
number of untimely nominations was lower in each month of the fourth quarter of
FY 2011.

During the implementation of the KST Database, we anticipated relatively
small Increases In processing days. However, we noted that the maximum number
of days that a subject was not watchlisted more than quadrupled from the first to
the fourth quarter of FY 2011, and the average and median number almost
quadrupled and tripled, respectivaly. According to the Metrics Team data, this was
attributable to case agents continuing to forget to submit the nominations in a
timely fashion.

82 To examine the 10-business day requirement for fleld divisions, we used the date the case
was opened In the FBI's case management system and compared it to the date TREX recalved a
complete nomination package from the fleld division, To examine the 5-business day requirement for
TREX, we used the date TREX received the complete package from the field and the date TREX
forwarded the nomination to the NCTC branch staffed by FBI personnel.

83 puring our review In May 2009, we reviewed the timeliness of FBI watchlist nominations for
85 cases that were opened during FY 2006, FY 2007, and the first half of FY 2008, The fleld divisions
included Log Angelasg, Cafifornla; Miami, Florlda; and Minngapolis, Minnesota,

5 Thera were 115 subjects of cases opensd during the first quarter of FY 2011. During our
review of the nominations for the subjects In our sampie cases, we identified 39 subjects whio did rot
meet the FBI's existing criterla for watchilsting., Therefore, we excluded these 39 subjects from our
testing for timeliness.

85 There were 120 subjects of opened cases In the four fleld divisions In our sample during the
fourth quarter of FY 2011. Durlng our raview of the nominations for the subjects in our sample cases,
we ldentified 28 subjects of terrorlsm cases who did net meet the FBI's existing ¢riteria for
watchlisting. Therefore, we excluded these 28 subjects from our testing for Umeliness.

-4 -




Case 2:17-cv-00622-DB Document 2 Filed 06/16/17 . Page 221 of 225

Although the FBI has significantly improved its overall compliance with
existing time requirements, we believe that the FBI would benefit from further
refining its processes and timeliness standards. The following sectlons discuss
specific areas of improvement that we believe should be considered for the field
divisions and TREX.

Field Divisions

Although the FBI field divisions have improved their compliance with existing
timeframes, we believe that the timeframe permitted under FBI policy for the
submission of watchlist nominations is unnecessarlly long. Once a case agent
receives supervisory approval to open a terrorism case, the case agent has 10
business days to submit a watchlist nomination. With TREX's additional 8 business
days to process the watchlist nomination, it could take up to 15 business days from
the date the FBI first becomes aware of an individual to the time the individual is
submitted to NCTC or TSC for watchlisting. With 2 additional days allocated for
NCTC and TSC review, the FBI's current guidelines allow up to 17 business days -
or potentially more than 3 weeks ~ to elapse before a potential threat is nominated
to the watchlist.®

Based on our analysls of FBI watchlist data, we believe that the timeliness
guidellnes for the field divisions could easlly be shortened. As shown in Exhibit 3-4,
we found that the field divisions normally submit watchlist nominations in advance
of the 10-business day requirement. The field divisions in our sample submitted
approximately two-thirds of the watchlist nominations within 2 business days of
opening the investigation in the automated case management system, and
80 percent of the nominations within 5 business days.

EXHIBIT 3-4
Watchlist Nominations Submitted by
FBI Field DIV!SIOD

5 i:!ays o less
| OdaySorlE

>10 days

Source: 0IG analysis of FBI watchlist data

8 For example, If the case agent received supervisory approval to open a terrorism
investigation on Tuesday, May 7, 2013, an eligible subject might not be included on the watchfist until
24 days later, on Friday, May 34, 2013, and still be considered a timely nomination In ligit of
weekends and an Intervening holiday.
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We discussed the melrics process and processing timeframes for
nominations with headquarters and feld division officials. These officlals sald that
the metrics process has been a valuable togl for helping the fleld divisions to submit
watehlist nominations In a more timely manner, However, several of the officials
sald that they bellgved that some of the watchlist processes could be further
streamlined and improved. For example, current FBI policy recommends that
preparing and submitting nomination forms at the same tIme as the case Is opened
as a "best practice.” Several officlals sald that they belleved that the feld divisions
could g&adity prepare and submit these forms at the same time as the tasa is
OpEnea,

Alse, TREX officlals sald that the new KST Database should help case agents
to prepare and submit watchiist nomination forms In a more tmely fashion by
eliminating redundarit data entry. The new database Incorporates a speclally
formatted form to generate the case opening electronic communication. When the
case agent prepares the opening electronic communlcation, the information from
the opening electronic communication automatically populates the watchlist
namination form. Therefore, the new database should further shorten the time to
prepare the nomination form because the case agent enters case information anly
once.

In our May 2009 report, we recornmanded ta the FBI that it avaluate the
overall watchlisting process to determine the total amaunt of time that Is
reasonable and necessary to ensure a tmely but thorough watchlisting process. In
Its Aprit 24, 2009, responsé to this recommendation, the FBI stated that It had
conducted such an evaluation, At that time, the FBI reported that it belleved field
divislons should submit non-expedited nomination packages to TREX within 2 days
of raceiving supervisory approval tg opern the case,

The final guidance Issued by the FBI In Detember 2009 did not direct the
fleld division to submit noi-expedited nominations to TREX within 2 business days,
Rather, the FBI maintained its ariginal 10-business day timeframe for submitting
watchlist nominations, ‘The FBI did not provide an explanation for continuing its
10-business day timeframe. In correspondence subsequent to sur audit, the FBI
reported that its thmeframe for submitting watehlist fivminations would remain
unchanged untll sustdlned Improvement in nominations was achleved. The FBI
tndicated that once sustalned improvement had been achizved, it would re-evaluate
its Hmelinass regquirements.

Althotigh the FBI did not adopt & 2-day nomination standard, in the first
guarter of FY 2011 the feld divistons In our sample were already submitting neariy
threg-fourths of the watchlist nominations within 2 business days of case openings,
and nearly two-thirds within this time frame during the fourth quarter of FY 2011
{even with & new system).

In our oplndan, retaining the existing 10-business day timeframe Increases

the poiential risk that nominations may not be processed with a sufficient sense of
urgency. By contrast, raducing this time standard would be a streng indication te
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the field divisfons that it is important to accomplish this essential national security
task In an expeditious manner. Therefore, we recommend that the FBI re-assess
its timeframe for fleld division watchlist nominations and also consider mandating
as & requirement its current “best practice” that “nominations will be submitted at
the same time as the opening communication.” Considering the speed at which
threats can develop and mature, as evidenced by the avents on and immediately
following December 25, 2009, we believe that the FBI should identify the means to
achleve this “best practice” and mandate expeditious inclusion of eligible persons
on the watchlist. We believe that FBI should explore technological solutions within
fts case management system that would automatically trigger the generation of a
watchlist nomination when a case agent officially opens a case and has the requisite
identlfying information for nomination.

TREX

The comparison of TREX's current performance for processing watchlist
nomination packages to its performance during the period under review In our
May 2009 audit is complicated by TREX's expanded role in the nomination processes,
as well as the relaxation of Its timeliness standards.

As shown In Exhibit 3-5, during the period of review for our May 2009 audit,
TREX processed 83 percent of watchlist nomination packages within 5 business '
days. For the 76 subjects of cases opened during the first quarter of FY 2011,
TREX processed 95 percent of the nominations within 5 business days, resulting in
a decrease from 17 percent to 5 percent In nominations that took TREX more than
5 days to process.

EXHIBIT 2-5
Watchlist Nominations Processed by TREX

ez

(> 57day;
Source: OIG analysis of F

However, the watchlist nomination packages that TREX processed In less
than 5 days has significantly declined since our last audit. As previously discussed,
at the time of our last audit TREX analysts verified that justification for the
nomination existed, reviewed the nomination package for accuracy, veriffed that
the subject met the criteria for inclusion on the watchlist, entered the subject’s
information into NCIC, and then forwarded the nomination package to the NCTC.
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TREX attempted to process both watchlist nominations and removals within 1
business day of recelpt. As shown in Exhibit 3-5, TREX met that goal just over half
the time, and processed 70 percent of watchlist nominations within 3 business days
of receipt. However, during this audit, we found that the percentage of
nominations processed within 3 business days of receipt dropped to 29 percent for
the first quarter of FY 2011 and 30 percent for the fourth quarter of that fiscal year.

TREX officials attributed this decline in the rapid processing of nominations to
TREX’s expanded role in Independently verifying the accuracy of each identifier an
the nomination form and searching relevant databases, Including Intelligence
Community records, for additional Identifiers. In addition, TREX officials explained
that TREX had experienced increases in workload resulting from the FBI's policy
revision that now requires field divisions to submit watchlist nominations for
subjects of nearly all domestic terrorism Investigations.®” Further, TREX officials
sald that they had experienced staffing shortages during the first quarter of
FY 2011 because of extended leave.

Te evaluate the impact of these factors on TREX's timeliness, we first
discussed TREX's watchlist nomination process with a TREX senior analyst whao sald
that TREX began searching other databases to supplement the information on the
watchlist nomination form several years ago. According to the senior analyst, the
old FBI nomination form did not contain ¢ritical information that could be included
with the nomination, such as

. The senlor analyst also sald that TREX
was performing many of the current database searches prior to our May 2009 audit.
However, TREX did implement searches of at least two new systems since the last
OIG audit,

We expressed our concerns to the FBI that watchiist nominations may have
been unnecessarlly delayed while TREX analysts searched for additional information
that was not critical to placing these individuals on the watchlist, TSC officials
Informed us that as of December 2012, TREX does not search for the type of
additional information discussed above.

To evaluate the impact on workload of the FBI's policy revision that required
field divisions to submit watchlist nominations for subjects of nearty all domestic
terrorism investigations, we analyzed FBI data on the number of domaestic
terrorism nominations processed by TREX. As shown in Exhibit 3-6, during the
period prior to the implementation of the FBI's new policy, TREX processed an
average of Jll watchlist nominations for known or suspected domestic terrorists per
month. During the first 6 months of calendar year (CY) 2010 following the
implementation of the FBI's new policy, the FBI had an Increase in the domaestic
terrorism nominations processed by TREX. During this period, TREX processed an

87 As previously discussed in the Introduction, the FBIs previous policy stated that known or
suspected domestic terrorists who are subjects of prallminary Investigations could be nominated to the
watchlist at the discretion of the responsible FBI fleid divislon. On December 7, 2009, the FBI revised
its policy to require the nomination of subjects of most domestic terrorist investigations, including
preliminary investigations,
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average of JJJ] domestic terrarism nominations per month. Following this peak
period,a“gREX processed an average of | domestic terrarism nominations per
month,

Although TREX experienced an increase in the number of domestic terrorism
nominations during the first 6 months following the Implementation of the new
policy, this time perlod also coincided with the falled terrorist attack of
December 25, 2009. Further, during the second 6 months of CY 2010 following the
implementation of the FB1's policy, the number of domestic terrorism nominations

rocessed by TREX had declined to Its pre-December 25™ levels or an average of
domaestic terrorism nominations per month. Further, we also note that during
the first quarter of FY 2011, the period for which we conducted our workload
analysis, domestic terrorism nominations accounted for just 15 percent of the
naminations processed by TREX.

EXHIBIT 3-6
Number of Nominations Pracessed by TREX
for Domestic Terrorism Cases
(luly 2009 through April 2012)

P RIS SIS SIS SH DO D

Source: OIG analysis of FBI data

We also obtalned TREX staffing and workload data. As shown In Bxhibit 3-7,
when compared to its workload and staffing levels at the time of our prior audit,
TREX experienced a net increase of just aver 1 percent in its workioad during the
first quarter of FY 2011, During the same perlod, TREX experienced a decrease of
nearly 10 percent in its actual staffing levels. As a result, TREX staff each

5 We calculated this average using the 22-month period of July 2010 through April 2012,
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