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- sreest -

(!ERiiJJt!;CAU~NOF tit$· Dtl;UtQ":CaR OF NATIONAL ~llQ$.tfCE ~-T~ 
.:.\1;"TORNEY'~ EURSUA.tXTTQ. SEC'nO.N lOi:S OF'~ F~B!GN· 

lN~G:EN~ SURV:ElLLA.NcE AC'f OF19'1$,.M ~ED 

rr~ D\reetor Ofi{.t't;i~t!al l'lit~llig~oe ,an_(i,~e ,;z.\.ttat"Qey G~~t.a.4 based 01:)·~ 

tep~e.ntati'O~~eft.ieut~a:p.t Genera! ~~fib Bi AJ~, tlrutod Stat$ Att/:i'JI, ~~tcr-¢ftb:~. 

Matitm!.l Seounty·,A~cy (NSA\ if! ws af±i.dil~t:' el'techfed 

~~y~c~ ~att ~ 

(l): ~~ ~ t~:.-<is~~ pwced~ 1n. ·g1ac~ 'fur det~g that'i:bfJ'~~~uisition -ot 
fpll~1'gD m~il~t:D.Pe in.fOn:natit?n. ~qer :s~~ lOSB: of tll~ r~t.&lan .. !ntefll~pq~ E~llam¢tt ~ 
of 19.7B, as a:manr:f~cl {!\fue,~~t")p pGncems persons rea$0.ll2Dl;y bitlit:Vtlld m oe.:leo.a-ted sui$.~ t 

••.• , • ••• 'I ,: ...... ,..: .!JniteliS.ta~~ '8Jld.such.P.roceilur$:Will ~ .. robj~t,tG, re~~-~,t::U:l~·.flmfl~.~~i);~~~ + 
Surveill!Lll~ Courlplit'Su~t~ s~bfi 11J:5Cofthe Aa~ ~ 

(l} ~~ aOQU{&ftion. d~.~s ~t>t CQ.i1&b1ut~ ~&tftolll~' SWI'tUlliljC~ -~ det\rt~ m 'S~'Q~ ~(h.·~ 
. . 

o~~·Actr~ 

0 }~ a<t.q'4i~f!>io~ tnv.dv~ ebtafuing the foreigll- mteUigen~:· ihfomtation frpm .or with 

·(incluQ.ing any ofji'cet). ~lipley.~; a;~erit .or. otbe-G specl'fi~ ~er.s® o;f such. s~eli; ~~·o~dert, 

custodims~ or !;lt1idli p~ons) who have ~ces~ to cCl!Dttl.Utti.eatioos, .ei!b~r·d U1ey lilt;· tral'lSt.Jii~ 

or wlU!e thoy are stor~ or equlpl.:!l.ent thaHs 'b~ing ot may be-used k> tranSJ.nltt .oi'( sto~n~;b 

oomm:wrl~ons; ~ 

C1as.s.i-~~d by!_ 
l~ason.: 
Declassify~: 
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' 
·~ llia:¢'hrim1zatit:>np~~ceeu.n"s 'to p~t~,used wiili r~spect:ro~oh ~qtrls~ttoo:a~'meet 

. 
Ott tiwr b~sis-of the: f"areg.oing; ·i.lle tlcqWsi.t(en .offor~i~ inteUi'&~~~ ,tnf~t{OI!!. 

!;.dMer:p.ia& J;)$0tlS rea,op~!y. 'be.(i~ved tm;'be. a utSid~; t1;l_~: tJmtef!l Sta.t~s ~ 4.8 de::1mped !l;bove, fs 

'tcet~y au>Ql!ori2:ed. Any:1im~ NSA·-see!GS:tf4 acquinl ~i:tign:infel'l~~nce ~'JJ;nli~Plil. ag~~~ 

u,s. p.~~n abroad. in tbil a~ove-t~rerenc~ tnafferj NS·~.-m~t ~r. c'Qtam Aito~ey G~~t 

!1\itb~;n.~:c;rn~ \lsln~ ~~p.rycedure!HII;ld~r S~:et~ti~e Otde:r· U,S33~ $~0rt 2..~ 'fl'll'S· 

autbotlzation .;!$ on ~om~~~ 

. •, 

• • • • \* • • • • • • • • • . w • " · • • • • r• · · · • ... , , • t • • ,..:... •• • ·~ ·'If '~·· .,, .... , .. :, ... 
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ABEWAVff0F LT ~A.L;tot~ B. Atltuml~ W~i1$l)·S'l'A~ 
~. Dll\EGf;OR;,;'.N.AW~AL. Sli'i~ AG!.Nm 

. 
rot~~. ·~an~.tose~~4.!0. $.a Qf~~.g~~ei ·4-rl~Ui~.~t}:~~ •... · · · ~.~~tf~~.~1 
md i,n~'ePtl: ofNalip~. Soolirlty Agellcy·{NSA~ .I~R~at. z!lfDl!.b · · tli~ A~me,V 
·<leMtsl.<)~tll~ lJtili~clS~~ l.i:l.d~ ~~~t·of a.ttonll.Ltme'Ulig~ ~· .se . · '' · ·~ 
auth~~oll,for. tbe NSa la a·~ fprei.ID.l ~tel1lg~~ In~~Olil4~~ng p.¢l'&li>ns 
~as~bt!i beli~ved ·~ b~ ~u~}O.~ Qf $.~ 'tlimwl .States~, JOO.d :rort11et·~~~tm~~ the 
·~ttor.ney GeQ.e~ an~:!li'a :D~y,tor t~rNafi"~m.af ~ig~{le: mreot ~~~· P.at.sb~ ~e~ 
be.!'ein tQ ·pt~'$.e~~a~m~ed: W. enei::t.stid~~~ta~ll' .. I ~.fb.e.f9Uo~ 
is ~e.t!hd a~te ·tb ~·.ti~ of my U:nc;wi~r3~~ s.pc;l be11-ofl· · 

1. (UI~ Ther~ -are re.~onah~pr~eed'IU"es Ui.~s~ ·rb~Uh! NSA ~.Ul !ls~f3 
. «~~ tha.~ u~ ~iti~ ,of f¢re~ P.l~Uig®a~ i;DfotJt!~Otl:~~~~t.((j· 4ie 
~ast~p·: Sf?DtLqn .1 !J$8' e~l$.~aiian. CtJ~rn:l· per.lion~ #allonabl)t be}i.~.ed' ~Q \>"G' 

· ·td~ijid out:skl~ of·ti~ t.Ti~i~d &..ate$.· The$e ~roco,d;ur~·aro ~~ned till ~s 
~vitae $$PitA. ~ ~ti~Dt ~Y.·~e .l'iSA $~a~ ·f4 ~~ ~gn 

. , .... ··'·"······· ... , .. .• ~ -~rt-.~ll.i.a~n..-e.·m~~...,4.)-."'F7lilmstatJ.:S • .nl!irso~ abtee.d.in.the .. abt>v.a:,...fV-.,~e~ . . ~ i~,..,... ·1.·~\.Jk!IU.:~Joo\f:\~ . .. -r ~ . ~:L~J.W..a J.;t"" ..... ll""'·· ....... ~ .. : '" t!' . I· ' •t • 
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tiaitit:rr.)l~ "wj]j fuSt'o'Qtam:l\.l.~~y ti®~ralaU:iliRr.\~1:fqn, .~~th!.~.~C~'Jll'~& 
~d~rax~cm;ive. briier ~41~~. ~edth~n 2.5. · · 

·~ ; ~JIP'$:JC>'} The NSA:·~ acq,u.Witi?J.n 9f wtl;rgn m~gen~$ hl~tlion 1?~~·lo. 
file- ~~sted Bectt~ l.O.SS.<Jtqi'fica£lQ~ win no;~t.I!GJtlS'ttfutt\-e~~ttm}!o 
a:DNeillatoe~ as ·f:haf teri!zl.is d~bel;i in Uta 141SA, ·be~use ·rtho-NSAJ'la!li ci~.t~in~~· 
that the S'I.Jt'V(!i1f~~N:I'iJl ~ airl!cteGi ll,t P,~fSI<!Rt;. t~$O!.'Urb'llY.' 'tl~iev~il tp_ pe: l~~~ · 
outsldlil the tJnited·,States .. N at>te~ abmet the pllC~4ures used .tt1 malt~ :mcfi. 
d.~nnimatioJ.11rare .att~~hed to tb'i1 afficlai'lit.as Bx>Wbit A. · 

~, \fBlJ.St'~.~;.I~ NSA'·~ ~c.quisil:lqJi pf-~~gt\ lnt~l.l1w,n~ifrfor:IQ~t{on p~~U8.nt 
.. tQ ~e .re.quested Seoti~rl. l ~$B. Q~rf.ifiC!lri~ll}OVQ)Y~ Qq~~z:ti~J·~~~ r~~ gn 
lpre~qG.e in:tbrm.~tion from -o·r With .~ ~noc. ~!ijffitl[l:{ca'tiQI.lS 
stwf.ce ptciv!d~ and/or other~rsent wbo nav.e a~~a.s to.'tli~ ~~~oos 
thatoo~ thtl fq~inteUigenee, .m<i tb 

· the. 

'fei' ~Q....fttl'f!/C~~f/MJO~M1i, .. ~.. . 
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" 
T.Q!.S'EC'iUft.~/€0~/~fQ~ 

c.o~ai. (o~l~t:d~~Ujg~~~ iP!oi'U>l~ti®,n in;tl,\~ f.QUd t:Jf,co:tillRt.a~tio.t.lSi't~' Q.F.!M'lt 
from ~~qos ~a~c;mallly lieUe.vet:tto. be~ide··tJ.1¢ Uzu1:eif Stat~, as d.etis~~Gi 
.in ·aeoo,ri}an¢e Willi B41ibU A. · 

. 'FOll. SE~i:lM!t'€6~ff/tf~.oFO~ · 

? -. 
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9. \:'"t5H$.~','iW) 11;\. cl.etenmohi.g wit¢the.r ~P of @:t. ~oo~ ~~ted, fa.t ~Uer:;~cR'1, 
wau t t thi · ~t ·· · · d' · ~1 i t · t~mm ·· at ln~~ m I . 
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Lo. rtsttS~AerofdinSJ.y, a;.$i,enj·l:lc.attt:PUfPQSe. Qfthe~tis~m)n 
forei,gp. fut<:i..Jl!g~~~fki.U,:UUd:il · . im~ liDA if .,.,.._,~·'"""' 

lit~I::S·I~aJ·O". tbe~fli~· · Oftlll\l 4/lW.t!iill;lo 'i,J"'i:lo~~ 
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MJN .. . ,mtl$ATION:Pao··· - · .. su. sltlJB¥NsAmcoN:NE.· .. ·· :~oN'WlntNSA 
UQ.1J.~1 ~R . O.~A.JJTt!Ol,UZATtON :ft'EOi\~-12~ AT't~ 

G$NR.'IQlL ,AND T · ·n.on OF N~n~l'OiliJl~(~LLfGJWI'Ctt TO 
ACq:urn.E·FOn:ElGN Uf.r.Em:;l:Ol£NCE:~OR1'\1AT!PN tW.SUAN't tO 

SECT't01f usa ·Olf. 'r.RE F(J.~N mTE·LLi~CE 
~VEJLL.M'iCE A,c;i' {FIB;\) 

l. wtth tesp~oUo fl;i~,J:nfol;ma.ti.<m th~f'tWA ·M~s p.lir~!,lsnt·w 1M: ~~atWtl of . 
U1e Atllo~eY.Gen~ ofth~ t!Ql'ted·S~s rm.Ci.llie Di:t~~icrdf.Ne.tfunal . 
rru.&lliga:oe.e~ th~ liSA. wn11 foltbWi 

· {!1) tb.~ Stancfurii Mitrlrn.i2:atf~n Prca~tfute$' fQt' ·'S]Ocl:ronto SQIY.<;ill!l14.~ 
C'Qllduc~'by U~e.~\i~al Securl,ty Af_en~tWso KR{;iW!). as·AP.n~ate tf~~ 
~states SigtJa1s Intellig~~ce Dit~ve 18), '\:Y.'bi~b ~ave been !icl.!}:gted .by !11,~ 
Attelmey· Oeli~l. a~ a,):e. .b'Jl $e w.i~t tll~ F.p;etgwintelligencre'~Ul~ooe..'C-Qu.ct;;, 

(b} ce.i:tain ~!tb! mo~~on'i:tQ th~ s1~ct~ NSA FSS,f\ ~nitni~a:t'ksn 
ecl tb ~ d eli b tb ' i s ~ ~ I! .. ,, :. 

~ - .n II( ! 

·be1QW: 
' 1 • all ' - o 

1. 'Th~ !allowing thaU b~ a9.d~dtC) the· e11d of'S~ntiOJ:l 3·~~ Qf{tese 
stan~ N6A FISf.,.p.roceliures: . 

(7) The &1;~oml ~~uQty Divi$1oJ1 of$~ l)~p~nt ofJ~·tl~e· ·, 
shaU pen·Gdl~y dett.tmimdhat ~a:fi~n- ¢.1mg.eming 
etiimmi.Uii~tiwQ~ ofor oo~emtn,g UI1ite4 ~ p~C!~ !bat 1~· 
r.etamed Lil.;.ets the requitelhent& of.t$.ese p'rocedllf.es mdi th.6 
Forei~ futeiU~l;e S\lt!te'illanC.(!..A·~tt. 

2. Tho-f.()llOwtoi sbail be:l'!dded to f:beq~fid ofSectkln 4{ii) o!.th~$e 
$~andanl NSA FlSA p~c~~; . · · 

W~tb. ~eSp.ec:lt to B11&' qtber oorrir;numoation. where it a ~p.atmit tQ 
NSA pro~ssi.pg p~el ~t tli~ edl:l1IDtnticat;f~n i.s l;;,e:r;w~ a 
~~~en. and tJif) persott~s.aftcrijey (<;>r somt9n~ ~ctiJ;Ig o~.l;lehalf ot 
the attorn~y) co,ncernjng:legti! adv.it!e ~eing sol18llt··bY lfuH'o.~r 
from t4" latter, :JU~h eo.rn.m~catioos ·telatin~ to f~i.gn 
intelligen-ce ~otm~op may b~ retiili:ll;ld and.dis9emm13:ted '-'titl:M 

Derived t--row: 1'-.I"'S.A/~Slvt 1 .. s~ 
Dated· 2009Gt ()$ 

·d~ 205iacri:os · 

· CLASSIFIED ANNE~~ 0060.0t!Q17 
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the. t).$ \ Inte!l~¥ell~:";~ Cq.tl;lln.~ty. tf~ ~r.;m:tur;.ka~QM are 
sp~G~flcall'Y, l~eled, as.b@m~·pri~~le~~ H:owtwer~,aual~ 
CIJm.tl'l~atl006 . ' ~·t.ql(lt b~ ,AlB . ....,,,~..,~;..1 rnitsfde ft1;,otr 'h 

• ' "! ijl .. ;l'' ' l".~ ~~ ... .4- ,.,.... . . . Q .1,;l . , \'? I 

.llitelli~ne~ C~J':f).mumt; w!'l,h~mt thr= prior app,ron{ ~ft1le Ass~s~ 
A~tn.~Y Gen~ Wr U1-e Mati.Gn<d S.etturit\J D1Nis(o!l;.O!r his, 
des1gnett, 

3~ "!"he fql.low'in§ sQ.a1~replace· subsec.ti&hs (:a), [u~i ~fo) ~Jf.:SeotiOll S Qr 
~~ standstd 'NaA F!SA ·procedUres: . 

NSA t.na~. ~?Ini!::t.ate no-np.ubl_i(j)~y~.afi.a:i~b!P id9n~iiy"ot lflet.Sonapy 
~~illl~b.t~· i.nfQmtation Ct!o.l:e¢il1~ 'Q'Q.ited ~~ ~t';3Qn~,· to '{6tel.~ 
·g!;nr.~C$. piP.vid.edithat such mfoiiD,fitioo..i~ fiJr&~.iJl:tt;.Ui~c~ 
mfu=.trnati'6n· ~4 -e~ther 0)· ~.Ai.tomf!:y:(ie.qt5ta.\ ~~vf¢ t~ ' 
~s~~ltll1 cr{U} NM-·-G:isa~~afe~ tb.e i4f~.ati.o.+t ~·p~co~~ 
appr~~ b-t\11~ ;(\.!Wmey'Gan.t?TaL lU Md,tffim,. NB.A ma}' dis:somlm:~ 
'®cll fut:ei.gn iD.~Ui~ce. i~tf~ to the ~ep.t~tllt»ii4~d.b~ th~ 
OOec~ of National ~~tli&~ce .(D.MJ ~q ip. SU}mi'tla:tlee. Wi~h.PN! 
dit~~"iess s~eot tQ tme rollo\!tiu&' til'O~~~ -

(l) 

(@) 1'"\;.---~-- . ; .,; 1:.. :. . ,.;.. • ' 
... .. , ,. ... ~· ··· ·· ·'' "'~'<• :...·-:~·~· ··.,••· . • '"" .t..l......,~~qos.te,.q~J.et,;~ouQ:',t-~ . .$Q¥,em.tfi~.p3,~¥.~--®, . , , , .. . . .. . · .. . , , , 

21 

· upon tne·awt:{)wl o'flhe.l\fSA.'s- Offi<Je of~n~ Collp_s~j .. 
upon ot71'1~-i~er;ai;ion ~:th.~ foUQwfu,g faPta~: t&.ft n~~on¢· 
.securlty b~~mt tb~ United. Slates may-retso,naply e~.edt r~ 
ab.tllin 'treoi ~!qilg· tb.~ c!i(>~etni.olifiOl'li ~~. ·antieip~t¢1;j u:sf!s ~ 
whiGh tht:foreign,go-y~mm.ent-wm po:i·fh~ i~'br-ttJ.a:f!oni AQd; 
uny p.o(ential fa!' \'PConomk: injuw~ ph;rsi~a.l hann, or ~~~r 
r.est.rltdori' of ~ov.e-E'l.ent t<:~ b,e>. r.e~~~b1y·exp~£.lt~d' frq.~ 
pro:vi~g-the i.zrlhrm~4iqo ·!Q: tha ,for0i gn gDV~:~ent. 'If th~ 
prop.o;~!i~d -nrotp.ient(~ r:>f.tM di~emitle.f:ipu. pav.e 'A~~!)' of 
h~~ rights. ~9use6, tl~~·~fol)(' ~bouJd i;?e. vo"®j~ ln 
assessii:lg ihe pot~ti~i for ecoutil¢a mj\tty, pf?.~~iaat~"'nl~ ~ 
6ther n:stn&tbll tif mq-V~rp~p~. ru:~d wh~t:h~r 'th~ p;as~m~tiotJ 
shou1d. .be maqe. ln. .~as~ wh,e-re, thete· hr.a:. ~o.q~ble.b~a:to· 

anti¢4l?ate that th! di~emloe;tiQn Wil1 ~It m.ecm:tor,n1tl inJUry; 
physical Mnil,; or atber·rastl#tidil' af ruovernea~ (i) tf,e 
.app).bital. e>flbe NSA!s $ignal$ .futelligense D~tcir will ~$0. 
'be req$ed; and (:ll) If clitflemfuation ill apprcl'v¢ii). N8~ Will. 
<Jnderlake rea$1?Ilabfe-step-s- h~ e~ ~at' the. dl~F;l~~~d. 
fnfurmatton will be used'fii ~:mner Cl!)liSI~Iit'iVihli W~m; 

2 
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States la:w I mo1\1..Cfug ~\i.U~~ Grd.~ ~o. ti~J -artt! 
~uea'trl!! ~1 ~statues. · 

(.3' ~sA "W1fl tti~ ~·*:titt~n lr.!Cottf (rf~acli di's~U:Q· 
a.wroved ~uant ta ~e,s.!'J :pw~~a-( t41d in~ati~ 
r.~~g;blleh dim;~lln$- !DO. ~provals shiU. ba--made 
a~a,ila:bt~'f~ ~~~~\V byih~ Na~~ai B~tiiitvf&i~l'.lj um:t.ad 
'Stat~ 0&~€fti~ ot'Justl~~ .on. atl~hm i2.J;UlUalbas~. 

4, R~dmg di~e~ ·-of.·~'Vi~ce ~r.a oth,n~ 3:eaf.W~ '(~)~;a) !.Dd 
,t)(b~(.&> O'f'.t~e·$n~li N$.}; t'ls.A-rwo¢~d~~· sb~ll ~" ~~sp,~ P¥ th~· 
fo~1owingl · 

tof~a:t!Pb ~t,~ P.at!Qr~gp lnt~.l$gtl.l~~· Wo..tr®:ttf:ll:!1. b'i# 
;reu~lt ~pears to~~ ev1d~cc o( e..-¢tinle 'that h.d bee~.)$) 
'bek!g;,or ~s~ottt: tb:pa-,¢~~ftt~ m.a~ he:ills~~Ut!a~Q;·,~di)l~ 

. United $jates pai:son i~~tielt) 'to ·~ ~BJl :a;o,t.;l;C):tb~r .~pt'~d,~~. 
fed*rs11aw etrl'atc~~l;l.t autflQiiti~i ·in .ae~~~ wti.hS!N:'l.S;,C .. 
·~ 1a.o~)~ ~~~ti,¥~ Orner ~o;. 12:~l1. ~d. wh~~ a.ppllcalrle~ ~e· 
~~ re~~ prom::ii~set a:u~ ~ '!be-·A~:~i~ lig.5 
~oran-rifU.od~""&~~: R:e~g:o.fnt'fbr.mq:ti.Gn. 
Gmaeming.~~;rr.al ~~ Qr·BJq flUC~€9,;' li{Q~nt 

5,,; 14~ fi!IUQw~ s.haJl. ~-~ed W~~ of S:~it"'!l: l5 PfU1~·ata."ldaid ~SA. 
f~A or-o~'ctu~$ . · ' · 

. - NSA ma,y&stemin.a~· all oonw~catfo.M ·aot{,'it~ tb ~e<(;l-\, 
which sballPtPoess: ~y··~cli. e~~cllS"~ ~~l;)r.d::zn~ with · · .. ··· · ..... , .. ..... , ... _ .................. ~ .. ~·-··-- .. _ ..... ~~m?n-P.~~7a~rovetf'by'tli~A~WJC9'D~I1~ ... ·-· "' · -··· · 

22 

.(hi) ·the ful~Qwbig ~44itiona1 rnoed.fl~ati:~ ~ the ~rfatd N3'A Fm~. 
~~titm .proe~aru.es· fOr eJeetJ;.o~o. stmeilJI:!'IJ'ee.: . 

L lfof:'i¥ftn-~ ~ections 1l~)(2} .and ~e)1 5(h}~ 'li1~4 ~{a}ot'-the $.iandard' 
NSA. J:7I£A ~rooe'dm.es,. cammmicatic~ ~eq\iit-ed lirt<fur tJ1ig ·Ca~:flca'ti~ 
dl~IY be·~tai~d for 11v~ yaar.S. · · . 

'l.. S.eetio~ 3{t.)(.Q') of die..~. ~dam NS,A F1SA mtn;fmizadon .P.U?~S' 
is.del~~d end r!!!pla~ _vnth; 

TO. the:. .extent ~s~OS.bly poosibt~ .NSA 9etsqiU1el with aca$8 to 
the data .!lceyit.ed J;llrS!lBf!..l.' tQ tWs .fiilthpcity, ~all q)l~ ihl3 $tam a 
rni!P..ne-r designed t0 miiJ [m.ize· the.1"eV'iow af cotnmuiric~t'iti.oti· of or 
cd~oorning u.s. persons-' ilia! !io not ~ta.ip ibtdgn. Ll'ltelligence-
iD.fu~atf'on Oi ev}d;me!; 0-f !I onma. . 

CLASS IF l J:.D ANNEX 

f 1 •• ' I , I • , I ... t .- I~ 
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3;. Se.1rti~n 3{g)(l) .of'th.ese sranC:i.aJ.-a. N.SA li"~~-A. .min:iu,li2;t:;.on procA..di.u:~~ ~~tatipg 
t0 atisau'QCS.11 fi:.am. pie~?M t!'D06i':a'\lf¥l!lillll'ijo~'! b,y· li.g~nts 0£0.. f-4~ wa.wet,; 
iheU .tie~ appl=t m !1tll\ SlitV~~~e. · 

Ct~SSIFI&D_ A'r~ ~ ,.... - ' lll-l"l(;f )\ 0.·oa<1.o.o.o~o 
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~VE ()t'!$t,'DIREC!t)ft Q~ ~~-llORi\L ~tttL1A3:&f4C$ ~~· ~ 
A 'ITO.~t.Y GENER~ lliRS~t ro SEC'ffON HIS» OF tmf, .li'Ql,ttl~ 

IN'f.1rl~I,t~CE S'Olt1t"Eti:.LAN:O·ACT ~F 1'9~ AS A:fl~iFm 

~> P.fteotOr ofNatlPrtit L~telliie-ttce ·antfth~ ~1 ~ ~u~ in ~'1;~.alild 
uildet o.at~ ~~a .. ori a ~~u~ ~ffit:J~W, ~al;ove~t{ff#.en®li lr:~t:lffic.aAQ4-~tQ 
.seotkm, WS'.B· G(~· Fbr~~ fu.tellig.~~ .S'm'eillance A~ o( L9'J·i~ '1\& ~en.de.d (11.'th.ti ~'\.~!'}, 
th~~~r .alitl\~$jtig ti1C!l t~Uisiulltn: Qffu1r~.g;ij ~l~f:\~c· ~Q~attQ't'l 9t:1t;.C.~ing p~!l),ji~, 
reasbna$ly :l,elie.v~ii th~ .Ucl~d.Stm.'.-,~· ~ ~i\~a!iit-.n.~.as PJ;t~·eut~ 'b. . th . 
~'t:tol.'l.ll:Y; Q'-;n.e~ · end ~ O~tor ot~ ~ ·~i~en-o; o4t 
z.e:et·. $¢~i!.ftcaJ:r1,~ tn~lti~pe ~J~~ ~~~l'!f.· ~~-:Q~r,u e .. fu~i 

t(J)· tl'l~r~i4~ ~$te i:f®ed\ttes ~wpl~ .fqt.-9~~$~t·~· 
~q_U'ioitio~ of -fbrei:gn ~illgenc~. mfQ'I,lllt~on Ui)qet ~~ l.Ql.S ·pi' tl},~ 
Ao~ PP.!l~to~ .perwn.s re~QnE.Wr beli~¥e,!1 m 1;1e ~9~~,a. Q.~~ the u~ 
S~(a,nd.~~ ~.Qe~ 'W"!1l- he s!J.l;J~'et..to r~ow·Q'ttbe F1Qr~@ 
\lltelhgene'! ~lJ:tVeUI:u;.~;~ C.~~5J\l.rsuant ~ q,~~pa lO~C·q! th;e ~~· 

t l.l · tfi~ ~.qH;sid¥ dQ.e:; .n.o.t ~~.n~d~~ ~a..--vem~~ ~ d~~ la. 
$ 1.ll!oil 1 Q 1.{ t}>o.fl ¢.e.-.~.;,_ 

t4J 

tb,~·ac.~~Qn ~v~~·es ~~~·fu~ forei_gn h;J~H\g~.ce. miht:I;O;ai\o.n. 
f:tom. or W>ith,the 1l.Ss.iS\411~ o'f c9~:caii.o,ns ~~ opt.O~'d~~. 
-cusmt!i'ans1 Qr .li~~i!' prtsP~ G!M.lU~·~¥ ~ia~t1 «nptq~e, ~g~t; Qt 
ot!lier:~p~~~~cl p~~n b,f ~.s~ir;t~ ii?ttM'9~ ~~~; -ot .~er 
Ftsrms').. wh9 ba.ve. aw.~ ~o c;:omm'lmic.~ti~·l'a, ~ith~~ B$ r!ley :a<:~ . 
l!l)rt,stlilited Qt ~bil~'t~y )U'e; &t?fe~ tlr =~~~~ent lha.t ts ~~l}t'.Pl}, o:c maJ, ~~ 
ua¢.d tc hinsm:it-.:or 'Stor'~ such ~mm.unkati9n:S; · 

·a :-s.iguUicant p,urp~:Ss~· of the ap:d!,ui:Sit!~ is to ~~t:aur ~or~~ j~li~no.e: 
iP:~J:l.ll4tibm l!.lld · 

ttl~ ~ati$~ ptocedurna;,to:'b.e.;usecl. with r~e'l: ~ $Ut:h. ~q:u.Mtioil 
.a'cti'(1ty·nt~t ~be ~fin!lipn.. qf. ~~hniza!&on pi:yQedl.f(~$. lll1¢¢i: ~e.'lt 
l.b1(h). ~f t\1~ Act. 

.· -v-
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\Jitrt >J,l.1;1!U~i;L;;i, u:~ (~U-1CI.>~ ,Sm:7~<~.~ ~·g:gs•, 
· . . ~.~,,~P.,klYirc •. ~!ent. (It o~t sp.~ifteciJp~re!J~ llltel~~(b.~~llll:l1.J.~et -~--~ 

~ll~C:Iively ~· Y. a}iotJ.}.;.$$. ~etet>y al$ted,. pursU!(lt to ~~l}n · ·of~ A.~t., wr , 
\mm~ately prc'ii~ th~ ·~~·'>vith all \:I4.~nnetiat , ~b)ijt~~. 'il;Gd ·tss~,UI.Il"o M.;~t ~· 
aGe~$ 't1Wi acqll-lsifi~,lil. Ul' $u~!u m~ as wili ~"~the ~~of. t'h;.~~ui6itiott ~ 
prof$U:ec ~ Pll'DiDI\llll ofm~~o~ <With the ;;ernccs ~ ~~po ~v1(;re~ .. 

~~oo. J~ 1\v1hp-~~p.W.tilimnet .s~·p.o· H!~$£·l!l(:f) i?f~e .Ao,t,_ ~.Eil~'ltaW o/!W 
· seeu~ ~ures·a~pr.QVed b)r jhe A:r.orn~. C¢ne_ra.! and the D~t QfNat10ni\ mt.;Jlia"efi~ 
~ t~~tds ~~~g the acq"9-jst«94.'9t -~ al.ci furoJMl"ed tqB1: 'Yah'OD wish!:$. tQ ¢~ 

th~ Qcp\!e~ent .~all t~~at~ ~a1tQO' at ilie pre:-iatlillg~ fQT Rt.O:vf~.$ ·i-~oimatiiJ!il, 
fa!Wltie.s, e.P DJ;·i~tee. p~· to 'i:J;Us .Oft~, 

Px-k 
P.~ p, ~"\s.ter 

. k~tmg A:tto:r:n~y Cieru:tr.~ crfl"M· u~!ted 15-t;t.e' 

2(Xf7 

Ot4Jtp~ f : . . . 
r.M McCo11n#l 
Oirl3utor•ofNations.1 ln•dll~~ 

- ste!¢tt 
·"'~'"'"' 2 

o oo oa·Ofl31 
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~E;CibVf -

~~1:)l1CATIO'M ·O·F Tij:S..~t'J?O~'t1r GElW~ OF T.B,E 'UNlTED S"('A'XJ&'S' 
:PPRslJA.t~o:r-:rc 1s u~c. ·§ z.n 1 

~tlth t~~cr. to· the ntqul.sil:i~11· ~ffo~e-i~ .m~Ug~I)ell m~~1l-~thtlt.{~ hl DNlT~O 
l.(}jB G,cf1t;P.pa~~11 .. ~ ~y th,;it no Wa.JTant Qt ~·Orof;rl$ t~~d ":fl»-r\ l!h~Ull. 
~1)'~'-4,~~ hal~e l>e::11 D.t~ -~ ~ti'~a ~i§tano~ 4!li:~cred wiih<r~pecrto- the .above­
~~i:e~~~d. c.~~!.¢"l~op:, i.$ -req~d· b'rthe -Go'V~::i~t\1 ih.m~ t\J ~®6t:lJ~~i$:·itl~ ~ql,lis<b,t~ . 
1'~ ~Sis~i.ca is ~!i!ub:ed for ~ period of otJ.e ~~r fi;otn ~l$.~t~ th!!.t. Cerlif\~Dl;l 'Nd w~tta:. 

Yahoo- shaJl no,t d,is9~b.$ii th~,.ex.'4~ee 9£ ~I+}' iht~·c.:~fiol:l '<~r su..."""'e~Gil ·ordie. dr:.vfu,-e. 
U"Q~d· UJ. a~QO~:Sh ~y i;Preroep.tion·.ot survefilliU'e '\.J.llde.ttS,ICen p\lf.?ti$ty~'tfte aoliiV~~:~It!lt;~· 
C~l'tit~tibll; exlle;pt ~·Pfl:lV\d.~ti m~1itm l05B~) dth~ Fm~\$Jl W~\li~~®. Sw-Y~iUano;.!Y ~gt 
of't9.J'&, as· am~-ad~~:'Qt: ~ ma:Y -Gth~i~ b¢ teqiti~l:lt 'b)! legaF ptq~s .amfthen .o~y, e~t}'rii3r 
naJ)ncar;i9n tG·-'$~ A~~~ tJ:<~~.al. , · · · 

!a all.~.ih~ .ff:l$'p•~ t,~:-~dersi.~ed ~pr~e~~ ~ihe: D.\~tl~ Ia '¢-eal;lO'l'Or~Ie~~ 
:ma.tter1a' Octtk.~sterit wi'tll jrnd al,l.fhQ~.."?'e4 q§! . .fu.e- lawJ3' of ~e .uw-t~d States. 

Pe1:er D. K.e;J.sie.t-
A~~gA'rcomer G'en~ ofctl,e. UhlLeQ $rite$: 

B~~; 
• ' -f-.,. s. 
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The.Djz,ectot .QrN~a~ !n~1.U.-zena.e and tb..e. .~twm~ G~~ '~~ ~ Wlitb1.g.oaA14 

u~r.ll>alb, ~ QO. a sup.por.til:r~ affi~:v14. tl)e .ab~ve~.tef~ed ~~~a. ~uant to 

~n ~01B ttt th~ rore.ig11 Intelll$etl.~.Sunt~t1Um~e-Act-of l ~7r6~ ~ !lmeuti~d ·f"':he·...A,.et~'\ 

.thereby iuth~ tiro e;pqT:li.&i&!~ of ~i!d mtell:i$~oe.illtOttOat.i9n ~n~~-g ~®$ 

~uabl.y 'believM t;ct be e:U~ th,eJ,..1ni;.od,.Sla,tes. Th~ ~~!leu Was.~~~ 'fir. th~ , 

AtJ.~b'J o~~ on ... and :'{;y f:llj:) o~~;Qt"Nationai tateni,~~ 

2Qf!J. $~ffi~y, the D~or of NatirJ)ilil Jnte~ccrand.i:he Mtotn~y Cen~ certm:eq· ~~ 

(1 '- there ate l;e2$bi1~a,ble p.o.:lte.dures b.;I.P}ace fot cRtt~g ·¢.~· ¢~ aoq~tian ~f 

fQfd,.gn· i~~I•~ 1.4fC!rmat!on un~ -s~ti90.lP5B of tbe.Act~o:b~~ .. ~~~·~nably, 

believed to ~ 1Qea;to4 Q)J.Uti.d.e· the· United $!afes. ~d sut;h :pro~m~ will he subject:to .~ ·of 

tb,Q For&gp Ditelli~ne~ S:otv~illattoe ~~w:t pursu~ fo &~~.a '105~ of tb~ A-ct~ 

(~}.t'qe acq\rlsitiqn {I~ dOt ~~ti!:iJte . .electtonl~ sutve~~- 2 · d.~~ed irts~on 1Ql9J' 

of tb~ A~t; .~ 

(3_) th~ a~si·tiQ(l.lnvo!-ves obta.ici.a.g. the·f.or-...i~ .iattill,i~ce info~01.1 ~ ~ W\th 

the- Usistance of ~ornmunic.atiqiiS .senriQe pttN:idets, ·c:'U.SlO~&; o'f ·Q~"plt!SOtts· 

SBCBiBT 

Cias-sitl~ i;>,y: 'rbe . .a\.noa:ney General 
~rr~ . . .o::l-~4{e> . 
Dee1assify OQ: -2~ January w:p 

ClA.S,S I p·1 rtp· ~·~NBX 
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· (lti.cl~ding ~ry 'e>ffic.et, employ~, agent; or"C\tb~-~~~ ~~pi) of. s~ ~rv.1~ pr~~~~ 

.onsti;:idi~~: Qr Oth.¢-f ~$qOSJ Wh\) ~a~~~ tD ~ni:c;atl.O~~ ~tl+~~ ~ ~y ltre ~~ 

or- ~.bile lheY ~~ stared, or ~t tbat iS ~g l':1li mar~ U$ed..l4' ~ bl' $.iQF.e s·nch 

c.~\lriicaffu~ ~~· 

{14) 9. s~gnM.~ p~s~· of the ~,q~o~ is to- .Oi:ftaitl rowij;ll iiitt?llij~e iiliPAWi(;iQm 

'a.Qd~ 

r-t:.~ .1.. .. · 1 • · ~ ··• ·· ~-~·--- •·· b'"" .., .....;d, ..,.,;t t' "'.,,;,.,t .. :,•... li~,,:;j,j, · 
!i.""'j .. WQ.',m mznri'>S.UQQ ptv~~ LO . "'u.~ .. l'fJ.j,:U.t~l:'""""'' csuc;u """':i~~vJ1; .~··· .. ty.meet 

.... - . .., .1 , . • .b. . -~'---=A · • ·..to· :o:"'~.. ...... t-o 'Ln,.,.u· TI1' T,<..,l,._~._ . t-~...l _, -o8,.,.,:.,.,.., .. .. 
m . .:~;e.._p: aj!l~ ll1 we w.u~t~.all::\t. .Q1 ~..;v\200.'-'~·· "'~""" ~ •. ....., , -4u,~l:', r.I;>Ge~P-1 ,',P'JJ.l~'"+'-Pl· 

that tlil~.re.q'llested a~quisition ,(lti.i~ ~e.rS,oJ;I$'•. 

~QJJ.~oiy beJieyecl' ~Be: l~d-w:t$-ic;i~ ~e Un:itedS~ Th.eJ\{\ldleJ: affidavit .al.s.o·sefl!:foli'th 

~Hl 
'l 

· GtA~S: Jfi~D A.NNEX 

I 
!)-4 
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Ai»~.cclli:lgly.,. ~~d·~ the r-epte.sentati®;!S made in;, the l(ffidavits: ~~cp"bed b~i.n, the 

Direct« of NationaL io.tclllg~~ auQ. the. AttQnley ~·hereby certifY tbat: "c$..l . . . 

..... .. &Qrf 
3 

GLAS.S) F IE<D ANNEX 
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be.'aev&r t<f ~ moate4. Q)l~tee. Ui:lited s~~ wad.such_proQedmfe~ will be suhj~ ie .review ·9f 

iha.~te1~ iQ,~llig~ce Slli'VeUlance Cpurt p~$.llt ~ s&ti.Qn. \'OSC. of ~ ~ '00: 
(2) the. acquisition do~ nr;;t ~OI\~tt.u~etectronit.~'I!IWffia.ti~ as define4 hl seetion1@.1{f} 

9't' tb,~· Act;~ 

(3) ~:he eeq®ititm ihvo:tves t>h~· the fur1t(~ f~~~e. #.1-f~rma;ti~ iil®:n or w~th 
. . •' 

(.i:o,erudi!4.g an.;r- o~;t-, e~ployee~ ~~t; l;)r-~ther speclfied pcr~;n of s.ueh ~rvic,e p.rovi~-:st 

.....-• .-tbdl.;:"' ·r . t1:i' ·=r....,: +k•>: Wh lJa.Ye.:ai bieS" to r.<hrnmt'm~• atiollS· '·W:!.er- a··· dtf"-"' ate- ~~"ttritted '-"J..ol,l . _._s, Q Q ~~pQ,.,..,.,... q . o . . ~ .... ~~Q_ . .. . i~ . ... s ~ u.-.w 

!4) a sig:i;Uii~~~·~o @fthe a~q~li$l~ is ~9 ob~ fo~tgp: in.t;elli§®oe l:nfcn:nwft~p:i 

and~). 

Ou 1il~ b~ts of the fore~g. ilia. acquisiu~ .of' .to~;e;l~ mtell\gep.~ itl.fo.qnaoOll 

oon~ pA""SpP.s re.ason~iy b.elieve4 to btl autside the: U~ted $:.tat~. as ~~~e4 ~.QVf;; ~· 

he'r¢PY authorized. An:y time the .acquisition Qt fbteign,J.ntellitence lpfPm1~tiO!l a,gain,s~·,a.;{J.·S. ~ 

· obtained. This. autheirizafioii exp.i.rt% 

CLAS~! F I EO ANf..fS:X' OO.OQ.QfJOS.S .. ·· : , ... 
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. . 
l.d.ecl.M~ !Q,l~~ pe~ ~f-~ucy. tD:t ~ ~ se~ fu¢1 1». the f'o~-6iu~ ~ tp 

... steRM 
5 

CLAS:S' I F I E·P AN.N.EX ttOOd.OdQ!31. 
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~ 

J: decLare··~IDPet ~~ ofy-t3_i4~ thl3,t,<the f~~ set :fu~ 41 the f~~ A:.m.e~·tp .. 

~e tr:uo and CQnwt ti) ilie.best-nfmy. knowle(ige an~ belief, .Et . .eout.ed~mamt.tD 2E: tJ,S,C.. 

§ 1746 oo.. J·~uw;y ~. 100'&. ~ · 

~~(_~ 
oi. M~Cnnnell · · 

,, -. 

~ot (;){1~a,tiGna! lf{lt~lligep~e 

.. 
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"' . ~A.VI'l' OF R..QBER'IJ:: .S. M.UEL~ U{ . 
9mECTOR, ~mui:Lll.~t.i$ ~TIGATIQN' 

~ ~~ m. ~eati~n 1Ps:81 of1t;e Foli~ga Intolli~n~ Ad 'btl ~1ai at attle'rldtt:li 
{"$IS~"),. and bi stippPn: o.f ~ ~ alif~\t ¢f'Qiv$p~e~ r~~ tl) the .ttto~r, 

· Gener:m. of tl)e. Umted i$.jate$. and·tn~~~l.P.t of·~~Gaal Inte~ce ~ 1~ amend 
. DNtlAO · to a!lth.orlz.o th~ ~ B~~l,l offu.v~~ ~·11 

tQ ~etSt/DS te~:mably ~l.i~\i1-"4 tQ ao Q.tt$3,!1Q . 
i>f fh~ $\1 · te.qw~.$~g ~tha Attollley ·a~.t-M ~~~~:D.wecibr-.~ 
'b(atiQ:oai Int~lligencadiieOt the ~om. s.p.eei:fied >h~ tP· ~~de"the . .assiStAlJ.® ·reQ~:d 
t'? ~effeqt rucll a<;t}iJ.t~~ti~l!S. 1 ef;firnl the {(JtlQWill,g ls i.tu~ . .antf ~l>tt\11;:t t.Q:·th@ ~Pi trot 

. knowle.Dge·~ ~en~. -· 

L ~'tk l:>.i.ti!e'rOX-GfW:tti'oual l'nte.1U,~~~. ~the. Mom~¥ 0$~tal .. ~~'ht 
'W,rl1jng .~d under oath~ ~Qf.e,-#er~nced Ce~ ~ur~~ to sea.tiot:t 
1 OS,B ef tbe.!f.TSA,. ~eb'y a~·'tM.~tton. ~ :t'Gire;i~ ~ · 
ilifonna,ti'OQ. o:qpe~~r:sOrls. ~~ly beltcv~ to.:Qe.ou~de ·fP.~ .U&.t~d 
s~~ ~abo¥e-r~~.cem£bation wqs riX~t~ in,~~ and~ 
Qafh.by-th~.xtt-·b · · d OJl·-2007;t anlib,y t)le, 0\i;~ of Na,tlqpal 
ltlte,Ul.g¢ti~ ~. ~.~e,r~t'~.;il~.~~~ w~ ~~ 
on· ~ s~pi,JOnihg nt;o I..kuteaam Gen~<altte.i,th.B. .A:IeJtiUide~ Utti~d &• 
~et'tol;' of'tllle Najlona1 $~ty ,As~.fi.Y. {NSA), wbi~ --~~·:o~ 
-2007. " . 

2. ~~ll~ as :E;ili..ibi·t A to ·tht <;lee~~ dlat &snet;U. .Ai~,d~ ~~~ Qn. 
~,.were the. pm~~. l;?:y wOic'Q NBA det;erp:lines ~at the . 

. n ~I foreign ~~n~~ fnf'&;Alati9.n pt«~~t t9 tl1!; eb~-tef~reu® 
C~¢a1io.n gbnc~3 .~t'SQp·~ t~~.U.ab}y l;>ellev~~ t'G.·b~ :Jo~~ r:>~ts(de .~f the' 
thrited s~. Tliese pmcedures are·.attacb.e.d berewitl:t as 'EXhibit A.. In the 
abo!l~-,.t~!eren¢ed CerfUication_. .th¢ Plrect0r ofNatiQnal .. nit'eJ.tigence:aw.i A~ 
Ge:qernl d~~ed fu \Vl:itin,& . .ali~ lltl~er oath ·fu..?t.tb~ w-~ were 
.t~asi;Joable. 

3. 

Derivecl E'r!?n;t Multiple Sources 
Dec~")r·· On: ranuJwy -as, 2033 

SBC,ltEl'Jl~Y 1:5,. ~ 
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~The F.Bl's-·aaqyusitlo.u 
consistent 'M.tb ~~o!J. 
e.leo-;,._ <>""'=i,'"'"'"'.,.e B.8: ~,.~;..,..-A in .J?lS,A,•.tb,e Will.in:'ift"''.v.e ·...'L..t!fjQ~ '4--"'~~-·¥·.~-~ · ~lil'i'-- n, ...., <.U _ vy .. .. 

fftr~i~lil:itolli'$en.c~ lllfOt;m,ation D;o.m 'Bt. with tb.~ !l$i~e ~f thl: ·allo¥~ 
de$Crf:be~t~~lll;lieati~ · • d 4/of qth~ ~~. ~ A?..V6:~· 
tQ $llcl1 c-q.U1mm:rl'Catio.os and a s~~~s~ of Pie 
aequiS.iiion is· to: b!iliili:i fore:i~ "fvuilli~<e ~~ti~. · 

~. ~ rt.oonrluotin:g tbe.~iti~n o . 
I D I ;;:;{1 I • I tl.J_~:r,'Bi mn use rli~ P,r~llt$6. a.tta ' 

tli.i:} teq~~~d ~qu~s.hipn QQntel'D.$ p~Q.t\S. -vcasQn.ably-'Q~\ie;'tad!Q' ~ 'QP.a('~ 
o~oa fue Uhil.e4Btatll\s:. 

1 •. -· : ·. m1n)mi~n prpted.ut~S t;b~t 'the ~I wUI use Vvi'ih·respec.t to ~1-
't acquke$ :p,tirSUM.t to ·the ab~Na·te~nc~d ;¢~<;;atipn~ 

p · . ures $ , ·~ill fb.e:Qbve.ml1lerlt'~ M0t1oo 'for ~e..oded .Orders Rep:hirti:dg 
Mo.difM l«J·njmizalion ~edute~ nieJ!U:t DQo~~o .. 02-431. ~ ~1\.'tell~ .~fAd· 
trtodifi~ ;by Qtde.rs <:if~e.For~~Intelliw;~ ~t!,t'V~ii\an~te 02utt tntfst.r:ecec.tly 
9n ~mbet: 9. !2007t M'th the foUo.wll:i~ mod.ifj~liorua: 

a:. aeq·utr~!!i p'l.irs\1~~ to tli~ ~fii:2,tiotil1)f.tlie 
......... , ......... St.m$-and.th~ :P~etot: ofNiatiPnal 

Qm~ilte.s in. tb.e -sru;o.e ~anaer as. 

~!;!cmi1t/:l#.o:NUAR;""l' !S., ,ll)SJ 
2· 

CLAS~fF I EO AN&EX: .ouoooao4·a 
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b. ~~ to "'Uni~ .S~ ~ll. ~cjlpt. o{ a.£9~ .~w~ ~~~· ~ 
Am~ to ~t~ \Tnt~ s~ pet:som·.~.Sanabty ~li~v~ 1t1 ~ t~ 
utlfsi.de ~ u':mted s.~es~~a.t~ ~1'4 ~~AU9~ dt:c2o~ h& truth~ 
th= ~~01;1 of for~gn inrelli~® infQ~tism ~t to. ~~pn,·'!.$ lit 
·Ex;cuti:v~ 0:,:4.~ 11,U~'. · 

o. ·R~t~f(l~ei~ ·tq q;-n,on,-Urjte~rSt~~ ~a; agent of a, fm=!g~,t.powe(' ~ll»· 
Ull'derstood tb refa! tonon·Um~ $~~ ~~ reasdmf.bly b.4;1i1N«t tf;l ~ 
~mtroutsid~~ o~i${ sw~. 

d. 

X dec,f~~ und« .~'alty .Q(~Ul')l tbt faa ~ciD~ ~·aru:l c:G~ 

$ign~ this. :l6!h ~y of J~ woa . 

. · .~ 

00000.0.041 
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~~'V1T'QF ir'l" ~RAt,~~ ll. Mt~t-Jn~.'O~tl!{l.l:$fi'ttS 
-~~ DlnC':tO~ i'\tt.lJ()'NAL SEC'Ultrl~Y Mil'@i~· 

' . I 

f\i .a. _ ,_, • e 1 

Afi'.UU~"D..M.FJft l 

~iiJ'f.sm'iut w.~:On ~~ ·of$.~J-9rdzult~~!:lll.i~~ $.W;Y~lf,lmCJ! ./'.fA~ 
(FlS~) ~~~ in .~'Ort of 1M f.~er~ Bu're:lrui.of m\-"estl.~a,n '(~lj requ.est ·W. tlle 
.kUPtnW O.ea~ (?{ t,lle U~~ ~~ Pl~~t- !)t N<a\.i* lx®~&~ce ~icin~ tQ-: 
mru:'J1d•!D:NVA.0 1'0§:3 Bb.l'M1l'~f 
lil:.~~~~ ·\mr) to r~~Y. 
0lt1' • ed. M b6 "-'~" 'd~ : fth ' :8littf- ,.,a,·o'I"'M ' - ~ ...., ~""!Jt . . ¢. . !3 £<( ..... "1,.......,.. 

~.t!,g au~~?'n.to--~~ ~iP ipte1U~~~~, . ooq~orn1~ ptz:B.tt&S 
resro~r b~¢!1'4. ~qutsid¢. !b~.tf~~,rS~~1?t.!JiStl4:nt• ta·~ ~tl~.te;~t~ 
~tlo,s,tiop•. J trfthm tli~~~tt~~j~t'nle.·end~~ tq· the~hllf l71X ~~~~if 
beHo-e · 

Dethed Fr-oll:l' NSA:f('$-$]!1 l.--5,~ 
l}sted; 'Z0l>'TO.l!J.3< 

Dec!!.;!J!>ifY..Qtt: ~t11z.61 {1.8. 
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Q~&j~c t~ U,riite4 sw.~. · . . 
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tJSim ,ax NSA: IN CO~()~ M':fi:I NSA:MQ.UE,:S;'tr 
At.rl1;iO!UZA'llON Fl{)~ THE ~TTO~~ ~i.~~ 

. ..UW. _ · . nD.rll"l'r..n O:V· N~Tl(!NAL ~lGENCE XO ~C.~~. 
FO.l.UflGfi ~lGEN<:E ThmO~'l:tON Pl.JBStJ.A.Nr T{).$E~ l:(.fSa 

OF THE FO~IG!'fiNTELUGENCE SURVEILLANCE. ACT {E18Aj 

Datem 20.0.70lOO 
'On: :ro:;ua2ta 

om)do45 



Approved for public release by the DNI 20140909

49 o O.D.:o.lio,o4 a. 



Approved for public release by the DNI 20140909

50 



Approved for public release by the DNI 20140909

51 4 ClASSIFIEP ANNEX 0DQQUQ048 



Approved for public release by the DNI 20140909

52 



Approved for public release by the DNI 20140909

53 

.· '(""' 

·TOP iiECRE1//€0ty:IR:fftNJit "ft) 't?J.8 
(5· CLAS81FJE~ ANNEX 00QOOOQ6Q 
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l\(irilltl!2AT1aN ~oo~~.tt~~rutt ~~ cq:~NE~~~ ~'tlt NsA 
Rl!:Q~T. Nl.J~IB~~i'ii~NT 't 

S~'l?;~(; p..utROltiUTiOl;f. .FROM ~~TIOitNEY QJDN~t. • .\:N:a·w~ 
l>lmt."'t.QB.1),F.'t(.~:flO'NAL1L,'l'~LLIG.~'$0 ~CQUnut ~CJ.MlGN 

'rNT.Rl.,t:IGENCE'lNFO~JJif!N'· ,PRSlTARt'l'O·&ECtlQN .0.$ll '(J.F't.S.E· 
PQ.lUllaN :amu.~.MGENG.E,suaV"E~t.ANCE A£T 

t. W~respecl tQ. the J~on \he ~A-~ires ~.to :th~· ~tUt~tlG);(l..·l)f 
tht1A~<mtey ~ c;'ftbe·tf!ilied 3~ ~:The bir~ of'Mati~na.f 
lbtefllig~~ ·.the MS.!\ ~ faUQ.W!: 

( \ • "'"'·'" ~ ... ..r .... ..r'l "t....s...:.:L..ll~""' .o..0~~.i •• ,.,.... 4: •. ·".t~,;.."~ ..... ~4!r.,..,. ... a;, ':I.V "")CJ~ .... \.1-''U-Ulllf~:;-·~':!·-l..i!> .~-~ i.tiJ1' £;&~-~~"! "''\oll.ll''l1l}!~ 

I;!O'pl:io.ezli:!d qy die.~~!kmal .~ ~"':t ($9¢lt:rwn:as ~~· ~u~~ttd 
e.~ .s~t$- t~i~e.e:e~~v.e.lll1.w~ ha-:~ b~ ~P.t~ h?<dlt!; 
~tit'~~ 2P4·1l.~6tl ~Mf-!1 ~~1)«J~.1s.~~~~~ 

• 

fl.."L c-..;: · r·j.;d"'"""~~~t:au "'"' to"'i'~· ~ii Nl!..~ f'J.'s<~.· -... ·-.t?:-...:..,.· · :,""'J . ~A"F"~ 0 I.Hfr.'~-''~ .. . .. PuQ . .. ·~ , , . I.U'- . ~.-l.llJ~,._~.''IIJl 
~ w . • ll {he lmelf ~ .. :. • " t! oo<; .. • ! 

- &: ;ff.,~' - · t.i • 

I II tl .R ' 0 

. ~w; . 
L Th'O .. foj,lo~f!g shan be added to th~end o.f~PD;J(fJ. ohhes~ 
$1Bnrlaro NSA ~'~."\. -P,TQCecitEe:s; 

(1~· T,.ti~~~Qn,a1:Security tn~~lit thebc;pattl't\~ttt of lusri~ 
shct11 ~ri~ty ~~~ tha.tJnimtliWort ¢t>il~mii'f$ 
cOtr.ulranicaf!ons ef or. ce~t~. Uh'i~~ :Stares pcr:sona tb# •.is 
tefaiQed ro~a,tfi..e·t«j\$efilt::nts~fthcso .pr~s·an,~ ~ 
~oreig.n '~ligtti~ 'Sutveil~te Act. 

2. The fS)llo.~ ~) ~~·~dfi¢ii ~ ~ ~rl otWan 4tJ?) .~f th~~ 
b'ttndl:.Fd NSi\ Pi,S:A.p~• 

Wftb. r~ ~ tnW ~er GQ(rltR'I!fift:atiOU, ~~t, ~ apl'Jil'~t to 
~SA-:p~ ~~# lliat .~e GOtnmucia&U·on. is~~~ a. 
~~ ~~e P.~trn's. a'tt¢ra.e~ (or .~m(Ono ~:011 beli.alf of 
the .att~Yl cen~l~ ad•.Mce 'Oeirlg ~$ht by !:ht:~ fdttner 
.fr-om tOO Tah.er, rucb eom.tntln3~ow rela4ng to-.f~ · 

Derived .From; .N.SW<::S~M·1~~ 
D.t::~~.®07&1~8 

"'1""''"...,, on: 2oa~o. roa 
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~Otelli~~ .fnfu~may ·be ~ned a.~.c&s~ w-it4~. 
the t1.s. mtel.ll~:~.1tw~ ~~<!afi.(il~ ~ 
~icatl·~ ~elt;d 33 b.eifi;g_.('riY-ile.~~ Howey~, ~ · . 
~!:ru;lAlini<::a;t\Qns·tnaY,not ~1ft~~ 01.tt$i~ of th.;· U.S'. 
~nt;Ui~~ c~~~r~..:ibQI4 thex~ ~~oVi~l ot:fhe A.$~staru 
AttG~Y. ~ rur'fu.a t~ational ~ty li'hisjt<.fl ar·his 
ides.~ •. 

3. ne: fo1~t?W~g,~jjalt ~p,(a® s.ljlb~oAS (~. Mt ~cl (Qi, Q('-$.~Q~ $· "O£' 
. ttl~ a atandmd NSA .F.lS.A Pt~~r$$~' . . 

. rJS;.. ~y &lsse.milaate·.n~rap'-li:.>Hccy .. a~l¥~1o id...'"1ltity or. ~-SOQ~JJ)•· 
idenl:ffiab~~~tijb~tiQO cQn~n~ Un..it~'$~~ p~.Q!I~.furei.gt! 

·S~'VelW'De-J1ts provoded UW ~1~~atll:/!l i~f~~Uiteill~®ce: 
UUGm\SJtlqn ~ eitb.e~ {I) tQe Atm¢eY oQ~er~~ ap~vea tlle' 
<lissernirultiQfl:~ or (.ffJ,NSA dt~~~Je$,·t1le in.~~ W:l~ ~ro~~~ 
)Wwved· ti)f~e Attomey lkn:erid. · ln >\ddltl.Pt"\ N.SA -m~y dis-semi~ . 
·s~p (Ollcl~ 'i!Flt~g~ i~9llll~~l1! t(} the~ ~Z¢ by m.~ 
~4-~r tii'~~~allhtclll,~lee·(DNt} aw:l tn &XOrdan~ ;.;oitb. DN! 
~'i1<~.su&tj«t to~ f9ilowin~.pro~<¢¢~~; 

(i ~f'ih~ 8 - ..... • · • · t ~ Iii ~•a _. • • 
~vi.;.. ...u....J~ '\Sd ~i. .. 

""f v~ ~l" ~~1-Q 

a{!lf!!Ov.a! Gtiany.-~$0.Q d~&nai~ for,wch P:~ by the . 
l)itcqtq(' {}fNSA.· . 

(1) Di~lnatt003 1!1·-ath~·fOJ;~~ gQ.Y~ts may be moot:!· 
6pQ~.¢~~tW.tv.VIhi ~:f.~:NSA~s. q~~ QfP~.~ 0Qu~e1~ 
qpcu·cQnstrletm1'on,gf'llio tq\lR~g;'faoto~ th~!iia!IDnat 
seeu1it:Y b~e~\ ~.tfnit~ S~;~~y. te4So~ey·~~et:to 
o'btill1t fr-Qi!li.PS..Icit~g ~~ d~~~bation; ·th~ anti~lUe~ ~to 
,..,fti'c'h•fue ro~gago~en~·wll1 p,\lt:~t: i9for-mafioilj:·'ai+d 
.Myp.o\enrl~ fur e~llOOlic inj~plW~~ ~. ttr. Qtber· 
~atii~ction oFmovell').~t ·to !:,e·~~lr. ex"!?eei~ frftci 
·p.ro;~idm~ 1h~ lrJba:nmQn .to i:h~ tht~~ ~~~~~ l'f t.'J.::, 
pr-O})Qsed ~pfeht(~) vf\bf: ~~aatiea· hav-e ~ltiS'tocy of 
·~ rl~~ abus~ tbn'!}~ry. s.h,l;)'\lld b~:·~PSfp~ Jo 
as..c:eSsing the pl>t'erui~l ~i:wtUo~m:io ii'iiU..-r, ~~· ~tutn. :.QI' 
other rest.;ofioo oi rtlo"i'~ent., ~d wlw,U).u th~ SiBsemi~rr 
. sho'~ld ~ trtadl!.o la ~es :#,0~ th~ is .~:~ahl~ b~i.$ \0 
aatitipare that. the d1Ss-~'1ifmn.·w.ili result in.·econowt<·ifijtlrJ,; 
Ub.~t~ann; .or~\ernslrictibo,.oflJloveynen~ 'U·,the . 
appro"'al 9f·~NS.A1s. ~gn<$ Inie~ D.irecltl:~.lt al6o 
be requi-red; '6Ild ~u)'itcfis.S'eil".iit)itiqn is ·approvet4. NSA wilt 
un:1;~~tab· t~J>.$Qu.~f~ {,teps to en~~ t,.t:\tit tb~ ~~~~t~ 
.i1ifomt-ation Will .f)e 'Used in:p:l.Stln~ consistent~ lJai:t;ed 

OLAS·&[' F I e.o· ANl:4:E·Ji: 

':· .. .: . 
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. . 
states·ldW!· ~C~!! ~~~e-"Q.tid~. t\1~ .. I2,3'~ # 
e:ppl:ie:n~;e ~ ~iMI s~;e~. . 

(Ji· NSA V.iri ~a:.~e ~ Wl;itt~t~ M' ~.dis~o11 
~p.ved pl!l'5l2ant to -~,p~es. a14rl iml>~~ 
.r~ge.r4~g :;ucl1 ~i$~atio01; ~ ·ap~·~~n be·~ 
il~~.~iorr~'\liew b;~N'ati~na3 .S:eC1lJUtyt\ivi~~~ 1.!~ 

. ~ ·o.e~t~J:li$a~~ tm.:a_t: J~ran ~fi\!td bii2i~ 

4. Ref1.J.rdl,~ df~~~o~ o.f.~<Jt~en¢ a,f'~ c(.)~,.S"eQ.Iiilnt 6{~}~)~ 
6('P,)(R).iSf ~ st.and~d 'W'SA: I;'~ A prr.m~~ ~~t\ ~ .$~ed~ ~ ~ 
f6t\Q.~2; 

fu!br.m~Q!). Jha,t i~ ~~.~g;!liot.;:'U~~~~ 41fq~!1,:1Dut 
~~1}'-ap~.W Qe·~d~¥Of~ ~1\'~ 11~ 1.1~. ~ 
~:ei~~ ~~ ~~\l\ ~.~·OOJAmi:~. ·~zy. ~. ~~tm~ 
United States ~(In jd~p,~H;!esl to. thftlil BAd Qtbt!.t ~.tO?rlabl 
~ 1aW enlG~ent.a~tliQrl~ in· atectd~·~.~ l;tSi¢~ · 
§·!$~~}, $~)l~va Clfit~14'o . .t2;~l~l'.anli~ ~b.CJ'e 'W¥1.4~~., ~ 
~:~~·~~~S~·~1l;l.ilie A\lA{lst l.~· 
'M'~~~~~ ~fU~~~d.in~;· :~tti};l~q$U,.f'o~~ 
C~t'ic · ·' · IJ'~...ral Ci:imi>Q 1 " · ~Gt'.dQdl.nleill . . emmb!, . - .w 'Pn"f. .. 

J. The fb\l,pwing ;iliall' M,~m. ~.'()rs~on6-e~·tQ'elic.stl3lfdaid NSA 
FIISA~<:$': . 

NS.A may~~~~ ~ q:m:m;,1Uliie.a!)lot)~.;;~tQ ~ ¢L~ 
w~ ·~taglt· p.rotess l!!if'S(!C:n ~tl.~oot·fn.~C~;Cn:l'a~ ~~ 
J~~i~P~ F~·swr.av~·&y tb'~ AttoMey, O"t~nt;n¢. 

(~ . 't'he £ol1Q~pg adpjHCPnal ~QcH~!1P.S.:~ ~e ~~·~SA, f'~A 
{llmiiniiat'it'Q, ~oeedey.e;, 'f"Pr· e.letit..~):1ft, ~a.nc~ 

L Nbtwilhs~!i\;:lg,.s~~OQti ~{~(~) fl.l,\4· f.e) •• $0,J);. aod·~(11) pf !he ~$!1~. 
NSA. F'tSA:.ptocedm~. ~l1i.\i~~ a~l,.liriQ;:dtld¢t fbis ~tion. 
m..a-y 'b.ntbln~ for ~·~eyearn.. '1"'\.,,.,, ;.......,..,..,..,.,,(1 

'l. ''SecMll'l.t.e)(~ ot'th~ ~~1i!ard ~A FlBA.nli.Ai~\6'!1: ~l:ll'es. 
1S..dd~e(l and re~eei ~..th.: · 

T.~ fu{! e~ie!'lt ~bly ~s.iilil~ l'ISA l\~el 'R1t.h· ~·to. 
1hf: data a.cquited ~lf<lht to thii aU'ilion't/ sMil· .O.l:li!Jlj'~ .dJll!a n,.~ 
liil~"l.tlet<rl·esfgned 'to mini'rnlzt: .di,e. tMe><Y of wtnfil.OOtt;Jt1o$ oJ GT 
oone..,~n~ tJ:$. .. ~qM. :t;h.a.t .$). Q.O( ~~itl (Qr.e:i'gp)mt~1·H~~ 
infedrfa®tl dii e~~e ~a crlm.e. 
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3. S~~nSOOO) otthese sL~ ~~A .F~~,qirlfm,waa~t1~~es. ~g 
ro <a~ "'fit.m,~.s~ tn'ld~ sutveilllll'"l.ce" bta~E$ of·,;fut-~ palii~l · 
~ptl.not ~ply. tf:l 'this ~~ 

~. All m· IOUil\a.n<m 

M~rt~ficati.an. efth-e· of.' 
,'Rati.ooif.Jnten,i'g$~b!ill be· ·~~e4 ·wader~ fPT.~l.lf~;Jo ~~ ~11·~ m.~~­
.tl$ .tofun:tlruibn ~Uecletl thro~ ~lf'P.~~Lr\lrt>:~$Ce.l 

s. 11:1~ taH~wi~ ~t~ ~ -~~~ Iff. th~··t!ftd o.~S'~.mi=$'1~) ~i"\b-e.s~ 
M~ :NSA .f'l$A.!'IJ~!m ptQ~d~ f.oll-1!\h:@t'O.t#.t) $'1llricl'i!itrlce11 
~~ll.\g_ \l~~'§¢ti~l.} 3~($)' 11?\P.'y.' ~lll);~ti·o$!¢q~ lf®'Q'&h: l~ 
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