
Approved for public release by the DNI 20140909

377 

UNITED STATES 

FOREiGN JNTELLlGENCE SURVEillANCE COuRT 

WASHINGTON D.C. 

IN RE DlRECTIVES TOY AHOO !. INC. 

PURSUANT TO SECTION 105B OF THE 

FOREIGN rNTEI.LIGBNCB SURVEILLANCE 

ACT. 

OJ) DECLARATION 

(U) 1, J. Micllael McConnell, declare as follows: 
. ' 

umber: lOSB(g): 

I am the Director of National Intelligence (DN1) of the United States. I have. held this 

position since February 2007. Previously, I havo servoq as the Senior Intelllge.nre Officer for the 

U.S. Seventh Fleet, Assistant Chlef of Staff for Intelligence f~r the U.S. Pacific Fleet, the 

Director of Intelligenco for the Joint Chiefs of Staff during Operation Desert Storm, and as the 

Director of the National Security Agency (NSA). 

~The purpose of this declaration is to explain, in rny capacity as the DNl.and head of 

the United States Intelligence. Community~ why granting Yahoo's Motion for a temporary stay of 

the Court's April 25, 2.008 Memorandum Opinion and Order instructing Yahoo to comply with 

lawful directives issued by the Attorney General and DNI under the JCrotect America Act (P AA) · 

CL BY: 23562£35 
CL REASON; 1.4{c) 
DECL ON1 25X1-human 
DRV FROH: COL T-06, HCS 
4-04 



Approved for public release by the DNI 20140909

378 

would harm tbe national security .interests of the United States. As desctibod below, 

international terrorists, and particular, use Yahoo to 

communicate over the Internet. Du~ to Yahoo's failure to comply with P AA directives, the 

Intelligence Community has been prevented from obtaining foreign intelligence information that . 

is vit21 to <>ur national security. Any further delay in Yahoo's compliance could cause great 

hsnn to the United Stares, as vital foreign intelligence information contained in communications 

to which only Yah~ has access, will go uncollected. Yahoo's ii:'IUI:iediate compllau.ce with the 

directives is therefore critical for the U.S. Intelligence Community to use all lawful resoo:rCes t:¢ 

counter the threat posed by international terroristR and other threats to our national security. 

(tD 'BACKGRO\JND ON DIRECTOR OF NATIONAL pqELLIGENCE 

(U) The position of DNl was created by Congress in the Intelligen~ Reform and 

Terrorism Prevention Act of 2004, Pub: L. 108-458, §§ lOll(a) and 1097, 118 Stat. %.38. 3643-

63, 3698-99 (2004) (amending sections 102 through 104 of Title I of the: Nationa!'Secotity Act 

of 1947). Subject to the authority, direction, and control of the President. the DNI serves as the 

bead of the U.S. lntelUgonce Community and as the princip~ adviser to the President, the 

National Security Council, and the Homeland Security Council for intelligence matters related to 

. the national security. See 50 U.S.C. § 40~(b)(l), (2): 

(U) The United States "Intelligence Community" includes the Office of the Director of 

National Ioiemgence; the Central Intelligence Agency (CIA); the NSA; the Defense Intelligence 

Agency; the National Geospatial-Intelligence Agency; the National Reconnaissance Office; other 

offices within the Department ofDefenr.e for the collection of special.ized national intelligence 

through reconnaissance programs~ the intelligence elements of the military services. the Federal 

Bureau of Investigation (FBI). the Department-of the Treasury, the Department of Energy, the 

!'01' S!C~Y//MC8/$!//MOFe~//1'1~ 
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Drug Enforcement Administratio-n, and the Coast Guard; the Bureau of Intelligence and 

Research of the Department of State~ the elements of the Department of Homeland Security 

concer:ned with the analysis of intelligence infonnation; and such oth~ elemeots of any other 

department or agency as may be designated by the President, or jointly designated by the DNI 

and beads of the deparbnent or. agency concerned, as an dement of the Intelligence Community. 

See 50 V.S.C. § 401a( 4). 

(U) The responsibilities and authorities of the DNI are set fortl"l in the National Security 

Act, as amended,' See 50 U.S.C. § 403-1. Th~se responsibilities in.Clude ensuring that national 

intelligence is provided to the President, the beads of the depfu-tments and agencies of fue 

Ex.ecutive Branch,. the Chainnan of the Joint Chiefs of Staff and senior military coDl!IFanders, 

and the Senate and House of Representatives and committees tberoof. 50 U .S.C. § 403--l(a)(l). 

The DNI is also charged with establishing the objectives of, determinl.ng the requirements and 

priorities for, and managing and directing the tasking, collection, analysis, prDduction, and 

dissemination of national intelligence by elements of the Intelligence Community. !d. § 403-

l(f)(l}(A)(i) and.(ii), The DNl is also responsible for de"Veloping and determining, 'basecl on 

proposals submitte~ by the beads of agencies and depa.rtments within the Intelligence 

Community, an annual consolidated budget for the'!-l'ational Intelligence Prograril for 

presentation to the President, and for ensuring the effecti~e execution of the annual budget for 

intelligence and intelligence-related acti.yiti.es, and for managing and allotting appropriations for 

the National Intelligence Program. Id, § 403-1 (c)(l )-(5). 

':POl? SEC&El'3?/ /1108 /BI / / HOFORll/ /UR 
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M GLOBAL NATIQ!'iAL SEJJ!lll'X 'l1ffiEA TS. 

~The United States contin~es to face a global ttaTorist extremist threat. 

\'fStJI~ Agents of ai Qaeda and associated terrorist organizations operate in 

numerous countries all over the world. TheClA estimates that between 10,000 and 15.000 

individuals from approxl:rnately 60 countries attended el Qaeda sponsored camps between 1996 

and 2001, creating a broad web of support across the globe. See CIA Assessment, "Countering 

Misconceptions About Training Camps in Mghan.istan," August 2006. The al Qaeda-directed 

airline I>iot that was foiled in London in 2006, the recent merger over the past several.years of al 

Qaeda with regional North African ~xtremist groups, and the maturation of jihadist networks 

supporting the Iraqi insurgency all reflect the extent to which al Qaeda anq its aff'Lliat~ continue 

to operate on a global level. See Interagency Intelligence Comminec on TeJ'rorism (ITCT) 

Assessment, "Status ofHomeland Plotting," February 2007; I.£CT Assessment, ''TheMagreb and 

Sahel: Increasing Threat to US Interests." March 2007; see also U.S. Department of State. 
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Country Reports on Terrorism 2004 at 107-08 (Apr. 2004) (noting that al Qaeda "serves as a 

focal point or umbrella organization for a worldwide network that includes many Sunni Islamic 

extremist groups,~'~ and that it "has cel.ls worldwide and is reinforced by its ties to Sunni e}ttremist 

networks" and .. probably ha~ several thousand extremists and associates worldwide inspired by 

the group • s ideology'). Additionally, the dramatic proliferation of extremist websites ~a& 

provided terrorists with worldwide propaganda, recruitment, and communicatl.cms tools not 

previously available. See, e.s .• Director of National Intelligence Oi:>en Source Center Analyl>is, 

''Terrorism: The Al-Risbah Website Provides Online Nexus for Extremist Networld.ng" (Dec. 

2006) (noting that the al-Hisbah ~eb forum "provides· an.online rendez:.vous for extremists 

worldwlde.. creating an environment that reinforces the Salafi jihadlst l~logy and a~ low!! 

members to interac.t with like-minded individuals'').' 

)811 In addition, a1 Qaeda members, affiliates and/or sympathizers have either claimed 

responsibility or responsibility has heen attributed to them by law enforcement and intelligence 

agencies for a signific_ant number ofviol.ent attacks all ov~r the world. Among the locations of 

these attaclts are the following: New York. New York; Washington, D.C.; Pet;l.nsylvania; 

London, U.K.; Madrid, Spain; Casablanca and Rabat, Morocco; Istanbul. Turkey; numerous 

loca1ities in Iraq; Riyadh and Jiddah, S.audi Arabia; Aden, Yemen; Nairobi, Kenya; Dares-

Salaam, Tanzania; Algeria; and MauriUl..!l.i.a; numerous localities in Afghanistan~ Tashkent, 

Uzbekistan; New Delhi, India; Jakarta and Bali, Indonesia; and Zamboanga, Philippines. These 

attacks axe in addition to several failed attempts to conduct attacks that instead ended in arrests in 

France, Ge1many, Italy, Turkey and Denmark:. Al Qaeda-inspired attackS have also been 

'i'OP OECRB'i'//HCG/8I//NOF€l1:Qi//~iR 
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disrupted io Canada and Australia. Moreover, al Qaeda operations that had been planned. for 

i~side the United States have been disrupted by United .States government offidals before the 

operations could be effected. 

(.T!S/;1IC9lR'R't) :B.eyond al Qaeda and its affiliates, there are additional international 

terrorist groups that tlU'eaten U.S. and Western interests. For example, the Intelligence 

Community has assessed that the conflict during the summe.r 2006 between L::ban~e Hizballah 

and Israel caused the terrorist group to develop and update contingency plans to attack Western 

mterests worldwide. The Intelligence Community has further assessed that Hizballah rema.lns 

willing to retaliate against U.S. and Israeli interests worldwide io the event of a significant U.S.-. . 
or Israeli - attack against it or its chief sponsor, Iran. 

~United States faces additional national security threats. The persistent threat 

of the proliferation of Weapons of Mass· Destruction (WMD) remains. The Intelligence . 

Community is most concerned a~u1: the threa.t and destabilizing effect of nuclear prolifemtion. 

In particular, the Iotelligence Community is following North Korea's maintenance of nuclear 

weapons, and Iran's pursuitofft.SSile material and nuclear capable Diissile delivery sy~tems. We 

are also concerned about the threat from biological and chemical agents. 

~In addition. the Intelligence Community is aware of the v~lnerabilities of the ·. 

U.S. informatio1.1 infrastructure to increasing C)rber attacks by foreign governments and others. 

Issues of political stability and of national and regioMl conflict in Europe, the Hom of Africa, 

g?Qp SEeRB':P//HCS/OI//UOFOR:Hf/HR 
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the :M.iddle East, Eurasia and Southeast Asia, are all areas whare collection tinder the P AA will 

serve to b.olster our intelligence capabilities. For the Intelligence CommU1"1i.ty, enhanced foreign 

int.elligeoce collection capabilities place us in a better position to provide warning to the Nsti.on 

regarding the threats we face. 

4 NSA has advised that 

As has been reported to this Court consistently io 

applications for electronic surveillance .and/or physical search authority tllJide under the Foreign 

Intelligence Surveillance Act (FISA) in international terrorism 

furtherance of their international 

terrorism activities. Intelligence Community hwestigation and analysis of-as revealed 

~ In particular, lntelligence Community investigation and analysis has shown that II 

demonstrates that: 

.S. Inteiligence Community analysis and reporting furd1er 

'*VP OBE:*B'ii?//II€9/SI!/NOPOR:U/ / MR 
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• 

The use by international terrorists of the ipecitic techniques noted a.bove demonstrates why the 

agility and speed that PA..A coli~tion provides has the p~tential to vastly improve our foreign 

intelligence collection. Further, our collection through Court-authorized electronic surveillance 

andlorphysical search, PAA authorities and global Signals Intelligence (SIGJNT) activities 

conducted pursuant to Executive Order 12333, reveals that international terrorist groups 

't'QP D13€tt:S'i'//UCS/ 8I//MOFO'Mqj/IO!!t 
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Accordingly, each day that 

Yahoo does not comply with the directives, we are.losing foreign intelligence information that 

may never be recovered. 

TOP SE:I:REr//F!Cg/~I//MOP'Om:J//f'« 
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. ®~TANCI.OFPAAACQULSIIIONS 
TO .S. NATIONAL SECURITY .IN:fERESIS 

I 

~To date, surveillance conducted under the PAAbas produced citical 

f()reign intelligence information that has enabled the Intelligence CommQD.ity to more effectively 

protect the United States and its interests ·from terrorist attack ~d other threats to our national 

Since August 2007, NSA has produced over 

foreign intelligence reports that included PAA-acquired information. ·Most recently, in April 

2.008, NSA produced over llllntellige:nce reports. NSA' s intelligence reports are dis.seminated 

to other members of the Intelligence Community to support their counterterrorism and 

counterintelllgence efforts; to intelligence officers and military personuel engaged in dangerous 

missions on the ground; and to policymakers to infonn decision making about critical matters 

' affecting national security and foreign policy affairs. The timely acquisition, analysis and 

dissemination of intelligence obtained from P AA authorities has made, and will continue to 

.make, important contributions to our ability to ·pro~t the Nation. Provider compliance with 

PAA directi~es is an essential component in this· effort. . 

1~13-:-'TElt-H-!~~R;lA-l:lorexample. NSA has advised that PAA cpllection was 

an e:lCtre.mcly irnporta!II. source of intelligence cor•cex:Dlnlg 

'!01' 8EC1t!:'!/ /HCS/SI//Mel'O!\:H//ftfR 
12 



Approved for public release by the DNI 20140909

389 

TOP BElCRS't'//HCG/SI//NOi'ld~//~ 

fFB;\~EL 10:}!! Vfili) More 1\:Cently, PAA coverage 

intelligence information on the following: 

The intercepte~ communication~ that formed the basis of each of th.ntelligence reportS 

noted above were obtained solely or in significant part from PAA-authorized collection. 

't'OF Sfi!E!RB'P/ /!lOO/OI//lWPQ~l//liR 
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)%URQEN'f N¥J?,D FOB YAU,OO COM:PL!ANCt WIJ'H PAA :QIREC.,TJYES 

~ahoo's L111mediate compliance with P AA directives is of the highest national· 

traditional FISA framework has enabled the futelligeoce Community to obtain highly important 

foreign intelligence information. its probable cause requirements aod accompanying process 

does not permit us to collect all of the information we should be collecting on overseas targets; 

applications presented· to the Court in 2007 targeted 

counterterrorism purposes. P AA~authorized collection provides a 

more effective way of obtaining foreign intelligence iDfom:latlon. given the volume and nature of 

,-J.J, ... "'-'-'"" and other Internet communications of foreign intelligence targets overseas. 

~Similarly, the emergency authorization process under the traditional FISA process is 

not a subs.titute for the agility provjded by PAA authorities. As this Court is aware, before · 

emergency surveillance can begin, the Attorney .General must determine th~t there is. probable 

cause that the target of the smveillaoc.e is a foreign power or a.11 agent of a foreign pOwer and that 

flSA' s other requirements are met The process of compiling the facts necessary for such a 

determination and preparing the necessary applications takes time and results in delays. Because 

of the probable cause requirement, the requirement to pre.sent applications to this Court witl:tio 72 

TOP Sli1C~E'l'/ ,!HCS/8T //hlOli'~PN/ / MB 
14 



Approved for public release by the DNI 20140909

39 1 

TOP ~B:C!Cln'/ / M:CS / I!!/ / Me!'Ofl:M/ / l"iK 

hours of an emergency authorization, resource constraints and other statutory requirements such 

as the requirement to obtain Attorney General aod other high level approvals, the Intelligence 

Community must limit the use of emergency authorizations to certain high·priority 

circumstances. Emergency authorizations cannot be employed foi every foreign intelligence 

target. The National Security Division, Department of Justice, has advised that 

counterterrorism purposes 

presented to the Court from January 1, 2008 to Apri130, 2008 

following an emergency auth.oriz.ation. 

~inally1 it is importa~ll to highlight that the Intelligence Community is imt=ile.mentiog 

PAA authorities consistent with the Constitution., statutory requirements, and policy .. . Extensive 

training, implementation guidance, minimization procedures and oversight mechanisms are in 

place. In addition, as provided for in each AG!DN1 Certification authorized to date. any time 

~SA seeks to acquire foreign intelligence information against a U.S. person abroad during the 

course of PAA-authorized collection activity, NSA must first obtain Attorney General 

authorization, using the procedures under Section 2.5 of Executive Order 12333 that have been 

in place for decades. NSA advises that currently, the fnternet commimications of •. S. 

persons located overseas are being collected under P AA autbocities, with the appropriate 

concurrent Attorney General approval under Section 2.5 of &ecutive O~;der 12333. 

Accordingly, ·P AA collection .has been implemented consistent with tht:: protection of. U.S. person 

information and rights. 

'FOP Ol3CR:iR//HC8 / 8I//:HOPeF!N//HR 
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(U) CONCLUSION 

(U) For the foregoing reasons, 1 provide this declaration in my capacity as tbe Director 

of National Intelligence. I declare under penalty of perjury that the foregoing is true and correct. 

DATE: q MflY tYg ~111ft~~ (~cCONNELL . 

Director of National Intelligence 
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