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EXH!EIT A 
FOR!:IGN IN"ttLLIGnlct Su"'RVEl~O:t COURT 

WAS.HIN.GTON, O.C • 

. IN l'1iE MATTER OF 'l'HZ A?PLlCA'rlON 

0~ T~ tlNIT:ttl S'I'A'US FOR ~ OP.!l:tR 

Au-rHORlZING PHYSICAL S~~CH 

OF A UNI'l"ZD STATE:S P~.RSON J>.GE:t-'1" 

OF A FOREIGN POW:::R. ~ . 

Doc}:et Nul:'.be:-: 

Pursuant to Section 30l(4) of the Foreig~ !ntelligence 

Su:-veillance Act of H7B, .Puhlic Law .9S·Sll, as a:1ie:"lded by 

Public Law l03-3S~, the following procedures have been adcp~ec 

by the J>.tto=ney General, and shall be followed by the Fede:-al 

Eu.:-ea.u of Investigation .!FBI l, in ccnc:!:.1cting a physical sea:-ch 

as o:-d·ered by the Court: 

se~;io~ ! - A~~lic~bi1itv and s~o~e (Ul 

These p~ocedures apply to the acquisi~ion, reten~ion, and 

disseminat~on of nonpublicly available i~formation concerning 

unconsenting United St~tes persons that ~s cqllected in the · 

course of a physical search of the real or personal prope:-ty of 

a United States pe:-son who is an agent of a foreisn power 

consistent with the need of the United States to obtain, 

p:-oduce, and disseminate foreign intelligence information. ~ 

Minitlli:r:ation shall be. prac.ticed during acquisition as well 

as retention an~ dissemination. In light .of efforts by foreign 

powers and their agents to conceal foreisn intelligence 

information, and the necessarily brief time fram~ in which a 
... 

physical search is coneucted, it may not be possible to 
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immediately recognize ehe foreign intelligence in!c~a~io~ 

sought . Thus, FBI persenae l who conduct the physi~al sea~c~ 0~ 

examine the informacion, mate~ial, o= prope~ty so acquire~ 

shall exercise reasonable judgment in dete=m~nins whether 

pa:rtil:'Qla::: infont~a~icn, ·mat.e.rial , e>r Jn'Ofetty should · be 

minirnhed. 'l'SJ 

.· 

s ec t i on II - Dt f i ni t ions (U) 

(a ) Definitions's: forth in ·section lOl of the Foreisn 

lntelligence Surveillance ~ct, as •~ended, including the te~s 

•foreign polr7er•, •agent of a. f oreign powe:r", • fo:-eign · 

intelligence irifo:nnation , ~ •United States pers on,·• anc:! others 

~hich may ~e us ed i n these procedures, shall apply to t hese 

procedures as well. (U) 

(b) Definitions set fo:-th in Secti~n lOl of ehe ·Foreign . ·. 

Intelligence Surveillance Aet, as amended , including the te~s 

•aggrieved person• a~d •physic~l search• , sha l l apply to thes e 

pr oeed'.lres . As defined, .. phy~ical sea~c:h" does not include a 

&earch conducted cons~~ally 

conductec'l under eircuutances 

reasonable expectation of p~iva~. ~ 

or a a;earch 

does not. have . a 

(e} ~ used herein, •information of or concerning a 

- United States p erson• does not include only publicly available 

info~.ation about the person. (tJ ) 

(f) When the :iti~enship ~tatus of ~~ •ag;rieved peraon• 

is unknown , and no · reasoh~le basi5 exists for concluding that 

the person is not a Unit~d Statea person, it is pre•umed that 

such person is a Uni ted States peraor.. (U) 

\ 



Approved for public release by the DNI 20140909

502 

• 3 • 

~t;li~~ II!- Ae~;iiition (~) . 

(a) phvs:ieal !ntpai!2D (U'l 

(l} Within tb~ United States the Fll may ~e~QUct 

'uneonsented phy~ical in~~ion into th~ tarset ~~e~ise& c~ . 

property lin~ludin!J the examination of the btetio:: o~ prope::::.y 

by ~echnieal means} to ac~4ire in!o~ation, material, o= 

.Property o! or ~oncerning Unite~ States pe~soa$ tr~ough 

physical seareh as a~tho~i~ee by court order. ~ 

(2) A physical search shall be e~c~cte~ with the 

mi~icum physieal int~ion nece$sa~ to aequi~e the !oreis~ 

Prior ~o th~ initiation of a physical seareh, the ~BI 

sh~ll ·verify ~at the premise~ or property being searched is 
. . 

owned, used, possessed :by, or is in tran_sit to or f::om the 

targete~ United Statea person agent of 

.. ~· ... , 

~-



Approved for public release by the DNI 20140909

' ' 

503 

- 4 -

ttl Physi~al sea~ch of the preni~es · o~ p~~e~ty o! 

the targeted Unite:! States persQn ag~nt o! a toreiS"=I . ?~"'e:' ~.ay 

b~ conduc~ee by the met.hoaCs} mQst s~itable fc: a:;~i:~r.s the 

fcreig~ intelligence info~ation so~iht in lig~t of the 

parti~lar :irc~mstanees of tha seareh~ ~ 

.. 

,. 
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(e) ~e~rehgs tnvglyinq M3il er ~~yri~~s ~ 

ll) Physi~al sea~ehes of mail vit~in ~nited Sta~es 

post•l channela shall be concucted in accorQanct with Fe:eral 

s~etutes and O~ited s~ates Postal Service regulations 

.~ 
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(a) Be7pad3po of TnfotrnJ;i~p (U) 

(l) A permanent wri~ten record, or •log•, of items 

inspect.ed, examined, reproduced, 

ei:ted 

• . .. .:t : • - r.n~l who conduct the physical searc~ . 

Information, material, or property of United St.ates persons, 

including identities of United States persons, that is not or 

could .not be foreign intelligence info~tion, or that is not 

evidence 'of a crime which bas been, is bein~, or is about to be 

• HI!• • • - • .. .. • 

g nal document form, or 

as reproduced, including facsimile messages, letter5, computer 

data, or other electron~cally g~erated produe~. may be indexe~ 

-· 
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an~ fll~d witho~t a separate los ~ing ~repa~eo fo~ each itt~ . 

~ 

{2} When ~he i~er.tity of ~ United States persc~ 

could net be fQrcign intellige:~ce i:~!orn.ation., even thous;~ the 

information., mate=ial, or prcperty cc~l~ ~e foreign 

intelligen~;a infonation, Fal ~:-sonnel shall .. no: log the full 

name of the United S~aces pe:-~on buc may ~se a parcial r.a~e or 

~araeteri:ation of the person. ~ 

(3 ) 'The Attonay Gene:a.l, o: the Attorney Gene:.-al •; 

ce5i~ee, shall re~la:ly review infor-mation, mate:-ial, o: 

property of 

re11lT~)~u, c::ea, 

.Foreign Intelligence Su....-vdllance Act. ~ 

6 .·:-• 

•, . 
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Logged identit~e5 oi Uoited Statea pe:sons acguireo 

through physical eearch of into~a~ion, material, or .p:operty 

of ~he United Statea p~rson target ~y be indexed into the 

sen&ral FSI indices only af~er the supervising case agent has 

determined that ~th the identity and the info=mation, 

~aterial, o~ property from which it was aequi!ed reasonably 

appear to be for~ign intelligence inform~tion or are evidence 

ot a crime which has bee:~, is being, or is about to be 

~ommitted. The identity of a United States person as reco~ded 

in the log may be ~ni~zed by stri~ng the name or 

substituting a charaeteti:ation for that person. (U) 

(d) Reporting (U) 

(1) Information, material, or property of or 

concerning a Onited State• person discovered during a physical 
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intellige~~~~ 

or law enfor~eme~t p~-poses as p~ovided he~~in . ~ 

(2 ) Purs~ant to Section 304{b) {2) tt} of the .Act, the 

FBl shall promptly re?ort the ~i:rcums~Rnees . L~d results of the 

physical search to the Offi~e of !ntelli9enee.Poliey an4 

Revie...,, I>epartment of Justice , "'hic:h ...,ill incorporate that 

' ·in!o~ation into ~n applicatic~ to the Fo~~ign lntellige~:e 

Surveillance Cou~t ior L~ exte~ion ct physical search 

authority _against that United States person agent of a foreisn 

power targe~, when necessary . lf no rene...,al 8?Plica;i~n is 

required, the Offiee ' of Intelligence ~oli~ a~d Revie...,, 

Department of ~ustiee will .file a return with the Court 

notifying it of the circumstances and results o! the physical 

search. "('eo!.. 

Information, ~aterial, or p~operty of o:r ccncerning u~itea 

States persons which contains fo~ei;n intelligence in:ormation 

as aefinecl i'n Section II (a) may be used only in torei9T1 

eounterintelligenc:e investigations or fer other authori:e~ 

foreign intelligenee, eounterint'elligence, c:~untersabotage o:­

c:ount.erte::roriStll purposes. Foreign intelligence information 

which is also 'evidence of a eri~e whieh has ·been, is bein;, or 

is about to be committed, may also be used as provided in 

Section IV(f) below. ~ 

(f) Eyid:n;e of crime Not otherwise Foreign lDtelliq:pee 
. +nfo;:ml!;i on (U) 

Information, =aterial, or property of or eoncerning a 

United States person that is acquired through a physical .. 
eearcb, that is incidental to tbe collection o! foreign 

intelligence information, and that contai~s· information that i~ 

evidence of a erime which has been, is being, or is abcut to be 

.. ; ---

.. 

·.: .. 



Approved for public release by the DNI 20140909

.. :;· 

509 

- lO -

c~itted, but which is not otherwise .forei;n ir.tellise~ce 

information , may b~ used only fo~ the pu_~ae o! p~eve~~ins t he' 

crime or enforcing the cri~inal law. ~ 

(g) Contrplled A;;,ss [U) 

Strict controls shall be placec on the storage •nc 

retrieval of information acquired th~o~gh the physical sea~ch 

of info=mation, material , or property of o~ concernih; a Ur.ited 

States person. Ose o! ~~ch info~tion shall be restricted to 

·· those FS! supervisory, investigative, and cle~ical perscnnel 

who have a nee~ to kn~ such information to fuifill fo~eisn 

intelligence, counterintelligence, . c:~~terterrorism. o~ law 

enforc~ment :-esp=si!:;)ilities. {U) 

(h) pestructicp of Re~rodyc:tjo<JS {0) 

Reproductions or o~he~ copies of information. mate~ial, or 

prcpert~ of or concerning a United St&tes person acqu.ited 

thro~gh physical sea~eh may be destroyed a~ ~~y ~ime if 

...,ithin a 

reasonable period of time following their authori%ed retention 

and use as provided a.bcve, except that: ~ 

(l ) rep:-cduc:tion$ or other copies which may contain 

evidence of a criminal offense will be retained until a 

decision is rendered by prosecutive autho~itiea. !f a decision 

is ma~e to prosec:ute, ·those· reproductions or other copies shall 

be retained until the end of the prosecution process; (U) 

(21 reproductions or other copies containing 

infonnat.ion that reasonal:lly appears to be exculpatory (·a~ady•) 

materi4l shall be retaine~ as ' if they contained evidenc~ of a 
.. 

crime; (Ol 

(31 reproductions or other copies containing 

privileged communications shall be retained until ordered to be 

.. · 



Approved for public release by the DNI 20140909

510 

659\:'P 

~ ll ~ 

destroyed by the Offi~e cf In:elligence Policy an~ R~v~e~. 

Depart~ent cf Justice; and (U) 

(4) reproductions or other copies required to be 

retained by a rule cf law or judicial crder shall be re~aine~ 

in accordance with the requireme~ts o~ that rule or erder. {UJ 

Seetior. V - pisse~ina!ion (U) 

{a) G~nera l Rest.ri c;; ions . {U) 

(l) Subject to the requirements of Section V{b) c! 

.. these proce::!ures, nonpubli ely available info:rn.at ion ccr.ce ::-ni:-::; 

United States persons acquired through a physical search o~ the 

premises. o.r property of the targeted United States person ·a!;ent 

of a forei;n power ~ay not be disseminated without the conse~t 

o: the United States pers~n.involved unless the info~ation is, 

or reasonal:ll y appears to be, .fo:-eign intelligence inf o:-m'aticn 

as defined in Section lOl(e) Ill or (2) of the Forei~ 

Iotelligence Surveillance Act o::: is evidence of a c:r .. ime •:h.ich 

has been, is bein; or is about to be committed. (U) 

(2} Nonpublic+y availa~le information concerning a 

United States person acquired through a physi~al search of the 

pre~ises or·property of the targeted United States ptrson agent 

of a foreign power which is forei;n intelligence information 

may be disseminated within the Federal Government, but only to 

officials, agencies, or components with responsibilities 

~irectly related to the information proposed to be 

disseminated. Such information may also be dissemina·tedl with 

the prior approval of the Attorney General, to foreign 

governments. Information whieh is evidence of a ~rime may be 

disseminated to Federal, state, local, or foreign officials or 

ageneies with law enforcement re~ponsibility for the crime as 

provided in Section V(d~. (U) 

·-· l •• 
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(b) Dissemination of Section 101 <el !l 1, Fo;-~iq 
Intellig~nce lpformation (U} 

NonpUbli~ly available information ccnce~ing a Unite: 

States perso~ acquired throush a physical sea::-~h o! the 

premises or property of the targeted United States person agent 

o! a foreign po~er ~hieh is or reasonably appea::-s to be foreis~ . . . 

intelligence information as defined in Section lOl(e) (l) c! the 

Foreign Intelligence Su~eillance Act may be disseminated in a 

manner that identifies· a United States pe::-son only for 

a~thori%ed foreign intelligence, forei~ co~~te::-in:ellisence, 

countersabotage and international terrorism, or law e~forcement 

purposes. ('C) 

(c) Dissemination gf Seetion 101 !e\ (2l Foreil:'!'l 
!ntellicence Information (U) 

Nonpublicl~ available inforrnatio~ concerning a United 

Stat_es person acquired through a physical search o:E pi::'emises or 

property of the targeted United States person agen: o! a 

foreign power ~hich is or reasonably appears to be foreis~ 

int-elligence information as defined in Section lOl (~) (2) o! the 

Foreign Intel~igence Surveillance Act may not be disseminated 

in a manner that identifies a United States p-erson, except. by 

general characterization, unless such person's identity is 

necessary to understand the information or assess its 

import·ance. SUch information may be disseminated only for 

authorized foreign intelligence, foreign counterintelligence, 

countersabotage and international terrorism, or law enforcement 

P\IZ"PO&es. ('C) 

(d) Criminal Information ('C) 

NonpUblicly available information concerning aoy United 

States person incidentally acquired through a physical search .. 
of t.he premises or property of ·the .ta.rseted OD..ited States 

person agent of a for~ign power which is evidence of a crime 

which bas been, is being, or is about to be committed, but 

~hich.is not or does not reascn~ly appear to be foreign 
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intelligence infc~aticn as ~e!ined by Se~tion lOl(el of the 

Foreign Intelligence Surv~illance Act, may Pe ~isse~ir.ate~ c~l .. 'i 

for law enforcement purposes. A.~y information acquired thrc~;h 

a physical search of the targetea Unite~ States persc~ ase~t o! 

a fQreign power which is c!isser..inated fc:- law en!o:-cement 

purposes shall be accc~paniec! by a &t~tement that &ueh 

·information, or any info=ma:icn derived the:elro~. may o~ly be 

· used in a eri~inal p=oceedins witb the a:vance au:ho=i~atio~ o! 

. : the Attorney Gene:-al. (Ul 

. · 

,. 

..... ,- Ja:~e: Reno 
Atto~ey General of the United Sta:es 

I' 
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