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EXHIBIT A ’
FCREIGK INTELLIGENCZ SURVEILLANCE COURT
WASHIRGTON, D.C.

" IN THEE MATTEZR OF THE ASPLICATION ;

OF THET TUNITED STATES FOR AN ORDER :
AUTHORIZING PHYSICAL SEZARCE : Docket Number:
OF A UNITED STATES PIRSON AGENT

"OF A FORSIGN POWER. {3\ . :

2

STA.;x‘DA.RD PEYSICAL SEARCE MINIHIZATION FPROCEDURES
Pursuant to Section 301{4) of the Foreign Intelliigence
Surveillance Ac£ of 1578, .Public Law 25-311, as émended by
Public Law 103-35%, the following procedures have been adepted
by the Attorney General, and shall be followed by the Federal
Bureau of Investigation (FBI), in conducting a physical searc

1

as ordered by the Court: .

-These procedures apply to the acquisiticn, retention, and
Gissemipation of nonpublicly available information concerning
unconsehting United States persons that is cqllécted in the
course of a physical search of the real or personal property of
a United States person who is an agent of 2 foreign power
consistenﬁ with the need of the United States to obtain,
produce, and disseminate foreign intelligence information. 5+

Minimization shall be practiced during acguisition as well
ac retention and disseminztion. In light of efforts by foreign
powers and their agents to conceal fosreign intelligence
informatien, and the necessgarily brief time frame in which a

"
physical searzh is conducted, it may not be possible to
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immediately recognize the foreign intelligence informatics
spught. Thus, FBI perscﬁnel who conduct the physical search o
examine the informatien, material, or property Bo acquireg
shall exercise ralsanabie judgment in determining whather
particulzr information, material, eor propesty should be
minimizad: =
- Definivd [0}

{a) Definitiens set forth in’Secticn 101 of the Foreigm o
:Intelligance Surveillance Act, as amended, including the terms
"foreign power®, “agent of a foreign power”, *"foreign |
inralligence infermatien,”™ "United States person," and others
which may be used in these procedures, shall apﬁiy'to these
procedures as well. (U} |

{8} Definitions set forth in Sectien 301 of che Foreign
lnrelligence Surveillance ﬁct. as mmehded, including Fhe terms
‘aggrieﬁad person® and "physiczl search”, shall =pply to these
procedures, As defined, "physical search® does not include a
search conducted consensually F or a search _
conducted u#éar circumstances in which a person dves not have a .
reasonable axpactatinﬁ of f:ivac?. TS~

{c)  he uced herein, “seizure® means the permanent

physical removal of intprmatinn; material, or propsrety. {U)

{e) 2As used herein, "information of or concerning a
~ United Stares person” does not include only publicly available
information about the persen. (U} _

(£) Wher.; the citizenship etatus of an *aggrieved persen’
is unknown, =nd no reaschable basif existe for conwluding that
the persen i5 mot a United Etazeé person, it iz presumed that

such person is a United States person. {U)
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(a} Zhwsdeal Intzwsion (U]
{1} Within the United States the FBI may conduce

-

unconsented physical intrusion I{nto the target premises or

property (insludimy the exsmination of the isteries of Property

by technical meansl! to asguire information, material, or

_property of er concerning United States persons through

physical search as avthorized by Coust order. 8)

K (2] A physical search shzll be conducted with the Coe
minimum physical intrugien netessary to aogquire the foreicn

intelligence informatien eougkt., T8

Prier tn.thg initiation of a physical search, the IRI
shall verify that the premizes or proparty being sekrched is
cwned, ﬁsed. possessed by, or is in transit to or from the

tarogeted United States parscn sgent of z foreign power

guthorized to be searched by the Court order.'
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(1) Physical seasch of the premises’ or property of

the targeted United Sgates person agent of a foreign power wav i
" be conducted by the method(s) mest suitable for asguiring the
foreign intelligence iniesmaticn spught in light of the

particular circumstances of the search, TSL

503



CR 1187
Approved for public release by the DNI 20140909

—S:RCRET—
-5 . -
le} Seesrches Jnvolwine Mail or Couriers I8l

{3) Physical searches of meil within Dnited Stares

postzl channels zhall be conducted in accordance with Federpl
- statutes and Usited Stares Postal Service regulations

(T}

articulazl overning such searches.
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Seccion IV - Retention and Uss (V)

ta) Begordins of Inf ion (W)

(1) A permanent written record, or *lsg", of items

inspected, examined, repreduced,

eized during a2 physical search shall

nel who cenduct the physical search.

e mainta

Information, matcrial,.nr property of United States persens,
ingluding identities of United States persens, that is not or
couid_not be foreign-intelligencé information, or that iz not
e?iﬁen:é'c! a criﬁe which has been, iz being, er is about to be

al be logged, repréduced,

eized. TFereign

in original decument form, OF

intelligenze information acguire

as reproduced, including facsimile messages, letbters, computer

data, or other electrsnically generated product, may be indexed

—SECRET—
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and filed without a'separa.‘.:e log being prepared for each ites.
- .

(2) Wnen the idestity of a United States persen
could net be fc’rei:gn intelligence infam.atibn. even though the
infermation, materizl, or property could ke fereigm.
intelligence information, F3I persemnel shzll not log the full
name of the United é:ates person bu:‘mzy use 2 parcial name or
characterization of the person. [S1

) . (3} The Attorney Gene:al. or the Attcrneyhsene:a.l's -
delsignee, zhall regulazly review infamg:im., material, or

property of or coneerning United States persong that is logged,

= rndugad‘_
-seizeﬂ te astess gompliance with these procedures and the

Foreign Intelligence Surveillaace Act. {SL

{3} Privileged Communigations (U} ' o
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logged identities of United States persans zccuired

through physical search of infermation, material, or property
of the United States ;'v&rsn:n target may be indexed into the
general FBI indives only afver the pupervising case agent has
determined that both the identity and the information,
material, or preperty from which it was acguired reascnably
appear to be foreign intelligence informatien or are evidence
of a crime which has been, ig being, or is about to be
committeé. The f{dentity of a United States person as recorded
in the log may be m}nimized -4 striking'the name or
substituting a charactedization for that persom. (U}

(4) ~Reporting (U) '

{1} Informaticn, material, or property of ot

concerning a United States percon discovered during a physical

—SECRET—
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search may be inspected, examined, reproduced

eized, and reporys

R

made of the contents, only for awthorzzed foreign intelligenze
or law enfcr:emgnt purposes as provided herein. TEL
{2) Pursuant to Sestion 204 (b) {2} {E} of the Agt, the
¥5I shall promprly reéart the gircumstances and resultes of the
‘physical gearch to the Cffice aflxntelligence'Pulicy and
lRaview. bepar:menﬁ of Justic;, which will incorporate thag
"information inte a3 application to the Foreign Intellicence ' T
Sﬁrveillan:e Court for an extension of physical search
authority against that United States person agent of a foreign
paué: target, when necessary. If ne redewal applicaticn is
reguired, the Office’ of Intelligence Policy and Reviaw,
Department of Justice wili;file a return with the Cdurr
no:ifyihg it of the circumstances and results of the physical
search, & {
{e) >o i Te genpes T rmetd (U} .
Information, waterial, eor property of or concerning United
3% ’ States persons which contains forsign intellisence information
| as defined in Saction IZ(2) may be used orly in foreign
counterintelligence investigations or fcf cl;har authorized
foreign intelligence, counterintelligence, cbuntarsabctaga or
counterterrorism purposes. Foreign intelligence infesrmation
which is a2lso evidence pf a2 crime which has been, is being, or
is about to b= :oﬁmittea, may alse be used zs provided in
-Sectiun IV({£f) below. &)

(£} Evidence of Crime Nov othemvise Foreien Jptelligsnce
- Information ()

Information, marerial, or property of or concerning a
Dnited States persen that is5 acquired through a physiecal
search, that is in:idené;r te the collection of foreign
intelligence information, and th;t contains informaticn that ie

evidence of a crime which has been, is beimg, or is abeut To be

—EEGRET—
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committed, but which is net otherwise foreignm intelligence
information, may be used only for the purpose of preventing tha
crime or eafereing the crimimal law, TEL
{(g) Coptrolled hscess ()
_ strict controls shzll be placed on the storage a.n:‘..
retrieval of information acqui:éd through the physical search
of information, material, or property of or concerning a Uniced
“ ~ States person. Use of puch information shall be restricted to
-thoss FBI supervisory..invastigative. and clerical perscanel -
who have & need tclkncw sucth infnrmatibﬁ to £ulfill foreign
intelligence, counterintelligence, counterterrorism, or law
enforcement responsibilicies. (W
oty struction of Re i ()
Reproductions or cther copies of information, material, or
property of or concerning & United States person acguited

through physical search may be destroyed at any time il -

reproductions or other coplies shall be destroyed within a

reagonable pericd of time following thedr authorized restention

gnd u#e a5 provided above, excepﬁ that: &

t1) repreductions or other copies which may contain
evidence of a'crimiﬁal offense will be retained until a '
decision is rendered by prnse:u:ivg authorities. If a decisien
is made to presecute, those reproductions or other copies shall
be retained until the end of the prosecuticon process} (0

té} reproductions or sther copies centaining
informatisn that reasonably appears to be exeulpatory ("Brady")
material shall be retained as if thay =un£ained evidence of a
crime; (U) "

{3) weproducticns or other coples containing

privileged communications shall be retained until ecrdered to be
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deétrcyed by the C0Iifice of Intelligence Policy and Review,
Department of Justice; and (U)

{4} zreproductioms or sther copies required to be
retained by a rule of iﬁw or judicial order shall be retaingz

in accordance with the requirements of that rule or erder. (y)

{a) Geners) Restxircziens (U}

{1) Subject to the requirements of Section V(b) of

~these procedurss, nonpubli:ly available information cencerning

United Stateg persene acguired through a physical cearch ef the
premises or property of the targeted United States person acent
of a foreign power may not be disseminated without the censent

of the United States person invelved unless the informatienm is,

or reasonably appears to be, foreign imtelligence informatien

as defined in Section 101{e} {2} or (2) of the Foreign
Intelligence Surveillaﬁce Act or is evidence of a crime which
has been, is being or is about to be committed. (U}

{2} ¥ompublicly available information concerning a
United States peIsOn acquired.through a physiﬁal search of the
prenises nr'grcperty of the targeted United States persen agent
of a2 foreign power which is foreign intelligence information
may be disseminated within the Federaercverﬁment, but enly to
officials, agencies, or components with reﬁpon#ibiiities
directly related to the information proposed to be
disseminated. Such information may also be disseminated, with
the prior approval of the Attorney Gemeral, te foreign
government®. Information which is evidence of a crime may be
disseminated to Federal, state, local, or foreign officials or
esgencies with law enforcement zesponsibility for the crime as

provided in Section V{d}. (D)
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manner that identifles a United States person only for

CR 1194
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{b} DRissemination of Saction 102{e) {11, Foreien
| (U}

Nenpublicly available information concemning 2 United
tates person acguired through a physical search of the
premises eI prépertﬁ of the targeted United States perpan agsn:
of a foreign power which is o:‘reasopably appears to be foreign
intelligence infeormation as defiﬁed in Section 101(e) (1) cf the

Forelgn Intelligence Surveillance Act may be disseminated in a

authorized foreign intelligence, foreign countevipgellicence,

countersabotage and internmational terrorism, or law enforzemant
purpeses. (O)

{c) Dissemination of Seerien 101{e) {2} FToreicn
ellicence Information (U)

Neonpublicly available information concerning a United

" States person acguired through a physical search of pfemisés or

property of the targeted United States person sgen:t of a
foreign power which is or reasonably appears éo bé foreign
{ntélligence information as defined in Section-lolle)(z) of the
Foreign Intelligence Surveillance Act may not be disseminated
in 2 manner that identifies a United States person, exgept by
general characterizatien, unless such person’s identity is
necesgary to understand thg information cr.asse55 its
imporﬁance. Such information may be disseminzted only for
avthorized féreign intelligence, foreign counterintelligence,
countersabotage and intermational terrorism, or law enfeorcement
purposes, (O}

{d) Criminel Information (O)

Nonpublicly available informaticn concerning any United
States person incidental%y acquired through a physical search
of the premices or prnpe;ty of -the targeted United States
person agent of a foreigm power which iz evidence of a crime
which has been, ie being, or is about to be committed, but
which i5 not or dosE not reasonébly Q}p&ar to be foreign
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intelligence infermatien es defined by Sectioh 101{e) of ¢he

Forelgn intalligence Survelllance Act, may be dissenminateg oaly

for law enforcement purpsses. Any informatien acquired through
8 physical search of the targeted United Stites person ageny ge

a foreign power which is disseminated for law enforcement

purpeses shall be accewpanied by a statement that suth

“information, or any informaticn derived therefrom, may only he
. L]
" used in 2 erimimal proceeding with the advance muthorizaticy er

‘the Attorney General, (U)

-
/

Sl
e Janet Reno

Attorney General of the United States
“ - )
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