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E:X::·UBIT A 
FO~ZIGN I~~~LIGZNC! SURVZ!~CZ COUR7 

WA.SF.!NG'!ON, D.C. 

IN r-~ MAT7~R .OF r:.~ APPLZCA:ION 

OF TF.E ~~!TED STATES. FOR AE O~~R 

0? A NON-UNITED ST~TES P~RSON AG~~ 

.?ursua.nc:: t:a § lCl l lll o= ::he Foreign !n:elligez:ce 

Su=v~illance Act of lSi5, the :allowing procedures have. been 

adopc~d by che Actorn~y General, and sb~ll be followed by the 

Federal 3ursau of Inv~stiga~ion (F3!) J in cond~ccing tbis 

Ssc<:icn 1 - Aonlicabilitv anc Scooe 

These procedu=as a~ply to ~he ac~~isi~ion, rsten~io~, and 

dissemination of nonp~blicly available ccmmuni~acions and ocber 

infc=-:nat.ion concerning- 1.mconsent:ing Ur.iced States persons thac 

is collected in che course of teleJ?hone, mic::-C·):hone, closed 

circuit t-elevision (CIT{), modem, facsimile, leased line ant: 

othe.:: electronic surv~illance of a non-Onited States pe:son who 

United States to obtain, produce, and diasemin~ce foreign 

intelligence in!orma.tion. "i-S.l 

CLassified by: 

tteascn: 
Declassify on: 

All~n Kornblum, pecgcy Counsel fer 
!nce1lio~ne= Ooeratiens. Office of 
!nt:.~llia:;;ncs ?olicv and B"'view. o.sh 
Deoar~ment of Justice 
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Cbl As •Jsed h.e::-ain "cor..m~:'!ica::.ions o~ a Unit:.ed Sta.:es 

person i~ a par~y. 

~e=son" includes all communica::.ions in whic~ a Oni~ad S::.ates 

?~=son is discussed or m~n::.icned, except ::.hat comm~nic~tions 

a.;:-e not "communicacion$ cor..cer~.i:J; a On.ite::i St:ates pe:so~' if 

they reveal only p~blicly availa~le information ~bo~::. ... ... n~ 

person. (0) 

(c) When the citizenship s::.atus of a pa::y to a 

co~municacion beins su=veilleC is ur.knc~~, a~d no =;asor.able 

Oasis exises for concluding that ~h~ pa=~Y is no: a Uniced 

S::..ac: es p~rson.. [tl) 

· (d ) As used ~erein, •nonverbal int.o:"il\a:ion• shall 

ir.clude, but not b~ limited to , CCTV pictures as well as 

::.)'?ewriter and machine noises . {U) 

Section 3 - Ac;uisition 

(ai Int:e:rc.ention 

The FBI may intercept a 1 1 ccmmunica::.icns and nonverbal 

iniormation of or concerning Oni::.ec Sta::.es persons which are 

car=ied over w~re ~cmmunications lines or a=~ ac~ir~d by 

. tlectrcr.ic, mechan.ica,l, or o~he.r surveillance de•1iee auc.horized 

by Cou.r~ order. The Fa! ~ay also intercept all oral 

communica::.icns anc nonverbal inform.at.icn o:f or ccn.cern!::.g 

Qni:ed States persons which oc~~ within ~he ~argec premises as 

authorized by Court order. ~ 
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· S!lC~! 

au~omatically acquir~d tap~ ~ill ~mploy th~ same ~rinciples Ot 

leggins, indexing. and using ~he in:ormation as if it had oe~n 

aequire4 by a live monitor. <Ol 

surveillance contempc:::~neo~sly or ·,o~ho rnoni:or a\lte~mat.ically 

minimized. (i.i) 

{31 A pe:rma..'1ent writ:ten record or "log" shall be 

maineained by personnel wno contempe=aneo~sl; ~onitor 

communications being s~ellled or who monitor automat i cally 

communications of or cence~ing united States per~ons thae 

cc~ld not be foreign intelligence information or are not 

~vider.e" of a c:::dme wflic.!l has be~n, 'is being, er is about to be 

- .iie!d!!f .. 
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cor.::-,it :: ~C: may no~ ~e los;ed or S':.lm:n.i.:'i:ed. .Forei:n 

i~:elli~en~e in!o~a::io~ ae~~ireQ in ce~e~ fo~s. such ·~ 

facsimile mes•&~e~ , co~~;er mod~m da:a , o: o:h~= 

ele~~=~ni~ally gene::a~ec pro~ct , may be indexsc ~~G filed 

~~::hout a separate log be~ng prepared. ~ 

(4 ) N~e~ the io~~ : i ty of t~e O~~cec S~at~s per~n 

~ould noc be foreign ~ntelligence infQrm&~ion, even theug~ the 

cor.:ent c! eha co~unicaticn coulc be fo:ai;r. intellig~nce 

inf:=m~cion, ~e monitor s~all not log the full name o: the 

united Stctes person bu~ may use a part ial name or 

c:"l.3.::act.e::i zatio::: of the pe:::Slon . ~ 
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(l) CQmTl\Ulliea:ion~ o! Un!.:e~ S~a.:u persons a;q~.:.i.::e::: 

in chis surveill~~ce will be the ~~jsc~ o: C¥ntinui~s a~alysis 

cemml.J..•:ficaeions of ¢.l" concerni.nq United Sta~;u pe:-sen.:s that is· 

logged o~ summarized me~es· the :e~i=~men~s. of these p~eeduras 

and the :'o;-~ign !n~elligene~ su~'!!illa.nce Act.. . ~ 
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comrnunica~io~s of or conc~:ni~g Ur.i~ed s~a~es perso~s may :e 
i~dexed into ~he ge~eral F3I indices only ~:~e: the s~pe~ising 

cas~ agen~ has de~ermi~ed that bc:h ~he idenei:y and t he 

informat~on or a~e evidence o! a crime which has been, is 

being, or is abc~t to ~e committed. The ider.:iey of t~e Onited 

States ~erson as reco•dsd in :he log may be minimized oy 
striking the name or s~bs~itu~ing a cha~~ccerizaticn for that 

person. Lo~sed icen~i~ies of any persons, i~cludins United 

States p~::sons , will l:>tS rec~rded in che _'Slec:=onic Sur-.-ei lla.."le~ 

Index oursu~~t to Ti~le 18, U~ited States Coce , § 3504, ii the . . 

reasonably appear eo b~ foreign intelligence iniormeeior. and if 

t~e.y :neet oe.he: indetin; cri~eri.a est.a.i;).lished by the Federal 

Bureau of !:vescigation. (U) 

• 6 -
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U~i~ed s:~tes person~ may be tra~sc~ibed or ~~plicateQ, and 

in~ellig~~ca, foreign co~~terin:elligence, co~~~ersabotage and 

concerning· Uni~ed s~ates persons which con~ain foreign 

intelligence informa~ion as de!ined in § 2{a) may be ~se~ only 

in for~ign counts:intalligeno~ inves~iga~ions or.for o:b~: 

au~horized foreign cou.~~erin~elligence, countersabotage or 

ince~a~ional terrorism pu=?oses . 

in.fo=mation >rhich is also evide:l.ce o:f a c::-ime which has bee!'l, 

is being, or is about. to be commi~~~d, may also be used as 

provided in§ ~(d) below. ~ 

( Q.J =:vid,;~c~ of C-:-i m~ No-L otns!"\-1; se FOt!!iC7l !nte ll i~e11.f:-= 
!~fo!"'!na ~ ioJl 

!n::.ercsi=l·::.ed. communicacion.s or r.:onve:bal in!orm.ation c.r o:: 

concerning Onited States person, that is acq~ired incidental to 

che collection of foreign intelliger.ce in!orma~ion and con~~ins 

i.n!crmat.ion that: is evidence o:E a. c:::-irne which has been., is 

being, oi is about t:o be commit~ed, bu~ whicn is no~ oth~r~ise 

forei;n in~elligence information, may be ~ecained or used only 

for ':.he pu=-JJose of pr.avent.ing t.he c~ime o:- e.nforc:in9 the 

criminal law. 

St:ic~'con::rols 1hall be placed on the sto:age and 

:=e ~=ieval of interoe~e'eQ comm1.lnications of ot- concerning un~ ted 

S~ates persons. Use thall be res::ric~~d to those ~I 

superviscrf, investigative, and cleri~a.l pe.::sonnel who have a 

need to ~cw such inf~rmatioo to fuliill ioreign intelli;enee 

or law enforcement. responsibilities. (U) 

-. i -
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nonverba l. i.n!o::aa~io:: o : o: concarr..ing Ocitec S~aces p;!:::scns 

shall be Qes~royed w~~r.in a recsonable period of time follow~~s 

~heir ~~~hc:ized reten:ion a~d use a~ provided a~ove, exce;t 

t ha:: 't$1 

a~:ho:::ities. I! · it is d~c~d~d t o prose~~t~ , tape s will be 

(2 ) tapes concaini r.g comm~nications t ha: reascna~ly 

appear to 0e exculpa t ory ("E:::ady " ) material s ha l l be re-.ainec! 

o~s if t.hey cor.':.ained evide~ce "of a c=ime:; (Ul 

(3) t ape s conta i ning privileged comrnunicat.ions will 

be re:ained ~ti l o:::dered co be destroy~d ~y the Depa:t~en: o! 

Justice ; and <Ul 

or judicial o:der will ~ r~:ai~ed in acce:::dance wi t.h :he 

r'!qu i remencs of ·that rule or crC::e:-. iOJ 

(g ) Des:~ction o~ !n!o~2tion Acoui r~d 3v Mgans O~h~~ 
ThL~ ~udig RecorQina 

In! ormation Qcqui red DY me~ns ot her ~han audio r~cordi=s . 

in~lucing ~u~ net limiced t o f ~csimile cr com?u~er modem 

iot '!:-cept:ion , sh;r.ll be ::-eviewed in accorda:;ce with t ha 

s t a.ncards : 

se;tion,s - Dis~~minatisn 

la i Genera l Rast:ie;ions 

{l i sub;ec t tc ~he requirements cf chis Section. 

noupubli::!y available i.'l.!o::-n-.at ion concsrn.ing vni ted States 

per son3 octained from .che electronic surv~illanee of the target 

agant of a fcr~ign power Qay no~ ·be disseminated withou~ the 

SEEMY 
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conse~t o: ~be United s~ates p~rsc~ involved ~~less the 

i~formation is, or reasonably app~ars to be, foreign 

in:elligenee i!'lformatio!'l a.s defined in §§ 101 (e) (l) and (21 o: 

the Foreign Int~llige~ce Sc~eillance ~c~ cr is evidence o: a 

crime which has beec, is being or is about to be 

commined. (U) 

(2 ) Non?ublicly available in!o:ma::ion . concer~ing . 

United St.a:es persons obt.ained from_electronic su.rveill.an~e o: 

t.he ta::ge~ agen~ of. a foreis:n powe:- which is :::orel.gn 

intelligence information may be disseminated wi::hin t:he r .e.:eral 

Government and only to officials, agenci~s , or components with 

to be disseminated, and, t.:pon ap?roval ot e:he .!.:::to:::-:1ey General, 

may be disseminated to foreign gove=nmen~ !n exigent 

circumstances, ""her.e Attorney General approval cannot be 

cbcained in acvance, dissemin•~ion ~o a· foreign gove~nment may 

however, nocification co the Attorney General sn•ll be made as 

soon as possible af~e= that Qi~semination , and shall incl~de a 

description of t he exigent: circums~ances requiri~s s~ch 

dissemination . Information which is eviQence of a c~ime ~ay be 

. disseminated to Fedez-al, s~ate, local, o= foreign officials or 

agencies with law enforcement responsibility for t~e 

c::ime. (!J ) 

(b) S'O!ction lOl (el (1 \ f·:n;eicn In~elli.:rence Information 

Nonpublicly available in!ormation concerning United Scates 

pe:-scn~ obtained from the elec:tronic· sur,eillanc!!! of the targ!!!t 

agent of a foreign power ...,hich is or :_!!!.asonably a;?pears to be 

for~ign intelligence information as defined in 5 lOl(e) (l) c£ 

the Foreis:n Intelligence sur~eill~~ce Act may be disseminated 

in a manner that identifies United States persons only for 

authori%ed forei;n intelligence, foreign counterintelliqen~e, 

.. 
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purposes.. (U) 

Nonpubliely available i.nfc:rma:io::l. cor'!ce:'!:.ing TJni~e~ Sca::.es 

ag:n::. o: a for_ei;n powe: which _i.=; o~ ::."'aasonably .a?pears co be 

fo:ei~ intelligence info=ma::.ion as defined in § lOl(e} (2) c: 

the Foreign Incelligence Su~•eillance Ac: may not be 

ci~sseminated in a m~~ner that identifies any United s::.a~es 

person, .except. by gene:al cha:::-ac1;.e:izacion, u:.-:less sue~ 

person's identicy is necessary ::.o ~nders::.and the in!o~.a:ion or 

assess ics impcrt.ance and may be disse~ina::.ed o~y for 

authorized fo:~i;n int:ellige~ce, fcrei;n counterintelligence, 

councersabo::.age and int.erna::.ional ::.erro:ism, or law e:.fo:cement 

puJ:i'OSes. (U) 

agent: of a foreign power which is evidence of.a crime w~ich has 

been, is being, or is about ::.o be commi:::.ed, but which is not: 

or does not: reasonably appear ::.o be foreign intellige~:s 

iniormation as defined by § lOl (e ) of ~he Fo=eign Intelligence 

Surveillance Act may be ~isseminated only for law enforcement 

purposes. Any information ac~~ired from . elec~ronic 

surveillance of ~he target agent cf a foreign power whi ch is 

dissemina."ted for la.w en!o:rcement purposes shall be accompanied 

by·a statement that such iniorm~cion cr any information de=ivsd 

therefrom, may only be used in a criminal pr~ceedin; with the 

advance auchoriza::.ion of the Attcney General. (U) 

_e Janet: Reno 
/A~torney General oi the United Scates 

c;/;i /; ., 
Dace 
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