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EXEIRIT A
FOREZIGN INTELLIGENCE SURVEILLANCT COURT

WASEINGTON, D.C. ;

IN THS MATTIR OF THZ AFPLICATION :
OF THE UNITED STATES FOR AN CRIZR :
ATTHCRIZING FLECTRONIC SURVEIILLANCE : Dockst Numbdar:
OF A NON-TNITED STATES PERSON AGENT :

Ll

OF A FORSIGH POWER. I3 : -

STANDARD MINIMIZATION 2ROQIDURES
Pursuant To § 101{h) of the Foreign Inzelligencs

1578, the £
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llowing procsdyres havs Deen B

i

adoptad by the Acteorngy Generzl, and shall be fellowed by the

Federal Bursau of Invastigatien [F3I), in conducting this .
elaczronic survsillance as orpdarsd by cthe Court:

dissemination of nonpublicly availablis communicatians zad ocher
informacion cenesrning unconsenting Unized States persons that

15 collécted in the csurse of telephone, microghons, closed
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is az agent of a forsign powsar consistenr wish the nesd of tha

intelligence Informatisn. =9
L]
—ERERET
Classified by ian Kormblum, Desyny Counsal for

Inrellicance Cperations, QFffiecs of
] Ipealligancse Bolicv apd Reviaw, T .3
. Depgztmant ~f Juesize
Raason: 1.50c}

Declassify on: X3 n
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proceduras. (T} ) -
(o} As used hersin "communicazions of a Unitsed States

person, " includes all communizazicns to whick a United State

i

perscn is a party. (“Comminicaticns econcerming a United States

person® includes all communicatiecns in which a Unitad States

parson is discussed or manticned, exospt that communicatiens

{o} When the citizsnship status of 3 pariy to a

ccmmunicacion being surveillad is unknown, and no rzasynabla

masis axizcs for comesluding that the party is nes Uniced

4

M

Staces person, it is presumed that such party is a Unired
Gtacss pgrson“' e}

{4} As used ner=in, "neomvsrmal information” shail
include, but not be limizsed teo, COTV pictuzses 25 wall es

typewritsr and machine noises. (U)

Sacrimn 3 - Bdoguisition

{a}] Incarseption
The F3I may intercept all communicatigsns and noenverbal

infermation of or concerning United Stat
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carried over wize scmmunications lines or are acguirad

alsctronic, mechaanical, or otier surveillance devige autherizsd

/ l
oy Couzt order. Ths FBI may alsc iatszcsant all oral

communicatiocns and nenverbal infsrmaticn of or concernin

Unized Statazs persons which ocgur withizn She target premisas as

authorized by Court order. TS
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(o) Marificazion

At the indtiation of selacironic surveillance, tha I3

-

snall varify that the telephons communicazions lines being
intercspred 2re the telephome lines of the warget agent of a
foraign power authorizad by Court ordsr. (W)

le) Mizrovhonms amd CUTY

Elsctronic suzveillancs of the target agenc of a foreign

rower way either be monitorsd sontemporanecusly, racorded

o

autematiczlly or conducted by a2 combinatien of both mezns, (U

{z]

{1} In ths svent thac all commuaicazisns .é.n.—:
azguired by autemaiic recording, the monitor &I the
automatically scguizrsd vape will smploy the same principles of
logging, indexing, and using the Loformaticn &3 if it hzd bean
seguired by 3 live mendter. (Q)

t2)  F3I perseomnsl who mopiter. fhe elsctronic
surveillance contsmporanscusly or who moniter autematically
a:quiréd informaticn ehall exercise reaszonable judgment in
determining whether paxcisular infocrmanion intarcsptad must be
minimized. ()

| {3} A permalent writtan recerd or "log® shall be
mainczined by parscpnel who contemperansously moaitor
communicacicns being survelllsad or who meniter automatically
acguired informatiom; providsd than identiziss or
communications of or ccnceraing Unicad Statss pefsons that
could rot be forsign incelligencs iniormation or axes not

avidence of a crime which has Deen, i3 being, 4T i3 about to be
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—SEEAET—

commitzed may net he logzed or éumma.:ized. Faozxeizn
inzellicence information acguired in other £oims, such as
farsipile messages, compuier modem data, of other
elasaronisally ganaratad pradugt, may pe indexad 2n¢ filed
wizhout a separate log being preparsd. &

{4) When the idsnzizy of the Un;'.aec‘. Sz3tes person
ceuld neo be forsign intelligence informaticn, even though the

_centent of the communicarion could be foraign inzelligence

tafszmatien, the menizor shall net log the full name of the
Unired Staces persca but may use a partizl name or

sharacterization of the perssn. 5.

83 rivilaged Communicand

—S=EREYT—

- 4 =

CR 1223



CR 1224
Approved for public release by the DNI 20140909

Ry

(5} HNonperginasns Commysigarjsss

(1) Communisations of Uaired Stazes Perszons asguires
in this surveillasez will ba the subhjest of coatinuing anzlvsis
te establish categowies of communications that s not
pereinents oo :;e zutherized ;urpcée sf he gUrvaillancs. (I

‘ [2}) Thess caregosies should be estSablished after z

reassnable peried of wonitering the communications of the

cargat, (U}

{7} The Attorney Ga2nsezal, o 2 designee, shall
parigdically Gstermine that inisTmazion concerning
communicatisns of sr concerning Unitad States persenz that is-
logged or summarized mests' The reguirsments of these proceduras

and the Fopeign Intslligencs Surveillancs Act., (S

541 ~
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Sectdion 4 - Tnoesrazl Uss apd Escention

{3} Indexine

Lagged idanticiss of Unirsad Starves personz and
communicatisns of or concarning Unizsd Stares DArsons may De
indaxsd iate the genara] FEI indicas cnly aifter the supervising
c232 zgeaT has dazerminad that Dotk the iﬁentizy and the

oreign istelligence

Fhy

communicacion :eascnéﬁly appeaT to ba
informacion o7 2ze evidances of a crime whizh hasg hesn, iz
keing, ar is abeut to be committed, The fdenzity of the Unitsd
States person és.:eccrdsd in the log may ba minimized by
striking the nama or substituting a chaTaccerizacien for that
person. Logged identisies of any perssns, including Uniﬁed
States persens, will 58 recorded in che Zlesctzonic Surveillance
Index pursuant 5o Tizle 18, United Staces Code, § 3504, if the
supervising case agent has’datsrmined that the identitias
reasonzbly appear to be forsign intelligence infarmation and il
they mest other indexing criteria astablished by the Faderal

Bursau of Investigatisn. (I
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{B) Trangsriprisn, Du=lima=4ianm

__and Orher Recerds

Communications cor noaverbal informaticn of or conserning

Unized Stxtes persons may De transczibed or duplicated, and
reperts mads of their contants only fer authorized foraign

inralligen=e, foreign counterinteiligencs, countersabstags and

intzrnational terroriam or law anfoTcement purposas. (S

Incercepted communicarcions or nenverbal informacion of or

concerning United States persens which contain foreign

intelligence informatien as defined in § 2(2) may be used only

in feoresign counterintalligence 1nv=sg-gatzcns oy for osher
authorizad foreign councsrincelligencs, counterszabotage o=

nternational terrorism purposes. Forsiga intelligenes

e

Py -

nfsrmaticn which is also svidence of 3 crime which has bkesn,

[

" is being, or is about to be commirtad, may also be usad as

provided in § 4{d) below. TS

Crim2 Nor ortharwiss Foreicon Intaliisencs

(4} zZwvidsnce
informat

Intercepted communications or nonverbdal information of o
goncacniag United Statss person, that is acquired iancidencal teo
the collsction of fcraign intelligence information and contains
informatisn that is svidences of 2 crime which has been, is
being, or is about %o be committed, but which is not otherwise
forsign intelligence information. may be retained or ussd only

for the puspose of preventing the crime or enforcing the

criminmal law. Tbk\
() Controllsad 3Acosss

Strict contreols shall be placed on the stoerage and

zetriaval of intero=oted communicaticns oF or concarnipg Unized
E)

States persons, Use ghall be restricced %o those FEI
superviss ey, invescigative, and clerizal persoonel whe have a
need to koow such ixfsrmation teo fuliill foreign imtelligsnee

or law znisrcesment responsidbilities. (D)

_SELRET—
o,
- T -
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{f] Deszguccionm of Tanss

Tape recardingé and duplicace capes of communicazions or
nonverbal infarmatisn of or ccn:grning Unized Staktes parscns
shall be 3=s:royed within 2 rezsonable period of time following
their autherizad retention and use as providsd above, excszt
thaz: S . -

{1] tapes ceataining evidence of a criminal cffense
will be recained untfil 2 decision is rendezed by prosecutive
avshorizies. If. it is decided to prosacuts, tapes will be
racained uncil the 2nd of the pIosecution process; (W

(2] _tépes containing communicatisns that rsascnazly
acpear to pe axculpatory ("Erady") material shall be retaiamed
as if they contained svidencs of 2 czime; (U

{(3) rtapes ceonsaining privileged communications will
be retained until ordersd teo ke destroysd by the Department of
Justice:; and W

{2} tapes requi:éd ro be retained by 2 ruls of law
sr judiecial grder will he retained in accordance with the

requirements of that ruls or ordsr. (D)

tg} Deszrmucrion of Informarign Acouired 3v Means Gchez

Than Recprding
Information acquirsd by means other than audis racording,
includiag but net iimiced co facsimile or computer modem
intarceptien, shall be zZeviswed in accordance with the

standards for Internal Use and Rstention sst Zerth Ln thess

Seagfion § - Disssminavign

fa} Gangral Restzictions
{1} Subject to the reguirements of this Section,
nenpublizly available infa:ma:ion conceraing United S$tatas
persens obtained from che =lectronisz surveillance of the carget

zgant of 2 foreign power may nRot be disssmisatad withous the
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-t L

cansent of the Unitsd Statss persen invelved unless zhe

information is, or reasconably appears to be, fezeign

(2) Nenpublicly available informazion concerning

.o United States persons obtained Zrom slectronic survelllanes of .

ths target agent cf a foreign power which is forsigm
intelligance information may ba disseminated wiihin the Faderzl
Government and only to officials, agenciss, of componenis wiih

responsibilitiss directly relzted to the infoTmation propesed

ts be disseminaced, and, upon approval of th2 Aftormey General,

circumstances, whers Atiorney General approval cannot be
abrainad in advance, dissemination to a f£orsign governmeat may

be made without sush prior Atteorney Gensral approval in ordex

however, naotification te the Attormey General shall

soen as pessible after that dissemination, and shall include

i

descripticn of the exigsat circumscances regquiring such
- disse mﬂnaticn. Informacicn which is evidence ©f a crime may e

dissaminatsd to Federal, stats, local, o forsign cfficials or

L 4
r

I

1D

agancies with law anicrc=ment responsibilivy fo
crime. (M

(o} Z2ection 101{el (1) Forsion Tntellizenge Informatisn

Nonpublicly available infarmaticn concernin United Statss

persons ohtained fram che elsctronie survsillancs of the targsec

(13

agent of a foreign pc#er which is or reasonably appears to be
forwign incelligence information as defined in § 101(e) (1) of
the Foreign Insslligence Surveillance Act may be diss=ninat ad
in a manner that identifies United States persens only for

i
authorized foreign intalligence, foreicnm counterintalligence,
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countarsabotage and ipternatisnal tersorism, or law enfaTcamers
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(e} Seection 101{e} {2} To=aic=m Terall

Non:ubl;cly available infermation congerning United Startas

persons obrained frem the elestronic survaillance of the targer

the Forsign Incellicence Surveillancs Ac¢T may not be ) o

ﬁ;sseminated in 2 manner that identifises any United Staces h
parson, axcept By ganeral characterization, unless such

persan's identity is necessarf to understand the information or

assass its importance and may be disseminated only foz

autherized fersign intalligenes, fowraiszn countarintellizence,

countarsabotage and

intarnational tarrorisnm, = law amforcemznt

purpesas.. (V)

{4) Criminm=l! Tnformacion

Meonpublicly available infeormaticn concerning Unitzad States
persons obtainad from the elsctreonic survelllance of ths targst

agent of 2 fozreign powasr which is evidsnce o

(&1}

ca czime which has

‘bsen, ls being, or is about tTo ke committed, but which is not

or does not reascnably appear to be forsign iatelligence
information as defined by § 10i(2) of the Foreign Intslligencas
Surveillanes Act may be’ d‘ssem-uatad cnly for la2w enforcement
surposes. Any information acquired from slactreonic
surveillance of the target =gsnt of a foreign power which is
disseminatad fer law enforcement purpeses shall be accompanisd
by 'a statement that such informazion or any informaticn derivad
thersfrom, may only be used in a criminal przceeding with the

advancs autherizaticn of the Attcrmey General. (W)
. Y.

.__g;::f /deﬁfiz;:;49

Janst Reno
Atzormey General of the United Statss

g/, 705"
f

Date .



