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UNITED STATES 

FOREIGN INTELLJGENCE SURVEILLANCE COURT 

WASH1NGTON, D.C. 

MEMORANDUM OPINION AND ORDER 

This Memorandum Opinion and Order is issued pursuant to 50 U.S.C. § 1805c(b) & (c), 

which provide for the Foreign Intelligence Surveillance Court (FISC) to review, under a "clearly 

erroneous" standard, procedures adopted by the Attorney General and the Director ofNational 

Intelligence (DNT) under 50 U.S. C. § l805b(a)(1 ). For the reasons s~ted herein, the Court finds 

that the procedures that have been submitted to the Court meet the applica,ble review for clear error 

with regard to the government's determinations that the collections appropriately concern persons 

reasonably believed to be outside of the United States. 

l. Procedural History 

On August 17, 2007, the govenunent filed a set of procedures with this Court pursuant to 50 

U .S.C. § 1 805c(a). Those procedures pertain to a certification by the Attorney General and the 

Director ofNationa! Intelligence, styled DNl!AG 105B Certification 07-01, filed under seal on 

August 10,2007, pursuant to§ 1805b(c). Under that certification, and follo""ing those procedures 

("07-01 procedures"), the National Security Agency (NSA) acquires foreign intelligence 
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1n an order dated October 11, 2007, the Court stated that it would consider 

procedures jointly for purposes of the Court's review pursuant to 50 U .S.C. § 1805c, and directed 

the government to address specific questions about these procedures identified in the Court ' s initial 

review. That order (''October 11 Order") is incorporated herein by reference and made a part of this 

Opi11ion and Order. See anached Tab A. The goverrunent timely submitted its response on October 

26, 2007, see Government's Response to the Court' s Order of October ll, 2007 ("Gov 't 

Response"), which is incorporated herein by reference and made a part of this Opinion and Order, as 

the Court has relieci"'on its contents. See attached Tab B. 

On December 12, 2007, a hearing in trus matter was conducted on the record. The transcript 

of that hearing ("Trans.") is incorporated herein by reference and made a part of this Opinion and 

Order, as the Court has relied on its contents. See attached Tab C. 
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II. Statutory Framework 

In this matter, a judge of the FISC is for the first time exercising a responsibility assigned to 

it by the Protect America Act of 2007, Pub. L. No. 110y55 , 121 Stat. 552 (P .. O...A.). The PAA. created 

a new framework, within the Foreign Ll'ltelligence Surveillance Act of 1978, codified as amended at 

50 U.S.C. §§ 1801-1871 (FISA), under which the Executive Branch, pursuant to a "certification" by 

the Attorney General and the DNl, may conduct certain forms offoreign intelligence colJection, and 
~ 

direct third parties to assist in such collection. 

The PA.A.. accomplished this in several steps. First, the PAA provided that F1SA's definition 
I 

of electronic swveil1ai1Ce, at 50 U .S.C. § l 801 (f), shall not be "consLrued to encompass surveillance 

directed at a person reasonably believed to be located outside of the United States.': 50 U.S.C. 

§ 180Sa. 1 

1 Prior to the P AA, the government had argued to the FISC that, in some contexts, 
surveillances of targets outside of the United States did constirute electronic surveilla11ce as defined 
by FISA, such that the FISC had jurisdiction. The uded that did 
'urisdict1on over certain of such surveillances 

the request of the government, FISC judges have entertained for authority 
to conduct such surveillances. Since the enactment of r...'1e P A.A., the goverrunent has opted, pursuant 
to the "transition procedures" of the P AA, to continue to submit applications to the F1SC for 
authority to conduct such sui-veilla..-1ces, "under the provisions of [FISA] as in effect" prior to the 
effective date of the P.A...A. P.A.A § 6(b). 
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Second, the P.A.....A. created a new ';certification" mechanisrn. 2 Under this P.A.....A. mechwism, 

';me [DN1] and the Anorney Genera}, may for periods of up to one year authorize the acqujsit)on of 

foreign intelligence information concerning persons reasonably believed to be outside the United 

States." 50 U.S. C. § 1805b( a). In order to grant such an authorization, the DNI and the Attorney 

General must make several specified determinations. Most pertinentb', iliey must determine that 

(1) there are reasonable procedures in place for determining that the acquisition of 
foreign intelligence information ... concerns persons reasonably belie-ved to be 
located outside the United States, and such procedures will be subject to review of 
the Court pursuant to [50 U.S.C. § 1805c; and] 

(2) the acquisi1:ion does not constitute elecrronic survei1lance .... 

ld. 1 These determinations "shall be in the fonn of a vvritten certification, under oath." § 1 805b(a). 

The Attorney General and the DNI may direct a person to assist in acquisitions pursuant to such a 

certification. § 1805b( e). 

Third, the PAl\ provides for judicial rev1ew of certain aspects of the certificat)on process. 

The government is required to ''transmit" to the FISC copies of each certi.tlcation, § 1805b(a), and to 

2 The pre-PAA. version ofFlSA provided a means for u':le Attorney Genera) to authorize 
some forms of electronic surveillance, without bene:fit of a court order, by making a different type of 
''certification." 50 U.S. C. § 1802(a). Section 1802( a), which the P A.A. did not aJter, is available 
only in narrowly draVvTl circumstances- when the surveiHance is "solely directed" at cenain types of 
foreign powers (not including groups engaged in international terrorism) and "there is no substantial 
likelihood" that any U.S. person's conununications will be acquired. § 1802(a)(l)(A) & (B). 
Ahhough copies of such certif1cations are fi1ed with the FISC under§ 1802(a)(3), the FISC has no 
role in reviewing them. 

3 The other required elements of the cen:ificati on invoive assistance from a third oartv who . ' . 
has access to communications or comrnunicat1ons equipment; the "significant purpose" of obtaining 
foreign intelligence information; and the adequacy of the minimization procedures to be followed. 
50 U.S.C § 1805b(a)(3), (a)(4) & (a)(5). 
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"submit" to the FISC "the procedures by which the Government determines that acquisitions 

conducted pursuant to[§ l805b] do not constitute electronic surveillance." § 1805c(a). "No later 

than 180 days after the effective date" of the PAA., the FISC "shall assess the Govern..rnem's 

determination under section 1805b( a)(l) that those procedures are reasonably designed to ensure 

that acquisitions conducted pursuant to section 1805b .do not constitute electronic surveillance. The 

court's review shall be limited to whether the Government's dete~inru:ion is clearly erroneous." 

§ 1805c(b). 

If the court concludes that the determination is not clearly erroneous, it shall enter an 

order approving ilie continued use of such procedures. If t.1e court concludes that the 

determination is clearly erroneous, it shall issue an order directing the GDve:rr.ment to 

submit new procedures within 30 days or cease any acquisitions under section 1805b 

of this title that are implicated .by the court's order. 

§ 1805c(c).4 

Tirree points about the FISC's role under § 1805c bear emphasis. 5 First, t.1e FISC is to apply 

a "clearly erroneous" standard of review. To apply tbs standard properly, the FISC looks to how a 

"clearly erroneous" standard of review is under stood in other contexts.6 Vlhen an appellate court is 

4 The PA ..... '\ also provides a role for the FISC regarding directives issued pursuant to 

§ 1805b(e): under § 1805b(h), the recipient of such a directive may file a petition with the FISC 

challenging its legality; and under § 1805b(g), the government "'may invoke the aid" of the FISC "to 

compel compliance" wiih a directive. 

5 In a separate, adversarial proceeding before another judge of this Court under § 1805b(g), 

the respondent has argued that the PA.!\ is unconstitutional because it violates the Fourth 

Amendment and separation-of-powers principles . See Docket No. 105B(G) 07-01 . 1n the instant, 

ex parte proceeding under § 1805c, the Court addresses only tb.ose issues commended to ·it by 

§ 1805c, and does not reacb those constitutional issues. 

6 See Brad1ev v. United States, 410 U.S. 605,609 (1973) (statute understood to use 
(continued ... ) 
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reviewing a distrjct court's findings offact, see Fed. R. Civ. Proc. 52( a), it finds clear error only 

when "left with a deflnite and firm conviction that a mistake has been committed." McAllister v. 

U11Jted States, 348 U.S . 19, 20 (1954) (internal quotations omitted). The review is notde novo, 

because the ''clearly erroneous" standard "plainly does not enti:rle a revi ewing coun to reverse the 

• finding ... simply because it is convinced that it would have decided the case differently." 

.-\nderson v. Citv of Bessemer Citv, 470 U.S. 564, 573 (1985) .. -\nd the "clearly erroneous" 

standard of review applied by this Coun under different provisions of FISA 7 "'is not, of course, 

comparable to a probable cause finding by the judge."' In re Sealed Case, 31 0 F.3d 717, 739 (FISC 

Rev. 2002) (quoting H.R. Rep. No. 95- 1283, pt. 1 at 80). 

Second, the scope of the Court's review under § 1805c is narrow. Executive branch 

determinations under§ 1805b(a)(4) & (a)(S) regarding the purpose ofthe acquisition and the 

adequacy of minimizarion procedures are not subject to review under § 1805c. l'ior, under § 1805c, 

does the Coun make any assessment of probable cause, as it does pursuant to §§ 1805(a)(3) anq 

1824(a)(3) before issuing orders authorizing electronic surveillance a..i1d physical .search. 

TIJ.ird, the statute describes the subject matter of the Court's review under § 1805c using 

varying and ambiguous language. Section 1805b(a)(l ) sets out the relevant executive branch 

.. 
6 

( ... continued) 
"familiar legal expressions in their familiar legal sense") (internal quotations omitted). 

7 An application to the FTSC for an order authorizing electronic surveilla.11ce or physical 

search must contain a certification from a designated senior executive bra11.ch officiaL See 50 

U.S.C. § 1804(a)(7) (electronic surveillance) and§ 1823(a)(7) (physical search). T o grant such an 

application for a U .S. person target, the FISC judge must find tha1 the certification is not clearly 

erroneous. See§§ 1805(a)(5) & § 1824(a)(5). 
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'·determination" as follows: that "ther e are reasonable procedures in place for determining that the 

acauisition of forei12n inielli12ence information under this section concerns versons reasonablv 

believed to be located outside the United States." § l 805b(a)( 1) (emphasis added). 8 However, 

§ 1805c(b) states that the Court "shall assess the Govero_rnent' s determination under [ § 1805b(a)( l )] 

that those procedures are reasonably designed to enswe that acquisitions conducted pursuant to 

[§ 1805b] do not constitute electronic surveilJ ance.'' § 1805c(b) (emphasis added). One provision 

focuses on the location of persons implicated by the acquisitions of foreign intelligence information, 

while the other provision focuses on whether the acquisitions constitute electronic surveillance. 

This seeming discoD..nect between the language of§ 1805b(a)(1) and § 1805c(b) is bridged in 

part by the P A .. A.' s amendment to the definition of "electronic surveillance" to exclude "surveillance 

directed at a oerson reasonably believed to be located outside of the United States." § 1805a 

(emphasis added). Section 1805a arguably harmonizes§ 1805b(a)(1) and§ 1805c(b), to the extent 

that the acquisition of foreign intelligence information concemin2: oersons reasonably believed to be 

outside of the United States (per § 1805 b(a)( I)), will often, and perhaps usually, be accomplished 

through surveillance directed at versons reasonably believed to be outside of the United States. In 

that event, such surveillance will not constitute "electronic surveillance" by virtue of§ 1805a. 9 But 

8 Section 18~05b(a)(1) further provides that 'isuch procedures will be subject to review of the 
Coun pursuant to[§ 1805c]." ld. 

9 For ease of reference, this Memorandum Opinion uses w.1e term "surveillance" to refer tD 

the means of acquisition U.ilder the procedures in question. However, to be fully precise, the Court 
notes that some acquisitions of foreign intelligence information could involve means that do not fall 
within Lhe definition of "electronic surveillance" at 50 U .S.C. § 1801 (f) for reasons other thai1, or in 
addition to, their being directed at persons reasonably believed to be outsi-de of the United States; 

(continued ... ) 
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at first glance, at least, this harmonization is imperfect. For example, an acquisition of foreign 

intelligence information that concerns a person outside ofu.~e United States might not necessarily be 

understood to involve surveil1~"1ce directed at a person outside of the United States. The concepts 

are related and overlapping, but not necessarily co-extensive under the terms of t~e statute. 

Despite these interpretative difficulties, it seems clear that procedures will satisfy the 

relevant statutory requirements if they are reasonably designed to ensure both 

(I) that such acquisitions do not constitute ''electronic surveillance," because they are 

surveillance directed at oersons reasonably believed to be outside ofthe United States, and 

(2) that the acquisitions of forei2:n inteilioence information concern persons reasonably 

believed to be outside of the United States. 

Accordingly, th.e Cou.rt will review, under a "clearly erroneous" standard, whether the procedures 

satisfy each prong of this formulation. Wnere separate application of the two prongs may produce 

divergent results, the statutory language is further analyzed in the relevant factual context. See Parts 

III.B. and III.D infra. In this review, the Court will both exa..rni..t"1e the wTitten procedures themselves, 

and consider and reJy on information provided by the government in its Ocrober 26, 2007 response 

and at the December i 2, 2007 hearing regarding the implementation of the procedures and the 

intended effect of certain of their provisions. 

9( . d' ... contmue 1 

for example, the means of acquisition could constitute a "physical search" as defined at 50 U.S.C. 
§ 1821 (5). But as long as the means of acquisition is directed at persons reasonably believed to be 
outside of t~e United States, NSA is not conducting "electronic surveillance," and the Court need 
not inquire into any additional reasons that might support this conclusion. 
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Til Consjderation of the Procedures 

A. Overview of Procedures 

ln most respects, the are quite similar. Because the procedures 

apply to the acquisition of foreign intelligence information about different entities, rhey include 

different descriptions of targets. There are other variations in wording, about which the Court 

inquired in its October 11 Order. 10 The government has cl8.!.-H1ed thai these variations do not reflect 

"substantive differences" among the procedures, but rather result from drafting refinements that 

took place after the adoption of procedures. Gov 't Response at 9. Thus, while the most 

recently filed procedures provide more technical detail on some points, the descriptions in all the 

procedures remain "accurate 'and current." IQ. at 9-11. Accordingly, the procedwes are discussed 

jointly herein. 1 1 

The procedures involve an assessment by NSA analysts, based on available information, that 

the user of a particular telephone number or electronic communications acco\Ult/address/identifier 

{"e-mail a~count"Y~ reasonably appears to be outside of the United States, before that telephone 

1 1 There is one signiflcant difference among them: or-Jy 
of" grandfathering" provision, which is discussed at Part III. C infra. 

!? The Court recognizes tha1 many of these accounts/addresses/identifiers can be used for 
electronic comm\Ulicatjons other then e-mail, but will use the tenn "e-mail account'' for ease of 

(continued .. . ) 
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number or e-mail account is "tasked" for acquisition. 

In making this assessment, NSA analysts examine "three categories 

of inforrnat1on, as appropriate under the circumstances." 

For each taskjng, analysts are required to provide a "citation" to information or reporting on 

which they rely in making this assessment, and NSA person.11el verify that an appropriate citation 

·. 
p( . d) - ... contmue 

reference. 

Page 10 
... 

566 



Approved for public release by the DNI 20140909

TOP SECRET/tCOMINTf/OR:CO~t,NOFOR~/fXl 

emry is made before a tasking is approved . 

. AJ'ter a telephone number or e-mail account has been tasked, NSA 'hill routinely take 

specified steps designed to assess whether the user remains outside of the United States. 

In the event that information is "acquired by directing surveillance at a person not reasonably 

believed to be outside the United States in a manner that' constitutes electronic surveillance, as 

defined under the FISA, [such information] shall be purged from NSA databases.'' 

If the user of a tasked facility had 

been reasonably believed to be outside of the United States at the time of taskii""lg, but later was 

.detennined to be within the United Staies, NSA will "[t)enninate the acquisition from that person 

without delay and determine whether to seek aJ,nhorization to conduct electronic surveillance under 

applicable provisions of FISA." 

-
Page 11 
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The procedures also include oversight 6-l""'ld compliance measures, including reviews, at 

intervals no greater than 60 days, by personnel from the Department of Justice and the Office of the 

Twelve ofthese 

reviews involve examination of the "citations" recorded by the NSA analysts in support of their pre­

tasking assessment that the user of the facility is outside of the United States, and, where the 

significance oft.1e citation is not apparent on its face, of the supporting materials referenced in t':le 

citations. ld. al 5, 10-11 . The documentation for~kings has been reviewed in this 

~anner, id. at ),6, and these reviews have found that "a strong majority" of taskings were properly 

documented by referencing materials that supported the analysts' determination that the user of the 

tasked facility was outside of the United States. ld. ai 12. Most of the problems identified have · 

concerned adequacy of docu.rnentation, id. at 6-8, 12, and training and techri1caJ improvements have 

been made in response to them. rd. at 10,34-35. As to the actual location of the users of the tasked 

facilities, it appears that, in approximately- ases, the user of a tasked facility may have been 

V\rithin the united States. Wrule examination of these cases by the government is not complete, the 

government expects that at least some of them may have involved a user ;easonably believed to 

have been outside the United States at the time of tasking who, based upon later-obtained 

information, was subsequently determined to be within the United States. ld. at 13- 14. 
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B. ,!~,.nalvsis of Procedures as Apolied to Communications to or from Tasked Facilitit;rs 

For the most part, NSA SU.iveillance under the P.~ acquires telephone communications that 

are placed to or from taskedtelephone mL.Jlbers, and electronic conununications that are sent to or 

from tasked e-mail accounts. 14 In order to apply the two-pronged formulation stated on page 8 

suor~ it is necessary to determine at -wnich persons this form ofNSA surveillance is "clirected," and 

which persons the resulting acquisitions of foreign inte11igence information "concern." 

Under the first prong, which corresponds to the 1anguage of § 1805a, it is natural w think of 

the users of the tasked facilities as the persons at whom surveillance is "directed." A user of a 

tasked facility is a party to every conununication acquired by this form of surveillance. 1t is true that 

other persons are subjected to the surveillance when they communicate 'With the users of the tasked 

facilities. But NSA is not targeting the comml.lillcations of those other persons for general 

acquisition; rather, those persons come within the scope of the stirveillance only when they are 

communicating with the users of the tasked facilities _IS ln the plain meaning of the term, this form 

of surveillance is ''directed" at the users of the tasked facilities, a.1'1d not at other persons. lo 

14 NSA also acquires another category of electronic communications, which is discussed in 
Part III.D infra. 

15 United States persons whose communications are acquired will be afforded the protection 
ofFISA minimization procedures. See 50 U.S.C. § l80l(h) (defining "minimization procedures") 
and§ 1805b( a)(5) (requiring Attorney General and DNl to determine that the miTIJmization 
procedures to be used with respect to PAA. acquisitions meet the definition at § 1801 (h)). 

16 This conclusion comports with the prevalent understanding, under a d-·fferent revision of 
FlSA, of the "facility" at which swveillance is "directed." The FISC has issued rders 
authorizing the acquisition of conununications to and from specified tdephone n~-n ers an e-mail 
accounts, and those orders identify such telephone numbers and e~rnai1 accounts as the "facilities" at 

(continued ... ) 
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Under the second prong, which corresponds to the la.Tlguage of§ 1805b(a)( 1 ), the 

acquisit ions of foreign intelligence information resulting from this form of surveillance clearly 

" concern" the users of the tasked facilities, who are parties to each acquired commu.11ication. It 

could be argued that these acquisitions also ·'concern" persons who communicate with the users of 

the tasked facilities , and even third parties who are mentioned in such conununications. However, 

there are sound reasons for concluding that the second prong is still satisfied. Section 1805b(a)(l ), 

by its terms, does not require that the acquisition of foreign intelligence information exclusivelv 

concern persons reasonably believed to be outside of the .United States. Moreover, so stringent a 

reading would put § 1805b(a)(l ) at odds with§ 1805a, which focuses on the location of persons at 

whom the surveillance i~ "directed," not a1 u'le broader class of persons whose commuru ca:tions or 

irJonnation are acquired by the surveillance. Therefoie, § 1805b(a)(1) should be interpreted in a 

manner that harmonizes its requirements Vvith those of§§ 1805a and 1805c(b). See Food & Drug 

Admin. v. Brown & Williamson Tobacco Coro., 529 U.S. 120, 133 (2000) (court must interpret 

statute "as a symmetrical and coherent regulatory scheme, and fit, if possible, all parts into an 

harmonious whole") (internal quotations and citations omitted). 17 This may be done by interpreting 

§ 1805b(a)(l) to permit procedures reasonably designed to ensure that each acquisition "concerns" 

a person reasonably believed to be outside of the United States, even i{ the acquisition also may 

16
( . •. continued) 

which this form of"eiectroPJc surveilia.11ce is directed" for purposes of 50 U.S.C. § \805(a)(3)(B). 

17 The government implic~similar interpretative approach. See Gov 't Response 
at 1 ("[T]he government has filed ~rocedi.Jres used to determine that cenain acquisitions 
of fore ign intelligence information concern persons reasonably believed to be located outside of the 
United States !md, therefore, do not constitute electronic surveillance.") (emphasis added) . 
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"concern" another person who is in the United. States. The Court adopts this interpretation in its 

review of Vlhether the procedures are clearly erroneous. 

Thus, for the form ofNSA surveillance that acquires communications that are to or from the 

tasked facilities, both prongs of the tvvo-pan formulation stated on page 8 suora will be satisfied if 

the procedures are reasonably designed to ensure that the users of the tasked facilities are reasonably 

believed to be outside of the United States. 

Tne Court finds, under the applicable "clearly erroneous" standard, that the procedures as 

generally summarized in Part Ill.A. suora are reasonably designed to ensure that the users of tasked 

facilities are reasonably believed to be located outside of u\e United States. V../hlle the procedures 

leave it to the discretion ofNSA analysts exactly which steps are appropriate to take prior to tasking 

a particular phone number or e-mail account, analysts are required to ma.lce a record of the basis for 

their assessment that the user is outside of the United States . After tasking, there are additional 

steps- some of which are taken as frequently as - to verify that this assessment 

remains valid. The results of the reviews conducted by the Department of Justice and the Office of 

the DNI, as described at the hearing in this matter, support this finding. The Court anticipates that 

continuation of thorough reviews by the Department of Justjce and the Office of the DNI will aid in 

the timely identification and resolution of future problems that may arise . 
.. 

However, certain provisions of the procedures require further analysis, as discussed below. 

The 07-0 l procedures fer acquisitions regarding 

empt from certain 
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requirements telephone numbers and e-mail accounts that had been "properly tasked for collection" 

under FISC orders in docket 07-01 procedz,~.res at 1 n.1 . 

The goverrunent explains that tasking ur1der these dockets "means that NSA 

reasonably believed that the facilities were being used outside the United States and that NSA had 

discovered no information indicating that the facilities were being used in the United St~tes." Gov 'I 

Response at 4. NSA' s prior determination that these users "were reasonably believed to be located 

outside the United States" was "based on the se4-ne categories of information (i.e 

described in the 07-01 procedures." Id. at 3. However, in implementing those prior authorities, 

NSA did not have formalized processes for verification, documentation, and systerna1ic re-checking 

of a target's location. Id. at 4. 

Such previously tasked phone nwnbers and e-mail accounts are exempt from pre-tasking 

requirements under the 07-01 procedures, but "are subjected tQ the same post-tasking proced\Ues 

designed to verify that their location is outside of the United States and to notify NSA of any 

changes to their location as are other facilities ." ld. As noted above, these post-tasking procedures 

include On this understanding, the 

Court finds that the exemption of these facilities from pre·tasking requirements does not alter its 
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general conclusion mat the procedures satisfy the appEcable review for clear error ·with regard to 

aequisition of communications to or from tasked telephone numbers and e~mail accounts. 

D . Acquisition of" About" Com..rnunications 

In addition to acquiring commUi1ications that are to or from a tasked facility, NSA also 

acquires electronic communications that are "about," i.e., contain a reference to, a tasked e-mail 

account. 18 (There is no comparable acquisition of phone communications.) Because these "about" 

18 These "about" communications consist of the follo'Ningllcategories (for ease of 
reference, the e-mail account tasked for acquisition is given rhe narne "tasked@email.corn"): 

See Gov 't Response at 7 (referencing description at pages 12-14 of the Primary Order issued an .. 
(continued ... ) 
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corrummications will not necessarily be to or from the user of a tasked e-mail account, it is 

necessary to analyze them separately under the two-pronged formulation previously discussed on 

page 8 ~· Under that formulation, the relevant statutorj requirements will be met if the 

procedures are reasonably designed to ensure both ( 1) that the acq~isitions do not constitute 

Helectronic surveillance," because they are surveillance directed ai persons reasonably believed to be 

outside of ~e United States, and (2) that the acquisitions of foreign intelligence information concern 

persons reasonably believed to be outside of the United States. 

In each case, the user of the tasked e-mail account will have already been determined by 

NSA, }n accordance with the procedures (to incJude the "grandfatbering" provision in the 07-0 l 

procedures), to reasonably appear to be outside of the United States. In addition, "NSA will either 

9 For these 

reasons, the Court accepts, for purposes of its "clearly erroneous" review, that for each "about" 

communication that is acquired, there is reason to beJjeve; (a) tbat the user ofilie tasked e-mail 

19 In the event that NSA determines that an '"about" COIT'.munication was acquired where all 
pB.~-cies to 1he communication were within the United States, NSA would purge information about 
the commwJcation from its databases. Trans. at 47-48. 

TOP SECRETh'COtiH?HHORCO?l,?fOFOR:fWXl 
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account, the nru-ne of which is referenced in the acquired coro..munication, is outside of the United 

States; and (b) that at leas1 one party to the acquired cornmUllicatjon is outside of the United States. 

From these tvvo conclusions, it follows that "about" communications satisfy the second prong of the 

above-described formulation because there is reason to believe tl}at the acquired communications 

"concern" persons reasonably believed to be outside of the United States. 

This is true for two reasons. First, there is reason to believe that such communications 

concern the users of the tasked e-mail accounts that are referenced in the communications, and those 

users are reasonably believed to be outside of u~e United States. Second, there is reason to believe 

that at least one party to an acquired communication is outside of the United States, such that the 

communication will "concern" that party also. In addition to these persons reasonably believed to 

be outside of the UrJted States, the acquired communications might also "concern" other persons, 

including some persons in the United States. This fact, however, is not fatalto the procedures, 

because an acquisition may properly concern a person in the United States, provided that it also 

concerns one or more persons reasonably believed w be outside of the United States, under the 

interpretation adopted by the Court to hannonize § 1805b(a)(l) with §§ 1805a and 1805c(b). See 

Part IILB. supra. Accordingly, the Court finds, under the applicable "clearly erroneous" standard, 

that the second prong of this formulation, relating to tbe requirements of § 1 805 b( a)(1 ), is satisfied. 

Under the fii"st prong of the formulatjon, the analysis is not as simple, because it kss clear at 

whom this form of surveillance is :'directed." In one sense, NSA directs the surveillance by tasking 

particular e-mail accounts for acquisition, and as .a iesult of that tasking only communications that 

are to, from or "about" a tasked e-mail account are acquired. From this perspective, the users of the 

TQP St;CRET.'/COP:'!I~TI/ORC Ol>'l ,?i OFOR.~HXl 
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tasked e-mail accounts, who by virtue of the procedures are reasonably believed to be outside of the 

United S~tes, could be regarded as the persons at whom the surveillance is directed. All the 

acquired commwjcations relate in some fashion to the tasked e:mail accounts, and all persons other 

than the users of the tasked accounts have their commurucations acquired only to tl)e extent that 

they communicate with, or "about," a tasked e-mail account. In less technical tenns, NSA is crying 

to obtain information primarily abo ut the users of the tasked e-mail accounts, and about other 

persons only insofar as their communications relate to those accounts. 

However, there is another sense in which NSA could be said to .. direct" this form of 

surveillance. NSA takes steps to e~sure 

each communication acquired has at least one party outside of the United 

States. In ibis sense, NSA' s sur.,eillal1Ce can be said to be directed at parties outside of the United 

States who send or receive communications that contain a reference to the tasked e-mail account. 

The government appears to adhere to this understanding. See 

A will direct [this fonn of] surveillance at a party to the 

communication reasonably believed 10 be outside the United States."); GoY 'r Response at 7 ("The 

person from whom NSA seeks to acquire commu11.ications in such cases is the party to the 

communication who is reasonably believed to be located outside of the United States.") . 

There is a lP.lrd possibility: that 1he surveillance is instead or also directed at those persons 

inside the United States who send or receive communications that contain a reference to the tasked 

e-mail account, the user ofwh.ich is reasonably believed 10 be outside of the United States. But 

against this view, it could be argued that NSA is not affirmatively directing t..he surveillance at these 

TOP SISCRETHCOJirHK l'I/Oft_COf1,t,OFOfU<f//Xl 
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persons, either individually (e.g., by tasking e-mail accounts used by them) or collectively (e.g., by 

conducting the surveillance in a manner io ensure that at leaSt one party to the corrunu."Ucation is 

inside the UPited States). 

Under tbe terms of§§ 180Sa and 180Sc(b ), it is difficult to ascertain the class of persons at 

whom this form of surveillance is "directed. " However, the Court recognizes that, under the 

·"clearly erroneous" standard of review applicable u.11der § 1805c(b), the government's detennination 

regarding the procedures should be overtUrned only where there is "a definite and firm conviction 

that a mistake ha.S been committed." McAllister, 348 U.S. at 20. The Court· is also mindful, as 

stated in Pan III.B above, that where possjble i1 should harmonize the requirements of§§ 1805a and 

1805c(b) with those of § 1805b(a)( 1). See. Food & Drug ,<\drnin., 529 U.S. at 13 3. Having 

determined thai the procedures satisfy the second prong of tt1e formulation stated on page 8 ~, 

which follows the language of § 1805b(a)(l), the Court should adopt a reasonable interpretation of 

§§ 1805a and 1805c(b) u.'lat permits a fmding that the frrst prong is satisfied, even ifthe statutory 

language is open to other reasonable interpretations. 

Accordingly, in revie'>ving these procedures, the Court adopts the interpretation that, under 

§§ 1805a and 1805c(b), this form of surveillance is "directed" (i) at the users of the tasked e-mail 

accounts (each of whom, by implementation of the procedures, is reasonably believed to be outside 

of the Unit~d States); (ii) at those parties to the acquired communications who, by virtue of­

reasonably belleved 

to be outside of 1be United States; or (iii) at both these classes of persons. Because there is reason 

to believe that both classes of persons are outside of the United States, the Court finds, under the 

TOP SEoCRETHCOP.HNTHORCON,~iOFQR"\ii/Xl 
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••cJearly erroneous" standard applicable under § 1805c, that the fust prong of the formulation stated 

on page 8 supra is satisfied. The Coun expresses no opinion ·on whether such a finding could be 

made for procedures that did not provide reason to believe that both the user of the tasked e-mail 

accounts and at least one parry to the acquired comrn.unications are outside of the United States. 

E. Emerg:encv Deoarture Provision 

The procedures state: 

If, in order to protect against an immediate threat to the national security, the NSA 
determines that it must take action in apparent departure from these procedures and 
tbat it is not feasible to. obtain a timely modification of these procedures from t1e 
Attorney General and Director of National Intelligence, NSA may take such action 
and shall report that activity promptly to (the Department of Justice and the Office of 
the DNl]. 

As of the hearing on December 12, this departure provision had not been invoked. Trans. at 

28. By the tenns of this provision, any requirement of the procedures could be the subject of a 

''departure. "20 However, t'le government has explained that it anticipates that an emergency 

departure might be invoked in one ofthree contexts: 

20 Even in emergency circumstances, though, NSA "would continue to adhere to the 
statut9ry limitation that it could only direct surveiilance at a target reasonably believed to be located 
outside of the United States." Gov 't Response at 2. 

TO~ ~ECRET/ICOMJNTI/ORCON,1'(0FOR1•WX1 
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The government intends that NSA's prompt notification of the activity conducted pursuant 

to an emergency depanure would be in l'lriting (either initially or following an oral notification), 

such that the propriery of such activity could be assessed in future reviews. Id . at 40. The departure 

from the procedures would be only as broad as necessary to respond to the immediate threat to 

national securiiJ, id. at 33-34, and would terminate once the immediate threat had receded. Id. at 

36- 37. If the government concluded that a broader or longer-lasting modification oflhe procedures 

was appropriate, it would revise the procedures accordingly and submit the revision to the FISC for 

review under§ 1805c. ld. at 56-57. 

The Court recognizes that it is difficult to anticipate in advance what steps would be most 

· efficacious in responding to an emergency. The government has determined that a delegation to 

NSA of authority to depart from the procedures temporarily, when necessary to respond to an 

immediate threat to national security, and only when modification by the Anorney General and the 

DNI cruu1ot be timely obtained, is a reasonable means of responding to emergencies. NSA is 

required to report such activity promptly to the Attorney General and the D'Nl, who may w.1en take 

appropriate action if they do not believe that the deparrure is justified. Based on the government's 

TOP S};C~T//CO:t.VH"NTI/ORCOP>l,~OFO~I/Xl 
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explanati~n of the intended functioning of the emergency departure provision, the Col.lrt finds, in 

reliance on the government's explanation, that this provision does not alter its general conclusion 

that the procedures satisfy the applicable review for clear error. 

IV. Conclusion 

For the reasons stated herein, the Court finds, in the language of 50 U.S.C. § 1805c(b) and 

consistent with the Court's interpretation of that provision in view of 50 U.S. C. §§ 1805b(a)(l) and 

. 1805a, that the Goverrunent's determination under 50 U.S.C. § 1805b(a)(1) that the-

580 

.acquisitions conducted pursuant to [§ 1805b] do not constitu~:e electronic surveillance" is not 

"clearly erroneous." Accordingly, pursuant to§ 1805c(c), it is hereby ORDERED that the 

continued use of such procedures is approved . 

.-(b 
ENTERED this /5_ day of January, 2008, regarding 

Judge, United States Foreign 
Intelligence Surveillance Court 
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u""Nlll:.D STATES 

FOREiGN INTELLIGENCE ST.3R\il=.TlLA...~CE COlJ'RT 

ORDER 

On August l 7, 200 7, the government filed a set of procedures v.-ith this Cou.'"'t pu.-suant to 50 
U.S .C. § 1805C. Those proc...~ures peru.iD to a c.ertiiication by the Attorney General and the 
Director ofNational b.telligence, styled D!-ll!AG 105B Certification 07-01, filed under seal on 
August 10, 2007, puxsu.ant to § I 805B( c). Under that certiflcatioo., and foUo·wing t:hose procedures 
("'0 7 -0 1 procedures 

Tnes·e s-ubmissions prov-ide the fusi occasion for Court review of such procedures 11.11der SO 
U.S.C. § 1805C(b). Under that provision, u.'Je Cou..-t "shall assess the Government's deteJ:Tl'lination 
. .. that [such] procedures are reasor,ably designed to ensure iliat acquisitions conducted pursU8J.1t to 
section 1805B do not constitute elecrrou.ic surveil1a.'lce. The comi':; review shall be limited to 
·,.rhetber the Goxernment's deterrn.L"'l.ation is clearly erroneous." Evidently, [tis the government's 
view that acquisitions under the above-referenced procedures will not constitute ~!¢etronic 
rurveillance because they will be "directed at a person reasonably beheved to be located outside of 
the United States," and th:;refore v.·ill be excluded from \he def1nition of eLectronic surveil.lance by 
§ 1805A. 

are similar in many ;e:spects, rbe Court intends 
for purposes of review under§ 1805C(b). 
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In furt..beaance of that consideration, it is hereby ORDERED as foilov.rs: 

1 . Toe government sh.al.l file supplemental briefw.g and information on the follo"v\-ing 
questions, which the Court has identified as the principal issues for purposes of its review of these 
procedures under § 1805C(o): · 

(a) under what circumstances is it envisioued that, U.i1der Pa..-t TV. of all 
pro9edures, an "immediate threat to the national secu..-ity" would require the 
procedures? Ylbat provisions of the procedures would have to be disregarded in such 
circumst:a.n.c:s in order to resoond to such a threat? ls a dele£arion to NSA of authorirv to . - ' 
decide when it is justif1ed to "depa..-t" from these procedures coDSisteut with s+...atutory 
requiremen.ts? 

(b) Footnote 1, page 1, of the 0 7-0 l procedures appears to exempt from those procedures 
facilit)es "properly tasked f·:>r collection" under certai11 prior authorities from the 07-01 
procedures. To what extent did that prior tasking !!lvolve a determination of the user's 
location under procedures comparable to those now before the Court? ,A...re such facilities 
permanently exempted from allrequirements of the 07~01 procedures? Or, for example, are 
t:."ley exempted from requi:-ements for the IDitiation of collection, but are subject to post­
initiation procedures (see subparagraph (c) below) designed to verify that tt"le user of a 
facility is still outside of t."le United States? 

(c) Tne procedures ~e that NSA will "routinely" undertake certa.in activities that toget.~er 
wiU constitute an "analysis designed to detect tbose occasions when a person who when 

· be located overseas has since entered t."le United States." 

(i) At what time intervals will each of tL"le various >reps be taken? 

a facilitY 
as being U:Sed by a persou outside of the United 

cations that it may be used by someone L11 the 
UPited States. To what extent do these procedures embody a presumption that a user who is 
i..-i.itially assessed to be outside of the United States remains outside of u.'J.e Unit~ States, 
even if tl?ere are later indicatior.s tO tL"le conrrary? li there is such a presu..-nption, why is ii 
reasonable'~ . 

(d) The procedures desc..;be circumstances ...,.,.-..~,.~ 

0 

31. 2007, in Docket No 

to or from the tar-get." 
this acquisition irlvolve the interception of one or more types 

bed at pages 12-14 of the Primary Order issued on May 
wbo is the "person from ·,.vhom [NSA] seeks to obtain 

TOP S .li: CRET//COAfi!'off//ORGON)lO FOR,.,!h'Xl 
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May N SA acquire commurucat1Dns, as ong as 1s 
a:t least one party (sender or recip1ent) 1.0 the communication is 

outside of the United States? Or should the location ofilie sender b~ determinative? 

(-e) The pro~dures stare that "information acquired b)• directing surveillance at a person not 
reasonably believed to be outside of the United States · that .......... ;....,.c••u...,_ 

~ I e U SA databases..,., 
Does this mean that ail records or copies of such 

m!ormanou, m any !om., shall be destroyed? 

However, t.}}ere are other differences in word.i11.g, the effect uncertai..11.. To 
tbe extent mat these differences in wording are intended to refiect a substantive difference in how 
ilie procedures are ~-nplemented.. the governmen1 is directed to explam h'1 its submission t.~e 
dtff:erenc~s in implementation a..1.d reasous therefor. To tbe extent that these differences i.n \:Yarding 
are not intended to reflect a substantive difference, but rather, e.g., retlect d...~~L.1g refinements that 
took place ~tt=r the submission of the Oi -0 i pro~ures, the govern_.-:nenr' s submission shall so 5t.ate, 

·and sl-t_all mclude revised versions of the procedures to the extent necessary to make each set of 
procedures fully accurate snd ctLrreot. 

3. The government shall make its submission, in conformar1ce vo.ith paragraphs l. md 2. 
above, on or before October 2.6, 2007. 

-ri-
::.lris .LL day of October, 2007, regarding 

c~s) £.~- t:#cl 
~OLLE~f:l K~LL.A.R_-f(~TELL Y 1 ;·.~} 
Judge, Uruted ~ta:tes t-oretgn 
I.nteilige:oce Su.-veiUance Cou.-t 

I UP SECRE I IICOM!!i!I?Oi\COHJWFOfu~//Xl 
Page 3 



Approved for public release by the DNI 20140909

584 

TOP SECH'f/ICOM:f!'fl'f/OltCOlo¢,NOFORW/f'rfR 

UNTIED STATES 

Wi\SHINGTON, D.C. 

) 
) 
) 
) 
) 
) 

GOVERNME2\7'S RESPONSE TO 
TEE COu"'RT'S ORDER OF OCTOBER 11. 2007 

. . ~ .. : 

The United States of .A..merica, through tbe undersigned Department of Justice 

attomey, respectfully submits this response to the questions the Court posed in its Order . . 

dated October 11, 2007, in tile above-captioned mar-:.er. ~ 

Pursuant to 50 U.S.C. § 1805C, the Government has 

used to d.etel'iiline that certain acquisitions of foreign intelligence information concern 

. 
. persons reasonably believed to be located outside of the United States and, ther~fore, do 

not constitute electronic sw-veillance. See 50 U.S. C. § 1805A ("Nothing in the definition 

of electrouic surveillance under section 101 (f) shall be construed to encompass 

surveillance directed at a person reasonably belleved to be located outside of tbe United 

States.") 

cerri.fications - captioned 

respectively- authorizing the National SecULity Agency (N'SA) LO acquire forei::" 

TOP SECRETf/€0!-lffiHHORCO~~~OFO"R.:~//MR 

Classified by: Mar!ru"et A. SkellY-Nolen. Actin~ Counsel for 
Intelli!lence Policy. NSD, DOJ 

Reason: 1 .4( c) 

Dectassify on: 46 October 2032 .. 
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intelligence information regarding various targets. In accordance v.>i.th 50 U.S .C. § 

1805C(b),the Court "'shall assess the Government's determination ... that [such] 

procedures are reasonably designed to ensure that a~uisitions conducted pursuant to 

section 1 05B do not constitute electronic sUJ.-veillance." Ibis review is limited to whether 

the Government's determination is "clearly erroneous." ld. The follo'WID.g responses to 

the Court's questions are based prim~ily on information provided by NSA.~ 

... .., .. ~·~:...:::.:~.:::.~. Under what circw.-nstaD.ces is it envisioned that, under P ~-t. IV of all. 
an "immediate thraat to the national security"· would require departure 

procedures.? w'b.at provisions of the procedu..J.-es would have to be disregarded in 
such circumstances in. order to respond to such a threat? Is a delegation to NSA of 
authority to decide when it is justified to "depart" from these procedures consistent with 
statutory requirements? (1'~/i'Sb'IOC ,lff) 

A . .nswer l(a) P~-t IV of each set of procedures was inserted to allow for an 

emergeocy situation in which the Govemm.ent must acquire foreig;Il intelligence 

i:nformati.on on an emergency basis in order to protect against an i.Jm:nediate tbxeat to 

tbe national secUJ.;ty, but is unable to comply with the procedures at the time of the 

acquisition. For example, due t9 an emergency siruation, the NSA analyst requesting 

that a facility be tasked may 

due to the emergency siruation and the need for immediate collection of 

iruormation. Uuder such circ1.llDBta.nces, t.be Govemrnent would continue to adhere to 

1le statutory limitation t...\at it could only direct surveillance at a target reasonably 

· t· a ' 1 d ·d r h u · ect - (9"~ , ·~t"ee )n::~ be ieve to oe oca.te outs1 e o tJ: e ru.t :states. • ? J! ? r ,. 

TOP SECRE'Fh'COME'H/fORCOti;?lOFOF~i/t=i:'ffi 
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The Government believes this ?revision is consistent with statutory requirements 

because, as noted above, the Government ·mll adhere to the statutory limitation in the 

Protect .tunerica Act of 2007 (P.A .• ~) in any case in which 1t departs from the 

procedures to prorect against an immediate threat. Further, Part rv of the procedures 

requires that action under this provision 6n1y be taken in the event that obtai.ni.ng a 

timely modification of the procedures from the Director of National Intelligence 

(DNi) and the Attorney General (AG) is not feasible. In addition, Part IV of the 

procedures requires prompt notification ofNSA's departure from the procedures to 

the representatives of the Dl'-11 and AG. Accordingly, to t.':le extent NSA bas been 

delegated the authority to decide if a departure from the procedures is necessary, there 

'v,ill be an opportunity for the D'Nl and AG to review any such d;;cision by NSA. 

fFSHSt/IOC)J;f) 

Question l(b) Footnote 1, page 1, ofthe 07-01 procedures appears to exempt from those 
procedllres facilities "properly tasked for collection" u.uder certain prior authorities from 
the 07-01 procedures. To what ~xtent did that prior tasking involve a detern:rinatiou of 
the user's location under procedures comparable to those now before the Court? Are 
such facilities permanentiy ex.empted from all requ.Jrements of the 07-01 procedures? Or, 
for example, are cbey exempted from requirements for the initiation of collection, but are 
subject to pest-initiation procedures (see subparagraph (c) below) designed· to verify that 
the user of a facility is stiil outside of the United States? l i Sit Sl1iOC,l W) 

.A.n.swer l(b) NSA determined that the users offacilities tasked for collection under 

docket numbers- and reasonabiy believed to be located outside 

the United States based on the same categories of information (i.e. 

in. the Oi 4 01 procedures. However, at the time the foreig::mess 

teleohone :!lumbers and ~-J:Dll.il a.ccoU.iltS tasked for collection were :-eferred to 
~:'-'""."'· F.or ease of reference, telephone uumbers and e-l:i:lllil accounts tasked 

referred to b.ereiD as "facilities.'' (I S'l~bioC,lofP) 

TOP SEGRETHCOl\miT//ORCO~,NOFORNh'PI'fR 
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dete..-m.i..uatiou was made for each of those facilities tasked for collection UDder docket 

numbers and - everJ database that is mentioned in the 07-01 

procedures did not necess~Jy exist, or contain the same r-ypes of illfoTIDati.on. The 

fact tb.a.t each of tbe facilities was presented to tbe Cou.-t iD docket numbers 

means fuat NSA reasonably believed that the facilities were bemg used 

outside the United States and that NSA had discovered no info~tion indicating that 

the facilities were being used in the United States. However, NSA did not have in 

place, prior to the P .!l.,.A, the formalized and repeatable pre-tasking procedures it has in 

place now with respect to such determinations. Most significantly, NSA had no 

requirement that such determinations be documented or that the information which 

formed the basis for the determ.inations be mai!J.tained at NSA in a way that could be 

retrieved and provided to those conducting oversight. Nor md NSA have any 

systematic post-task:ing procedures to ensure that NSA became aware of any 

discrepancies between NSA 's pre-taslc.irrg foreigilness &termination for a target and 

the tar'get's actual location. ('fSh'Stt/OG~ 

Facilities thai had been tasked for collection under docket oumbers 

are now tasked under the P ."'-A. are not permanently exempted from all 

requirements ofthe 07-01 pro~Jiures . Specifically, facilities initially tasked.pursu.an.t 

to f.:;,otnote 1 oftbe 07-01 procedures are subjected to the same post-tasking 

procedures designed to verify that their location is outside of the United States and to 

.n.ohfy NSA of any changes to their location as are other facilities. (TS/IS:b'/ OG;}TF) 

TOP St:::CRE'f.'/CO~ffi<('f/fO!tCOH,?.OFOR?V~1R 
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Ouestion l(c) The procedui-es state that NSA will "routinely, undertake certain 
activities that together will constitute an "analysis designect to detect those occasions 
when a person who when targeted d has - ·- ··-
since entered the United States." 

ffS/IS~'/06 ,HF~ 

Question ·l(c)(iJ At what time intervals will each oftbe va.rious steps be taken? 
(T~ 11a1//0C,}W) 

A..nswer 1( c)(i) Electronic communications accounts/addresses/1dentifi.ers tasked 

pursuant to the procedures are all checked against 

order to try to detect whether a tasked 

electronic communications account/address!ldentifier has been used from a location 

(f£//S:b'/OC,HFJ 

the results are 

for tl:te pi.lxpose of attempting to verify the user's location. 

TOP S':ECRET//CO?viDHHORGO?f;?l OFOR..'N/{}!<fR 
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(TS//SL'!OC,l ff) 

(TS//Sl:NOC,NF) 

1.-Vl.U.U.~~;;; to regard a facility 
being used by a person outs1de 

of tba United States, even after h becomes aware of indications that it may be used by 
someone in the United States. To wb.at extent do these procedures embody a 
presumption that a .user who is initially assessed to be outside of the United StateS 
remains outside of the United States, even if there are later in&cabons to the contrary? Ji 
there is such a presumption., why is it reasonable? (Tg//gJ.l/OC)'IF) 

Answer l(c)(ii) Once NSA determines that the user of a facility is rea.souably 

believed to be outside the United States, it will presume that the user remains outside 

the united States, 1mless it becomes aware of indications to the cont:raJ.;. The post-

tasking procedures contained in Part I of tbe procedures, and also described in 

response to tbe Court's question l(c)(i), at-e designed to alert NSA to any indications 

that the user is no longer outside the United States. However, there are cases m 

wbich:..W.formation NSA receives may indicate a user is in the United States, but NSA 

may still reasonably believe, based on analysis of additional information in NSA's 

possession, that the user is located outside of tbe United States. For example 

TOP SECRETJ/CO~ffi~"ff/ORC.O?<;NOFORt~h'MR 
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TOP SECREl'h'COMJlffWORCOri.JtOFOR'VA\fR 

D!!estion 1( d) The procedures describe circumstances "where NS 
• It at _I • • 1 .. "• I • - a I • • 

• 
from the target." 

oes this acquisitio 

-- . - . 
. ... ,. . .. .. 

interception of one or more types of"about communications," as described at pages 12· 
14 of the Primary Order issued on May 31, 2007, ill Docket No- \Vho is the 
"person this 
context? May NSA 
acquire such communications, as long as it is reasonably believed that at least one party 
(sender or recipient) to the communication is outside of the United Staies? Or should the 
location of the sender be determinative? (Tg/iSJ:,'/OC,!lF) 

A.nswer l(d) The acquisition '<where NSA seek3 to acquire communications about 

the target," but "not to or from the target'' involves the interception of "about" 

communications as descnoed at pages 12-14 of the Pri.roary Ord~r issued on May 31 , 

2007, ill Docket No. (T~ II~J.IIOC ,i'iF) 

The person from whom NSA seeks to acquire comm1.1Illcati.on.s in such cases is 

the party to the communication who is reasonably beibved to be located outside tbe 

United States. NSA may acquire such communications as long as it reasonably 
;, 

believes at 1east one party (sender or recipient) is outside of the 13nited States, and the 

location of the sender of the communication should not be determinative. A..s noted in 

the procedures, in these cases wbere NSA seeks to acqub-e commurncations about the 

target that are not to or from the target, NSA will 

in order to ensure that 

'FOP SitC1:t21'/iCOMnffllORCO~\~\OFOR1V~IfR 
7 



Approved for public release by the DNI 20140909

591 

TOP 6~CRET//COll>ffiffh'ORCON;I40FOR1'~/J'f'tfR 

the person from whom it seeks to obtain foreign intelligence information is located 

outside of the United States. (1'Sf7'Sb'/OC,?fF) 

Question l(e) rne procedures state t'l.at "information acquired by directing surveillance 

at a person not reasonably believed to be outside of the united Sta.:t.es m a ~ 

. from NSA databases." --
Does this mean that all 

records or copies of such information, iD. any form, shall be destroyed? (Tg,'/~11/0C,l-W) 

A . .ns-wer (l)(e) ·In the event NSA determined that it bad "information acquired by 

directing surveillance at a person not reasonably believed to be outside of the United 

States in a manner that constitutes electronic surveillance," NSA would purge the 

information from its databases. and take ste!JS designed to ensure. that all other records 

or copies of such information., in any fom:J., were destroyed. Data collected by NSA 

nnder P A.A. authority is precisely labeled and controlled, and it is stored in a li.,.dted 

number of known, established electronic repositories. If required to purge tb.e data, 

NSA analysts would prov~de the system administrators of these repositories with the 

precise identifying information for the data to be purged in order to pinpoint the 

specific data that resulted from the inappropriate collection, and would continue to 

follow up until the purge was ·completed. (f9/7'S11fOC;)~ 

In addition, NSA would deten:nine whether anytbing from this collection bad been 

dlssem.irlated and would take steps to delete intelligence reports from NSA databases, 

.:;ubsectuently issuing a report cancellation notice to aU customers who would have 

r eceived tbe original report, requesting that they delete it from their ovrn holdings. 

NSA. analysts are trained and tested on the handling requirements for data collected 

pursuant to the P A..A.., includii"lg the conditions under which the data must be purged, 

a.11d the requirement to destroy any hard copies that they have retai ... ,ed. NSA relies on 
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local managers, intelligence o-versight officers, and the analysts who discover tbe 

p1ob1em. selectors to ensure, io the extent possible, that these hard. copies are 

destroyed. {'TS//Sj,'/OC,t tl') 

However, there are m 
wording, of which is uncertain. To the extent that tbese diiferences in wording 

. are intended to reflect a substantive difference in how the procedures are implemented, 
tbe government is directed to explain in its submission the differ~ces i:u. implementation 
and reasons therefor. To the extent that these differences in wording are not inte~ed to 
reflect a substantive difference, but rather, e.g., reflect drafting refinements that took 
place after the submission of the 07~01 procedures, the government's submission shall so 
state, and shall include revised versions of the procedmes to the extent necessary to make 
each set of procedures fully accurat~ and current. ~T~/1£±//0C,!W, 

Answer l No substantive differences were intended among the procedures. The 

differences identified by the Court reflect subtle refinements that took place as the 

proc.edures for each cey-J.fication Vi>ere drafted and finalized. 

. TOP SECRETHCO~ffi\"F//ORCO?'t,l'oiOFOR:fM'MR 
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As explJ:tined abcve, DOne of the differences in wording identified by the Court 

resulted from changes that were made to correct an inaccuracy or to make cUJ.-rent 

"FOP .SECRE'fHCO?+fftff/!O,ttCOH,?~OFORN/~iR 
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information that had become outdated. Therefore, the Government has not pro'>ided 

revised vers1ons of the procedures because the procedures presented to the Court"' as 

approved by the DNl and the AG, are accurate aod current, norv.ritbstanding these 

m:inor differences. "ffSNSl//OG,~TF) 

:. 

~· 

Respectfully submitted, 

~~ 
Deputy Assistant Attorney General 

.A..ssociate Counsel 

Ne.t:ional Security Divis.jo.u 
U.S. Department of Justice 
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