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t.JlH HH -~· tA 

FOHE!Gil lliTELLlGENCE SlJRVEJLLANCE COURT 
.,_lAS II I UGTOll, D. C • 

IH TilE HATTER OF THE APPLICATION 

OF THE UIHTED STATES FOR All ORDER 

AtrriiORIZlNG PHYSICAL SEAACII Dccket IJur.tber: 

OF A NOH-UHITED STATES PERSOJl AGEHT 

OF A FORE I GU POWER . "f"S4.. 

STAllDARD PHYSICAL SEARCII HitHHI7.ATIOU PROCEDURES 

Pursuant to Section 301 (4) of the Foreign . Intelligence 

Surveillance Act of 1978, Public Law ~S-Sll, as ~mended by 

Public Law 103·359, the following procedures have been adopted 

by the Attorney General, and shall be followed by the Federal 

Bureau of Investigation (FBll, in conducting a · physic~l search 

as ordered by the Court : . 

Section I - bpplic~bilitv and scope IUl 

These procedures apply to the acquisition, retention , and 

dissemination of nonpublicly available information concerning 

unconsenting United States persons that is collected in the . 

course of a physical search of the real or personal property of 

a non-United States person who is an agent of a foreign power 

consistent with the need of the United States to obtain, 

produce, and diss~minate foreign intelligence information . (5) 

Mlnimi~ation shall be practiced during acquisition as well 

as retention and dissemination. In light of efforts by foreign 

powers and their agents to conceal !oreign intelligence 

information, and the necessarily brief time frame in which a 

physical search is conducted, it may not be possible to 
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immcd1atcly ~ecognize the foreign intelligence information 

sought. Thus, FBI personnel who conduct the physical search or 

examine the inform~tion, material, or property &o acquired 

shall exercis~ rcasonabl~ judg111ent in determining whether 

particular information, ·material, or property &hould be 

minimized. ~ 

Section ~I · pe[initipns {U) 

(a) Definitions set forth in Section 101 of the Foreign 

Intelligence ,surveillance Act, a& amended, including the terms 

''foreign power". "agent of a foreign power", "foreign 

intelligence information,u flUnit•d States person,~ and others 

which may be used in these procedures, shall apply t~ these 

procedures a!> ...,ell. ltll 

(b) Definitions set forth in Section JOl of the Foreign 

Intelligence Surveillance Act, as amended, including the terms 

~aggrieved person• and •physical search", shall apply to these 

procedures . As de(ined , • phy~ical search• does no t include a 

search c onduct.ed ccnsensua 11 y or a search 

conducted under circumstances in which a person does not have a 

reasonable expectation of privacy. ~ 

(c) As used herein, •seizure• means the permanent 

physical removal of i~formation, material, or property. lUI 

United St~tes person• does not include only publicly available 

information about the person. (U) 

(!) When the citizenship status of an •aggrieved person• 

is unknown, and no reasonable basis exists for concluding that 

the person is not a United States person, it is presumed that 

10uch person is a United States person . (U} 
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S~ction lll - ;couisition IU) 

(al ['hYsical lntrus-Jon (U) 

Ill Within the United States ~he f.BI may conduct 

unconsented physical intrusion into the target premises o r 
I 

property (including the examination of the i nterior of prope~ty 

by technical means) to acquire information, material, o r 

property o f or concern i ng non-United States persons through 

physical &e~rch as authorited by Court order. ~ 

(2) 11. physical search shall be · conducted with the 

minimum physical intrusion necessary to acquire the foreign 

(b) Yrri Cicarjon of the Premjc:e.s or P[N~crty (UI 

Prior to the initiation of a physical 5earch, the FBI 

shall verify that the premises or property being searched is 

owned, used, poss~ssed by, or is in transit to or from the 

targeted non - United States person agent of a foreign p ower 
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(d) Methods of Seu!:.b lUI 

' I 
• I 

(l) Physical search of the premises or property of 

the targeted non•United .State~ person a9ent of a !oreign power 

may be conducted by the methodfs) most suitable for acquiring 

the foreign intelligence in!onnati'on &ought in light of the 

(1) Physical &~arches o! mail within United Statu 

postal channels shall be conducted in accordance with Federal 

statut~& and United Statas Postal Service regulations 

particularly governing such searches. (U) 
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~.s;t ion IV • EcteiUion ilnd Use !U) 

Ia\ Recording o[ ln!Ot.!!lation CUI 

(1 ) "A permanent \olritten rcconl, or " l! ... g", a( itemi 

inspected, examined , reproduced , 

eized -during a physical search sha l l 

. . . y P. onnel who conduct the physical search . 

Information, rnaterl~l. or property o! United States persons, 

".including identJtJrHJ of Un.lted States persons, chat Js not or . 

could not be foreign intelligence infor~ation, or that is not 

evidence of a cdme which has been, is bei 

committed, shall not be logged, reprod~ced 

seized. foreign 

intelligence information acquired in original documen t f orm, or 

as rep"rodu c:ed, including facsimile messages, letters, computer 

data, or other elec t r onically generated product , ~ay Le i nde xed 

and filed without a separate log being prepared _f or eac h item . 

(2) When the ident i ty of a United State s ~e rson 

c ould no t be foreign i nte l ligence information, even t hou9h t he 

SEC!t£'f 
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jn[otmi!Lion, matcr!al, or property could be foreign 

intelligence information, FBl personnel shall not log the full 

n~me o f the United State& person but may use a partial name or 

charac.tcri:z:at,jon of the person . 1'5+-

(3) The Attorney General, or t he Attorney General's 

designee, shall regularly revie~t~ information, material, or 

property of or concerning United States persons that is logged, 

reproduced, 

eized to assess compliance with these procedure s and the 

Foreign Intelligence Surveillance Act. ~ 
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Logged ldcnttlics o ( United SiateG persons acqu1rud 

through physical search of information. ro~terial, or property 

of the non-Uni~ed States person target may be indexed int·o the 

general fBl indices only ~ftcr the supervising case agent has 

determjned that b ot h the identity and the informat ion, 

material. Qr property from which it w~s acquired reasonably 

appear t o be foreign intelligence information or are evidence 

of a crime which has been, is b~ing, o~ is about to be 

committed. The identity of a United States person as recorded 

in the log may be minimized uy striking· lhc name or 

substitut i ng a charact.eri;.ation for Lhat person. (UJ 

(dl Beporting lUI 

(l) Information, mat.edal. or property o f or 

c oncerning a United States person discovered during a phys~cal 

search may'be inspected, examined, reproduced 

seized, a nd repo~ts 
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mad~ of the contents, only for authorized foreign intelligence 

or law enforcement purposes as provided herein. ~ 

(2) Pursuant to Sect:. ion 304 (b) (2) (El of the Act, the 

FBl shall prornpt.ly report the circumstance's and resuhs of the 

physical search to the Office of Intelligence Policy and 

Review, Department ot Justice, which will incorporate that 

information into an application to the Foreign Intelligence 

Surveilla~ce Court fot an extension of physical search 

authority against that non·United State& pe~•son agent o~ a 

foreign power' tat·g!:!t, when necessary, 1 t no reneM~al 

application is req~ired, the Office of Intallig~nce Policy and 

Review, Department of Justice will file a return with the ~curt 

notifying .it o! the c-ircumst<wces an:J results ot the php:lcal 

search. ~ 

.le) Epreigo Intclligenq: lnfcrrratico lUI 

Information, rnateri~l. or p1·operty o! or conct!ntiug Unlted 

States persons w)dch cont<nns foreign intelligence infc.>~mauon 

as defjned in Section Illal may Le U5ed only in.~oreign 

counterintelligence iJ\Vestiyations or for other authorized 

foreign intelligence, counterintelligence, counlersabotage or 

counterterrorism purposes. foreign intelligence information 

which i& also evidence of a crime which has been, is being, or 

is about to be comlnittcd, mily also l•c used as provided in 

Section IV!f) below. ~ 

(!) &:;~•ideoce of Cdmc jlot Olhcr .... ·l!iC t'orcj•m lntcllit;n:p~:;e 
lnfotmat1oo IU) 

Infor~atlon, material, or property of or concerning a 

United States person that la acq~ired through a physical 

search, that is incidental to the collection of foreign 

intelligence information, and that contains infot~ation that is 

evidence of a crime which has been, is being, or is about to be 

committed, but which is not otherwise foreign intelligenc~ 
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information, may be used only for the pu~pose of preventing the 

crin•e or enforcing the criminal +aw. ~ 

(g) ~ontrolled Aqces3 IU) 

Strict controls shall be placed on the ator~ge and 

retrieval of in_!ormation acquired th1·ough the physical search 

of information, mbterja}, or property of or concerning a United 

States person. Use of such information shall be restricted to 

those FBl supervi~dry, investigative, and ~lerical personnel 

who have a need to know such inforrnation to .fulfill ~oreign 

intelligence, counterintelligence, counterterrorism, or law 

enforcement responsibilities. AU) 

lhJ Pestruc[jon of fe(:'roductiQLJ~ (U} 

.~eproduetions or other copl~s o! information, material, or 

property of or co!'lcerning a United States person acquired 

be ljlestroyed at any time ft 

reasonable period of time following their authori%ed retention 

and use as prov.idf:d above, except that: ~ 

Cll reproductions or other copies which may contain 

evidence of a criminal offense will be retained until a 

decision_is rendered by prosecutive authorities. lf a decision 

is made to,prosecute, those reproductions or other copies 5hall 

be_ retained until the end of the prosecution p~ocess; (U) 

(2) reproductions or other copies cont•inin~ 

information that reasonably appears to be exculpatory (wsrady"l 

U~aterial shall be retained as if they contained evidence of a 

crimes (U} 

(3) reproductions or other copies containing 

privileged communications shall be retained until ordered to be 

destroyed by the Office of Intelligence Policy and Review, 

Department of Justice; and (U) 
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{u] El..:i~~.:minat1oa of Section IQl lel lll for':igo 
J~lllg~: Informat i on (U) 

Honpuhl J ely av.a.i lable Jn!ormatlon concernin9 a United 

. Sta~cs person acquired through a physical &~arch o f ~he 
I f 

premises or property of the ~argeted non-United S~ates person 

a.gent of a foreign power which is or reasonably •ppears to be 

foreign intelligence information as de[ined in 

Section 101 (el Ill of the Foreign lntelligence Surveillance Act 

may be di6seminated in a manner that identifies a United States 

per&or1 only !or ' o~uthorhed (oreign intelligence, foreign 

counterintelligence, countersaboto1ge and international 

terrori6m, or law cn[orccmcnt purposes. lUI 

(c) tU.:i...H.!!!inHi..Qn_QL..S..l.:.!.;:.li~Ll.2llcl n I fuu.:.tn 
l..nl..!:.ll ..i..rrs:m;. e l n f ,. r "'at i.Q.n l lit 

Nonpublicly ·avallable informlllion conc~rJllllJ a \Jnstcd 

States person acqui r ed through a J-hy~>ical &earcit ol premis~s or 

property of the targeted non·Unilcd States l'erlicn olgent of " 

foreign power which lS or aeasonauly allJ ... ears to Lc f.~:~un(jn 

intelligence in{oymat i on as tldined HI Section lt:l(el 121 ot the 

Foreign lntelllgenc e Surv eillance Act may not be dissem1nat~d 

in a manner that identi(Jes a · United States person, except by 

general characterizati on, unless such person·~ ide ntity is 

ne c essary to underst a nd the infor~ation or as~ess its 

importance . Suclt information may be disseminat ed on] y tor 

authorized foreign intellige n c e, foreign counlc ·xlntelli g ence , 

countersabot a ge and intcrna l ioll <ll t ·ci'r e> rism, or law enforcement 

purposes . (U} 

td) Criminal Inf o rmation IUl 

Nonpublicly available info rmation concerning atlY Unitell 

$tatea per~~>on incidentally acquired through a plt~·llical search 

of the premi~e& or prope r ty of the targeted non-United States 

perso n agent of a foreign power which is evJdenc~ of a crime 

which has been, is being, or io about to be committed, but 

which iG not or does not reasonably appear to be fo reign 
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• t - . 
intelligence info~mation as defined by Section lOl(el of the 

Foreign Intelligence Surveillance Act may be disseminated only 

for law en!or_cement purposes. Any information acquired through 

a physical search of the targeted non-United States person 

agent of a foreign power which is disseminated !or law 

enforcement purposes shall be accompanied by a statement that 

such in!ormation or any information derived therefrom, may ~nly 

be used in a criminal proceeding ~ith the advance authorization 

of the Attorney General. (U) 

Janet Reno 
~ttprney General of the United States 
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