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UNITED STATES RN

DT o e

FOREIGN INTELLIGENCE SURVEILLANCE COU_R? _ ) _I

WASEINGTON, D.C.

St Nt Tt e et e

GOVERNMENT’S RESPONSE TO
THE COURT'S ORDER OF OCTOBER 11. 2007

The United States of America, through the rndersi gned Deparmment of Justice
attormey, respectiully submits this response to the questions the Court posed in its Order
dﬂtefi Getobar 11, 2007, in the above-baptjoned matiar. 1S4

Pursuant to 50 U.S.C. § 1803C, the Government has ﬁ_icd-pmcedu:fes
used 1o determine that certain acquisitions of foreign intelligence information concern

. PETSONS réasonably believed o be located putside of the I:"nitcd S’tates and, thersfore, do
not constitute electronic suﬁeiﬂan::e. See 50 U.S.C. § 18054 ("Nothing in the defimiticn
of eleconic surveillance under section 161(f) shall be construed to encompass

surveillance directed at 2 person reasonably believed o be located outside of the Unitzd

Stares.™) Tncsc_procedu:es cerrsspond to _

respectively — authorizing the National Security Agency (NSA) o acquire foreign
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inielligence informenon regarding various targsts. In accordance with 30 U.S.C. §
1803C(p), the Court “shall assess the Government’'s detsrmination . . . that [such)]
procedures ars reasonably designed to ensure that agquisiions conducted pursuant to
section 1038 do not constituie slectronic surveillance.” This review 1s Umited to whether
the Government's determination 13 “clearly erroneous.” Id. The foliowing responses o
the Court's questions are based primarily on information provided by NSA. TS3.
nestion 1{a) Under what circumstances is 1t envisioned that, under Part TV of all -

rocsdurss, an “immeadiate threat to the national secunity”™ would require departurs
om the procedurss? What provisions of the procedures would have to be distegarded in
such circumstances in order to tespond to such a threaf? Is 2 delegation 1o NSA of

authorty 10 decide when it is justified to “depart” from these procedures consistent with
statutory requirements? T SASHOCNET

Answer 1(a) Part TV of each set of procedures was inseried io allow for 2n
croergency situation in which the Government must acquire forzign mntelligencs
information on an emergenlcy basis in order 1o protect 2gainst an immediate hreat o
the national secuity, but is unable 10 comply with the procedures at the time of the

acquisition. For example, due tp an emergency situation, the NSA analyst requesting

that a facility be tasked may not

due to the emergency situation and the need for immediate collecnion of
mformation, Under such circumstances, the Government would continue to adbere to

the statutory limitarion that it could cniy direct surveillance at a target rzasonably

pelievad 10 be locatad outside of the Umted States. TTS/STHOCEST)
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The Govemment believes this provision is consistent with statutcry requirements
because, as noted above, the Government will adhere to the statutory limitztion in the
Protect America Act of 2007 (PAA) [p any case in which it departs from the
Drocedurss 1o protect agﬁms‘r an immediate threat. Further, Part IV of the procedures
requires that action under this provision only be taken in the event that obtaining a

- tmely modification of the procaedurss from the Director of National Inteliizence
(DNT) and the Amomey General (AG) is not feasible. In addition, Part TV of the
procedurss requires prompt notification of NSA’s departurs rom the procedurss to
the representatives of the DNI and AG. Accordingly, io the extent NSA has been
delegaied the authority to decide if a departure from the nrocedurss is necessary, there
will be an opportanity for the DNI and AG to review any such dacision by NSA.

Queston 1(b) Foomote I, page [, of the 07-01 procedures appears to exzmpt Tom those
procedurss facilities “properly tasked for collection” under certain prior authorities from
the 07-01 procedures. To what extent did that prior tasking imvolve a determinafion of
the user's location under procedures comparable to those now befors the Court? Are
snch facilities permanently exempted Tom all requirements of the 07-01 procedurss? O,
for example, are they exempied fom requirsments for the Initiation of collection, but are

subject 1o post-initiation procedures (see subparagraph (o) below) designed-to verify that
the user of a facilily is sdll cutside of the United States? [ [ S/STHOCNE—

Answer 1(b) WSA determined that the users of facilities tasked for collection under

dockat numbers- and -Werc reasonably believed w0 be located outside

the United States based on the same categories of information (i.—::._

-desc:ﬁoed in the 07-01 prosedures. Howsver, 3t the time the [oreigomess

' 1a docket qumber ﬁe aumbers znd z-mmzil accounts asked for collecton wars referred to
as “selectors” rather than racilides. For zase of reference, telephone numbers and s-mail accounts msked

Tor colection under are referred io herein as “facilities.” TTSASHOCINE—

nimarh OAATS R ORGP M BIR
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determination was made for =ach of those f-a.ci‘r_itics tagkad for collection under docket
numbers- and - cvery database that 1s mentonad in the 07-01
pfocedu:,s &id not necessarily exist, or contain the same types of information. The
fact that sach of the facilities was presentad to the Cowrt in docket numbers -
and-maams that NSA reasonably believed that the facilifies were being uged
outside the Unjtad States and that NSA had discoversd mo info_rmaﬁon indicating that

the facilifies were being used in the Unitad States. However, NSA did not have in

- place, priof w the PAA, the formalized and fspeata.b]e pre-tasking procedurss it has in

place now with respect to such determinations. Most significantdy, NSA had no
requirsraent that such determinations be documentsd or that the information which
formed (e basis for the determinatons be maintainad at NSA na way that could be
reirieved and provided to those conducting oversight. Nor did NSA have any

systemanc posi-tasiing procedures to ensure that NSA became awars of any

- discrepancies between NSA's pre-tasking forsignness determination for a target and

the target’s actual locadon, TTSHSIHOCNE-
Facilitizs that had been tasked for collection under docket numbers -a.nd
-and ara now taskad under the PAA are not permanently exempted from all
requirements of the 07-01 procadurss. Specifically, facilities mitzlly tasked pursuant
w© foc?ﬁ:ote 1 of the 07-01 procedures are subjected to the same post-tasking
procsdures designed to verify that their location is outside of tﬁe United Sta.tes; and to

L;J.L_'.-".' "' = U i “D I i f L ﬁ ¢
oofify NSA of any changes to their location as ars other facilinas ST )

- s
—TOP SECEETHCOWENTHFORCONNOTORIMNMR

e
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Cuestien 1{c) The procedures state that NSA will “routinely” undertake certam
activities that together will constitute an “analysis designed to detect those occasions

when z peTson who when targeted w blv believed to be jocaied overseas bas
since entered the United States.”

Ouestion 1{c)T} At what time intervals will zach of the various steps be taken?
—(TSHSL/QC NEYy

Answer 1{e)i) Electronic communications accounts/ addrasscsfidentiﬁers tasked

pursuant io the procsdurss are all checked against the-data.base {as

m order to TV 10 detect whether a tasked

slectronic communications account/address/identifer has been used fom a location

inside the United States. The results of these checks are reviswed-

I3 i T

T=lephone saiectors are likewise procsssad_and the results are

' reviewed_ for the ptrpose of attempting to verify the user’s location,
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W_' - 7 I v . .

uestion 1(eXi) It appears that NSA mav confinue to regerd 2 facility - || | NG_zG
s being used by a person outside

of the United States, even aftsr it becomes aware of indications that it may be used by
someone in the United States. To what extent do these procedures embody a
presumption that a.user whe is inifially assessed to be outside of the United Statss
remains ouiside of the United States, even if there are later indications to the conirary? If
there is such a presumption, why is it reasonable? (FSHSIHOCINE)Y—

Answer 1{e)il) Omnce NSA destermines that the user ot .a. facility is reasonably
believed to be outside the United States, it will presarne that the user remains cutside
the United States, unless it becomes aware of indicaticns 1o the confrary. The post-
ta.sking.prccsdurt:s contalned in Part I of the procedures, and also described
response o the Court's qucstioﬁ 1(2)(D), are designed to alert NSA to any indications
that the user is no longer outside the United States. However, there are casés bl
which~niormation NSA recsives may indicate a user is in the United Statzs, but NSA
may stil reasoﬁably believe, based on znalysis of additional inforrnation in NSA's

possession, that the user is locatad outside of the United Stztes, For exmple,-

a3 - -
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Qruestiop 1(d} The procedures describe circumstances “where NS 28 : '
. . o EL] ik from the tﬂIgE .“
oes this acguisino

interception of one or mors types of “about communications,” as described at pages 12-
14 of the Pmmary Order issnad on May 31, 2007, in Docket No Who is the
““parson < io foreign ' ' i this
context? May NSA
acquire such communications, as long as it 18 reasonably balieved that at least one party
(sender or recipient) to the communication is outside of the United States? Or should the
location of the sender be determinative? (FSHSIHOCNE

-

Answer 1(d) The zcquisition “where NSA seeks 0 acquire commmﬁc&ttons about

the target,” but “not to or from the taligct" involves the interception of “abour”

comrmunicahons as described at pages 12-14 of the Primary Order 1ssued on May 31,
| 2007, in Docket No.- {TISUSLHOC N

The person fom whom NSA sseks to acquire communications tn such cases 15

the party io the communication who 13 reasonably belizved to be located outside the

United States. NSA may acquire such communications as long as it reasonably

believes at least one party (sender or recipient) is outside of the United States, and the

location of the sender of the communication showld not be determinative, Asnoted in

the procedurss, in these cases whers NSA seeks to acquire communications about the

target that are pot to or from the targst, NSA will _
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the person from whom it seeks 1o obtain foreign intelligence information is located

outside of the Unitsd States. (PSHSHOCES

Question 1{g) The procedures stats that “information acquired by dirseing surveiliance
at 2 person not reasonably believed 10 be cuside of the United Statss in a Eﬁm
constituies zlectronic surveillance. . shall be purged from NSA datapases.™

Does this mean that all

r=cords or copies of such information, in any form, shall be destroyed?{TS/SHOGNE

Answer (1)(g) ' In the svent NSA determined that it bad “informafion acquired by
directing surveillance at 2 person .not rcasona‘bly helieved to bz outside of the United
States iz & manner that constitutes slectronic survetllance,” NSA would purge the
information from its databases_.and taks steps dcsignad.to ensure that all other records
or copies of such information, in any forf.u, were destroyed Data collectad by NSA
under PAA authority is precissly labeled and controlled, and it 1s stored ina ]_imited
number of known, established electronic repositories. 1f requirsd to purge the data,
NSA analysts would provide the system administrators of these repositories with the
precise identifying information for the data to be purged in order to pinpoint the
specific data that resulted from the inappropriate collection, and would continue o
follow up until the purge was completed. (FSHSHOCINF~

Iz addition, NSA would detsrmuine whether anything from this collection had been
disserninated and would take staps to delets intelligence reports fom NSA databasss,
subssquently issuing a report cancellation notce 1o all customers who would have
receivad the otiginal report, requesting that they dzletz it from their own holdings,
NSA analysts arz trained and tested on the handling requirements for data collected
pursuant to the PAA. including the conditicns under which the data must be purge

and the requirsment o desiToy any hard copies that they have retained. NSA relies on
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local managers, intelligence oversight officers, and the analysts who discover the
problem selactors to ensure, 10 the extant possible, that these hard copies ars
destroved. (TSHSIHOCINE

Ouestion 2 Some of the

explanston (for sx

Howewver, there are other differsnces in

wording, the effect of which is uncertain.” To the extent that these dirferences in wording

- are infended 1c rzflect 2 substantive differsnce in how the procedures are implemented,
the government is dirsctad 1o explain in its submission the differsnces in implementation
and rzasons thersfor. To the extent that thege differencss in wording are not intended to
reflect 2 substaniive diffsrence, but rather, =.g., reflect drafiing refinements that ook
place after the submission of the 07-01 procedures, the govermment s submission shall so
state, and shall include revised versions of the procedurss to the extent necessary to 'nak=
sach set of procedures fully accurate and current. {TSHSHOCINT

Answer 2 No substantive differencas were intended zmong the procedurss. The

differerces identfed by the Court reflect subtle refinements that took place as the

procadures for 2ach certification were drafied and Analized -
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As explained abcve, none of the differences m wording ideatified by the Court

resulted Tom changes that were made to correct an inaccuracy or to maks cwTent

583 : T
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mformation that had become outdated. Therefore, the Government has not provided
revised versions of the proceduras because the procedurss presentad to the Court, as

approvad by the DNI and the AG, are accurate and current, notwilthstanding these

mminor differences. TTSHSIHOCNEL

Respecriully submittad,

Asgsociate Counsel

Atiormey-Advisor

Netiopal Security Division
U.S. Department of Justice
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