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INTRODUCTION

1. Plaintiffs Juan Romero (“Romero”), Frank Tiscareno (“Tiscareno™),
and Kenneth Elliott (“Elliott™), individually referred to herein as a “Plaintiff” and
collectively as the “Plaintiffs,” individually and on behalf of all other persons
similarly situated, by their undersigned attorneys, for their complaint against
defendant, file this lawsuit to stop Securus Technologies, Inc. (“Securus” or
“Defendant”) from, and obtain damages and restitution from Securus for, illegally
monitoring, recording, maintaining, storing, and disclosing private phone calls by
detainees to or from their attorneys without either party’s permission and without
warning, and allege the following based upon personal knowledge as to themselves
and their own acts, and information and belief as to all other matters, based upon,
inter alia, the investigation conducted by and through their attorneys, which
includes, without limitation, a review of Defendant’s public documents,
announcements, and wire and press releases published by and regarding Securus,
and information readily obtainable on the internet.

JURISDICTION AND VENUE

2. This Court has original jurisdiction pursuant to the Class Action
Fairness Act, 28 U.S.C. § 1332(d) (“CAFA”), because: (a) at least one member of
the putative Class is a citizen of a state different from Securus; (b) the amount in
controversy exceeds $5,000,000, exclusive of interest and costs; (c) the proposed
Class consists of more than 100 Class Members; and (d) none of the exceptions
under the subsection apply to this action.

3. This Court has supplemental jurisdiction over the California Invasion
of Privacy Act, Cal. Penal Code 88 630, et seq. (“CIPA”) and other state statutory
and common law claims pursuant to 28 U.S.C. § 1367 (supplemental jurisdiction
over pendant state law claims).

4. This Court has personal jurisdiction over Defendant because: (a) it is
registered to, and in fact does, conduct business in California; and (b) has sufficient
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minimum contacts in California, or otherwise intentionally avails itself of the
markets within California through the promotion, sale, marketing, and distribution
of its products and services, to render the exercise of jurisdiction by this Court proper
and necessary.

5. Venue is proper in this District under 28 U.S.C. § 1391 because: (a)
Plaintiffs are residents of, and domiciled in, this District, (b) Defendant conducts
substantial business in this District, and (c) a substantial part of the events giving
rise to Plaintiffs’ claims alleged herein occurred in this District.

PARTIES

6. Plaintiff Juan Romero is a resident of San Diego, California and the
county of San Diego, who was a detainee and prisoner held at one or more of San
Diego county’s detention facilities at various times from August 15, 2012 through
May 6, 2016, and a user of the Securus phone system who has used Securus’ phone
system to communicate legal information with his attorneys.

7. Plaintiff Frank Tiscareno is a resident of Menifee, California and the
county of Riverside, who was a detainee and prisoner held at one or more of San
Diego county’s detention facilities from February 14, 2013 through February 25,
2013 and October 8, 2013 and September 26, 2015, and a user of the Securus phone
system who has used Securus’ phone system to communicate legal information with
his attorney(s).

8. Plaintiff Kenneth Elliott is a resident of San Diego, California and the
county of San Diego, a licensed criminal attorney who has practiced law in San
Diego since 1988, and has used the Securus’ phone system to give legal advice to
and communicate legal information with his clients since Securus commenced
providing telephone services at San Diego county detention facilities.

9. Defendant Securus Technologies, Inc. is a Delaware corporation with
its principal place of business at 14651 Dallas Parkway, Suite 600, Dallas, Texas
75254-8815.
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SUMMARY AND COMMON FACTUAL ALLEGATIONS

10. Plaintiffs are attorney and detainee users of the Securus phone system
who bring this proposed class action lawsuit on behalf of all detainees and attorneys
who used the Securus phone system from July 10, 2008 to present (the opt-out date,
inclusive) to communicate, converse, and exchange information and legal advice,
and whose private phone calls were unlawfully recorded without permission of all
parties. Plaintiffs seek injunctive relief requiring Securus to implement and maintain
policies and practices to comply with all applicable laws and regulations designed
to protect privacy rights, and to prevent and remedy these types of unlawful private
and confidential recordings, as well as restitution, damages, statutory remedies,
disgorgement, and other further relief this Court may deem proper.

11. Throughout the country, a person arrested is typically brought to a
detention facility or jail to be booked by law enforcement authorities.  Attorneys
routinely contact, communicate, converse, and exchange information and legal
advice with detainee clients in jail, by phone or videoconference to discuss
confidential matters. They do so under the express understanding, representation,
and promise from Securus that their conversations are private, confidential, and
privileged, and are not to be recorded without permission from all parties. Similarly,
Securus represents and promises, and detainees are told and understand, their
conversations with their attorneys are private, confidential, and privileged and not
to be recorded without permission from all parties.

12, Prison and jail communications is a $1.2 billion a year business. Securus
provides phone and videoconference services to detainees nationwide and, without
limitation, San Diego county, San Bernardino county, Riverside county, and other
California county detention facilities. Securus is a leading provider of phone
services inside the country’s prisons and jails.

13. Securus claims on its website that it is the largest inmate communications
provider in the country serving thousands of correctional facilities and more than one
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million inmates in at least 45 states. The company processes over one million calls per
day. In 2014, Securus is reported to have generated over $400 million dollars in
revenue from tolls and fees it charges detainees and their families, friends, lawyers,
and others for speaking with detainees.

14, Securus records communications between detainees and the outside
world on servers, electronic storage devices, cables, and software separate from what
connects the callers. The equipment it uses to intercept, record, and share detainees’
and lawyers’ telephone calls facilitates such calls. The recordings are not a
necessary incident of the calls.

15. Securus gives local law enforcement agencies direct eavesdropping
ability and online access to recorded phone calls and the ability to listen in and
review them at any time. In fact, some, if not all, of Securus’ contracts with law
enforcement require Securus to provide inmate call recording and tracking and allow
law enforcement, including without limitation prosecuting attorneys, to search the
contents of those recordings at will and without notice.

Promises About Recording of Private Attorney-Client Phone Calls

16. Securus promises Plaintiffs, Class Members, attorneys, and the public
that it does not record telephone calls between attorneys and their clients. For
instance, its “Video Visitation” brochure states in connection with an inmate’s calls
to their attorney: “These private sessions will not be recorded or monitored.”

17. Securus also pledges in its Customer Integrity Pledge on its website to
its customers, inmates, friends, family, attorneys, and the corrections community,
without limitation, that:

e We will be open and honest in our dealings;

e We will always be truthful in what we can do and what we can't do in
responses to your questions and requests;

e We understand that confidentiality of calls is critical, and we will
follow all Federal, State, and Local laws in the conduct of our
business; and
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e We will show you respect, dignity, and integrity in all of our
dealings.

18. Securus thereby leads detainees and their attorneys, including Plaintiffs
and Class Members, to believe calls between them are not recorded without
permission of all parties, and are private and confidential.

19. In reality, however, Securus does eavesdrop on, listen in on, record, and
store private and confidential attorney-client phone calls without permission of all
parties, and Securus shares access and recordings with law enforcement personnel,
including prosecutors, as evidenced by, inter alia, reports by lawyers of production
of such recorded calls from prosecutors in discovery. The opportunity for the
prosecution to use the knowledge acquired through eavesdropping and listening to
the recorded phone calls to their tactical advantage, with or without admitting they
eavesdropped or obtained or listened to the recordings, creates a huge potential for
mischief and abuse and a chilling effect on the effective assistance of counsel - a
constitutional right.

Invasion of the Protected Privacy Interest

20. Civil detainees, like other citizens, have an objectively reasonable right
to expect that their phone calls, and especially private and confidential attorney-client
phone calls, will not be recorded or stored without their permission. Law enforcement
Is not free to record and make use of telephone conversations, and especially attorney-
client telephone conversations and recordings, without limitation.

21. Plaintiffs, Class Members, and all attorneys and their clients have a right
to privacy when making or receiving attorney-client phone calls. Securus’ conduct
seriously violates Plaintiffs and Class Members’ statutory and common law rights of
privacy and invades constitutionally, statutorily, and legally protected financial and
privacy interests that caused, and threatens to cause, real-world, concrete, and palpable
harm that affects Plaintiffs and Class Members in a personal and individual way.
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Securus is Not So Secure

22, On or about November 11, 2015, the online journalism publication, The
Intercept, announced it had received “an enormous cache of phone records” and other
material, which revealed a major data breach by Securus of 70 million stored phone
call recordings, including what has now been determined to be over 57,000
confidential attorney-client phone calls, and counting, as well as other personal
information, in not less than 37 states. The recorded and leaked calls span a nearly two
and one-half year period beginning in December 2011 and ending in the spring of 2014
in calls that range from under a minute to over an hour in length. Securus makes money
when the call is connected, regardless of how long it lasts, and receives more revenue
the longer the call lasts.

23. Securus advertises and promotes itself as having a superior phone system
called the “Secure Call Platform” that is able to monitor, record, and securely store
phone call recordings and make them accessible only to authorized users within the
criminal justice system. Securus, through promotional materials, touts itself as a
provider of “the most technologically advanced audio and video communications
platform to allow calls with a high level of security.”

24, Securus also states that it does “not sell, trade, or otherwise transfer to
outside parties, including law enforcement, personally identifiable information,”
except under certain limited circumstances. In fact, Securus does extensive business
with local and county governments and private contractors, state departments of
correction, the federal Bureau of Prisons, and the U.S. Marshal’s Service, all of which
operate the nation’s jails and run the nation’s prison systems. Securus derives
substantial revenue from “site commissions,” which it kicks back in the form of
payments to government law enforcement from revenue generated by inmate calls.

25, Securus’ website claims that its database contains the billing names and
addresses of over half a million people who are not incarcerated, as well as information
about 1,000,000 inmates from over 2,000 correctional facilities, that includes over 100
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million call records. Securus recognizes that this is valuable data and boasts it can
make it available at the fingertips of law enforcement and correctional authorities.
Securus states that the data, which is available and being sold to corrections and law
enforcement authorities through so-called “‘site commissions,” is “growing every day”’
and can be provided to law enforcement investigators on demand.

Securus Breaches Its Duties and Obligations

26. In addition to the duties and obligations Securus has voluntarily
undertaken and committed to, Securus has statutory obligations not to record private
and confidential attorney-client phone calls without permission of all the parties. For
example, Securus has a duty and obligation to follow all federal, state, and local laws
In conducting its business, yet breached this duty by, amongst other things, recording
private and confidential attorney-client privileged communications without permission
or consent.

27, In its 2011 bid to provide phone service to inmates in Missouri’s state
prisons (just as it did in its bid to provide phone service to detainees of the San Diego
County Sheriff’s Office and all the other local and county detention facilities
throughout California), Securus undertook a duty and obligation to record and monitor
each call, with the exception of attorney-client calls. But, the database provided to The
Intercept shows that over 57,000 recordings of Missouri inmate-attorney
communications were recorded, collected, stored, disclosed, and ultimately hacked.

28. The Intercept arrived at the 57,000 figure by looking up each of the nearly
1.3 million phone numbers that inmates called in a public directory of businesses to
find out whether a law firm or attorney’s office is associated with that number. Those
numbers, however, do not include calls to attorneys’ cellphones or other attorneys’
numbers not listed in a public business directory, and the number of recorded attorney-
client calls is undoubtedly higher.

29. Securus has undertaken these duties and obligations not to record private
attorney-client conversations and communications, both directly to users of the
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Securus system, and in its contracts with law enforcement agencies, yet it appears
Securus has no intention of ceasing its unlawful, unconstitutional eavesdropping,
recording, and invasion of private attorney-client communications. Detainees and
lawyers are all at substantial risk of having their conversations monitored, recorded,
and used against them to prejudice their criminal cases, and that Defendant will
continue to violate their rights.

30. Securus claims on its website that it has a superior, revolutionary
technology that collects intelligence from more than 2,600 law enforcement and
correction agencies, “providing unbeatable lead generation.” It also promotes itself as
“SAS 70 and Sarbanes-Oxley compliant.”

31. Securus promises that its platform will “allow calls with a high level of
security” and that it “understands that confidentiality of calls is critical, and [it] will
follow all federal, state, and local laws in the conduct of [its] business.” It also pledges
to “provide and invest in security features that will make all parties and the public safe
while maintaining the critical family connection to inmates.”

32, However, the sheer scale of the Securus hack of over 70 million
recordings shows that the company’s promises and promotional and advertising claims
are false and misleading and that Securus has failed to live up to its own dulties,
obligations, and undertakings.

33. In addition, the qualitative nature of the data hack reveals the falsity of
Securus’ promises and promotional and advertising materials. The Securus database
reveals that the recordings contained prisoners’ first and last names; the phone numbers
they called; the date, time, and duration of the calls; the inmates’ Securus account
numbers; as well as other information. In addition to metadata, each phone call record
includes a “recording URL”, which provides a link to where the audio recordings of
the calls can be downloaded with the click of a mouse.

34. On November 12, 2015, Securus admitted the data breach and flaws in
its security measures for the first time when it emailed The Intercept and stated
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“evidence suggests that an individual or individuals with authorized access to a limited
set of records may have used that access to inappropriately share those records.”

35. According to The Intercept, in an email thread from July 21, 2014, two
Securus employees discussed the breach. “OMG........ this is not good!” reads
one email contained in the document. “The company will be called to task for this if
someone got in there that shouldn’t have been.” There is no indication the 2014 hack
had been made public prior to The Intercept article.

36. In response to The Intercept article Securus issued a press release
saying,

"It is very important to note that we have found absolutely no evidence of
attorney-client calls that were recorded without the knowledge and consent of
those parties,” Securus added. "Our calling systems include multiple safeguards
to prevent this from occurring. Attorneys are able to register their numbers to
exempt them from the recording that is standard for other inmate calls.

Securus did in fact have undeniable evidence that of attorney-client calls that were
recorded without the knowledge and consent of those parties as further set forth
below.

37. Securus lied thinking it was “in the clear” because the private phone calls
Securus recorded between detainees and their attorneys while in physical custody in
San Diego county were not included in The Intercept cache of phone calls.

No Permission or Warning

38. commencing in and around 2008, the San Diego County Sheriff’s
Office (“Sheriff”) verbally and in writing informed the San Diego criminal defense
bar that attorneys who requested to opt-in to, and have their telephone numbers
placed on, a “Do Not Record” database, and register those numbers to persons whose
conversations with inmates may be privileged, that their calls would be “privatized”
and not recorded.

39. On or about July 10, 2008, Plaintiff Elliott provided the Sheriff with

three office numbers and two wireless numbers which were placed in the “Do Not
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Record” database and registered to him as private, thereby informing the Sheriff he
did not give permission to have his telephone calls with detainees and prisoners
recorded.

40. On July 10, 2008, Detective David Hale of the Sheriff’s office wrote
Mr. Elliott and stated: “The numbers you requested were placed into the database as
privatized.” To this day, Plaintiff Elliott has never been informed or warned that his
telephone calls with his detained clients were, or may be, monitored or recorded.

41. To the contrary, since at least May 8, 2010, attorneys who have inquired
about the privacy or recording of their phone calls with detained clients have been
told specifically that if their number is in the “Do Not Record” database, their calls
will not be recorded.

42. Attorney-client users of the Securus phone system did not and do not
hear any “Monitor and Record” prompt, or any other warning or indication that that
the phone call was, or is, being monitored and recorded.

43. But in fact, Securus did (and does) record private phone calls to and
from detainees to their criminal defense attorneys, including the Public Defender’s
Office, Alternate Public Defender’s Office, and Assigned Counsel’s Office, without
their permission and without any warning.

Securus Unlawfully Records Private Attorney-Client Calls

44, As an example, without limitation, of dozens of emails evidencing
unlawful recording, on March 25, 2014 Captain Frank Clamser of the Sheriff’s office
wrote Marlon Miller at Securus stating:

“Marlon,

| randomly reviewed the call logs for the below telephone numbers for
the past year, April 1, 2013 to today. All of these numbers are set as
private numbers in the SCP and should not be being recorded. All of
these numbers were recorded at some point in the past year. | know you
are trying to determine why private calls are being recorded and | wanted
to provide you additional examples.
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7609455535”

45, Plaintiff Elliott’s telephone number is 760-630-3333 and is included in
the Sheriff’s email as a phone number that is private, should not be recorded, was
recorded, and was among the “additional examples” of such recordings.

46. Securus’ own records, provided in a declaration by lan Jones filed on
or about July 5, 2016 (ECF No. 4-1), show that during the period from November 2,
2012 through May 5, 2016, while in the Sheriff’s custody, Plaintiff Romero placed
85 separate phone calls totaling over 5.5 hours to his attorney’s telephone number
(619-231-0401), which is set forth in the Sheriff’s March 25, 2014 email. In fact,
Plaintiff Romero had a ten-minute phone call with his attorney on March 24, 2014,
the day before Captain Clamser’s email which provided “additional examples” of
illegally recorded calls.

47. Securus’ records also show that from April 11, 2014 through October
12, 2015 while in the Sheriff’s custody, Plaintiff Romero placed 8 separate phone
calls to the San Diego Public Defender’s telephone number (619-338-4700), which
Is set forth in the Sheriff’s March 25, 2014 email.

48. Securus’ records also show that on January 29, 2015 while in the
Sheriff’s custody, Plaintiff Tiscareno placed 3 separate phone calls to his attorney’s
telephone number (619-231-0401), which is set forth in the Sheriff’s March 25,2014
email.
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49, On April 14, 2014, Captain Clamser emailed Marlon Miller and
Christopher Hudson at Securus stating:

“Marlon,

Fished through some of the private calls for the month of April. Attached
is a list of private calls | found that were recorded. Can you please
achieve [sic] these calls so they are not able to be listened to. Is there
any update on resolving the problem that is allowing these calls to be
randomly recorded?”

50. Two weeks later on April 29, 2014, Captain Clamser again emailed
Marlon Miller and Christopher Hudson at Securus, stating:

“The attached Excel document contains a list of private call [sic] that were
recorded. The most recent call was recorded yesterday. This problem still
exists within the SCP and has not been rectified.”

51. On May 21, 2014, Captain Clamser again wrote Securus’ Chris
Hudson, stating:

“The attached excel document has a list of private calls that were recorded.
The problem still exists. Please ensure these calls are blocked from be
[sic] able to be listened to.”

52, These and other emails set forth herein and elsewhere describe with
detailed particularity the fact that calls between detainees and their attorneys marked
private are not only being recorded, but also listened to, without permission, consent,
or warning of all parties.

Securus “Purges” Lists of Private Recorded Calls

53. Rather than notify Plaintiffs, Class Members, and its attorney and

detainee customers, Securus “purged” from its system the list of private calls that

were recorded.
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54. In an email from Christopher Hudson to Captain Clamser on

Wednesday, April 2, 2014, Mr. Hudson stated:

“When | spoke with Marlon last her [sic] was having these numbers purged.
Marlon is not here today. | will follow up with him tomorrow to check the status
on this issue. | will keep you updated as well.”

55. On June 12, 2014, Captain Clamser wrote Chris Hudson stating:

“Attached is a list of private calls that were recorded within the system.
Can you please purge the calls. is there any time line on when the issue
will be resolved.”

56. On June 17, 2014, Mr. Hudson again wrote Captain Clamser stating:

“Also, Here is the latest update regarding San Diego County and the issue
with recorded attorney calls per Marlon Miller. The recordings will be
purged as a part of this week’s maintenance window.”

57. And again on July 18, 2014 Captain Clamser emailed Securus:

“Please see the attached for a list of private calls that show they were
recorded. Please purge.”

58. And again on August 5, 2014 Captain Clamser emailed Chris Hudson

at Securus:

“Please purge the calls on the attached Excel document.”

59. And again on August 8, 2014 Chris Hudson emailed Captain Clamser:

“The last of the calls being purged was the list that you sent me on
08/05/2014 regarding the calls that took place from 07/18/2014 through
07/21/2014.”
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60. And again on August 21,2014, Securus’ Technical Support Technician,
Agent ID: 120741, wrote Captain Clamser stating:

“This e-mail is to inform you that your request to have calls purged for following
private attorney numbers: 6193384700, 6195793316, 6194462900 has been
completed. This e-mail is to gain closure authorization for the ticket currently
open. Please respond to this e-mail with closure authorization or contact Securus
Technical Support at 866-558-2323 and reference ticket number 14857901.”

61. Securus Knows the Private Numbers and Calls That Were
RecordedOn March 25, 2014, Captain Clamser emailed Kris Alderman at Securus
stating:

“I thought you said that you thought they could query all the private numbers to
see if any other number were being recorded.”

Later that day, Mr. Alderman wrote back,

“They can, but if they have specifics it will help . .. ”

61. Then on June 19, 2014, Debbie Cates from Securus wrote an email to
Ankur Desai, Sr. Manager of Technical Support, and Kris Alderman, amongst other
Securus personnel, stating:

“22 calls out of 15,000 has been challenging to capture.”
62. On June 20, 2014 Mr. Desai emailed Captain Clamser stating:

“Here is the latest. We have top resources looking into this. Please don’t
forward this email, its internal.”

The internal email stated, “Jim Rice is working on a report that will allow us to be

proactive moving forward to identify calls that should not be recorded.”
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63. On November 13, 2015 there was an email exchange between Captain
Clamser and Kris Alderman in response to The Intercept article as follows:

Kris Alderman: “You may or may not have received notice of the media report
attached regarding private calls released to the public. Please see our formal
response and additional information about what we are doing moving forward

with the incident.”

Captain Clamser: “Thank you for the information. Can you let me know if any

of the calls that were released are from San Diego?”

Kris Alderman: “They were not, we are in the clear [emphasis added]. | have

another release coming sometime today.”

64. The contents of the above-described emails demonstrate with
particularity (who, what, when, and where) private attorney-client phone calls were
listened in on and recorded without permission and that Securus’ tried to conceal
these facts.

65. There is no inquiry required to be answered as to any individual phone
call; Securus knows and has identified them, who they were to, and who the parties
were. There is no issue regarding the private nature of these calls; Securus has
marked and identified them private. And, the recorded calls can easily be identified
by Securus; they recorded and compiled them.

66. The particularized facts evidenced by, without limitation, the email
contents set forth above are:

a. Since 2008, San Diego county criminal defense attorneys have been told
verbally and in writing that if they placed their phone numbers in a “Do Not
Record” database, their phone conversations would not be recorded,;

b. From at least April 1, 2013 through August 5, 2014 Securus recorded attorney
phone numbers and calls that were set as private numbers in the Securus
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system that should not have been recorded and that were expressly requested
to be used for private conversations and the seeking and giving of professional
legal advice and information between attorneys and their clients;

c. Commencing on March 25, 2014, Securus was expressly notified of the dates,
identifiers, numbers, lengths of calls, privatization status, and other specific
identifying information at least 22 “additional” examples out of 15,000 such
recordings;

d. From March 25, 2014 until at least August 5, 2014 Securus knowingly
continued to monitor and record attorney-client conversations without
permission or warning on attorney phone numbers that were set as private
numbers in the Securus system that should not have been recorded and that
were expressly requested to be used for private conversations and the seeking
and giving professional legal advice and information;

e. From March 25, 2014 through August 21, 2014 Securus “purged” one or more
lists of phone numbers, lists of calls, and actual recordings of illegally
recorded conversations seeking and giving professional legal advice and
information that were set and known to be private; and

f. On November 13, 2015, Securus made a conscious decision to conceal,
suppress, and cover-up the illegal recordings stating it was “in the clear.”

67. Securus knew these calls were being recorded unlawfully and covered it
up by suppressing and concealing the true facts. Securus had a duty and was bound to
disclose its unlawful eavesdropping and recording due to its superior and exclusive
knowledge of the true facts which were not known or reasonably accessible to
Plaintiffs and Class Members, and its express representations that it would follow all
local, state, and federal laws.

68. Instead, Securus actively concealed, suppressed, omitted, and failed to
disclose the true facts concerning the recording, storage, and security of private,
confidential, and privileged attorney-client phone calls with the intent to induce
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Plaintiffs and Class Members to continue to purchase Securus’ communications
services.

69. Plaintiffs and Class Members were unaware of these suppressed and
omitted material facts at the time they used the Securus system. Plaintiffs and Class
Members relied on the truthfulness and reliability of the statements made by Securus.
Plaintiffs and Class Members did not know, or have any reason to know, of these facts,
conditions or circumstances. If they had known the true facts at the time of their
telephone calls, Plaintiffs and Class Members would not have used or paid for Securus’
services as they did for their attorney-client communications and would have taken
action sooner to assert and protect their privacy rights.

70. Plaintiffs and Class Members did not discover, and could not have
discovered with any amount of reasonable diligence, the true facts regarding Securus’
recording of their private attorney-client calls on or before March 3, 2016 when
approximately 2,330 emails between the Sheriff’s office and Securus’ were published
in response to a California Public Records Act request. Plaintiffs and Class Members
were ignorant of the true facts regarding Securus’ recording of their private attorney-
client calls, and lacked the ability to have earlier discovered the true facts, until March
3, 2016 when the emails were published.

71. Defendant’s acts, omissions, and concealments have rendered
unavailable and futile any other remedies which could have been pursued or exhausted.
Plaintiffs and Class Members have suffered, and will continue to suffer, irreparable
harm by its very definition because their constitutional, statutory, and common law
protected privacy rights and interests have been, and continue to be, violated by the
actual and threatened intrusion and invasion thereof by Defendant.

72, Not even an award of damages following Plaintiffs’ delayed discovery of
the illegal recordings can undo the irreparable harm suffered, and there neither was nor
Is any other remedy available to Plaintiffs and Class Members to pursue or exhaust that
would not be futile.
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Plaintiffs Have Suffered Individualized Actual Concrete Injury in Fact

73. The United States Supreme Court has characterized the sixth
amendment’s guarantee of assistance of counsel in all criminal prosecutions as a
right that is fundamental to library and justice. Communication between an attorney
and his client must be free and open and remain confidential for the right to effective
assistance of counsel to have any meaning.

74, Only through confidential communication can both the attorney and the
client can make informed choices about the preparation and conduct of the client’s
defense. If the government can obtain damaging information from counsel,
defendants will not confide in their lawyers. The predictable result would be to
undermine the quality of the legal representation. Only through free, open, and
confidential communication can an attorney provide optimal legal representation.

75. This is not a case of “no harm, no foul.” Plaintiffs and the Class
Members paid for private phone calls that were eavesdropped on and recorded by
Securus, and which invaded their legally, statutorily, and constitutionally protected
interests of the right to privacy and the right to effective assistance of counsel.
Plaintiffs and the Class members would not have paid for or made these types of
phone calls, or would not have paid as much for such compromised phone calls, had
they known the truth about Securus’ eavesdropping and recording.

76. This in and of itself is concrete, particularized, actual harm and injury.
Unfortunately, and even more importantly, the actual and imminent harm inflicted
on Plaintiffs and the Class Members does not start and end with the potentially
hundreds of millions of dollars of tangible damage caused by Securus’ conduct.

77, As an example, without limitation, of both the tangible and intangible
harm caused by Securus conduct, on or about June 17, 2016, Plaintiff Elliott received
a collect call from a detainee who was in the Sheriff’s custody in county jail. Mr.
Elliott, now being aware that his prior phone calls with detainees had been
eavesdropped on, and uncertain about the privacy of his phone calls, including
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without limitation this particular call, was faced with the Hobson’s choice of either:
(a) paying for using an insecure phone line with a detainee for a conversation in a
guarded exchange of limited, closed, and compromised information and advice; (b)
paying for having a free, open, and confidential communication recorded and used
against him and a client; or (c) not accepting or paying for the call and either
foregoing communication entirely, or devoting significant time, cost, expense, and
effort to visit the detainee and only exchange information and give legal advice in
person. Plaintiff Elliott and the Attorney Class Members are suffering the same
Imminent harm in connection with every Securus phone system call to or from a
detainee in the custody of law enforcement.

78. The detainee, on the other hand, without limitation, is and was faced
with the proposition of either: (a) having his constitutionally protected right to
effective assistance of counsel illegally compromised; or (b) incurring fees and
expenses for Mr. Elliott to make a delayed trip to jail to securely visit him in person,
thereby turning a ten-minute phone call into a three-hour trip and jeopardizing his
right to timely assistance of counsel.

79. Plaintiffs and the Class Members have suffered real-world, actual,
concrete harm by, without limitation: (a) paying for calls they otherwise would not
have paid for had they know of Securus’ conduct; and (b) having their legally
protected rights to privacy and effective assistance of counsel invaded. The Attorney
Class and Current Detainee Class is presently facing the same imminent real, actual,
and concrete harm and injury from Securus’ concealment of its illegal conduct and
its failure to redress the harm.

80. Plaintiff Elliott and the Attorney Class Members are presently suffering
a real, actual, imminent, and concrete harm and injury traceable to Securus’ conduct
resulting from the uncertainty and confusion of having their phone calls with
attorneys recorded by: (a) paying for using an insecure phone line for a client
conversation in a guarded exchange of limited, closed, and compromised

-19 -

Romero et al v. Securus Technologies, Inc. No. 16-cv-1283
SECOND AMENDED COMPLAINT




© 00 N o o1 A W DN -

N N NN NN RNNNDRR R R P P P R R
©® N O 00 B W NP O © 0~N O 0 W N L O

Case 3:16-cv-01283-JM-MDD Document 22 Filed 11/07/16 PagelD.890 Page 21 of 51

information and advice, on the one hand; or (b) on the other hand: (1) paying for
having free, open, and confidential communication recorded and used against them
and their clients and compromising not only the communication, but also the
ultimate success or failure of the defense and therefore the attorneys’ reputation and
livelihood; (2) not paying for or accepting phone calls and devoting significant time,
cost, expense, and effort to make in person visitations, thereby diminishing and
diverting attorney income and resources; (3) subjecting themselves and their
reputations to damage from the diminished effectiveness of their professional
assistance in the defense of their clients through limitations on their
communications, exchange of information, advice; and (4) changing and/or
compromising defense strategies in connection with the eavesdropping and
recording of confidential communications with their clients.

81. The total number of private phone calls between detainees and their
lawyers recorded without permission or warning is currently unknown, but the
recording of private attorney-client calls appears endemic to the Securus system on a
California-wide, and indeed a nationwide, basis. Based on the contents of emails set
forth above, it appears there were at least 15,000 such calls illegally recorded between
April 1, 2013 and June 19, 2014 in San Diego county alone.

82. Securus, though, can tell us how many private calls were unlawfully
recorded. Securus not only brags in its promotional materials, in its proposals, and in
its contracts that it places this information and law enforcements “fingertips,” but also
admits in the content of the emails set forth above that it has the capability to query all
the private numbers which attorneys affirmatively “privatized” and which Securus
knew they did not have permission to record to see: (a) if any such numbers were in
fact being recorded; and (b) how many of such private calls were in fact recorded.

83. Securus’ ability to identify calls marked private which they did not have
permission to record, but which they did in fact record as further evidenced by Mr.
Jones’ declaration filed on or about July 5, 2016 (ECF No. 4-1).
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84. In addition to San Diego county (population 3.2M), Securus also does
business in Riverside county (population 2.2M), San Bernardino county (population
2M), San Mateo county (population 700K), and other California counties. In all,
Securus claims to serve 70 county detention facilities in California alone. Based on an
extrapolation of the 15,000 illegally recorded calls in San Diego county searched by
Securus, as well as the Missouri statistics, the potential number of private attorney-
client phone calls unlawfully recorded by Securus is staggering, with well over
500,000 calls estimated per year made just to the Public Defenders’ offices in the four
counties listed above.

8b. Securus has been wrongly and unjustly enriched by payments illegally
collected by Securus, and the retention of such payments is unfair and unlawful given
the true facts regarding the eavesdropping, listening to, recording, storage, disclosure,
and security of the conversations between Plaintiffs, Class Members, and detainees
and their attorneys who used the Securus system. Securus should not be allowed to
retain the proceeds from the benefits conferred upon it by Plaintiffs, Class Members,
and attorney-client users of the Securus system.

PLAINTIFFS’ EXPERIENCES
Plaintiff Romero

86. Plaintiff Juan Romero is a resident of San Diego, California and the
county of San Diego who formerly was a detainee and prisoner of, without limitation,
the San Diego County George Bailey Detention Facility, at various times from
August 15, 2012 through May 6, 2016. During the Class Period, Mr. Romero used
the Securus phone systems in private conversations with his attorneys. Mr. Romero’s
attorneys’ phone conversations with detainees were recorded. On information and
belief, Securus recorded Mr. Romero’s private, confidential, and privileged phone calls

with his attorneys without warning to, or permission from, all parties.
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87. Neither Plaintiff Romero nor his attorneys have received any notice of
the recording of their phone calls. Securus’ unlawful recordings compromised the
private, confidential, and privileged conversations of Mr. Romero and his lawyers.

Plaintiff Tiscareno

88. Plaintiff Frank Tiscareno is a resident of Menifee, California and the
county of Riverside who formerly was a detainee and prisoner of, without limitation,
the San Diego County Central Jail, from February 14, 2013 through February 25,
2013 and October 8, 2013 and September 26, 2015. During the Class Period, Mr.
Tiscareno used the Securus phone systems in private conversations with his attorney.
Mr. Tiscareno’s attorney’s phone conversations with detainees were recorded. On
information and belief, Securus recorded Mr. 