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IN THE UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

MUSLIM ADVOCATES,
P.O. Box 71080

Oakland, CA 94612

Civil Action No.

Plaintiff,
V.
UNITED STATES DEPARTMENT OF
HOMELAND SECURITY,
245 Murray Lane, SW
Washington, DC 20528

Defendant.

N N N N N N N N N N N N N N N N N N N N N N N N N N N N

COMPLAINT FOR DECLARATORY AND INJUNCTIVE RELIEF

Plaintiff Muslim Advocates, by and through its attorneys, complains against Defendant

United States Department of Homeland Security (“DHS” or “Defendant™) as follows:
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INTRODUCTION

1. This is an action under the Freedom of Information Act (“FOIA”), 5 U.S.C. § 552
et seq., for declaratory, injunctive, and other appropriate relief to compel the disclosure and release
of documents to Muslim Advocates (‘“Plaintiff” or “Requestor”).

2. In a FOIA Request letter (“Request”), Requestor sought documents and
information relating to the government’s border searches of electronic devices in the possession
of persons from the seven Muslim-majority countries covered by President Donald Trump’s
January 27, 2017 Executive Order, in addition to its border searches of electronic devices in the
possession of persons — including U.S. citizens — whom U.S. Customs and Border Protection
(“CBP”) agents perceived to be Muslim. As discussed widely in news reports, these searches —
which may include the physical retention of an individual’s electronic devices and demand for
their passwords — appear to have dramatically increased following the issuance of the Executive
Order.!

3. Despite Requestor timely exhausting its administrative remedies, DHS has failed
to comply with its obligation under FOIA to promptly make the requested documents and
information available. These documents and information are critical to Requestor understanding
the scope of the Executive Order and the extent to which the government implemented — and may
continue to implement — its policies in a discriminatory or unconstitutional manner.

JURISDICTION AND VENUE

4. This Court has jurisdiction over this action pursuant to 5 U.S.C. 8552(a)(4)(B) and

28 U.S.C. § 1331.

! See, e.g., Kaveh Waddell, A Stand Against Invasive Phone Searches at the U.S. Border, The
Atlantic, Feb. 21, 2017.
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5. Venue is proper in this District pursuant to 5 U.S.C. § 552(a)(4)(B).
PARTIES
6. Muslim Advocates is a not-for-profit corporation that works to ensure the civil
rights for Americans of all faiths through national legal advocacy, policy engagement, and civic
education. Muslim Advocates is a “person” within the meaning of 5 U.S.C. § 551(2).
7. DHS is an ‘“agency” within the meaning of 5 U.S.C. § 552(f)(1). DHS has
possession and control over the requested records.

FACTUAL BACKGROUND

8. On January 27, 2017, President Donald Trump issued an executive order, Executive
Order 13769 (“Executive Order I”’), barring persons from seven Muslim-majority countries — Iran,
Irag, Libya, Somalia, Sudan, Syria, and Yemen — from entering the United States for 90 days,
indefinitely blocking refugees from Syria from entering the United States, and prohibiting all
refugees from entering the United States for 120 days.

9. Following the issuance of Executive Order I, numerous publications reported that
CBP agents searched the electronic devices of individuals, including U.S. citizens, who were
originally from the seven countries covered by Executive Order I, in addition to searching the
electronic devices of others who arrived in the United States on international flights and whom
CBP agents perceived to be Muslim. These publications further reported that CBP agents
demanded travelers’ passwords and potentially seized their electronic devices either physically or
through the electronic duplication of their contents.

10. On February 2, 2017, CBP issued a guidance document entitled “Q&A for
Executive Order: Protecting the Nation from Foreign Terrorist Entry into the United States,” which

states: “Keeping America safe and enforcing our nation’s laws in an increasingly digital world
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depends on [the CBP’s] ability to lawfully examine all materials entering the United States.” It
also provides that “inspection [of international travelers arriving to the U.S.] may include
electronic devices.”

11.  On March 6, 2017, President Donald Trump issued another executive order
(“Executive Order II”), scheduled to go into effect on March 16, 2017, that replaced Executive
Order I and continued to generally bar persons from six Muslim-majority countries — Iran, Libya,
Somalia, Sudan, Syria, and Yemen — from entering the United States on new visas for 90 days and
reinstated the prohibition on all refugees entering the United States for 120 days.?

12.  On March 7, 2017, Requestor submitted the Request to DHS and asked that DHS
refer the Request to CBP as appropriate.® Requestor sought expedited processing pursuant to 5
U.S.C. § 552(a)(6)(e).

13.  The Request seeks the following: 1) records created on or after January 24, 2017
related to CBP’s search, review, retention, and dissemination of information located on or accessed
through electronic devices in the possession of individuals who are encountered by CBP at the
border, functional equivalent of the border, or extended border; and 2) records created on or after
February 27, 2017 that pertain to Executive Order Il and are otherwise responsive to the first

request.

2 These provisions of Executive Order Il have been preliminarily enjoined nationwide by the
United States District Court for the District of Hawaii at the time of the filing of this Complaint.
State of Hawaii, et al. v. Trump, et al., No. 17-00050 DKW-KSC, 2017 WL 1167383 (D. Haw.
Mar. 29, 2017); see also Int’l Refugee Assistance Project v. Trump, No. CV TDC-17-0361, 2017
WL 1018235 (D. Md. Mar. 16, 2017) (preliminarily enjoining section of Executive Order Il
imposing 90-day entry ban of persons from six Muslim-majority countries).

3 A copy of the Request is attached as Exhibit A.
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AGENCY RESPONSES AND EXHAUSTION OF ADMINISTRATIVE REMEDIES

14, On March 13, 2017, in a letter sent by email, DHS acknowledged that it had
received the Request on March 13, 2017 and granted Requestor’s request for expedited
processing.*

15. In the letter, DHS invoked a 10-day extension beyond the usual 20-day statutory
limit to respond to the Request pursuant to 5 U.S.C. § 552(a)(6)(B).

16.  With the 10-day extension, DHS was required to respond to the Request by April
24, 2017. See 5 U.S.C. § 552(a)(6).

17. DHS has yet to make available any records responsive to the Request.

18. Because DHS has failed to comply with the FOIA time limit provision, Requestor
is deemed to have exhausted its administrative remedies under 5 U.S.C. § 552(a)(6)(C)(i).

VIOLATION OF FOIA FOR FAILURE TO PROVIDE A DETERMINATION WITHIN
30 BUSINESS DAYS

19.  Plaintiff repeats and re-alleges the allegations of Paragraphs 1 through 18.

20. DHS was obliged to determine whether to comply with the Request within 30 days
(excepting Saturday, Sundays, and legal public holidays) — which includes the usual 20-day limit
and the 10-day extension — and to immediately notify Requestor of the agency’s determination and
the reasons therefor.

21.  Defendant’s failure to determine whether to comply with the Request within 30
business days after receiving it violates FOIA, 5 U.S.C. § 552(a)(6)(A),(B), and applicable

regulations promulgated thereunder.

4 A copy of DHS’s response is attached as Exhibit B.
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VIOLATION OF FOIA FOR FAILURE TO MAKE RECORDS AVAILABLE

22.  Plaintiff repeats and re-alleges the allegations of Paragraphs 1 through 21.

23. Plaintiff has a right under FOIA to obtain the agency records requested on March
7, 2017, and there exists no legal basis for Defendant’s failure to promptly make the requested
records available to Plaintiff and the public.

24.  Defendant’s failure to promptly make available the records sought by the Request
violates 5 U.S.C. § 552(a)(3)(A), and applicable regulations promulgated thereunder.

PRAYER FOR RELIEF

WHEREFORE, Plaintiff Muslim Advocates respectfully requests that judgment be entered
against Defendant United States Department of Homeland Security and that this Court:

A. Declare that Defendant violated FOIA by failing to determine whether to comply with
the Request within 30 business days and by failing to immediately thereafter notify
Plaintiff of such determination and the reasons therefor;

B. Declare that Defendant violated FOIA by unlawfully withholding the requested
records;

C. Order Defendant to immediately disclose the requested records to the public and make
copies immediately available to Plaintiff;

D. Award Plaintiff its reasonable costs and attorneys’ fees; and

E. Grant such other and further relief as the Court may deem just and proper.

Dated: May 2, 2017 Respectfully submitted,

By: /s/ LeahJ. Tulin
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Leah J. Tulin (D.C. Bar No. 988003)
Kelly M. Morrison (application for
admission forthcoming)

Joshua M. Parker (admission pending)
Daniel F. Bousquet (admission pending)
JENNER & BLOCK LLP

1099 New York Avenue, NW

Suite 900

Washington, DC 20001

Telephone: (202) 639-6000
Facsimile: (202) 639-6066

Johnathan Smith (D.C. Bar No. 1029373)
Juvaria Khan (pro hac vice application
forthcoming)

MUSLIM ADVOCATES

P.O. Box 71080

Oakland, CA 94612

Telephone: (415) 692-1484

Amir Ali (admission pending)

THE RODERICK & SOLANGE
MACARTHUR JUSTICE CENTER
718 7th Street NW

Washington, DC 20001

Telephone: (202) 869-3434

Attorneys for Plaintiff Muslim Advocates
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Exhibit A
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1099 NEW YORK AVENUE, NW SUITE 900 WASHINGTON, DC 20001-4412 JENNER&BLOCK L.+

Mary Ellen Callahan

Tel +1202 639 6064

Fax +1 202 661 4921

mecallahan@jenner.com
March 7, 2017

Dr. James V.M.L. Holzer

Deputy Chief FOIA Officer

The Privacy Office

U.S. Department of Homeland Security
245 Murray Lane, SW

STOP-0655

Washington, DC 20528-0655

Re: Freedom of Information Act Request re Border Searches of Electronic Devices
ALy

he Roderick & Solange MacArthur Justice Center and Muslim Advocates
(“Requestors™) submit this letter to The Privacy Office at the U.S. Department of Homeland
Security (“DHS™) as a request under the Freedom of Information Act (“FOIA™), 5 U.S.C. § 552,
et seq. We ask that this request be expedited pursuant to 5 U.S.C. § 552(a)(6)(E) and that we be
granted a fee waiver. We also ask that you refer the requests contained in this letter to U.S.
Customs & Border Protection (“CBP™) as appropriate.

Dear Dr. Holzer:

8 Background

On January 27, 2017, President Donald Trump issued an executive order, Executive
Order 13769 (“Executive Order I), barring persons from seven Muslim-majority countries —
[ran, Iraq, Libya, Somalia, Sudan, Syria, and Yemen — from entering the United States for 90
days, indefinitely blocking refugees from Syria from entering the United States, and prohibiting
all refugees from entering the United States for 120 days.'

Numerous publications reported that individuals, including U.S. citizens, originally from
the seven countries covered by the Executive Order I and with Muslim-sounding names were
having their electronic devices searched and potentially also seized, both physically and through
the electronic duplication of their contents, in airports after arriving in the United States on
international flights.? In its February 2, 2017 Q&A for Executive Order I, the CBP stated that

! Exec. Order No. 13769, 82 Fed. Reg. 8977 (Jan. 27, 2017).

? See Joshua Kopstein, Travelers Affected By Trump Ban Forced to Unlock Phones, Computers, Vocativ (Jan. 30,
2017, 6:21 PM), http://www.vocativ.com/397897/travelers-affected-by-trump-ban-forced-to-unlock-phones-
computers/; Kaveh Waddell, 4 Stand Against Invasive Phone Searches at the U.S. Border, The Atlantic (Feb. 21,
2017), https://www.theatlantic.com/technology/archive/2017/02/ron-wyden-border-searches/517353/; Sophia Cope,
Fear Materialized: Border Agents Demand Social Media Data from Americans, Electronic Frontier Foundation
(Jan. 25,2017), https://www.eff.org/deeplinks/2017/01/fear-materialized-border-agents-demand-social-media-data-
americans.

CHICAGO LONDON LOS ANGELES NEW YORK WASHINGTON, DC WWW_JENNER.COM
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“[k]eeping America safe and enforcing our nation’s laws in an increasingly digital world
depends on [the CBP’s] ability to lawfully examine all materials entering the United States” and
that “inspection may include electronic devices.”

On March 6, 2017, President Donald Trump issued another executive order (“Executive
Order I1”) scheduled to go into effect on March 16, 2017 that replaces Executive Order I but
again generally bars persons from six Muslim-majority countries — Iran, Libya, Somalia, Sudan,
Syria, and Yemen — from entering the United States on new visas for 90 days and reinstates the
prohibition on all refugees from entering the United States for 120 days.*

II. Request for Information

The Requestors request disclosure of the following records’ that were prepared, received,
transmitted, collected and/or maintained by DHS, and/or the CBPS:

1. Any and all records created on or after January 24, 2017 related to CBP’s search,
review, retention, and dissemination of information located on or accessed through
electronic devices’ in the possession of individuals who are encountered by CBP at
the border, functional equivalent of the border, or extended border, including, but not
limited to:

a. Records related to CBP’s implementation of Executive Order I with respect to
CBP’s search, review, retention, and dissemination of information located on
or accessed through electronic devices possessed by individuals who are
encountered by CBP at the border, functional equivalent of the border, or
extended border.

b. Records reflecting revisions of, or documents superseding, the August 25,
2009 “Privacy Impact Assessment for the Border Searches of Electronic

3 Customs and Border Patrol, Q&A for Executive Order: Protecting the Nation from Foreign Terrorist Entry into the
United States (Feb. 2, 2017), https://www.cbp.gov/sites/default/files/assets/documents/2017-Feb/EO-QA-PDF-
WEB-02.02.2017. pdf

4 Executive Order Il is available at: https://www.whitehouse.gov/the- press -office/2017/03/06/executive-order-
protecting-nation-foreign-terrorist-entry-united-states.

5 The term “records” includes all records or communications preserved in electronic or written form, including but
not limited to correspondence, regulations, directives, documents, data, videotapes, audiotapes, e-mails, faxes, files,
guidance, guidelines, standards, evaluations, instructions, analyses, legal and policy memoranda, minutes or notes of
meetings and phone calls, memoranda, agreements, notes, orders, policies, procedures, protocols, reports, rules,
manuals, technical specifications, text communications between phones or other electronic devices (including, but
not limited to, communications sent via SMA or other text, Blackberry Messenger, iMessage, WhatsApp, Signal,
Gchat, or Twitter direct message), training materials or studies, including records kept in written form, or electronic
format on computers and/or other electronic storage devices, electronic communications and/or videotapes, as well
as any reproductions thereof that differ in any way from any other reproduction, such as copies containing marginal
notations.

¢ The term “CBP” means CBP Headquarters offices, including any divisions, subdivisions or sections therein; CBP
field operations offices, including any divisions, subdivisions or sections therein; CBP offices at ports of entry,
including any divisions, subdivisions or sections therein; and/or any other CBP organizational structures.

7 The term “electronic devices” includes, but it not limited to, laptop computers, MP3 players, digital cameras, cell
phones, and tablet computers.

CHICAGO LONDON LOS ANGELES NEW YORK WASHINGTON, DC WWW.JENNER.COM
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Devices” and CBP Directive CD 3340-049, “Border Search of Documents and
Electronic Devices Containing Information” (August 20, 2009).

c. Policies, practices, and procedures that went into effect on or after January 24,
2017 regarding criteria for selecting individual travelers whose electronic
information will be searched, reviewed, or retained, or will be disseminated to
other components of DHS, other government agencies, or persons or entities
outside the government.

d. Policies, practices, and procedures that went into effect on or after January 24,
2017 regarding search, review, retention, or dissemination of information
located on or accessed through electronic devices, including policies,
practices, and procedures regarding:

i. The use of electronic devices to search, review, retain, and/or
disseminate information found in email, located on social media, saved
in the cloud, or otherwise stored on the internet that is accessible
because of passwords stored on the electronic device or because the
electronic device is recognized as a device that does not require a
password to access such information.

ii. The search, review, retention, and dissemination of information that
CBP officers have found not to violate the law.

iii. The search, review, retention and dissemination of business
information.

iv. The protection of confidential information in travelers’ possession,
such as information covered by trade secrets, attorney-client privilege,
health privacy laws, or other legal protections.

e. Policies, practices, and procedures that went into effect on or after January 24,
2017 on the questioning of travelers targeted for search of electronic devices,
including policies, practices, and procedures regarding:

i. The questioning of travelers targeted for electronic-device search
regarding political views, religious practices, and other activities

potentially covered by the First Amendment.

ii. Responding to such travelers’ refusal to answer such questions.

CHICAGO LONDON LOS ANGELES NEW YORK WASHINGTON, DC WWW.JENNER.COM
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iii. Permitting a traveler targeted for electronic-device search to access
legal counsel or invoke a right to remain silent during such
questioning.

f. Policies, practices, and procedures that went into effect on or after January 24,
2017 on the information given to travelers targeted for electronic-device
search regarding CBP’s authority to search, review, retain, and disseminate
information stored on or accessed through electronic devices, including
policies and procedures about information given related to travelers’ rights to
refuse to consent to such CBP actions, travelers’ rights to access legal counsel
before consenting to such CBP actions, travelers’ rights to limit the scope of
their consent (such as to use of the electronic device to access data not stored
on the electronic device itself), and CBP’s authority to continue to detain
travelers if they deny CBP access.

g. Documents, including the “Blue Paper” described in the Verge’s February 12,
2017 article, “A US-Born NASA Scientist was Detained at the Border Until
He Unlocked His Phone,”® given on or after January 27, 2017 to travelers
targeted for electronic-device search regarding CBP’s authority to search,
review, retain, and disseminate information stored on or accessed through
electronic devices, travelers’ rights to refuse to consent to such CBP actions,
travelers’ rights to access legal counsel before consenting to such CBP
actions, travelers’ rights to limit the scope of their consent (such as to use of
the electronic device to access data not stored on the electronic device itself),
and CBP’s authority to continue to detain travelers if they deny CBP access.

h. Policies, practices, and procedures that went into effect on or after January 24,
2017 regarding requesting travelers’ passwords to their email accounts, social
media accounts, cloud accounts, and other internet-based accounts, such as
mobile banking accounts, including information regarding travelers’ rights to
refuse to provide such passwords, travelers’ rights to access legal counsel
before providing such passcodes, and CBP’s authority to continue to detain
travelers if they deny CBP such passwords.

i. Policies, practices, and procedures that went into effect on or after January 24,
2017 regarding providing travelers targeted for electronic-device search
access to interpreters, including policies, practices, and procedures regarding
the information given to such travelers regarding their rights to access
interpreters.

8 Loren Grush, A US-Born NASA Scientist was Detained at the Border Until He Unlocked His Phone, The Verge
(Feb. 12,2017, 12:37 PM) http://www.theverge.com/2017/2/12/14583 124/nasa-sidd-bikkannavar-detained-cbp-
phone-search-trump-travel-ban.

CHICAGO LONDON LOS ANGELES NEW YORK WASHINGTON, DC WWW.IENNER.COM
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j. Records reflecting the number of individuals who have had the information
stored on or accessed through their electronic devices searched, reviewed,
retained, and/or disseminated on or after January 27, 2017.

k. Records reflecting the race, ethnicity, country of origin, citizenship, and
gender of individuals who have had the information stored on or accessed
through their electronic devices searched, reviewed, retained, and/or
disseminated on or after January 27, 2017.

. Records reflecting the number of foreign nationals denied entry into the
United States by CBP for refusing to consent to CBP search, review,
retention, and/or dissemination of their electronic devices and/or information
stored on or accessed through their electronic devices.

m. Records regarding the retention of electronic devices, or information accessed
from or through electronic devices, by CBP on or after January 27, 2017,
including the number of documents or electronic devices retained, the length
of retention, the reasons for retention, and the ultimate disposition of retained
material.

n. Records regarding the dissemination of electronic devices, or information
accessed from or through electronic devices, to other components of DHS,
other government agencies, or persons or entities outside the government on
or after January 27, 2017.

0. Records regarding complaints filed on or after January 27, 2017 by
individuals or organizations affected by CBP’s policies or practices related to
the search, review, retention, or dissemination of travelers’ information.

p. E-mail communications among, between, or cc’ing CBP personnel at
Headquarters, Office of Field Operations, and/or Office of Intelligence, sent
or received on or after January 24, 2017 containing any of the following
words or terms: “electronic device,” “smartphone,” “tablet,” “laptop,”
“password,” “e-mail account,” “social media,” “facebook,” “twitter,” and
“cloud.”

2. Any and all records created on or after February 27, 2017 that pertain to Executive
Order II and are otherwise responsive to Request 1 above.

III.  Application for Expedited Processing
Expedited processing of this request is warranted because: (1) there is an “urgency to
inform the public about an actual or alleged Federal Government activity” by organizations, like
the MacArthur Justice Center and Muslim Advocates, “primarily engaged in disseminating

CHICAGO LONDON LOS ANGELES NEW YORK WASHINGTON, DC WWW.JENNER.COM



Case 1:17-cv-00813-TSC Document 1-1 Filed 05/02/17 Page 7 of 9

March 7, 2017
Page 6 of 8 — FOIA Request re Border Searches of Electronic Devices

information,” 5 U.S.C. § 552(a)(6)(E)(i) & (v)(II); (2) the request concerns “[t]he loss of
substantial due process rights,” 6 C.F.R. § 5.5(e)(1)(iii); 5 U.S.C. § 552(a)(6)(E)(ii); and (3) the
request concerns “[a] matter of widespread and exceptional media interest in which there exist
possible questions about the government’s integrity which affect public confidence,” 6 C.F.R.

§ 5.5(e)(1)(iv); 5 U.S.C. § 552(a)(6)(E)(ii).

Early reports about Executive Order I’s implementation have raised serious due process
concerns,’ giving rise to “questions about the government’s integrity” and an “urgency to inform
the public.” Given the similarities between Executive Order I and Executive Order II, these
serious due process concerns persist. Further, attorneys and other services providers need to
understand the relevant policies, procedures, and practices to effectively serve and advise the
population of individuals potentially affected by Executive Order II. The requested records seek
to inform the public about an urgent issue implicating thousands of individuals’ due process
rights, namely, CBP’s interpretation, implementation, and enforcement of Executive Order I and
Executive Order II.

These expediency concerns are heightened by Executive Order II's ten-day delay before
it goes into effect. The very moment it is enforced, Executive Order II promises to present some
of the same serious due process concerns that Executive Order I presented. Thus, attorneys,
other service providers, and the public urgently need these important public documents.

Given the foregoing, the MacArthur Justice Center and Muslim Advocates have satisfied
the requirements for expedited processing of this Request.

IV.  Application for Waiver or Limitation of Fees

The Requestors request a waiver of document search, review, and duplication fees on the
grounds that disclosure of the requested records is in the public interest and because disclosure is
“likely to contribute significantly to public understanding of the operations or activities of the
government and is not primarily in the commercial interest of the requester.” 5 U.S.C. §
552(a)(4)(A)(iii). The Requestors also request a waiver of search fees on the grounds that the
Requestors qualify as “representative[s] of the news media” and the records are not sought for
commercial use. 5 U.S.C. § 552(a)(4)(A)(ii)(1I).

A. The Request is likely to contribute significantly to public understanding of the operations
or activities of the government and is not primarily in the commercial interest of the
Requestors.

As discussed above, news accounts underscore the substantial public interest in the
records sought through this Request. Given the ongoing and widespread media attention to this
issue, the records sought will significantly contribute to public understanding of an issue of
profound public importance.

9 See, e.g., Loren Grush, A US-Born NASA Scientist was Detained at the Border Until He Unlocked His Phone, The
Verge (Feb. 12,2017, 12:37 PM), http://www.theverge.com/2017/2/12/14583 124/nasa-sidd-bikkannavar-detained-
cbp-phone-search-trump-travel-ban.

CHICAGO LONDON LOS ANGELES NEW YORK WASHINGTON, DC WWW.JENNER.COM
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The Requestors are not filing this Request to further their commercial interest. Any
information disclosed by the Requestors as a result of this FOIA Request will be made available
to the public at no cost. Thus, a fee waiver would fulfill Congress’s legislative intent in
amending the FOIA. See Judicial Watch, Inc. v. Rossotti, 326 F.3d 1309, 1312 (D.C. Cir. 2003)
(“Congress amended FOIA to ensure that it be liberally construed in favor of waivers for
noncommercial requesters.” (internal quotation marks omitted)).

B. The Requestors are representatives of the news media and the records are not sought for
commercial use.

The Requestors also request a waiver of search fees on the grounds that the Requestors
qualify as “representative[s] of the news media” and the records are not sought for commercial
use. 5 U.S.C. § 552(a)(4)(A)(ii))(II). The Requestors meet the statutory and regulatory
definitions of “representative[s] of the news media” because they gather information, exercise
editorial discretion in selecting and organizing documents, and “distribute the resulting work to
the public.” Nat'l Sec. Archive v. U.S. Dep’t of Defense, 880 F.2d 1381, 1387 (D.C. Cir. 1989).
The Requestors are therefore “representative[s] of the news media” for the same reasons they are
“primarily engaged in [the] dissemination of information.” 5 U.S.C. § 552(a)(4)(A)(i1)(II),
(6)(E)(v)(II).

Furthermore, courts have found other organizations whose mission, function, publishing,
and public education activities are similar in kind to the Requestors’ to be “representative[s] of
the news media” as well. Requestor Muslim Advocates, for instance, joined with the American
Civil Liberties Union in disseminating the records obtained from the CBP in response to a joint
2010 FOIA request.'® Additionally, in 2009 requestor Muslim Advocates pursued FOIA
litigation against the FBI that resulted in public disclosure of previously withheld information.'!
Cf Judicial Watch, Inc. v. U.S. Dep't of Justice, 133 F. Supp. 2d 52, 53-54 (D.D.C. 2000)
(finding Judicial Watch, self-described as a “public interest law firm,” a news media requester).'?

On account of these factors, fees associated with responding to FOIA requests should be
waived for the requestors as “representative[s] of the news media.”

* %k %

With respect to the form of production, see 5 U.S.C. § 552(a)(3)(B), the Requestors
request that responsive electronic records be provided electronically in their native file format, if
possible. Alternatively, Requestors request that the records be provided electronically in a text-

10 See ACLU, Invasive Questioning at the Border (last visited Mar. 2, 2017), https://www.aclu.org/invasive-
questioning-border?redirect=free-speech-national-security-racial-justice-religion-belief/invasive-questioning-border.
' See Muslim Advocates, Press Advisory: U.S. Department of Justice Continues to Cloak Public Access to
Guidelines on FBI Surveillance of Mosques & Communities, (Oct. 15, 2009),
https://d3n8a8pro7vhmx.cloudfront.net/muslimadvocates/pages/191/attachments/original/1361200382/10-15-
09_Amended_Complaint_Press_Release.pdf?1361200382.

12 Courts have found these organizations to be “representative[s] of the news media” even though they engage in
litigation and lobbying activities beyond their dissemination of information / public education activities. See, e.g.,
Judicial Watch, Inc., 133 F. Supp. 2d at 53-54.

CHICAGO LONDON LOS ANGELES NEW YORK WASHINGTON, DC WWW.JENNER.COM
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searchable, static-image format (PDF), in the best image quality in the agency’s possession, and
that the records be provided in separate, Bates-stamped files.

Pursuant to applicable statutes and regulations, the Requestors expect a determination
regarding expedited processing within 10 days. See 5 U.S.C. § 552(a)(6)(E)(ii).

If the Request is denied in whole or in part, the Requestors ask that you justify all
deletions by reference to specific FOIA exemptions. The Requestors expect the release of all
segregable portions of otherwise exempt material. The Requestors reserve the right to appeal a
decision to withhold any information or deny a waiver of fees.

Additionally, in order to avoid delays in receiving records, Requestors request that
records be produced seriatim as they become available. Due to the exigent circumstances
surrounding this request, Requestors are amenable to narrowing the request if it would accelerate
production.

Thank you for your prompt attention to this matter. Please furnish the applicable records
to:

Mary Ellen Callahan

Jenner & Block LLP

1099 New York Avenue NW
Suite 900

Washington, DC 20001

[ affirm that the information provided supporting the request for expedited processing is true and
correct to the best of my knowledge and belief. See 5 U.S.C. § 552(a)(6)(E)(vi).

Sincerely,

Mary Ellen Callahan

CHICAGO LONDON LOS ANGELES NEW YORK WASHINGTON, DC WWW.JENNER.COM
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U.S. Department of Homeland Security
Washington, DC 20528

@ Homeland
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March 13, 2017

SENT VIA E-MAIL TO: MECallahan@jenner.com

Mary Ellen Callahan
Jenner&Block LLP

1099 New York Avenue NW
Suite 900

Washington, DC 20001

Re: 2017-HQFO-00513
Dear Ms. Callahan:

This letter acknowledges receipt of your March 8, 2017, Freedom of Information Act (FOIA)
request to the Department of Homeland Security (DHS), for records that were prepared,
received, transmitted, collected and/or maintained by DHS and/or the CBP: any and all records
created on or after January 24, 2017 related to CBP's search, reviews, retention, and
dissemination of information located on or accessed through electronic devices in the possession
of individuals who are encountered by CBP at the border, functional equivalent of the border, or
extended border, including, but not limited to: records related to CBP's implementation of
Executive Order I with respect to CBP’s search, review, retention, and dissemination of
information located on or accessed through electronic devices possessed by individuals who are
encountered by CBP at the border, functional equivalent of the border, or extended border;
records reflecting revisions of documents superseding the August 25, 2009 "Privacy Impact
Assessment for the Border Searches of Electronic Devices" and CBP Directive CD 3340-049,
"Border Search of Documents and Electronic Devices Containing Information" (August 20,
2009). Policies, practices, and procedures that went into effect on or after January 24, 2017
regarding criteria for selecting individual travelers whose electronic information will be
searched, reviewed, or retained, or will be disseminated to other components of DHS, other
government agencies, or persons or entities outside the government. Policies, practices. and
procedures that went into effect on or after January 24, 2017 regarding search, review, retention,
or dissemination of information located on or accessed through electronic devices, including
policies, practices, and procedures regarding: The use of electronic devices to search, review,
retain, and/or disseminate information found in email, located on social media, saved in the
cloud, or otherwise stored on the internet that is accessible because of passwords stored on the
electronic device or because the electronic device is recognized as a device that does not require
a password to access such information. The search, review, retention, and dissemination of
information that CBP officers have found not to violate the law. The search, review, retention
and dissemination of business information. The protection of confidential information in
travelers’ possession such as information covered by trade secrets, attorney-client privilege,
health privacy laws, or other legal protections. Policies, practices, and procedures that went into
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effect on or after January 24, 2017 on the questioning of travelers targeted for search of
electronic devices, including policies, practices, and procedures regarding: The questioning of
travelers targeted for electronic search regarding political views, religious practices, and
activities potentially covered by the First Amendment. Responding to such travelers' refusal to
answer such questions. Permitting a traveler targeted for electronic-device search to access legal
counsel or invoke a right to remain silent during such questioning. Policies, practices, and
procedures that went into effect on or after January 24, 2017 on the information given lo
travelers targeted for electronic-device search regarding CBP's authority to search, review, retain,
and disseminate information stored on or accessed through electronic devices, including policies
and procedures about information given related lo travelers' rights to refuse to consent to such
CBP actions, travelers' rights to access legal counsel before consenting to such CBP actions,
travelers rights to limit the scope of their consent (such as to use of the electronic device to
access data not stored on the electronic device itself, and CBP's authority to continue to detain
travelers if they deny CBP access. Documents, including the "Blue Paper" described in the
Verge’s February 12, 2007 article, “A US-Born NASA Scientist was detained at the Border Until
He Unlocked His Phone, “given on or after January 27, 2017 to travelers targeted for electric-
device search regarding CBP’s. This office received your request on March 13, 2017.

As it relates to your request for expedited processing and fee waiver, your request is granted.

Due to the increasing number of FOIA requests received by this office, we may encounter some
delay in processing your request. Consistent with 6 C.F.R. § 5.5(a) of the DHS FOIA
regulations, the Department processes FOIA requests according to their order of receipt.
Although DHS’ goal is to respond within 20 business days of receipt of your request, FOIA does
permit a 10-day extension of this time period in certain circumstances. As your request seeks
documents that will require a thorough and wide-ranging search, DHS will invoke a 10-day
extension for your request pursuant to 5 U.S.C. § 552(a)(6)(B). If you would like to narrow the
scope of your request, please contact our office. We will make every effort to comply with your
request in a timely manner.

We have queried the appropriate component(s) of DHS for responsive records. If any responsive
records are located, they will be reviewed for determination of releasability. Please be assured that
one of the processors in our office will respond to your request as expeditiously as possible. We
appreciate your patience as we proceed with your request.

Your request has been assigned reference number 2017-HQFQO-00513. Please refer to this
identifier in any future correspondence. To check the status of your FOIA request, you may
contact this office at 1-866-431-0486 or 202-343-1743, or you may check the status of your
request online at http://www.dhs.gov/foia-status.

Sincerely,

=
s

o )
,,f-cmﬁjf 4{?"1{%'_/
f

LaEbony Livingston
FOIA Program Specialist


http://www.dhs.gov/foia-status

Case 1:17-cv-00813-TSC Document 1-3 Filed 05/02/17 Page 1 of 2
CIVIL COVER SHEET

JS-44 (Rev. 7/16 DC)

l. (@) PLAINTIFFS
Muslim Advocates

(b) COUNTY OF RESIDENCE OF FIRsT LisTED PLAINTIFE Oakland, CA

DEFENDANTS

(EXCEPT IN U.S. PLAINTIFF CASES)

United States Department of Homeland Security

COUNTY OF RESIDENCE OF FIRST LISTED DEFENDANT

(IN U.S. PLAINTIFF CASES ONLY)
NOTE: IN LAND CONDEMNATION CASES, USE THE LOCATION OF THE TRACT OF LAND INVOLVED

Jenner & Block LLP
1099 New York Ave NW, Suite 900
Washington, D.C. 20001

(c) ATTORNEYS (FIRM NAME, ADDRESS, AND TELEPHONE NUMBER)

ATTORNEYS (IF KNOWN)

I1. BASIS OF JURISDICTION

O 1uU.s. Government
Plaintiff

@ 2 U.S. Government
Defendant

(PLACE AN x IN ONE BOX ONLY)

O 3 Federal Question
(U.S. Government Not a Party)

O 4 Diversity
(Indicate Citizenship of
Parties in item I11)

I11. CITIZENSHIP OF PRINCIPAL PARTIES (PLACE AN x IN ONE BOX FOR
PLAINTIFF AND ONE BOX FOR DEFENDANT) FOR DIVERSITY CASES ONLY!

PTF DFT PTF DFT
Citizen of this State O:1 O Incorporated or Principal Place O+ O
of Business in This State
Citizen of Another state. Q2 D2 Incorporated and Principal Place O5 5
of Business in Another State
Citizen or Subject of a 3 3
Foreign Country o © Foreign Nation Os Oes

IV. CASE ASSIGNMENT AND NATURE OF SUIT

(Place an X in one category, A-N, that best represents your Cause of Action and one in a corresponding Nature of Suit)

O A. Antitrust

[]410 Antitrust

@O B. Personal Injury/
Malpractice

[1310 Airplane

[1 315 Airplane Product Liability

[] 320 Assault, Libel & Slander

[ 330 Federal Employers Liability

[1 340 Marine

[1 345 Marine Product Liability

[1 350 Motor Vehicle

[] 355 Motor Vehicle Product Liability

[1360 Other Personal Injury

[1 362 Medical Malpractice

[1 365 Product Liability

[1 367 Health Care/Pharmaceutical
Personal Injury Product Liability

[1 368 Asbestos Product Liability

O C. Administrative Agency
Review

[]151 Medicare Act

Social Security
[1861 HIA (1395ff)

[1862 Black Lung (923)

[1863 DIWC/DIWW (405(g))

[1864 SSID Title XVI

[1865 RSI (405(g))

Other Statutes

[1891 Agricultural Acts

[]893 Environmental Matters

[1890 Other Statutory Actions (If
Administrative Agency is
Involved)

© D. Temporary Restraining
Order/Preliminary
Injunction

Any nature of suit from any category
may be selected for this category of
case assignment.

*(If Antitrust, then A governs)*

O E. General Civil (Other) OR

O F. Pro Se General Civil

Real Property

[]1220 Foreclosure

[]240 Torts to Land

Personal Property
[1370 Other Fraud

[]210 Land Condemnation
[]1230 Rent, Lease & Ejectment

[]245 Tort Product Liability
[]1290 All Other Real Property

[1371 Truth in Lending
[]1380 Other Personal Property

Bankruptcy
[]422 Appeal 27 USC 158

Prisoner Petitions
535 Death Penalty

[1540 Mandamus & Other
1550 civil Rights
[_1555 Prison Conditions

of Confinement

Damage Property Rights
[_]385 Property Damage d 820 Copyrights

Product Liability [_1830 Patent
1840 Trademark

Federal Tax Suits

defendant)

[]423 withdrawal 28 USC 157

[—Is60 civil Detainee — Conditions

[1870 Taxes (US plaintiff or

[]1871 IRS-Third Party 26 USC 7609

Eorfeiture/Penalty
[]625 Drug Related Seizure of

Property 21 USC 881
[]690 Other

Other Statutes

[]375 False Claims Act

[1376 Qui Tam (31 USC
3729(a))

[]400 State Reapportionment

[]430 Banks & Banking

[]450 Commerce/ICC
Rates/etc.

[]460 Deportation

[]462 Naturalization
Application

[]465 Other Immigration
Actions

[]470 Racketeer Influenced
& Corrupt Organization

[1480 Consumer Credit

[1490 Cable/Satellite TV

[]850 Securities'tCommodities/
Exchange

[1896 Arbitration

[]899 Administrative Procedure
Act/Review or Appeal of
Agency Decision

[1950 Constitutionality of State
Statutes

[1890 Other Statutory Actions
(if not administrative agency
review or Privacy Act)




Case 1:17-cv-00813-TSC Document 1-3 Filed 05/02/17 Page 2 of 2

O G. Habeas Corpus/ O H. Employment ® 1. FOIA/Privacy Act O J. Student Loan
2255 Discrimination
[ 530 Habeas Corpus — General [_1442 Civil Rights — Employment 895 Freedom of Information Act | [_] 152 Recovery of Defaulted
[ 510 Motion/Vacate Sentence (criteria: race, gender/sex, [1890 Other Statutory Actions Student Loan
[ 463 Habeas Corpus — Alien national origin, (if Privacy Act) (excluding veterans)
Detainee discrimination, disability, age,

religion, retaliation)

*(If pro se, select this deck)* *(If pro se, select this deck)*
O K. Labor/ERISA QO L. Other Civil Rights Q M. Contract Q N. Three-Judge
(non-employment) (non-employment) Court
[ 110 Insurance
[1710 Fair Labor Standards Act [1441 Voting (if not Voting Rights 1120 Marine [ 441 Civil Rights — Voting
[ 720 Labor/Mgmt. Relations Act) [1130 Miller Act (if Voting Rights Act)
[] 740 Labor Railway Act [1443 Housing/Accommodations [T 140 Negotiable Instrument
[ 751 Family and Medical [1440 Other Civil Rights [1150 Recovery of Overpayment
Leave Act [1445 Americans w/Disabilities — & Enforcement of
[1790 Other Labor Litigation Employment Judgment
1791 Empl. Ret. Inc. Security Act [1 446 Americans w/Disabilities — [1153 Recovery of Overpayment

Other of Veteran’s Benefits
[ 448 Education [1 160 Stockholder’s Suits
[1190 Other Contracts
[1195 Contract Product Liability
[] 196 Franchise

V. ORIGIN
@ 1 Original O 2 Removed O 3 Remanded O 4 Reinstated O 5 Transferred O 6 Multi-district O 7 Appeal to O 8 Multi-district
Proceeding from State from Appellate or Reopened from another Litigation District Judge Litigation —
Court Court district (specify) from Mag. Direct File
Judge

V1. CAUSE OF ACTION (CITE THE U.S. CIVIL STATUTE UNDER WHICH YOU ARE FILING AND WRITE A BRIEF STATEMENT OF CAUSE.)
Freedom of Information Act, 5 U.S.C. s 552

VII. REQUESTED IN CHECK IF THIS IS A CLASS DEMAND $ Check YES only if demanded in complaint
COMPLAINT ACTION UNDER F.R.CP. 23 JURY DEMAND: YES|:| NO
VIIIl. RELATED CASE(S) (See instruction) YES Z NO If yes, please complete related case form
IF ANY I:l
DATE: May 2, 2017 SIGNATURE OF ATTORNEY OF RECORD /sl Leah Tulin

INSTRUCTIONS FOR COMPLETING CIVIL COVER SHEET JS-44
Authority for Civil Cover Sheet

The JS-44 civil cover sheet and the information contained herein neither replaces nor supplements the filings and services of pleadings or other papers as required
by law, except as provided by local rules of court. This form, approved by the Judicial Conference of the United States in September 1974, is required for the use of the
Clerk of Court for the purpose of initiating the civil docket sheet. Consequently, a civil cover sheet is submitted to the Clerk of Court for each civil complaint filed.
Listed below are tips for completing the civil cover sheet. These tips coincide with the Roman Numerals on the cover sheet.

l. COUNTY OF RESIDENCE OF FIRST LISTED PLAINTIFF/DEFENDANT (b) County of residence: Use 11001 to indicate plaintiff if resident
of Washington, DC, 88888 if plaintiff is resident of United States but not Washington, DC, and 99999 if plaintiff is outside the United States.

1. CITIZENSHIP OF PRINCIPAL PARTIES: This section is completed only if diversity of citizenship was selected as the Basis of Jurisdiction
under Section 11.

V. CASE ASSIGNMENT AND NATURE OF SUIT: The assignment of a judge to your case will depend on the category you select that best

represents the primary cause of action found in your complaint. You may select only one category. You must also select one corresponding
nature of suit found under the category of the case.

VI. CAUSE OF ACTION: Cite the U.S. Civil Statute under which you are filing and write a brief statement of the primary cause.

VIII. RELATED CASE(S), IF ANY: If you indicated that there is a related case, you must complete a related case form, which may be obtained from
the Clerk’s Office.

Because of the need for accurate and complete information, you should ensure the accuracy of the information provided prior to signing the form.




Case 1:17-cv-00813-TSC Document 1-4 Filed 05/02/17 Page 1 of 2

FOIA Summons
1/13

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

Muslim Advocates

Plaintiff

V. Civil Action No.

United States Department of Homeland Security

Defendant

R T NI

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address) )
Office of the General Counsel

U.S. Department of Homeland Security
245 Murray Lane, SW

Mail Stop 0485

Washington, DC 20528-0485

A lawsuit has been filed against you.

Within 30 days after service of this summons on you (not counting the day you received it) you must
serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of the Federal Rules of

Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attorney, whose name and

address are: Leah Tulin

Jenner & Block LLP
1099 New York Ave NW
Suite 900

Washington, D.C. 20001

If you fail to respond, judgment by default may be entered against you for the relief demanded in the
complaint. You also must file your answer or motion with the court.

ANGELA D. CAESAR, CLERK OF COURT

Date:

Signature of Clerk or Deputy Clerk
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FOIA Summons (12/11) (Page 2)

Civil Action No.

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for (name of individual and title, if any)

was received by me on (date)

(A I personally served the summons on the individual at (place)

on (date) ;or

(A 1 left the summons at the individual’s residence or usual place of abode with (name)

, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

O I served the summons on (name of individual) , who is

designated by law to accept service of process on behalf of (name of organization)

on (date) ; or
O I returned the summons unexecuted because ; or
(O Other (specify):
My fees are $ for travel and $ for services, for a total of $ 0.00

I declare under penalty of perjury that this information is true.

Date:

Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:
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FOIA Summons
1/13

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

Muslim Advocates

Plaintiff

V. Civil Action No.

United States Department of Homeland Security

Defendant

R T NI

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address) )
Attorney General of the United States

U.S. Department of Justice
950 Pennsylvania Avenue, NW
Washington, D.C. 20530-0001

A lawsuit has been filed against you.

Within 30 days after service of this summons on you (not counting the day you received it) you must
serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of the Federal Rules of

Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attorney, whose name and

address are: Leah Tulin

Jenner & Block LLP
1099 New York Ave NW
Suite 900

Washington, D.C. 20001

If you fail to respond, judgment by default may be entered against you for the relief demanded in the
complaint. You also must file your answer or motion with the court.

ANGELA D. CAESAR, CLERK OF COURT

Date:

Signature of Clerk or Deputy Clerk
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FOIA Summons (12/11) (Page 2)

Civil Action No.

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for (name of individual and title, if any)

was received by me on (date)

(A I personally served the summons on the individual at (place)

on (date) ;or

(A 1 left the summons at the individual’s residence or usual place of abode with (name)

, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

O I served the summons on (name of individual) , who is

designated by law to accept service of process on behalf of (name of organization)

on (date) ; or
O I returned the summons unexecuted because ; or
(O Other (specify):
My fees are $ for travel and $ for services, for a total of $ 0.00

I declare under penalty of perjury that this information is true.

Date:

Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:
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FOIA Summons
1/13

UNITED STATES DISTRICT COURT
FOR THE DISTRICT OF COLUMBIA

Muslim Advocates

Plaintiff

V. Civil Action No.

United States Department of Homeland Security

R T NI

Defendant

SUMMONS IN A CIVIL ACTION

To: (Defendant’s name and address) ) ) o .
United States Attorney's Office, District of Columbia

Civil Process Clerk
555 4th Street, NW
Washington, D.C. 20530

A lawsuit has been filed against you.

Within 30 days after service of this summons on you (not counting the day you received it) you must
serve on the plaintiff an answer to the attached complaint or a motion under Rule 12 of the Federal Rules of

Civil Procedure. The answer or motion must be served on the plaintiff or plaintiff’s attorney, whose name and

address are: Leah Tulin

Jenner & Block LLP
1099 New York Ave NW
Suite 900

Washington, D.C. 20001

If you fail to respond, judgment by default may be entered against you for the relief demanded in the
complaint. You also must file your answer or motion with the court.

ANGELA D. CAESAR, CLERK OF COURT

Date:

Signature of Clerk or Deputy Clerk
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FOIA Summons (12/11) (Page 2)

Civil Action No.

PROOF OF SERVICE
(This section should not be filed with the court unless required by Fed. R. Civ. P. 4 (1))

This summons for (name of individual and title, if any)

was received by me on (date)

(A I personally served the summons on the individual at (place)

on (date) ;or

(A 1 left the summons at the individual’s residence or usual place of abode with (name)

, a person of suitable age and discretion who resides there,

on (date) , and mailed a copy to the individual’s last known address; or

O I served the summons on (name of individual) , who is

designated by law to accept service of process on behalf of (name of organization)

on (date) ; or
O I returned the summons unexecuted because ; or
(O Other (specify):
My fees are $ for travel and $ for services, for a total of $ 0.00

I declare under penalty of perjury that this information is true.

Date:

Server’s signature

Printed name and title

Server’s address

Additional information regarding attempted service, etc:
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