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' TECHNOLOGY & LIBERTY PROGRAM

Jamaet Jaffar
AMERICAN GiVIL LIBERTIES UMION EOUNDATION

Statf Artarney

weswaciuorg

Meational Headquarters 125 Broad Strset, Now York, NY 10004-2400 Tel (212) 318-7814 Fax (212) 548-262% E-mall jaffar@aciu org

March 4, 2003

BY FACSIMILE: 202 616 %470

Marcia Berman

U.S. Department of Justice

Civil Division, Federal Programs, Room 7204
.20 Massachusetts Ave., NW

Washington, DC 20530

Re:  ACLUeral v. DOJ, Civil Action No. 02-2077 (ESH)

Dear Ms. Berman,

In connection with the above-captioned case, we received yesterday from your
office the Declaration of Charles M. Steele and the Second Declaration of Christine
Kiefer, together with accompanying Exhibits, We have reviewed these documents and
are now able to further narrow the issues to be litigated.

We do not intend. to challenge the adequacy of the FBI’s scarch. We intend to
challenge the FBI's withholding of documents as indicated below.

Exhibit I

Exhibit I includes 29 pages (numbered 1-29) released to us by letter dated
February 21, 2003. It is our understanding that Exhibit I also includes 50 pages
(numbered 30-79) that have not been released to us.

With respect to Exhibit L, we will challenge the invocation of Excmption (b)}(1) on
pages 1-5. We will not challenge any Exemption relied on in pages 6-29. We will
challenge a]l Exemptions relied on in pages 30-79, excent (i) we will not challenge any
invocation of Exemption (b)(2)-1 or (b)(7)(C)-1; and (if) we will not challenge the
mvocation of Exemption (b)(1) on pages 31. 33, 37, 39, 40-41, 42-43, 45, 46, 47, 49, 51,
52, 53. 54, 55, 50, 58-59, 68, 70, 71, 72, 73, 75, 76, and 79. In waiving our right to
challenge the FBI's reliance on Exemptions (b}(2)-1 and (b)(7)(C)-1. we are of course
assuming that the material cxcised pursuant to these Exemptions consists solely of
telephone and pager numbers or of names and identifying information of FBI employees.
See Second Declaration of Christine Kiefer, at p. 8.

Exhibit A
Civil Action No. 02-2077(ESH)

Madine Strasson Prosidgert  Anthony D. Romero Swesutive Oirector  Kenmets B. Clark Chalz National Aavisory Council  Richard Zacks Trasurer <GB = @
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Exhibit If

Exhibit II consists of 24 pages released by lelter dated November 14, 2002; 14
pages released by letter dated January 16, 2003; and 41 pages released by letter dated
Tanuary 31, 2003.

We will not challenge any Exemption relied on in Exhibit 1T, except (i) we will
challenge the FBUs reliance on Exemption (b)(5) on pages 36 and 37; (ii) we will
challenge its reliance on Exemption (b)(1) on pages 38-43; and (iii) wc will ¢hallenge all
Excmptions telied on in pages 54-57 and 71-74.

Exhibit 1

Exlubit Il consists of 1 page released on March: 3, 2003. The FBI has not relied
‘on any Exemption with respect to this document.

Please feel free to contact me if you have questions about this Jetter,

Sincefneiy,f

JameeMaffer

ce: David Sobel
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EXHIBIT 1
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Documents released by letter dated
February 21, 2003
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U.5. Department ot .stice

Federal Burcau of Investigation
935 Pennsylvania Ave, NW.

Washington, D.C. 20535-0001

Ms. Ann Beesgon . ZB 23-2003

American Civil Liberties Union Foundation DOJ RESPONSE TO 6/13/02
125 Broad Streetr Subject of Request LETTER FROM CONGRESSMEN
New York, New York 10004-2400 )

FOIPA No 966750 -4 /190-

Decar Requester:

Enclosed are copies of documents {rom FBI records. Excisions have been made to protect
inforination exempt from disclosure pursuant to Title 5, United States Code, Section 552 {Freedom of
Information Act) and/or Section 352a (Privacy Act). In addition, where excisions were made. the
dppl’OpIid[L exempling subsections have been cited opposile the deletions.  Where pages have been withheld
in their entirety, a delcted puge information shect has been substituted showing the reasons or basis for the
defetion.  The subsections cited for withholding information from the enclosed documents are marked below:

Section 552 Section 5522

& (i) 0 (X7)A) O (d)5)
& (b)) 3 (bX(7)(B) 0 X2
EERCHEY BTG [ ki
O W7D O i)

[ ()7HE) 1 (ki(3)

N _ O BT(F) 0O (k4
0 (b)4) O (B)(8) O (k)3)
= (0)(5) sROCY 0 &6
0 (b)6) 0 (k)7

{Sce Form OPCA-16a, cuclosed, for an explanation of these excmptions)

Pursuant to your request, 79  pages(s) were reviewed and 29 __ page(s) are
being released. :

During the review of material pertinent to the subject of vour request, documcnts were located
which

7 originated with another Government agency(les).
These documents were referred to that ageney(ies) for review and direet response o you,

{J contain information furmshed by ancther Governmen agency(ies).  You wilt be advised by the
FBI as to the releasabiliy of tlus mformauon foellowing our consultation with the other

dgeneyiies).

b - LPHC - Attentton: David Sobel, Esquire
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B3 1f you desire, you may appeal any denials contained herein. Appeals should be directed in

writing (o the Co-Director, Office of Information and Privacy, U.S. Department of Justice, Flag
Buﬂdmg, Suite 570, Washington, D.C. 20530-0001 within sixty days from receipt of this letter.
The envelope and the fetter should be clearly marked “Freedom of Information Appeal®

r “Information Appeal." Pleasc cite the FOIPA number- assigned to your request so that it
may be easily identified.

The enclosed material is from the main investigative file(s) in which the subject of your request
was the subject of the investigation. There are additional references to the subject(s) of your
request o files relating to other individuals, organizations, events or activities. These additional
mentions or references have not been reviewed to determine if, in fact, they are identifiable
with the subject(s) of your request. Our experience has shown that such references are
frequently similar to information contained in the processed main file(s). We will process these
references if you now make a specific request for them. However, because of a significant
mncrease in FOIPA requests and an expanding backlog, we have given priority to the processing
of main investigative files and can only complete the processing of these additional references
as tme and resources permit.

[ Sce additional mformation whick follows.

Sincerely yours,
Croiet L,
Freedom of Information-

Privacy Acts Section
Records Management Division

Enclosures (2 )
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Pen Registers since 10/26/2001

' Prajgca‘Numbér CompletedDate
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Busirness Record Order Requests Since 10/26/2001
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FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 10/26/2001
"To: All Divisions Attn: ADIC, SAC
e cDe

From: Office of the General Counsel
NSLU/NSLB, Room 7975 R
Contact: National Security Law Unit,

-

Approved By: Mueller Robert § IIT
Pickard Thowas J
Parkinson Larry R
Bowinan ¥ B

Drafted By:

Case ID #: 66F-HQ-A1247863  (None)

Title: NEW LEGISLATION
REVISTONS TO FCI/IT LEGAL AUTHORITIES
NATIONAL SECURITY LETTERS

Synopsis: Summarizes recent changes to FCI/IT legal authorities
relating to NSLs, and describes implementation procedures.

Detaile:

Background

On October 26, 2001, the President signed the *"Uniting
and Strengthening America Act" which significantly revises wany
national security legal authorities. In particular, the Act .
changes key features of existing National Security Letter (NSL|
authority. This communication summarizes the changes to NSL
authorities; rélatedjéerialéfdescribe_other changes effected by
the Act. A separate EC of this same date addresses various other
FISA-related provisions of the Adt. : , BT

NSL are issued ianCI/IT investigations to oﬁtain-

telephone and electronic communications récOrds_from’telkghone_
companies and Internet Service Providers (pursuant te the
Electronic Communicétiéﬁs Privacy Act, or ECPA}, records from:
financial institutions (pursuant to the Right to Financial
Privacy Act), and information from credit bureaus (pursuant to
the Fair Credit Reporting Act). Delay in obtaining NSLs has long
been identified as a significant problem in FCI/IT
investigations. Two factors have contributed most prominently to

REASONN 7
DECLASSIEK




. &
Case 1:02-cv-02077-ESH Document 20-4 Filed 03/07/03 Page 11 of s

To All Divisic . From: Office of the Gene.al Counseléf
Re: 66F-HQ-A1247863, 10/26/2001

this delay: the complexity of the standard predication for NSLs
and the requirement that signature authority be restricted to
officials no lower than Deputy Assistant Director. Intending to
streamline the investigative process, the new Act addresses both
of these issues. Section 505 of the Act changes the standard
predication for all three types of NSLs to simple relevance and
allows the Director to delegate signature authority to SACs.

New Standard Predication

Under the new law, all three NSLs are now available
when the signature authority certifies that the information
sought is "relevant to an authorized investigation to protect
against international terrorism or clandestine intelligence
activities, provided that such an investigation of a United
States person is not conducted solely on the basis of activities
protected by the first amendment of the Constitution of the
United States.* Prior to the Act, the statutes required both
relevance and "specific and articulable facts" giving reason to
believe that the subject is an agent of a foreign power (or, in
the case of subscriber requests, had been in contact with such an
agent) . This "agent of a foreign power" prong of the standard
made it necessary to collect and document specific facts
demonstrating that the standard had been met. This regquirement
and the complexity of the standard itself often led to extensive
delays in generating NSLs. The new law makes the NSL standard
roughly analogous to that for a criminal subpoena.

This new standard requires that the information sought
be relevant to an "ongoing investigation to protect against
international terrorism or clandestine ‘intelligence activities.®
Use of this technique is alithorized in full investigations
properly -opened under the Attorney General Guidelines for FBI
Foreign Intelligence Collection and Foreign""untgrintelliggnce
Investigations ("FCI AGG*). The technique algo may be authorized
in preliminary inquiries, with prior coordination through the %(}1 )

relevant NSD or CTD unit at FBIH@E] Although the language differs
somewhat from that used in the previous versions of the statute,
OGC and DOJ take the position that all investigations authorized
pursuant to the FCI AGG are "to protect against intermational
terrorism or clandestine intelligence activities.®

‘ The Act also inserts the language "provided that such
an investigation of a United States person is not conducted
solely on the basis of activities protected by the first
amendment of the Constitution of the United States.® Congress
inserted this to indicate that the techniques will not be used
against U.S. persons who are merely exercising constitutionally
protected rights. However, it is highly unlikely, if not
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entirely impossible, for an investigation to be authorized under
the FCI AGG that is "solely"” based on protected activities. In
other words, all authorized investigations of U.8. persons will
likely involve some allegation or possibility of illegal activity
(e.g., terrorism, espionage, c¢clandestine intelligence activities,
etc.) which is not protected by the First Amenduent.

Finally, the new standard does not mean that NSLs are
available only on the subjects of investigatioms. An NSL is
available when the information sought is "relevant" to the . -
investigation, as described above. For example, information
concerning apparent associates of, or individuals in contact
with, the subject of a investigation, may be relevant.

Signature Authority

The Act allows the Director to delegate signature
authority down to Deputy Assistant Directors at FBIHQ and SACs in
"designated" field offices. The current statute allows only for
delegation to DaDsg. Thus, NSL authority now is delegated to only
the ADs and DADs in NSD and CTD, and to the ADICs at LA, NY, and
WFO.

The new legislation allows delegation to the SACs in
field offices "designated by the Director.* This language
reflects Congress' intention that the delegation not occur
automatically, but that the Director choose which offices needed,
and were properly prepared to exercise, delegated authority. The
Director goon will make initial ‘delegations to field offices in a
separate communication. Field offices with delegated authority
will receive detailed instructiops on the process of preparing
and issuing NSLs. SACs should not gign NSLs until they have been
properly designated by the Director. Offices not receiving
delegated authority should continue to submit. NSL requests
through the relevant unite in NSD and CTD at FBIHQ. NSLU will
continue to prepare these letters.

Chan n Statuto nguage
What follows are the actual changes in the three
statutes governing NSLs. A "redlined" version showing additions

and deletions is given first. A clear copy of the new version
then follows.

1. Electronic Communications Privacy Act (ECPA)

U.5.C. § 2709: (3. 1510 Sec. - 506}
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"Redlined” Text Key:

§ 2703. Counterintelligence aCCess to telephone toll and
transactional records . o,

-,

{a) 'Duty to provide.-~A w1re or electxonic c unlcatlon
service provider shall compl with a’ ‘request for
+  subscriber information and: 'qll'billing records
1nformatlon, or electronic comiy nicatlon transactional
records in its custody or possession made by the
Director of the Pederal Burdau of Inuastlgation under
. subsection (b} of thls saction.
{b} Requi.red Certlflcation.——The Director of the Faderal

Bureau of Investig"iqn, or his: designee in’
not 1 that -Dep! Assi,

request the name, lengthsof,service,
and- local and’ lang distanca toll billlnq records
of a person ox entity:if ‘the '
'designee i e o
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& Gene._ . Counsel

(2} request the name, address, and length of service
of a person or entity if the Director {or his

c.les.i_gme___=

(Remainder of statute unchanged)

New Version of 16 U.S.C. § 2709 {without redlining)

§ 2709. Counterintelligence access to telephone toll and
transdctional records

/0.
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To: All Divisic . From: Office of the Geneiral Counsel
Re: 66F—HQ—A1247863, 10/26/2001

{a) Duty to provide.--A wire or electronic communication
service provider shall comply with a request for
subscriber information and toll billing records
information, or electronic communication transactional
records in its custody or possession made by the
Director of the Federal Bureau of Investiqgation under
subsectiqn {b} of this section.

(b} Required certification.-—The Director of the Federal
Bureau of Investigation, or his designee in a position
not lower than Deputy Assistant Director at Bureau
headquarters or a Special Agent in Charge in a Bureau
field office designated by the Director, may-—

{1} request the name, address, length of service,
and local and long distance toll billing records
of a parson or entity if the Director (or his
designee) certifies in writing to the wire or
electronic communication gervice provider to
which the request is made that the name,
address, length of service, and toll billing
records sought are relevant to an authorized
investigation to protect against international
terrorism or clandestine intelligence
activities, provided that such an investigation
of a United States person is not conducted
solely on the basis of activities protected by
the first amendment of the Constitution of the
United States: and

(2} request the name, address, and length of service
of a person or entity if the Director ({or his
designee} certifies in writing to the wire or
electronic communication service provider to
which the request is made that the information
sought is relevant to an authorized
investigation to protect against international
terrorism or clandestine intelligence
activities, provided that such an investigation
of a United States person is not conducted
solely on the basis of activities protected by
the first amendment of the Constitution of the
United States,

(Remainder unichanged)
2. Right to Financial Privacy Act

"Redlined™ varsion of 12 U.S.C. § 3414(a) (5)

/1.
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Re:

All Divigy .s

(51 {A)

New version

{5) (A)

From: O

Fipancial institutions, and officers, employees, and
agents thereof, shall comply with a request for a
customer’s or entity's financial records made pursuant
to this subsection by the Federal Burean of :
Investigation when the Director of the Federal Bureau
of Investigation (or the Director's designee 3 3

certifies in writing to E ion that
such records are

bciieve—that—thtrcustdmer“or*cntftywwhuse—rqcords—att

-4 o ' = ¥ad .
Gﬂttg‘ht—rs—u—fo-res.gu pewcIr e agentotfote g

¥

(Remainder unchanged)
of 12 U.5.C. § 3414(a) (5}

Financial institutions, and officers, employees, and
agents thereof, shall comply with a request for a
customer's or entity's financial records made pursuant
to this subsection by the Federal Bureau of
Investigation when the Director of the Federal Bureau
of Investigation (or the Director's designee in a
position not lower than Deputy Assistant Director at
Bureau headquarters or a Special Agent in Charge in a
Bureau field office designated by the Director}
certifies in writing to the financial institution that
such records are sought for foreign
counterintelligence purposes to protect against
international terrorism or clandestine intelligence
activities, provided that such an investigation of a
United States person is not conducted seclely on the
basis of activities protected by the first amendment
of the Constitution of the United States.

(Remainder unchanged)

/ A



3 .
. Case 1:02-cv-02077-ESH Docu ~ Fd 03/07/03 Page 17 of 33
To: All Divisic  From: OffYe e Gene. . Counsel

Re: 66F-HQ-A1247863, 10/26/2001

3. Fair Credit Reporting Act

"Redlined" Version of 15 U.S.C. $ 1681u

$ 1681lu. Disclosures to FBI for counterintelligence purposes
{a) T Identity of finanecial institutions

Notwithstanding section 1681b of this title or any
other provision of this subchapter, a consumer
reporting agency shall furnish to the Federal Bureau
of Investigation the names and addresses of all
financial institutions (as that term is defined in .
section 3401 of Title 12) at which a consumer
maintains or has maintained an account, to the. extent
that information is in the files of the agency, when
presented with a written request for that informstion,
signed by the Director of the Federal Bureau of
Investigation, or the Director's designee

cettifies compliarce with this section.\.The Director
or the Director's designee may make such a
certification only if the Director or.the Director's
desi-nee determined :
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{b} Identifying iﬁformaticﬁ:

Notwlthstanding the prov151ons of sectxon 1681h of
this title or any- other p:ovxs*on of this’ subchaptar,
a consumer :eporting agency shall furnish identifying
information. respacting a co er, limif ed.
address;, forwer.. addresses, places of employment, or
former places of employmant,_ to the Federal Bureau of

Lhv stigati n when' presentedfwith a written téquest N
signed by the : i

{c)

Notw1thstanding section 1681b of this titld o ‘any

other provigion of this subchapter, if requested in
. writing by the Director of the Federal Bureau of

Investigation, or a designee of the Director §

Wz
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From: O

.o i . s : ! .
court may issue an order ex parte directing a consumer
reporting agency to furnish a consumer report to the
Federal Bureau of Investigation, upon a showing &

The terms of an order issued under this subsection
shall not disclose that the order is issued for
purposes of a counterintelligence investigation.

{Remaindar unchanged)

New Version of 15 U.5.C. § 1681 (u)

§ 168lu. Disclosures to FBI for counterintelligence purposes

{a)

Identity of financial institutions

Notwithstanding section 1681b of this title or any
other provision of this subchapter, a consumer
reporting agency shall furnish to the Federal Bureau
of Investigation the names and addresses of all

/5
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(b)

{c)

From: Officdfo

financial institutions (as that term is defined in
section 3401 of Title 12) at which a consumer-
maintains or has maintained an account, to the extent
that information is in the files of the agency, when
presented with a written request for that information,
signed by the Director of the Federal Bureau of
Investigation, or the Director's designee in a
position not lower than Deputy Assistant Director at
Bureau headqu%rte:s'ur a Special Agent in Charge in a
Bureau field office designated by the Director, which
certifies compliance with this section., The Director
or the Director's designee may make such a
certification only if the Director ar the Director's
designee has determined in writing, that such
information is sought for the conduct of an authorized
investigation to protect against international
terrorism or clandestine intelligence activities,
provided that such an investigation of a United States
person is not conducted solely on the basis of
activities protected by the first amendment of the
Constitution of the United States.

Identifying information

Notwithstanding the provisions of section 1681b of
this title or any other provision of this subchapter,
a consumer reporting agency shall furnish identifying
information respecting a consumer, limited to name,
address, former addresses, places of employment, or
former places of employment, to the Pederal Bureau of
Investigation when presented with a written request,
signed by the Director or the Director's designee in a
position not lower than Deputy  Assistant Director at
Bureau headquarters or a Special Agent in Charge in a
Bureau field office designatéd by the Director, which
cartifies compliance with this subsection. The
Director or the Director's designee may make such a
certification only if the Director or the Director's
designee has determined in writing that such
information is sought for the conduct of an authorized
investigation to protect against international
terrorism or clandestine intelligence activities,
provided that such an investigation of a United States
person is not conducted solely on the basis of
activities protected by the first amendment of the
Constitution of the United States.

Court order for disclesure of consumer reports

/e
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From: OffiF SRl Re! Gene. _{ Counsel

Re: 66F-HQ-A1247863, 10/26/2001

available

Notwithstanding section 168ib of this title or any
other provision of this subchapter, if requested in
writing by the Director of the Federal Bureau of
Investigition, or a designee Gf the Director in a
position not lower than Deputy Assistant Director at
Bureau headquarters or a Special Agent in Charge in a
Bureau field office designated by the Director, a
court may fssue an order ex parte directing a consumer
reporting agency to furnish a consumer report to the
Federal Bureau of Investigation, upon a showing in
camera that the report is sought for the conduct of an
authorized investigation to protect against
international terrorism or clandestine intelligence
activities, provided that such an invés;igation of a.
United States person is not conducted golely on the
basis of activities protected by the first amendment
of the Constitution of the United States. The terms
of an order issued under this subsection shall not
disclose that the order is issued for purposes of a
counterintelligence investigation. '

(Remainder unchanged)

Questions and Additional Information

The National Security Law Unit (202-324-3951) is
-to answer questions about this legislation. In

addition, materials relating to the new legislation will be
posted on the NSLU FBI Intranet website, which can be found

httpzflao.ioo.99.13{0¢c/3§;g1 or through the OGC page.

12

/7
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- ALL RECEIVING OFFICES

and to ot

+*

Disgeminate to personnel involved in

her division personnel as appropriate.
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FCI/IT operations
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tRev. 08:38-2000)

FEDERAL B ‘EEAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 06/19/02
"To: Al Divisions Attn: Assistant Director;
SAC;
Legat
CDC

From: Office of the Generql Counsel _
Investigative Law Unit, Room 7326 b
2 = |

Contact: Investigative Law Unit, —

Approved By: Parkinson Larry R/
Steele Charles M.

Case ID #: 66F-HQ- 1085160(Pending)-57

Title: NEW LEGISLATION
“PATRIOT ACT OF 2001 :
PROVISIONS ADDRESSING INVESTIGATIVE ISSUES

Synopsis: To supplemént guidance previously provided on the USA PATRIOT ACT of 2001 by
highlighting provisions of the USA PATRIOT Act of 2001 which are of the most immediate interest to
- FBI investigations. '

Reference: 66F-HQ-A1247863 Serial 70
66F-HQ-A 1247863 Serial 71
66F-HQ-A 1323588 Serial 364

Details:
Background

On October 26, 2001, the President signed the “Uniting and Strengthening America by _

Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 2001" (otherwise
referred to as the “USA PATRIOT Act” or “Patriot Act”) which enhances many investigative tools.
available to the FBI. Qver the last several months, the Office of the General Counsel (OGC) has
provided guidance to the field on this Act in the form of e-mails, ECs, and presentations/training.

/9
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Among the documents provided are a detailed section-by-section analysis of certain provisions of the
Act;' two separate ECs prepared by OGC's National Security Law Unit, Counsel dated October 26,
2001, entitied “NEW LEGISLATION, REVISIONS TO FCVIT LEGAL AUTHORITIES,

FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)” and “NEW LEGISLATION,
REVISIONS TO FBI/IT LEGAL AUTHORITIES, NATIONAL SECURITY LETTERS”; and an

EC prepared by OGC's Legal Forfeiture Unit, dated _

January 11, 2002, entitled “ASSET FORFEITURE MATTER.” The purpose of this communication is
to consolidate into one document the guidance previously provided and to highlight those provisions of
the Patriot Act of greatest interest to FBJ mvestigative efforts.

This BC has been broken down into three sections. Section I, Investigative Tools,
addresses the provisions which modify, amend, or create investigative tools which may apply to many
types of investigations. Section II, Money Laundering, highlights some of the new crimes and
nvestigative tools aimed at the financial networks of criminal enterprises. The International Money
Laundening Abatement and Financial Anti-Terrorism Act of 2001 was incorporated into the Patriot Act
and was intended to significantly increase the United States’ ability to combat the financing of terrorism.
This section of the EC is only intended to summarize some of the highlights of the Act. Additional,

. more comprehensive guidance will be forthcoming. Section 1T, New Tervorism Offenses, summarizes -
" some of the important changes in the criminal statutes regarding texrorist offenses. The forfeiture
provisions, information sharing provisions, and other national security related provisions were
addressed in detail in the aforementioned ECs and therefore will not be covered by this EC.

Many of the investigative tools provided in the Patriot Act are governed by a sunset
provision which will result in their expiration on December 31 » 2005 utiless renewed by Congress.? In
order to be prepared to justify their renewal, offices are encouraged to keep recards of the effective
use of these toals. ‘Important information to be maintained includes both the number of times the
investigative tool was effectively used and specific infonmation on noteworthy cases. - ~

'This document was prepared by the Department of Justice and provided via e-mail to all
Chief Division Counsels on October 30, 2001.

*Title 3 of the Patriot Act, entitled the Intemational Money Laundering Abatement and Financial
Anti-Terrorism Act of 2001, has a slightly different sunset provision in that it will only expire if Congress
enacts a joint resolution containing specific language. The result is that the provistons will continue
unless Congress acts otherwise.
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I. Investigative Tools

Information from Communications Providers

Voice Mail - Law enforcement can now obtain all voice mail which is stored by a
communications provider, including unopened voice mail, using the procedures set forth in 18 U.S.C
§2703 (such as a search warrant). This also applies to other wire communications as defined by the-
statute. Voice messages stored and in the possession of the user, such as an answeri ng machine, are
not covered by this statute. Previously the law was vague on the standard required to compel
production of a stored voice mail message, leaving the possibility for argument that a wiretap order was
required. This tool is set to expire under the sunset provision. See 18 US.C. § 2510, 18 US.C. §
2703.

Basic Subscriber Information - The list of information law enforcement can obtain
with a subpoena was expanded to include records of session times and durations, any temporarily
assigned network address, and the means and source of payment that a customer uses to pay for
his/her account with a communications provider. 18 U.S.C. § 2703(c).

Nationwide Search Warrants Jor E-mail - Courts with jurisdiction over an
investigation can now issue a search warrant with nationwide jurisdiction to compel the production of
information held by a service provider, such as unopened e-mail. Previously, the search warrant had to
be issued by a court in the district where the service provider was located. This tool is set to expire
under the sunset provision. 18 U.S.C. § 2703.

Clarification of the Cable Act - In the past there were two statutory standards for
privacy protection: one governing cable service (47 U.S.C. § 551, the “Cable Service Act”), and the
other governing telephone and Intemet privacy (18 U.S.C. § 2510, er seg. [wirctap statute] M8 U.S.C.
§ 2701, et seq: [BCPA], 18 U.S.C. § 3121 et seq. fpen/trap statute]). This opened the door for cable
companies which provide telephone and Internet services to argue that the ECPA, wiretap, and
pen/trap statutes did not apply to them. The Patriot Act clarified this issue by stating that the ECPA,
wiretap, and pen/trap statutes govem disclosures by cable companies that relate to the provision of
communication services. See 47 US.C. § 551(c)(2)(D).

Voluntary Disclosures - The law now explicitly permits, but does not require, a service .
provider to disclose to law enforcement either content or non-content customer recoids in emergencies
involving an immediate risk of death or serions ﬁhysical injury to any person. This voluntary disclosure,
however, does not create an affirmative obligation to review customer communications in search of
such imminent dangers. The Act also allows a communications service provider to disclose non.
content records to protect their rights and propeity. This will most often be used when the
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communications service provider itself is a vietim of computer hacking. This provision will expire under
the sunset provision. See 18 U.S.C. § 2702(b) & (c)(3);-18 U.S.C. § 2703(c)(2)(F).

Electronic Suryeiilance

Expanded Predicates for Title IIl - The predicate offenses for Title Il were
expanded to include crimes relating to chemical weapons (18 U.S.C. § 229), terrorism (18 U.S.C. §§
2332, 23324, 2332b, 23324, 2339A, and 2339B), and felony violations of computer fraud and abuse
(18 U.S.C. § 1030). This is set to expire under the sunset provision. See 18 U.S.C. § 2516.

Nationwide Effect of Pen/Trap Orders - The Act amends the pen/trap statute to give
federal courts the authority to compel assistance from any provider of communication services in the
United States whose assistance 1s appropriate to effectuate the order. See 18 U.S.C. § 3127(2).

For example, a federal prosecutor may obtain an order to trace calls made to a
telephone within the prosecutor’s focal district. The order applies not only to the local carrier serving
that line, but also to other providers (such as long-distance carriers and regional carriers in other parts
~ of the country) through whom calls are placed to, the target telephone. In some circumstances, the
investigators may have to serve the order on the first carrier in the chain and receive from that carrier
information identifying the communication’s path to convey to the next carrier in the chain. The
investigator would then serve the same court order on the next carrier, including the additional relevant
connection information leamed from the first carrier; the second carrier would thet provide the
connection information in its possession for the communication. The investigator would repeat this
process until the order had been served on the originating carier who was able to identify the source of
the communication.

When prosecutors apply for a pen/trap order using thlspr@ccdure, they generally will
not know the name of the second or subsequent providers in the chain of communication covered by
the order. Thus, the application and order will not necessarily name these providers. The amendments
to section 3123 therefore specify that, if a provider requests it, law enforcement must provide a “written
or electronic certification” that the order applies to that provider. OGC will provide additional guidance
on language for such certification in the near future.

Intercepting Communications of Computer Trespassers - The wiretap statute was )
amended to explicitly provide victims of computer attacks the ability to invite law enforcement intoa
protected computer to monitor the computer tiéspasser’s communications. In the past, the law was
ambiguous on this point. Before monitoring can occur, however, four requirements must be met. First,
consent from the owner or operator of the protected computer must be obtained. Second, law
enforcement must be acting pursuant to an ongoing investigation. Both criminal and intelligence

4
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investigations qualify, but the authority to intercept ceases at the conclusion of the investigation. Third,
law enforcement must haye reasonable grounds to believe that the contents of the communication to be
intercepted will be re_Icvgnt to the ongoing investigation. And fourth, investigators must only intercept
the communications sent or received by trespassers. Thus, this section would only apply where the
configuration of the computer system allows the interception of communications to and from the
trespasser, and not the interception of non-consenting users authorized to use the computer.
Additionally, based on the definition of 2. “computer trespasser,” communications of users who have a
contractual relationship with the computer owner may not be monitored, even if their use is in violation
of their contract terms (i.e. spammers). This is set to expire under the sunset provision. See 18 UJ.S.C.
§ 1030(e}(2); 18 US.C. § 2510(20) & (21); I8 US.C. § 2511(2)(i)

Pen Register/Trap and Trace Reporting Requirement - The statute created a new
reporting requirement whenever the government uses its own pen register or trap and trace equipment
on a packet-switched data network of an electronic commurnications service to the public. While this
provision was aimed at the use of the DCS-1000 (earlier versions were known as Carmivore), it will
also apply to the use of other government owned equipment/software, such as Etherpeek, on a service
provider’s network. While additional detailed guidance will be forthcoming, this new requirement
. Imposes a duty to maintain records relating to the use of this equipment and to file these records with
the court which authorized the pen register or trap and trace. See 18 U.S.C. § 3123(2)(3).

OFR Inguiry and Civil Liability for Unauthorized Disclosures - If a court,
appropriate department, or agency, 1) finds that the government violated the wiretap statute (18
U.S.C. § 2520, et seq.) or the Electronic Communications Privacy Act (ECPA codified at I8US.C. §
2701, et seq.); and 2) seriously questions if a government employee acted willfully or intentionally in
such violation, the statute now requires that an OPR inquiry be initiated to determine if disciplinary
action is watranted. The Department of Justice Inspector General will bie notified of the results of the
inquiry, including justification for the outcome. Violations warranting an OPR inquiry incltide improper
disclosure of information obtained pursuant to Title 1T, ECPA, a pen register/trap and trace order, and
national security letters under 18 U.S.C. § 2709. The United States is now civilly liable for certain
violations of FISA [Section 106(z) codified at 50 U S.C. § 1806(a} (the use of information in the
ELSUR context), Section 305(a) codified at 50 U.S.C. § 1825(a) (the use of information in the
physical search context), and Section 405(a) codified at 50 U.S.C. § 1845(a) (the use of information in
the pen register/trap and trace context)], the wiretap statute, and ECPA with minimum damages
awarded at $10,000 plus legal fees. See 18 US.C. § 2520(f) & (g); 18 US.C. § 2707(d) & (g); and
18 US.C. § 2712.

~ ~
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Search Warranis

Delayed Notice for Search Warrants - The Act created a uniform statutory standard
authorizing courts to delay the provision of required notice if the court finds “reasonable cause” to
believe that providing immediate notification of the execution of the warrant may have an adverse result
as defined by 18 U.S.C. § 2705 (including endangering the life or physical safety of an individual, flight
from prosecution, evidence tampering, witness intimidation, or otherwise seriously Jeopardizing an
investigation or unduly delaying a trial). The Act provides for the giving of notice within a “reasonable
period” of a warrant’s execution, which period ¢an be further extended by a court for good cause. See
18 US.C. § 3103a,

Single Jurisdiction Search Warrants for Terrorism - In domestic terrorism (as
defined within the act) or international terrorism cases, a search warrant may be issued by a magistrate
judge in any district in which activities related to the terrorism have occurred for a seaich of property or
persons located within or outside of the district. See Fed. R. Crim. P. 41(aJ. US. Attorneys' Offices
had been advised to coordinate all search warrants in the investigation into the September 11 terrorist
attacks with the DOJ Terrorism and Violent Crimes Section in order to avoid duplication of effort and
- prevent inadvertent interference with ongoing investigations in another district. It is likely that DOJ will
maintain some method of coordination to eliminate these concerns in other investigations as well.

Miscellaneous Tools

Obtaining Financial Records and Consumer Reports - Section 358 of the Act
amended the Right to Financial Privacy Act and the Fair Credit Reporting Act to provide for the ability
to obtain financial records or consumer reports related to “intelligence or counterintelligence acti vity,
investigation or analysis related to international terrorism.” See 31 USC§ 3311, 12US.C. §
3412(a). .~

DNA Predicates - Section 503 extends DNA sample collection to all federal offenders
convicted of the types of offenses that are likely to be committed by terrorists (as set forth in 18 US.C.
§ 2332b(g)(5)}(B)) or any crime of violence (as defined in 1BU.S.C. §16). See 42 US.C.
§14135a(d)(2).

Emergency Assistance from DOD - The Act broadened the Attomey General’s

authority to request assistance from the Secretary of Defense in emergency situations invol ving weapons
of mass destruction. See I8 U.S.C. § 2332¢.

Educational Records - Law enforcement can now obtain educational records held by
an educational agency or institution if they are relevant to an authorized investigation of domestic or

6
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international terrorism or other offenses found under 18 U.S.C. § 2332b(g)}(5)(B). Assistant Attorney
General approval is required. This includes individually identifiable information which may be in the

possession of the National Center for Education Statistics. See 20 US.C. § 1232, 20U.8.C. §
2007, , -

Expanded Foreign Jurisdiction - The special maritime and territorial jurisdiction of
the United States explicitly is extended to U.S. diplomatic and consular premises and related private
tesidences overseas for offenses commitied by or against a U.S. national. This clarified inconsistent
prior caselaw to establish that the United States may prosecute offenses committed in its missions
abroad, by or against its nationals. The provision explicitly exempts offenses committed by members or
employees of the U.S. armed forces and persons accompanying the armed forces, who are covered
under a provision of existing law, 18 U.S.C. § 3261(a). See 1IBUS.C. § 7.

Expansion of the Computer Fraud and Abuse Act (18 U.S.C. § 1030} - The Act

included a variety of modifications to strength the criminal statute used most often in computer hacking

cases (18 U.S.C. § 1030). The Patriot Act increases penalties for hackers who damage protected
- computers (from a maximum of 10 years to a maximum of 20 years); clarifies the mens rea required for
- such offenses to make explicit that a hacker need only intend damage, not a particular type of damage,;
adds a new offense for damaging computers used for national security or criminal justice purposes;
expands the coverage of the statute to include computers in foreign countries so long as there is an
eftect on U.S. interstate or foreign commerce; counts state convictions as “prior offenses™ for the
purpose of recidivist sentencing enhancements; and allows losses to several computers from a hacker’s

course of conduct to be aggregated for purposes of meeting the $5,000 Jurisdictional threshold. See 18
U.S.C. § 1030. \ -

II. Money Laundering

New Offenses

Bulk Cash Smuggling - The Act makes it an offense to smuggle more than $10,000 in
currency into or out of the United States with the intent to evade the CMIR reporting requirement. The
House Report specifically states that this provision will apply to conduct occurring before the effective
date of the Act. 31 U.S.C. § 5332

Money Transmitting Businesses - The scope of 18 U.S.C. § 1960 is expanded to
include any business, licensed or unlicensed, that involves the movement of funds that the defendant
knows were detived from a criminal offense, or were intended to be used “to promote or support
unlawful activity.” It would not be necessary for the Government to show that the business was a
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storefront or other formal business open to walk-in trade. To the contrary, it would be sufficient to
show that the defendant offered his services as a money transmitter to another.

It is already an offense under Sections 1956 and 1957 for any-person to conduct a
financial transaction involving criminally derived property. But Section 1957 has a $10,000 threshold
requirement, and Section 1956 requires proof of specific intent either to promote another offense or to
conceal or disguise the criminal proceeds. New Section 1960 contains neither of these requirements if
the property is criminal proceeds; or altematively, if there is proof that the purpose of the financial
transaction was to commit another offense, it does not require proof that the transmitted funds were
tainted by any prior misconduct. See 18 U.S.C. § 1960.

New Investigative Tools

Expansion of Money Laundering Predicates - The list of foreign crimes in the
definition of “specified unlawful activity” is expanded to include public corruption and other foreign
offenses. Similarly, amendment to RICO makes a long list of acts relating to terrorism predicates for
money laundening. Moreover, under Section 1956(a)(2)(A), it will be an offense to send any morney
- from any source into or out of the United States with the intent to promote such an offense.

Subpoenas for Overseas Bank Records - A new statute, 31 US.C. § 5318(k)(3),
provides that the Attorney General or the Secretary of the Treasury may serve “a summons or
subpoena” on any foreign bank that has a correspondent account in the United States, and request
records relating to that correspondent account or any records maintained outside of the United States
relating to the deposit of funds into the foreign bank. Congress has created this authority by requiring
that any foreign bank that maintains a correspondent account in the United States must appoint a
representative to accept a subpoena issued by the Attorney General or the Secretary of the Treasury
for bank records. Thus, it would no fonger be necessary to seek those records pursuant to ariutual
legal assistance treaty or other procedure that is dependent upon the cooperation of a foreign
government. This section of the Act became effective on December 25, 2001.

Long-Arm Jurisdiction - The Act expanded the court’s jurisdiction to include a forei gn
person, including a foreign bank, if the money laundering offense occurred in part in the United States,
or the foreign bank has a correspondent account in the United States. See 18 U.S.C. § 1956(b).

Voluntary Disclosure by Bzmks\- The Act provides immunity from civil liability for any
financial institution that makes a voluntary disclosure of any possible violation of law or regulation to a
government agency. It further prohibits, with some limited exceptions, the person or entity making such
disclosure from notifying the person involved in the suspicious transaction that the transaction has been
reported. See 31 U.S.C. § 5318(g)(3).
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III. New Terrorism Qffenses

Definitions

Domestic Terrorism - The Act created a new definition of “domestic terrorism,”
corresponding to the existing definition of “internationa! terrorism.” The term is defined to mean
activities occurring primarily within the territorial Jurisdiction of the United States involving acts
dangerous to human life that are a violation of the criminal laws of the United States or any state and
appear to be intended to intimidate or coerce a civilian population, influence the policy of a government
by intimidation or coercion, or affect the conduct of a govemnment by mass destruction, assassination,
or kidnaping. Investigations of “domestic terrorism” and “international terrorism” have additional
investigative tools including nationwide service of search warrants and disclosure of educational
records. See 18 U.S.C. § 2331; Fed. R. Crim. P. 41(a); 20 U.S.C. § 1232g, 20 US.C. § 9007.

Federal Crime of Terrorism (18 U.S.C. § 2332b(g)(5))- The definition was modified
to include several offenses likely to be committed by terrorists, including a number of aircraft violence
crimes and certain computer crimes, to the list of predicate offenses. Due to Congressional concerns
. about overbreadth, some crimes were removed from the list (primarily offenses involving assault and
less grave property crimes). These offenses are now RICQ predicates (see USA Patriot Act § 813),
have a longer or no statute of limitations (18 U.S.C. § 3286), and are predicates for the collection of
DNA (see Section [. above). |

New Offenses

Attacks on Mass Transportation Systems - The law now prohibits various violent
offenses against mass transportation systems, vehicles, facilities, or passenigers. Specifically, it prohibits
disabling or wrecking a mass transportation vehicle; placing a biological dgent or destructive substance
or device in a mass transportation vehicle with intent to endanger safety or with reckless disregard for
human life; setting fire to or placing a biological agent or destructive substance or device in a mass
transportation facility knowing or having reason to know that the activity is fikely to disable or wreck a
mass transportation vehicle; disabling mass transportation signating systems; interfering with personnel
with intent to endanger safety or with reckless disregard for human life; use of a dangerous weapon with
intent to cause death or serious badily injury to a person on the property of a mass transportation
provider, conveying false information about any such offense; and attempt and conspiracy. The

provision carries 2 maximum sentence of 20 years imprisonment, or life imprisonment if the crime results
in death. See 18 U.S.C. § 1993. o

Harboring Terrorists - Previously the harboring offense prohibited only the harboring
of spies (see IS US.C. §792); there was no comparable terrorism provision. The new law prohibits
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. . . - . . . osted
harboring or concealing persons who have commiitted or are about to commit a variety of terrorist

offenses, including destruction of aircraft or aircraft facilities, use of nuclear materials or chemical or
biological weapons, use of weapons of mass destruction, arson or bombing of government property,
destruction of energy facilities, sabotage of nuclear facilities, or aircraft piracy. See 18US.C. § 2339

Expert Advice/Assistance and Material Support - The prohibition on providing
material support or resources to terrorists was expanded to include expert advice and assistance. This
makes the offense applicable to experts who provide advice or assistance knowing or intending that it is
to be used in preparing for or carrying out terrorism crimes, such as the civii engineer providing advice
+ on the best manner to destroy a building. This provision expanded the criminal law by eliminating the
restriction that such material support be within the United States, clarifying that prohibited material
support includes all types of monetary instruments, and adding to the list of underlying terrorism crimes
for which provision of material support is barred. Additionally, material support offenses can be
prosecuted in any district in which the underlying offense was committed. The Act also clarified that the
Trade Sanctions Reform and Export Enhancement Act of 2000 does not limit this prohibition. See 18
U.S.C.§ 23394,

_ Possession of a Biological Agent - The Act established an additional offense to the
‘biological weapons statute of Possessing a biological agent or toxin of a type or in a quantity that, under

the circumstances, is not reasonably justified by a prophylactic, protective, bona fide research, or other

peaceful purpose. Additionally it created a new offense for certain restricted persons (including felons,

persons indicted for felonies, fugitives, drug users, illegal aliens, mentally impaired persons, aliens from

certain terrorist states, and persons dishonorably discharged from the U S, armed services) to possess

a biological agent or toxin listed as a “select agent” by the Secretary of Health and Human Services.

See 18 U.S.C. § 175.

Attempt and Conspiracy - The Act amended several terrorism crimes to add 4
prohibition on attempt and conspiracy resulting in penalties equal to the underlying offenses. See 18
U.S.C. § 81 (arson); 18 US.C. § 930(c) (killings in federal facilities); 18 U.S.C. § 1362 (injuring or
destroying communications lines or systems); 18 U.S.C. § 1363 (injuring or destroying buildings or
property within the special maritime and territoriat jurisdiction of the United States); 18 US.C. § 1992
(wrecking trains); 18 U.S.C. § 2339A (material support to terrorists); 18 U.S.C. § 2340A (torture),
42 US.C. §2284 (sabotage of nuclear facilities or fuel); 49 US.C. § 46504 (interference with flight
crew members and attendants); 49 U.S.C. § 46505 (carrying weapons aboard aircraft); and 49 U.S.C.

§ 60123(b) (damaging or destroying an interstate gas or hazardous liquid pipeline facility).

Additional Information and Manual Chanpes

Additional guidance and associated manual ch es will be forthcoming. Any questions
should be directed to the Investigative Law U_nit,i'[‘hc text of the law, L‘_)Q- \
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MS ANN BEESCN

AMERICAN CIVIL LIBERTIES UNION FOUNDATIO
125 BROAD STREET

NEW YORK, NY 10004 2400

Subject: ALL RECORDS RE: DOJ RESPONSE TO 6/13/02,
LETTER FROM CONGRESSMEN SENSENBRENNER

FOIPA No. (0966750- Q0

Dear Requester:

The enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FOIPA), Title 5,
United States Code, Section 552/552a. Deletions have been made to protect information which is exempt from disclosure,
with the appropriale exemptions noted on the page next to the excision. in addition, a deleted page information sheet was
inserted in the file to indicate where pages were withhe!d entirely. The exemptions used to withhold information are marked
below and explained on the enclosed Form OPCA-16a:

Section 552 Section 552a
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Dby} T{o)(9) G(K)(B)
O(b)(} k)(7)

24 page(s) were reviewed and 24 page({s) are being released.

L Document{s) were tocated which originated with, or confained information cencerning other
Government agency{ies} [OGA]. This information has been:

0O referred to the OGA for review and direct response o you.

0 referred to the OGA for consultation. The FEBI will correspond with you regarding this
information when the consultation is finished. ‘

& You have the right to appeal any denials in this release. Appeals should he directed in

writing to the Co-Director, Office of Information and Privacy, U.S. Department of Justice, Flag
Building, Suite 570, Washington, D.C. 20530-0001 within sixty days {rom receipt of this letter

The envelope and the letter should be clearly marked "Freedom of Information Appeal” or
“Information Appeal.” Please cile the FOIPA number assigned to your request so that it may be easily
identified.
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1 The enclosed material is from the main investigative file(s) in which the subject{s) of your request was
the focus of the investigation. Our search located additional references, in files relating to other
individuals, or matters, which may or may not be about your subject(s). Our experience has shown,
when ident, references usually contain infarmation similar to the information processed in the main file{s).
Becausc of our significant backlog, we have given priority to processing only the main investigative file(s).
If you want the references, you must submit a separate request for them in writing, and they will be
reviewed at a later date, as time and rescurces permit,

11 See additional information which follows.

Sincerely yours,

David M. Hardy
Section Chief,
Records Information
and Dissemination Section
Recaords Management Bivision

Enclosure(s) (2)
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(R, DR-28.2000)

FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 10/26/2001

To: All Divisions Bttn: ADIC, SAC
cne

From: Office of the General Counsel
NSLU/NSLB, Rocm 7975

Contact: National Security lLaw Unit, ty;

Approwed By: Mueller Robert 5 1711
Pickard Thomas J
Parkinson Larry R
Bowman M k bIC

IREE— e

H miw

Dratted By:

Cage ID #: 66F-HQ-A1247863 {None)

Title: WEW LEGISLATION
REVISIONS TO FCY/IT LEGAL AUTHORITIES
FORETIGN TNTELLIGENCE SURVEILLANCE ACT (FISA)

Synopelie: . Sumnaviscs recenl changes to FISA statu

Lo and retatord
legal authorities. '

Details:

Bachkaground

Co October 26, 2001, the President gigned the "Uniting
and Strengthening Amervica Act by Providing appropriate Tools
Regquired to intorcapt and Obslruct Terrovism Act ol 2001% which
signiticantly rovises many legal authorivies relating to
Counterterroriﬂm. The Act, which consists of wmore than 150
sections, effects changes in national security authorities, the
substantive c¢riminal law, immigration law, money laundering
statutes, vicbim assistance statutes, and other areas. The
Mational Security Law Unit, OGC, 1s issuing guidance on those
portiong of the Act relating to national security operations.
This communicaticn addresses changes in the Foreign Tntelligence
Surveillance Act of 1978 (FISA) and certain otbher statutes
relating to information sharing; a related serial describes

changes to National Security Letter authorities. Other OGC
commanlcations address the

155 non-nat icnal security law portions of
the Aot

/-b-0%

ALLINFORMATKMJCON?A&%I)

?‘*’%Zg !?ésé?ﬁ By p’y{&é‘? r‘/é/f{f'/
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In the wake of the September 11, 2001 attacks, the
Admiristration proposed to Congress a variety of proposals Lo
increase the cfficiency and effectiveness of FCL/IT operations,
and a substantial porticn of the Act is given over to this
purpose.  In particular, the Act seeks to improve the efficiency
of the FISA process and to remove barriers to the timely sharing
of information between ¥COI/IT intelligence operaticns and
criminal investigations.

Many provisions of the Act, including most of the
naticnal security provisions, are subject to the “sunset"
provision described in Section 224 of the Act. This Section
states that the authoritics expire on December 31, 2005. At that

time, Congress will have to decide whether or not to re-authorizo
the provisions.

The fellowing summarizes the changes in national
security authorities by various sections in the Act (A separate
EC of this same date addresses changes to Natlonal Security
Letter (NSL} authorities). Fer each sesction, there is a summary
ol potential changes in FBI operational procedures. Recipionts
should note that this is oniy initial gquidance; more detailed
explanations and procedures wmay follow in subseguent
communicat 1ONns .

Sharing Grand Jury, Title 11T and Criminal
Investigative Information

Scotion 203 [irst amnends Federal Rule of Uriminal
Procedure 6{e) Lo permit the disclosure of grand jury information
tnvolving intelligence information "to any Federal law
enforcement, inlelligence, protective, immigration, national
defense, or national security official in order to assist the
official receiving that information in the performance of his
official duties." The Section also requires subseguent notice to
the Court of the agencies to which information was disseminated
and adds a definition of “foreign intelligence information" to
Rule 6{e}. The Grand Jury portion of this Section (Section

203 (a)) is not subject to the sunset provision.

Section 2031 then amends Title IIT to allow the same
sort of disclosure of Title TIT information when the mattrars
involve foreign intelligence "to any obher Fedeoral law

entoveement , 1ntelligence, prouvective, bhwoigration, natlonal
defense, or naticnal security official in order te assist vhe
cfficial recelving that information in the perlarma: of his
official duties.” The Section adds a definition of foreign
intelilgence information te Title T1i, and requires the Attorney
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General Lo develop proccdures for the sharing of Grand Jury or
Title ITD information that identifies a U.5. person.

Finally, Section 203 establishes thal 'notwithstanding
any other law® it is lawful for criminal investigators to share
foreign intelligence information obtained in the course of a
criminal investigation with any other Federal law enforcement,
intelligence, protective, ilmmigration, national defense, or
national security cofficial, as above.

The intent of Section 203 is to eliminate barriers to
the timely Jharinq of information between criminal investigators
and other entities (the Intelligence Community, tha INS, DoD,
etc.) invelved in the protection of the national security. The
Section essentially gives the FBI full discretion to share
ariminal investigative information, regardless of its source
whenever it involves foreign intelligence informaticon {(which is
defined to include all foreign intelligence, counterintelligence,
and counterterrorism information) .

Procedural Changes: FBI components in possession of
information obtained through criminal investigative techniques
that 1s also foreign intelligence information should arrange for
the appropriate dissemination of the information. Dissemination
Lo the Intelligence Community must he coordinated through the
velavant NSO or CTD units at FRIHQ. When the DOJ igsues
procedures rolating to the alssemination of U.S. person
information, the tield will receive addirvional guidance .

&3

*Roving" FIS2 ELSUR Authority

Section 206 amends FISA to allow ihe Court to ilssue a
fgeneric’ secondary order where the Court finds that the "actions
of the target of the dpp11 cation way have the effect of thwarting
the identification of a specified person." 1hls means that, when
a FISA target engages in tradecraft designed te defeat ELSUR,
such as by rapidly switching cell phones, Internet accounts, or
meeting venues, the Court can issue an order directing “Other
persocns,” i.e., the as yet unknown cell phone carrier, Internet
service provider, etc., to effect the authorized electronic
surveillance .  Even if the target is not engaged in obvious
tradecraft, we can obtain such an order as long as the target's
actions may hawe the effect of tLhwarting surveillance. This w
allow the ©BI to go directly Lo the new carrier and establish
survelllance on the authorized target without having to return Lo
the Court far a new mcondaly order. It

Al

]

is likely that the Court
will require rtain procedures for the usce of the autherity, to
include speci 1y :

5
m 1y after-the
fact reporting

™

lrdrlwl roguirensnts and bine

-
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Procedural Changes: When the field wants to obtain
roving ELSUR authority, the request for a FISA sent to FBIHQ
should include specific facts that will allow the Court to find
that the actiong of the target wmay have the effect of thwarting
the reguested surveillance, absent the voving authority. Such
facts could include examples of previous tradecraft by the
target, by members of the target's group or service, or by cthers
with training or background similar to that presumed for the
target. DOJ/CIPR wmay issue wore detailled quidance as

axperiencs
with this provision grows.

wd

Changes in the Duration of FISA bhuthority

Section 207 extends the standard duration for several
categories of FISA orders. First, the section allow for BLEUR
and search ovders on non-U.S. person agents of a foreign power
pled under Section 101(b) (1} (A} of FISA {i.e officers and
employees of foreign powers, including members of international
terrorist groups) to run for an initial period of 120 days
{instead of 90) and tc be renewed for periods of one year. ‘The
gection algo extends the standard duration of physical search
ovders in all other cases (U.S. persons and non-cfficer/employee
targets) from 4% to 930 days.

Procedural Changes: None are vequired. QIPR will
transition existing coverages to the

new durations as they come
up- Lor ronewal

Expansgion of the FISA Court

In order to increase the avarlabil ity of FISA judges,
secrion 207 expands the Court from seven judges to cleven judges,

thiree of whom must reside in the Washington, DLC. arca.

LM

Procedural Changes: WNone aro roguirved.

L

Changes in FISA Pen Register/Trap and Trace

Authority
Section 214 makes a substantial revision to the
standard for a FLSA pen register/trap and trage. Priopr to the

Act, FI8A pen vegisters reguired two showings: (1} relevance to
an lnvestigation, and {(Z) specific and articulable facts giving
reason Lo believe that the targeted line was being used by an
agent of a foreign power, or was in communications with such an
aqﬂnf undaer specified circumstances. Sectiaon 214 siwmply
eliminates the seccend of the required showings. FISA pen/trap
and trace orders are now avallable whenever the F31 certifiocs
that “the information likely ta be obtained is forveign
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intelligence information not concerning a United States perscon,
or 1s relevani to an ongoing investigation to protect against
international terrorism or clandestine intelligence activities,
provided that such investigation of a United States person is not
conducted solely upon the basis of activities protected by the
first amendment bto the Constitubion.

-

This new standard requires that the information sought
be relevant to an "ongoing investigation to protect against
international terrorism or clandestine intelligence activities.'
Use of this technique is authorized in full investigations
properly opened under the Attorney General Guidelines for FBL
Foreign Intelligence Collection and Foreign Counterintelligence
Investigations ("FCI AGGY). The technique alsc may be authorized
in preliminary inquiries, with prior coordination through the
relevant NS or CTD unit at FBIHQ. Although the language differs
somewhat Irom that used in the Drevious versions of the statute,
OGC and POJ take the position that all investigations authorized
pursuant to the FCI AGG are "Lo protect against international
terrorsam or clandestine intelligence activities."

The Section also inserts Che language "provided that
such an investigation of a United States person is not conducted
solely on the basis of activities protected by the first
amendment of the Constitution of the United States.' Congress
inserted this to indicare that the technigue will not be used
against U.5, persons who ave merely exercising constitutionally
protected rights. However, it is highly unlikely, if not
entirely iwpossible, for an investigation to be autherized under
the FCT AGG thal is "solely® based on protected activities. In
other words, all authorized investigations of U.5. persons will
lTikely involve some allegation or possibility of illegal activity
{e.qg., terrorism, cspionage, clandestine intelligence activities,
ero. b which 1s not protected by the First Amendment .

Finally, the new standard does not mean that FISA pen
register/trap and trace authority is only available on the

gubjects of investicarions. The autherity is available when the
information sought is “relevant®™ to the investigation, as
described obovc. For example, information concerning appavent

asgacliates or, or individuals in contact with, the subiect of a
investigation, may e relevant .

Frocedura: Changes: None are vegquired.  fhe field may
Tontinue bto request FISA pen register/trap and trace authority
through FBIHQ in the established manner. However, the requests
now need only contain o briefl statement explaining the nacturo of
the investigaticon and the relewvance Lo that investigation of the
informatior sought throuvah the pen vegister. NSLU and OIFR wil)

)

Ly
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develop additional guidance streamlining the process for
requesting this authority.

Changes in FLSA Business Records Buthority
seclion 215 changes the business records authority
found in Title Vv of FISA. The old language allowed the FISA
Court to issue an order compelling the production of certain
defined categories of business records (the records of comnon
carrviers, public accompodations, vehicle rentals, and storage
facilities) upon a showing of relevance and "specific and
articulable facts" giving reason to believe that the person to
whow the records related was an agent of a foreign power.
Section 215 changes this standard to simple relevance {Just as in
the FISA pen register standarvd described above)} and gives the
Court the authority to compel production of "any tangible things
(including books, records, papers, documents, and oLher items for
an investigation Lo protect against international terrorism or
clandestine intelligence activities, provided that such
investigation of a United States person is not conducted solely
upon the basis of activities protected by the First amendment to

the Congtitution." This is the same standard described above for
Section 214 .

in the past, the FBI has encountered situations in
vhich the holders of relevant records refused to produce them
absent a subpoena or other compelling autherity. When those
records did not fit within the defined categories for National
Security Letters or the four categories then defined in the 1184
business vecords section, the FBI had no means of compell ing
prodquction.  With the new language the FRI can seek a FISA court
ovder [on any such mater

1alg.

rrocedural Changes: None are vequired. The field may
comtinue 1o request business records orders throuah FBLIHO 1n the

established manner. However, such requests may now scek
productiocn of any relevant information, and need only contain

Information establishing such relevance. NSLU and OTPR will
develap additional guidance streamlining Lhe process ftor
reguesting this authority,

"

7. Changes to "Primary Purpose™ Standard in FISA
Sections 218 and 504 clarvify the "primary purposea’

issue in the FISA statute. In itg prior form, the FISA reguired
a certification that foreign intelligence be "the® nurpose of !

the
requested authority. fThe FISA Court intarpreted this to mean
fhiat. foreign intelligence, as oppesed to criminal prosecution.

6
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had to¢ be the "primary" purposce of the reguested authority.
Thus, interacticn between FRT personnel inveolved in a FISA and
criminal prosecutors could call into question the primary
intelligence purpose of the FISA (by indicating & purpose
different from foreign intelligence) . As a result, FISA

pleadings have often contained detailed accounts of all
communicatien with criminal prosecutors in cases ihvolving FPISA.

Sectiorn 218 changes FISA to require a certification
that foreign intelligence be “Ya significant purpose" of the
authority sought. Section 504 amends FISA to allow that
personnel involved in a FISA may consult with law enforcement
officials to coordinate efforts to ilnvestigate or protect against
attacks, terrorism, sabotage, or clandestine intelligence
activities, and that such consultation does not, in itself,
nndermine the roeguired certification of ”"lQHlfLLaUt pPuUrpose .

These changes are meant to allow FBI agenkts greater
latitude to cons ult cyiminal investigators or prosecutors w1th3uﬁ
putbing thelr FISAs at risk. As such, these changes addres
extraordinarily complex igsues that have long occupied the FISA
Court and DOJ. FBIHQ expects that DOJ shortly will issue revised
policy on these toploes.

Procedurs

I Chanage None are required at present.  the
Ficld should be aware that qlﬂa ter consultation with prosecutors
is now possible, but, given the continuing uncertainty
surrounding thesce iassuos, should continue to noordinate such

consuibation through FBIAQ. Additional guidance will be issued.
8. Ciwvil Liability for Unauthorized Diaclosure

e

Seotion 223 establishes civil liabaility Fow certain
unautherized disclosures, including unauthorized disclosures of
FISA information. In refevence to FISA, this is simply an
expansion of existing civil liakility, and should nct
significantly affect operations (gince unauthorized disclosure of
FISA information is already subject to more severe criminal
penalties) .

2 d

Procedural Changes: None are reguired. OGT may iss
more detalled analysis of this provision at a later date.

9. Immunity for Compliance with FISA

Section 22% grants providers of wire or electronic
comminication service ‘dnd10%dg, cugtodians, and other persong
with immunity from ]
requl rements of 11

\'a

bi ;y for complying with the
L, ”J.i pTDWI onosimply olarifies that
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persons assisting che FRL Lo the execution of a FISA order are
net at risk of civil lawsuits.

Drocedural Changes: None are roguired.

10. Digsclosure of Foreign Intellifience
Information to the DCI

Section 905 establishes an affirmative requirement,
gubject to certain exceptions, that federal law enforcement
coemponcnts must expeditiously disclose to the Director of Central
Intelligence any foreign intelligence acquired in the course of
criminal investigations. The Attorney Gencral will, within the
next six months, develop guidelines to govern such disclosures.

Procedural Changes: Disclosures of foreign intelligence
to the DCT should occour through FRIHQ, using established liaison
channels. Field offices with previously undisseminated foreign
intelligence in criminal investigations should communicate the
information to FRIHQ. Additional guidance will be issued once
the Attorney General has promulgated the reguired procedures.

13, Computer Tragpassg Amandmant to FISA

Seotinn 1003 incorporabtes into FISA a definition of
‘computer trespass’ established for the criminal law in another
section of the Act . The computer trespass language basically
allows that an unauthorized intruder into a conputer systen
{e.g., a hacker) car bs subjected to surveillance with the
consent ol the owner of Lhe computer system and without
additional legal authority {(before this change, we typlically
would have had to seck a Title 111 in criminal investigations) .
Seation 1003 is a technical amendment olarifying that this
Language applies ro the FISA as well. Therefore, under Lhs same
conditions as are established in the orimival law, FLSA ELSUR
authority will not be needed to conduct surveillance of a
computer intruder .

[#

~

Procedural Changes: Gffices that believe this new
language applies to an investigation should bring the matter to
the attention of FRIHG and seek a legal opinion from NSLU.

Quastions and Additional Information
The National Security Law Unitj : L LS
avallable to answer guestions about this 8518188160 In
addition, materials reslating to the new legislation wiil be

oostad on the NALU FEI Tnbranet website. which can bhe

AN
LoavinG

&
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Wlip://30.100.99 4/nga/nasiy/ or through the 0GC Home Page.

9
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LEAD (R} ;
Set TLead 1: (Adm)

ALI, RECRIVING OFFICES

-

Disseminate to personnel involved in FCI/IT operations
and to other divicgion personnel as appropriate.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: IMMEDIATE Date: 11/28/2001

To: Al Fleld Offices Attn: ADIC
SAC;
CDC
FCTU/IT Supervisors
Counterterrorism AD Watson;
‘ DADs ;
Section Chiefs
National Security AD Gallagher;
DADs ;
Section Chiefs

From: General Counsel
NMational Security Law Unit, Room 7275

, -
Contact: { ” | kQ;l

Approved By: Mueller Robert § IIT
Pickard Thomas J nic
Parkinson Larry R
Bowman M E

Drafted By: Emjw kfﬂl‘l

R Jf?jrl

Case ID {#f: 66F-HQ-RA1255972
Title: NATTONAL, SECURITY LETTER MATTERS

Synapsis: Provides guidance on the preparation, appreoval, and
service of National Security Letters (NSLs) .

Raferance: L6F-HQ-A1255972 Serial 15

Enclosure (s} : Subscriber Information NSL Model

Toll Billing Records NSL Model

Electreonic Subscriber Informaticn NSL Model
Electronic Communication Transacticnal Records
NSE Model

Financial Records NSL Model

Identity of Financial Institutions NSL Model
Consumer Identifying Iaformation NSL Model
Subscriber/Electronic Subscriber (EC) Model
Toll/Transactional Records FBC Model

Financial Recerds EC Model

Financial Institutions/Consumer Tdentity EC
Model

ECPA NSL Checklist
RFPA NSL Checklist

/0L
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14} FCRA NSL Checklist
Details: 1In the referenced communication, dated 11/09/2001, the
Director of the FBI delegated the authority to certify NSLs to
the tollcowing cofficials: {1} the Deputy Director; (2) The
Assistant Directors (ADs) and all Deputy Assistant Directors
(DADs) of the Counterterrorism Divisicn (CTD) and the National
Security Division (NSD); (3) the General Counsel and the Deputy
General Counsel for National Security Affairs (DGC}, Office of
the General Counsel (OGC); (4) the Assistant Director in Charge
(ADIC), and all Special Agents in Charge (SACs), of the New York,
Washington, D.C., and Los Angeles field divisions; and (5] the
5ACs in all other field divisions. The purpose of this
electronic communicaticn is to provide comprehensive guidance on
the preparation, approval, and service of NSLs.

L. Intraduction to National Security Letters

NSLs are administrative subpoenas that can be used to obtain
geveral types of records. There are three types of NSLs. First,
pursuant. tc the Electrenic Communications Privacy Act (ECPA}, 18
U.5.C. § 2709, the FBI can issue NSLs for: (1) telephone
subscriber information (limited to name, address, and length of
service); (2) telephone local and long distance toil bhilling
records; and {3) electronic communication transactional records.
Second, pursuant to the Right to Financial Privacy Act (RFPA), 12
U.5.C. § 3414 (a) (5}, the FBI can issue NSLs to obtain financial
records from banks and other financial institutions. Finally,
pursuant to the Falr Credit Reporting Act (FCRA), 15 U.S.C. §
1681u, the FBI can issue NSLs to obtaln consumer identifying
information and the identity of financial institutions from
credit bureaus.

NSLs are tools available in investigations conducted under
the Attorney General Guidelines for FBI Foreign Intelligence
Collection and Foreign Counterintelligence Investigations {(FCIG).
The FCIG currently provide that an NSL can be issued during the
course of a full international terrorism or foreign
cecunterintelligence investigation. NSLe cannot be used in
criminal investigations unrelated to international terrorism or
clandeatine intelligence activities. Given the new statutory
language, the OGC and DOJ have taken the position that NSLs alsc
may be authorized in foreign counterintelligence (FCIL) and
international terrorism (IT) preliminary inguiries (PIs), with
prior coordinaticn through the relevant NSD or CTD unit at FEIHQ.
This position is based on the conclusion that all investigations
authorized under the FCIG, including PIs, are to '"protect against
internaticpal terrorism or clandestine intelligence activities, ®
as required py the NSI. statubtory authorities., At present,
however, issulng an NSL in the context of a PI will reguire a

g}
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waiver or modification of tie FCIG. Obtaining such a waiver
currently 1is possible only in internaticnal terrorism cases. The
FCIG are being revised, but this revision may take some time.
Thus, whenever the information scught is relesvant to an
established full investigation, the field likely will find it
more efficient to issue an NSL out of the related-full
investigation than to regquest one in a PIL.

2. General Policy on the Uge of NSL Authority

NSLs are powertul investigative tools, in that they can
compel the production of substauntial amounts of relevant

information. However, they must be used judiciously. The USA
PATRIOT Act greatly broadened the FBI's authority to gather thig
information. However, the provisions of the Act relating to NSLs

are subject to a "sunset" provision that calls for the expiration
of thoge provisions in four years. 1In deciding whether or not to
re-authorize the broadened authority, Congress certainly will
examine the manner in which the FBI exercised it. Executive
Order 12333 and the FCIG require that the FBI accomplish its
investigations threough the ‘least intrusive! means. Supervisors
should keep this in mind when deciding whether or not a
particular use of NSL authority is appropriate. The greater
avallability of NSLs does not mean that they should be used in
avery case.

In acddition, the removal of any requiremenlt for FRIHQ
coordination in the issuing of NSLs creates bthe possibilicy of
duplicate requests for the same information by different field
offices.  TField offices must take steps to avoid this. In
particular, the field should check FBI databases (ACS, Telephone
Application, etc.) and open sources to gee 1if the information
soughit has alrcady been obtained by the FBYI or whether it
publically available. 'This is particularly important when
considering issuing NSLs for telephone or electronic
communications data under the Electronic Communications Privacy
Act (ECPA). Unlike the criminal authorities in ECPA, the N5L
authority does not reguire the government tc reimburse carriers
or Internet Service Providers (ISPs) for the cost of producing
the requested information. A dramatic increase in duplicate NSLs

will only augment existing pressure to require governmental
reimbursement .

3 ez
3

Individual field ocffices have the responsihility for
establishing and enforcing an appropriate review and approval
process for the use of NWSL authorities.

o2
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3. The Mechanics of Producing NSLs

For all types of NSLs, the issuing office needs to prepare
two documensts - {1) the NSL itself; and (2) an EC approving the
NSL and documenting the predication. Model NSLs and BCs for all
variations of the three types of NSLs are included as attachments
to this communication. These materials will also be placed on
the NSLU Intranet Website and will be distributed by CroupWise e-
mail. Once the initial implementation of these new authorities
is accomplished, NSLU will work to develop a macro or form to
further streamline the NSL process.

A The NSL

There are presently seven variations of the three NSL types:
1) subscriber information; 2} toll billing records; 3} electronic
subscriber information; 4} electronic communication transacticnal
records; 5} financial records; 6) identity of financial
institutions; and 7) consumer identifying information. This
section will discuss the features that these variations share in
common and highlight the differences.

All NSLs must be addressed to an appropriate company point
of contact. NSLU will place a list of known points of contact on
itg intranet website. However, the responsibility for ensuring
that the company point of contact is up to date belongs to the
drafting field division. Field divisions should advise NSLU of
any new points of contact, or when a particular point of contact
is no longer wvalid. Please note that the company point of
contact address does not include a zip code, because NSLs must be
hand-delivered.

The first paragraph of every NSL provides the appropriate
statutory authority for the request, identifies the types of
records requested, and provides available identifying information
so that the company can process the NSL request. It 1s this
first paragraph that contains the differences that warrant the
seven NSL vevrietieg.

Subscriber and electronic subscriber NSLs shouid have a
specific date for each of the phone numbers/e-mail addresses
requested. Typically, the specific date is going to be the date
that the phcne number or e-mail address was used in communicaticn
with the sukject of the investigation. Any phone numbers
identified in a subscriber request should contain aill ten digits
of the phone number, including the area code.

Toll killing record and electronic communication
transactional record reqguests should have a range of dates for
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each of the phone numbers/e-mail addresses requested. The date
range may be from lnception to present, or some other specified
date range relevant to the investigaticn. Any phone numbers
identified in a toll billing record request should contain all
ten digits of the phone number, including the area code.
Financial record requests should include all available
identifying information to facilitate the financial institution's

records search. Typically, such identifying information
includes: name, account numbers, social security number, and
date of bivth. The time period for financial recerd reguests is

typically from inception of account (s} to present, although a
more specific date range may be used.

Credilt rvecord reguests are similar to financial requests in
that they should include available identifying information to
facilitate the credit agency's records search. Typically, such
identitfying information includes: name, social security number,
and date of birth. There is no need to specify a date range for

where the congumer maintains or has maintained an account.

The sezond paragraph of every NSL contains the statutorily
required certification language., The certification language 1s
virtually identical for every NSL. However, please note that the
certificaticon language used In the financial records NSLs 1s
slightly different than the others in that it states "the records
are sought for foreign counterintelligence purposes . . . ."
Financial reecords also contain an additicnal certification that
the FBIT has complied with all applicable provisions of the RFPA.
Use of the wodel NSLs will ensure that the proper certifications
are made.

The next paragraph contains an admeonition for the phone
companty, ISP, financial institution, or credit agency receiving
the NSL. The paragraph warns that no officer, employee, or agent
of the company may disclose that the FBI has sought or obtained
access to the reguested information or records.

The last substantive paragraph instructs the company point
of contact to provide the records personally to a repregentative
of the delivering field division. It also states that any
questions should be directed to the delivering field division.
This last paragraph reguires the person preparing the NSI: to
input the aopropriate delivering field division in two places.

The model NSLs for financial records and electronic
communication transactional rccords each have a separate
attachment. These attachments provide examples of informaticn
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which the company might consider to be financial or electronic
communication transactional records.

Finally, the NSL is an unclassified document because it does
not detail the specific relevance of the requested records to an
authorized FBI investigation. There ig no need to classify the
NSIL when attaching it to the cover EC.

B. The Cover EC

The Ccver EC serves four essential functions in the NSL
process: (1) it documents the predicaticon for the NSL by
recording why the information sought is relevant to an
invegtigation; (2) it documents the approval of the NSL by
relevant supervisors and the legal veview of the document: (3) it
contains tre information needed to fulfill the Congressional
reporting reguirements for each type of NSL; and {4) it transmits
the NSL to the requesting squad or delivering field division for
delivery to the appropriate telecommunications carrier, 1SP,
financial institution, or credit agency. There are four
varieties of model ICs provided with this communication: (1}
subscriber/electronic subscriber information; (2) toll
billing/electronic communication transactional records: (3)
financial records; and (4) credit information. When preparing an
NSl reguest, the field should use one of these model ECsz, giving
special consideration to the elements discussed in this section.

1) Field Descriptors

This section will generally explain how most of the EC field
descriptors should be completed. The "Precedence" descriptor
will typically be "ROUTINE." The "Date” descriptor shouid
reflect the date the NSL and the EC were approved. The “"To*
descriptor will always include "General Coungel' and the
reguesting squad’'s field division. It may also include the name
of the delivering field division (always Los Angeles in the case
of FCRA N5Ls) and the office of corigin, if applicable. The
"Attn" descriptor sheould include the name of the Chief, N&LU, and
the squad supervisors and case agents from the requesting squad,
delivering field division, and office of crigin, if applicable
and if known. The credit model EC identifies the FBI personnel
working on Squad 4, Santa Ana RA, who are currently responsible
for the service of FCRA NSLs. The "From" descriptor should
identify the certifving official's field division, and include
the title of the certifying official. The “Contact" descriptor
should reflect the name and phone number of the requesting squad

case agent. The “Drafted By" descriptor should reflect the name
of the person who prepared the NSL package. The "Case ID #°
descriptor must contain the case file number relevant to the

6
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regquest, and the case file numbers indicated in the model EC.
The "Title" descriptor should list the subject's name, any kncwn
aliases, whether the investigation is an FCI or IT investigaticn
directed at a particular foreign power, and identify the ocffice
of origin, e.g., WILLIAM BADGUY, AK2Z BILL BADGUY, FCI-IRAQ, 00:
NEW YORK. The "8ynopsis" descriptor should use the standard
boilerplate contained in the appropriate model EC. The "Derived
From” descriptor should be "G-3" in bold typeface. The
"Declassify On" descriptor should ba "X1" in bold typeface. the
"Full Investigation Instituted" descriptor should contain the
date the full FCI or IT investigation was opened on the subject
and indicate whether the subject is a U.S. person. Please note.
that the word "Field" has been deleted from the field descriptor
contained in the standard EC macro. In the unlikely event that
an NSL 1s issued during a PL with prior FBIHQ approval, the field
descriptor should be edited to state "Preliminary Ingquiry
Instituted." The remaining descriptors can be filled in
according to the model EC being used.

2) Predication and Belevance

The USA PATRIOT Act has greatly simplified the NSL process.
The FBI official autherizing the issuance of an NSL is no longer
required to certify that there are specific and articulable facts
giving reason to believe that the information sought pertains Lo
a foreign power, or an agent of a foreign power. NSLs may now be
issued upon a certification of relevance to an authorized
investigation to protect against international tevrorigm or
clandestine intelligence activities.

Accordingly, the first paragraph in the "Details" section of
the EC should contain the predication for the full investigation
and identify the relevance of the requested records to the
rnvestigation. Both the predication and relevance should be
stated clearly and concisely. The predication should track with
the predicates contained in FCIG, Section III.C.1. For example,
the predication wmight state, "a full foreign counterintelligence
investigation of subject, a Non-U.S. person, was authorized in
accordance with the Attorney General Guidelines because he may be
a suspected intelligence officer for the Government of Irag."
Another example might state, "A full international terrorism
investigation of subject, a U.S. person, was authorized in
accordance with the Attorney General Guidelines because he may bhe
engaged in international ferrorism activities by raising funds
for HAMAS."

The relevance reguirement ties the requested records to the
appropriate full investigalicn. For example, relevance could bho
establishec by stating, "“This subscriber information is being

17l
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requested to deternine the individuals or entities that the
subject has been in contact with during the past six monkths."
Arother example might state, "The subject's financial records arc
being requested to determine his involvement in possible HAMAS
fund raising activities.®

3) Approval

The second paragraph in the "Details" section and the
"Approved By" descriptor field of the EC should reflect the level
of the official approving the isguance of the EC and signing the
NSL's certification. Prior to certification, every NSL and cover
EC issued ky the field division should be veviewed by the sgquad
supervigor, the Office of the Chief Division Counsel, and the
ASRC. Lawyers reviewing NSIL packages should use the checklists
provided with this communication. to ensure legal sufficiency.

The last step in the approval process occurs when the certifying
official {Deputy Director, ADs, General Counsel, ADICs, DADs,
DGC, or SACs) perscnally signs the NSL and initials the EC.
Certifying cofficials may not further delegate signature
authority.

4) Reporting Reguirements
SIU will continue to prepare the mandatory reports Lo
Congress reguired for each NSL type. To ensure that NELU
receives sufficient information to prepare these reports, 1t 1is
critical that the person preparing the NEL package follow the NSL
and EC wodels very carefully. The second lead in every model EC
requests NELU to "record the appropriate information needed to
fulfill the Congressional reporting requirements for NSLs." NSLU
will be able to compile the reporting data provided that the
cover EC ircludes the case file number, the subject's U.5. person
status, the type of NSL issued, and the number of phcne numbers,
e-mail addresses, account numbers, or individual records being
requested in the NSL. Once NSLU has entered this reporting data
into its NE&L databage, it will clear the lead set in the cover
EC.

=3 Transmittal

_ often, the sguad requesting the NSL will be able to hand-
carry the MSL locally to the appropriate company point of

contact. However, in many situations, the field division
drafring the NSL will have to get it delivered by another field
divigion. In these situations, the drafting division should

attempt to identify the sqguad and personnel at the delivering
field division who will be responsible for delivering the NSL.
Tn the event thal the office of origin is different than either

[#)
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the drafting division or delivering division, the person drafting
the NSL package should ensure that the case agent from the office
of origin receives a copy of the package. The firgt lead in the
model ECs should direct the requesting squad or delivering field
division to deliver the attached NSL. If the delivering division
is differen: than the drafting division or the office of origin,
then this first lead should aiso regquest the delivering division

£o submit the results to the drafting division and/or the office
of origin.

4.  NSL Preparation Assistance

some field divisions may, for a variety of reasons, opt rot
to exercise their delegated authority to issue NSLs. Other field
divisions may exceed their capacity to issue NSLs and seek
assistance n handling the overflow. NSLU will continue Lo
process any NSL request that it receives. Field divisions should
send their requests directly to NSLU, with information coples to
the FBIHQ substantive unit. Such requests must contain all the
information identified in this communication as negcessary to
prepare the NSL package. NSLU anticipates that it will be able
Lo process such requests within one to three business days.

ANy anestiong.resacdino.. this. communicacion may he.direcked
| NSLU, 0GC, at |

b’ZC-\ b3\
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LEAD(s) :
Set Lead 1: (Adm)
ALL RECEIVING QFFICES .

Distribute to all superviscory personnel involved in the
National Security Letter process.
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FEDERAL BUREAU OF INVESTIGATION

Precedence: ROUTINE Date: 03/23/2002
To: Counterterrorism Attn: Section and Unit Chisfs
Counterintelligence Section and Unit Chiefs

Fram: Office of the General Counsel

Mational Security Law Unit (NSLU) /Room 7975
Contact: E

Approved By: Bowman M E _ _l
Williams Jotf bic

Drafted By:

Case ID #: 66F-HQ-A1247863 (Pending)

Title: PROCEDURAL GUIDANCE RELATED TO
NEW FISA PEN REGISTER AUTHORITY

Synopsis: Summarizes FISA pen register/trap and trace
authorities and reiterates procedures for requesting such
authority.

Refarence: &6F-HO-AL1247853 Serial 70

Administrative: This is a privileged FBT attorney communication:
do not circulate ocutside the FRT without the permission of QGC,

PDetails: Changes to FISA pen register/trap and trace authorities
under the "USA Patriot Act" were summarized in the above
referenced electronic communication. In response to reguests for
clarification of procedures relating to reguests for FLSA pen
register/trap and trace authorities, the Naticnal Security Law
Unit (NSLU) is providing the following guidance.

I. Legal Basig for Initiation of FISA Pern Regilster/Trap and Trace

The "USA Patriot Act" revised the legal standard for
initlating a FISA pen register/trap and trace.' These Orders are
now avallable whenever the FBI certifies that "the information
likely to be obtained is foreign intelligence information not
concerning a United States person, or is relevant to an ongoing
investigaticn to protect against international terrorism or
clandestine intelligence activities, provided that such
lnvestigation of a United States person is not conducted solely

03
50 USC 81842 ALY TNFORMATION CONTATNEL:
' ‘ 18 UNCLABGIFIED ..

'1

ey
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upon the basis of activities protected by the First Amendment to
the Constituticn.n”

Use of this technique is authorized in full
investigaticns properly opened under the Attorney General
Guidelines for FBI Foreign Intelligence Collection and Foreion
Counterintelligence Investigations (FCIG). The FCIG require that
full foreign counterintelligence investigations be personally
authorized by the relevant Special Agent in Charge, or Assistant
- Special Agent in Charge with exclusive responsibility for a
specific foreign counterintelligence program following written
notification to FBIHQ.

II. _Process for Obtaining Pen Register/Trap and Trace Authority

No procedural changes were required as the result of
revislons wade by the "USA Patriot Act." Requests for pen
register/trap and trace authority should be submitted with an
appropriate letter head memorandum (LHM} to the Counterterrorism
Division (CTD) or Counterintelligence Division {CD)} unit with
management responsibility for the program. The approval of the
Unit Chief, Section Chief, and Assistant Director with oversight
responsibility is requived on the file copy of the LHM. The
cognizant unit will forward the LUM to the NSLU, Office of the
General Counsel, for legal review. Following approval of the
regquest, the CTD or CD unit will forward the LHM to the Office of
Intelligence Policy and Review, U.S. Department of Justice, which
will prepare the f£iling and submit it to the FISA Court. A CTD
or CD Supervisory Special Agent will be the affiant verifying the
factual content of the application.

The following information should be included in the
LHM: the name of subject; field office, case agent, point-of-
contact information; type of authority requested (pen
register/trap and trace}; whether it is an original reguest or a
renewal; a lisgt of the telephone numbers or other communication
devices that will bhe covered by the order along with carrier
information; and a brief statement explaining the nature of the
investigation and the relevance to that investigation of the
information sought through the pen register/trap and trace.

NSLU and OIPR plan to develop additional guidance to
further streamline this process. Questions relating to these

matlers mav be directed to Assistant General Counselé }

TEADTET I

- ba -1
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Set Lead 1: (adm)

ALT, RECEIVING QFFICES

Distribute to relevant personnel involved in FCIL/IT
investigaticons.

CC:

& 1 - Mr. Parkinson
1 - Mr. Bowman
1

- NSLU Attorneys

23
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Li.S. Department «. Justice

Federal Bureau of Investigation
935 Pennsylvania Ave., N.W.

Washington, D.C. 20535-0001

Ms. Ann Beeson January 16, 2003
American Civil Liberties Union Foundation
125 Broad Street Subject of Request: .

New York, NY 10004-2400
FOIPA No. 966750 /190-

Dear Requester:

Enclesed are copies of documents from FBI records. Ixcisions have been made 1o protect
information exempt from disclosure pursuant to Title 3, United States Code. Section 332 (Freedom of
Information Act) and/or Section 532a (Privacy Act). In addition, where excisions were made, the
appropriate cxempling subsections have been cited opposite the deletions. Where pages have been withheld
in their cntirety, a deleted page information sheet has been substituted showing the reasons or basis for the
deletion.  The subsections cited {or withholding information from the enclosed documents are marked below:

Section 552 Section 5524

3 (b)) 0 (B)(7HA) O ()
03 (b)2) O (b)(7HB) 0 @)
0 (b)(3) B (bYT)C) O agh
3 (DY7XD) : O (k)(2)

O GITHE) O (a3

O (b)(7HE) 0 (k)N4)

O (b4 0 (b)E) O {kX5)
0 (d)(5) O b)) O (kKo)
[ (b)6} 0 k(7

{Sce Form OPCA-16a, enclosed, for an explanation of these exemplions.)

Pursuant to your request. 14 pages(s} were reviewed and 14 page(s) are
being released.

Durimg the review of material pertinent to the subject of your request, documents were located
which

[J originated with another Government agency(ies).
These documents were referred to that agency(ies) for review and direct response to you.

O contain information furnished by another Government agency(ics). You will be advised by the
FBI as 1o the releasability of this information following our consultation with the other
agencyfies).
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1 If you desire, you may appeal any denials contained herein. Appeals should be directed
writing to the Co-Director, Office of Information and Privacy, U.S. Deparument of Justice, tiag
Building, Suite 570, Washington, D.C. 20530-0001 within sixty days from receipt of this letter,
The envelope and the letter should be clearly marked "Freedom of Information Appeal”
or "Information Appeal.” Pleasa cite the FOIPA number assigned fo your request 50 that 1t
may be casily identified. )

[ The enclosed material is from the main investigative file(s) in which the subject of your request
was the subject of the investigation. There are additienal references to the subject(s) of your
request in files relating to other individuals, organizations, events or activities.  These addivonal
mentions or references have not been reviewed to determine if, in fact, they arc wlentifiable
with the subject(s) of your request. Qur experience has shown that such references are
frequently sinilar to information contamed in the processed main file(s). We will process these
references if you now make a specific request for them. However, because of a significant

© increasc in FOIPA requests and an expanding backlog, we have given priority to the processing
of main investigative files and can only complete the processing of these additioral references
as time and resources permit.

i See additional information which tollows.

Sincerely yours,

Docd (. Hoada |

Chief
Freedom of Information-
Privacy Acts Section
Office of Public and Congressional Affairs

Fnclosures (3 )

This letter supplements our prior responses of November 4, 2002,
November 14, 2002 and November 20, 2002.

Fnclosed are 12 additional pages which were subsequently located
and are responsive to reguest numbers 2-6 in your letter dated August 21,
2002.

The FBI previously asserted exemption (b) (1} to protect the
records sought in request numbers 11 and 12 in that the mere fact of the
existence or nonexistence of responsive receords is, in and of 1tself,
classified. Upon further review the FBI has determined that we are aile Lo
address reqguest numbers 11 and 12. Material which appears to be responsive
to request number 12 is maintained in our computer system and we are unable
to access it at present. As soon as we aré able to gain access Lo this
material it will be processed. We are making every effort to retrieve
this information as expeditiocusly as possible. However, please be
advised that we anticipate that the information will be withheld in full
pursuant to exemption (b) (1). No information responsive to reguest
number 11 was located.
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Case ID . @ 66F-HO~C1364260 7 Serial @ 1
Responses : '
- W)
Case ID #: G6F-HQ-A1085154
ritle: Investigative Law Unit
New File Number
UsA Patriot Act
synopsis: Request opening of a new control file for the
Investigative Law Unit's (ILU) Control File to be captioned "USA
patriot Act."
Details: I1LU is providing significant guidance TO the field on
R R LE A D S R P S S +
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Case ID . : 66F-HQ-C13642860 * Serial @ 1
Responses

various matters related to the recently enacted USA Patriot Act.
In order to better capture the work accomplished on this matter,
ILU reguests that a new control file be opened entitled "USA
patriot Act.”™ All documentation and opinicns written by LU and
appropriate documentation collected from others will be filed 1in
this control file. :

Any gquestions regarding this matter should be directed
to Assistant General Counsel _ at extension
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INFORMATION RESOURCES
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Title: USA PATRIOT ACT - CONTROL FILE

Synopsis: To request a control file be opened to track the
various legislative reporting requirements in the USA PATRIOT
ACT.

Details: Because the USA PATRIOT ACT contained many "sunset
provisions™ (those set to expire on December 31, 2006, without
Legislative action), FBTHO requested all Offices to track the use
of cértain specific investigative technigues authorized by this
statute so that it can report to Congress at the appropriate
time. Little Rock employees have been instructed to report the
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Fl=Help F3=Exit F4=Prompt Fi=Bkwd FB=Fwd Fl2=Cancel Fl3=Attrip Fl4=List



7 Case 1:02:cv-02077-ESH " Docurrient 205 Fi

Bottom of document.

11/22/02 View Document Texnt ECFVTOMO
07:58:48 More @ -
Case ID . : 66F-LR-C41239 Sarial : 1
Responses

use of these techniques. At present, the CcDC will maintain this
control file and do the necessary reporting.

LEAD(s):
Set Lead 1: (Adm}
LITTLE ROCK
AT LITTLE ROCK

Create a control file as set forth above.
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Title: VISA APPLICANT NCIC CHECKS

Synopsis: Opening of control file for U0.S. Visa and passport
matters.
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Case ID : 40-MD-C530C Serial

Reference: PATRIOT ACT and Department of State (DOS) cable,
dated 5/24/2002. -

Details: With the passage of the Patriot Act, all DOS posts
worldwide are required to conduct FBI NCIC traces on all visa
applicants. A DOS cable, dated 5/24/2002, stated that bkeginning
June 1, 2002, FBI records were being added tc the DOS! QLASS.

The appropriate DOS personnel will now be required to
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ECFVTZMO View Document Text
Case ID : 40-MD-C530 ’ Serial

fingerprint any individual who 1s a positive match on any FBI
record in the CLASS system. Upon positive confirmation, the DOS
personnel will receive criminal history information from the FBI.

: If the subject matches a FBL record for a wanted person,
foreign fugitive, or member of a violent gang or terrorist
organization an immediate EC must be gsent to the SIOC and
concurrent notification given to the RSO. The Legat and the RSO
would then determine the appropriate action.
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ragart question {providing interim ny

(OLA} % o

SromnT O'Brien, Pat
Sen Thursday, Seplember 09, 2007 6113 P
Ta: Brown, Jamie & {OLA)
Subject: Fwe
L{%\ B,
L:s‘v -

Translalorg wpd
here is vhe follow up infe fyom FBI on the linguists. we should run this
past ODAG (Wray or Laufman} and the ba's office (Taylor and Susan Righmend). Once Mt is
ready., I bhink we shouwld consider putting it in a letter supplementing Cur answers.

-~ --Original Message-----
From: Eleni Kalisch [mailro

1

e
Sent: Thursday, Septembey 05, e 15 e TR
. . ) ] =t ¥ i
To: O'Brien, Pat P 7NN \
Subiject: r} e &L {__:fl\- D\L/} -

Pat:
nrtached are rescponses rto Pabriot Act Section 205(c) regarding translanors.

=1 end
Fo et b

Dey PR
Browen, Jamis E (OLA L OtF

From: Krig, David gf
Sent: Wednesday, Septernber 04, 2002 1:48 PM
To. Kelly, Patrick - Colbarn, Paul P; Eisenbarg, Joha

G O'Brien, Pat Brown, Jamie E (OLA), Baker, James, Aryant, Dan

Siubject: el drairol | alkers for Sensenbrenner meeting today (3/4)

Wiy comments: - _ ;:‘-"i}‘ :r“E:{ZWE iib}{_g‘\} CPEY OVPR

-- David

————— (Qrlginal Message--- -
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will be ready -- and whether they can get the infermation now.

Pleazae let me know if/when we can provide answere to the above. Thanks, Pat

Pat O*Brien

Depucy Agsistanc Attorney General
Office aof Legiglative Affairs
U.S. Dept. of Justice

pheone (202) 616-61¢6

fa» {202) 514-914%
Paur.0'Brientsusdo).qov

ouT oF ScofE.
Brown, Jamie £ (OLA)

From: Kelly, Patrick
Sent: Wednesday, Augusl 28, 2002 4:40 PM

To:
Ce: : rown, Jamie E (OLA)
Subject: HUC ietler

Foi EXERD rm:«Lb:XQ

- dff Pe_r’ DIPR.
al FBI Congressional Affairs raceived {he fetler 1o HJC and has given it to Spike Bowsman for comment.
Yt handies Senate and House Judiciary and is Acting Unit Chief in the absence of Efeni an“ His
number

Patrick. o> j\\-« FaiA E\"'“Pn(i'ﬁ@(él’égﬁf F&T - .

B

Brown, Jamie E (OLA)

From: Kris, David
Sent: Wednesday, August 28, 2002 1:51 PM
To:

Ces ryant, Dan; Kelly, Patrick; Brown, Jamie E (OLA}
Subject; RE: Status of draft response lo Sesenbrenner subpoena (hreal

\
Thanks. Y " ”'Pﬂ’j[’i@(‘h}

——Original Message— 4‘// per OIPE.
o
Seat: ednesday, August 28, 2002 1:17 PM
Te: Kris, David 9
Lot Beyant, Dan; Kelly, Patrldk; Brown, Jamee € (OLA) . .- - :
Subject Status of dak responss to Sesenbrenner subpoena threat Foia E_\Elﬁ?-ﬂUi‘g_(%) 00& 42

e B ?'&Y’ O1eR
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Documents released by letter dated
January 31, 2003
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LLS. Department o. sustice

Federal Bureau of Investigation
935 Pennsylvaniz Ave., N.W.

Ms. Ann

Washington, D.C. 205350001
Beeson January 31, 2003

American Civil Liberties Union Foundation
125 Board Street Subject of Reguest:

New York, NY 10004-2400

FOIPA No. 966750 11940-

Dear Requester:

Lnclosed are copies of documents from FBI records, Excisions have been made (o protect
information exempt from disclosure pursuant to Title 5, United States Code, Section 532 (l'reedom of
Information Act) and/or Section 552a (Privacy Act). In addition, where excisions were made, the
appropriaie exempting subsections have been cited opposite the deletions. Where pages have been withheld
in their entirety, a deleted page information sheet has been substituted showing the reasons or hasis for the
deletion. The subsections cited for withholding information from the enclosed documents are marked below:

Section 552 Section 552a

LURGIQY 0 (bY(7A) O (D5}
B (LX) HEIEEY ey
0 (0)3) . & GTHE) O (k1)
L3 (b)(7HD) 0 (kK2

& (b)(7HE) L (k}3)

_ O M)7KE) 0O (kN4)

0O (b)) 01 (b)(8) 0 ()(5)
& (b}5}) £ (b)(9) 0 (k)(6)
O (b}o} O {7

(See Form OPCA-10a, enclosed, for an explanation of these examptions.)

Pursuant to your request, 471 pages(s) were reviewed and _ 4] page(s) are
bemg released. '

During the review of material pertinent (o the subject of your request, documents were located
which

]

originated with another Government agencyf{ies).

These documents were referred te that agencyties) for review and direct CSponse o you,

contain information fumished by anather Government agency(ies). You will be advised by the
FBI as to the releasability of this information following our consultation with the other
agency{ies).
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B If you desire, you may appeal any denials contained hevein.  Appeals should be directed in
writing to the Co-Director, Office of Information and Privacy, U.S. Department of Justice, Flag
Building, Suite 370, Washington, D.C. 20530-0001 within sixty days from receipt of this letter.
The envelope and the letter should be clearly marked "Freedom of Information Appeal”
or "Information Appeal.” Please cite the FOIPA numiber assigned to your request so that o
may be easily identified. .

0 The enclosed material 15 from the main investipative file(s) in which the subject of your request
was the subject of the wvestigation. There are additional references to the subject(s) of your
request in files relating to other individuals, organizations, events or activities.  These additional
mentions or references have not been reviewed to determine 1f, n fact, they are idenufiable
with the subject(s) of your request. Qur experience has shown that such references are ‘
frequently similar to information contained in the processed main file(sh.  We will process these
references i you now make a specific request for them. However, because of a significant
increase in FOIPA requests and an expanding backlog, we have given prierity to the processing
of main tnvestipative files and can only complete the processing of these additional references
as titme and resources permit.

[0 Sce additional information which follows.

Sincerely yours,

Chief
Freedom of Information-
Privacy Acts Scction
Oftice of Public and Congressional Affairs

Enclosures (3 )
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Transactional Records NSLs Since 10/26/2001
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"What do | have to do to get a FISA?"

ntroduction

This discussion of the Foreign Intelligence Surveillance Act, 50 U.S.C. §§ 1801 et seq.,
{'FISA”, or "the statute”) provides guidance for seeking authorization to conduct electronic
surveillance or physical searches for foreign intelligence purposes. In response to the basic
question, "What do | have to do to get a FISA?," first, step back and take a'look at the big
picture. FISA was enacted to provide a statutory procedure for the government to obtain court
orders authorizing the use of electronic surveillance in the United States for foreign intelligence
purposes. Later, section 807 of the Intelligence Authorization Act for Fiscal Year 1995 (P.L. 103-
359) amended FISA to authorize the Court to issue warrants for physical searches for foreign
intelligence purposes. Accordingly, FISA deals with electronic surveillance and physical searches
of foreign powers and their agents. If your purpose is other than the acquisition of foreign
intelligence information, as defined by the statule, you're probably in the wrong forum.

Without going into the historical background of FISA in detail, the impetus for its enactment
was largely concern for the privacy rights of U.S. persons, balanced against the government's
need to abtain foreign intelligence information . As a result, the statute's treatment of "U.S.
persons” and "non-U.S. persons” is different. For example, in considering this legislation,
Congress stated that a U.S. person should be confident that his government cannot invade his
privacy with the most intrusive techniques if he conducts himself lawfully and that, as a matter of
public policy, no U.S. person should be targeted for electranic surveillance [or physical search]
absent some showing that he at least "may” violate the law. On the other hand, surveiliance
pursuant to FISA is not primarily for the purpose of gathering evidence of a crime, although
evidence of a crime may well be acquired in surveiling persons who engage in the types of
activities that define them as agents of foreign powers. As a result, FISA explicitly recognizes
that evidence of a crime may be acquired in the course of surveiifance or search conducted to
protect the United States from the clandestine intelligence activities and international terrorist
activities of foreign powers and their agents. Prosecution for a criminal offense is one way to
combat such activities -- but only one way, and not always the best way. "Daubling" an agent or
feeding him false or useless information are other ways. Monitoring him to discover other agents
and their tradecraft can be vitally useful, Prosecution, while disabling one known agent, may only
mean that the foreign power replaces him with one whom it may take years to discover or who
may never be discovered.

With regard to non-U.S. persons who act in the United States in their official capacities, or
who are members of international terrorist groups, however, no nexus to criminality is required,
and they are defined as agents of foreign powers solely on the basis of their status. In addition,
the retention and dissemination of infarmation concerning non-4.S. persons is signficantly less
regulated that that of U.S. person information.

The FISA Court

FISA authorizes the government to apply to a special "Foreign Intelligence Surveillance
Court" ("FISC" or "FISA court") for an order approvmg the use of electronic surveiffance or
physical search to acquire foreign inteffigence information. Pursuant to an October, 2001,
amendment by the USA PATRIOT Act, the FISA Court is composed of eleven judges designated
by the Chief Justice of the United States. Historically, the judges were chosen from different
circuits, but the amendment increasing the number of judges from seven to eleven also specified
that they come from seven of the judicial circuits and that no fewer than three shall reside within
20 miles of the District of Columbia.

o4
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Approval of a FISA application requires a finding by the court that there is probable cause {o
believe that the target of the proposed surveillance is a "foreign power" or an "agent of a foreign
power,"” and that the facilities or places at which the surveillance is directed are used or are about
to be used by that foreign power or agent of a foreign power. In addition to determining whether
there is probable cause to support the application, the Court is also required to find that
procedures proposed in the application to regulate the acquisition, retention and dissemination of
information concerning U.S. persons meet the definition of "minimization procedures" in section
101(h) of the statute. Because the showing that the target of the proposed surveillance or search
s a “foreign power" or an "agent of a foreign power," the definitions of these terms are particularly
important. Other terms are also important, including "international terrorism,” "foreign intelligence
information," "electronic surveillance," "physical search” and “United States person," afl of which
are defined in section 101 or 301 of the statute and will be discussed in detail, infra.

Subsection 105(a) of FISA specifies the findings the court must make before he grants an
arder approving the use of electronic surveillance for foreign intelligence purposes. While the
issuance of an order is mandatory if the court finds that all of the requirements of this section are
met, the judge has the discretionary power to modify the order sought, such as with regard to the
period of authorization or the minimization procedures to be followed. In practice, the FISA Court
has found general supervisory powers in this language, and its power to modify minimization
procedures has been used as power to influence or control other aspects of investigations. This
is essentially what the Court did in its April 22 and May 17 orders in construing discussions
between intelligence officials and law enforcement officials about investigative strategies and
tactics as "minimization procedures” that required QIPR attendance to ensure that such
discussions did not resultin and in requiring OtPR be invited to attend.

Probable Cause . . ,

tn general terms, FISA deals with "foreign powers" and "agents of foreign powers," and the
fundamental requirement for the Court's granting a FISA application is probable cause to believe
that the proposed subject of surveillance or search is a foreign power or an agent thereof.
"Foreign power" includes a foreign government; a faction of a foreign government; a group
engaged in international terrorism; a foreign-based political organization; or an entity directed and
contralled by a foreign government or governmants. An "agent of a foreign power"” includes non-

resident aliens who act in the United States as officers, members or employees of fareign powers,

or who act on behalf of foreign powers that engage in clandestine intelligence activities in the
United States contrary to the interests of this country. U.S. persons meet the "agent of a foreign

power" criteria if they engage in certain activities for or on behalf of a foreign power which involve,

or may involve, certain criminal acts. -

Subsection 105(a)(3) provides that in arder to issue an order for electronic surveilfance, the
Court must find that on the basis of the facts submitted by the applicant there is “probable cause"
to believe that the target of the electronic surveillance is a foreign power or an agent of a fareign
power and that each of the facilities or places at which the electronic surveillance is directed is
being used, or is about to be used, by a foreign power or an agent of a foreign power. Subsection
304(a)(3) provides for similar findings with regard to physical search. As to both electronic
surveillance and physical searches, no United States person may be considered a foreign power
or an agent of a foreign power solely on the basis of activities protected by the First Amendment
to the Constitution.

Probable cause in the FISA context is similar fo, but not the same as, probable cause in
criminal cases. Where a U.S. person is believed to be an agent of a foreign power, there must be
probable cause to believe that he is engaged in certain activities, for or on behalf of a foreign
power, which activities involve or may involve a violation of U.S. ¢criminal law. The phrase

$E
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“involve or may involve” indicates that the showing of {nexus to] criminality does not apply to FISA
applications in the same way it does fo ordinary criminal cases. As a result, there is no showing
or finding that a crime has heen or is baing committed, as in the case of a search or seizure for
law enforcement purposes. The activity identified by the government in the FISA context may not
yet involve criminality, but if a reasonable person would believe that such activity is likely to jead
to illegal activities, that would suffice. In addition, and with respect to the nexus to criminality
required by the definitions of "agent of a foreign power,” the government need not show probable
cause as to each and every element of the crime involved or about to he invoived.

The determination as to probable cause to beiieve that a farget is engaging in certain
activities, or that an entity is directed and controlled by a foreign government, should take into
account the same aspects of reliahility of the government's information as in the ordinary criminal
context, including the reliability of any informant, the circumstances of the informant's knowledge
and the age of the information relied upon. On the other hand, not alf of the same strictures with
respect to these matters which have developed in the criminal context may be appropriate in the
fareign intelligence context. That is, in the criminal context cerfain rules have developed or may
develop for judging reliability of infermation. FISA does not require that these "rules" necessarily
be applied fo the probable cause determination. Rathar, in judging the reliability of the
information presented by the government, look to the totality of the information and consider its
reliability on a case-by-case basis.

In Minois v. Gales, 462 U.S. 213 (1983), the Supreme Court overruled rigid application of
the two-pronged test for the reliability of an informant set forth in Spinelli v United Stafes, 383 U.S.
410 {(1969). Spinelli required both knowledge of the saurce of an informant's information as well
as information as to the reliability of a source hefore his information could used to establish
probable cause. Gafes acknowledged that it was appropriate to consider such factors as
instructive, but they should not be applied with mathematical precision. As a result, Gales stands
for a "totality-of-the-circumstances" approach.

Also instructive is the case of Brinegar v. United States, 338 U.S. 160 (1949}, which noted
that probable cause is a factual and practical consideration of everyday life on which reasonable
and prudent men act, nof legal technicians. At the same time, probable cause is based on a
presentation of reliable and corroborataed facts, not mere susplcion.

Simply put, "probable cause” is reason fo believe, based on available facts and
circumstances, as well as the logical inferences that can be drawn from them. It is defermined by
the totality of the facts and circumstances, as viewed from the perspective of a reasonable
person. Probable cause probability, not certainty, and, thus, is significantly tower than the "proof
beyond a reasonable doubt” necessary fo support a criminal conviction. It is also fower than the
"preponderance of the evidence” required in most civil cases.

NSLU recommends that a fleld agent seeking a FISA order focus on the obfect of the
belief required, i.e,, the facts and circumstances demonstrating that the target of the
proposed search or surveillance Is an agent of a foreign power and that the premises to he
surveilied {e.g., telephone) is used by that agent of a foreign power, rather than on the
quantum of the belief involved. If you can show that a target is engaged in certain
activities, and that he is engaged in them for or on behalf of a foreign power, you have won
most of the battie.

No U.S. person may be considered an agent of a foreign power based solely on activities
protected by the First Amendment to the Constitution. This provision is intended {o reinforce the
congressional intent that lawfut political activities should never be the sole basis for a finding that
a U.S. person is a foreign power or an agent thereof. For example, under the Supreme Court's
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decision in Brandenburg v. Ohio, 395 U.S. 444 (1969), the advocacy of viclence, falling short of
inciting violence, is protected by the First Amendment. Thus, advocating the commission of
terrorist acts would not, in and of itself, be sufficient to establish probable cause fo believe that an
individual or group may be preparing to commit such acts. However, one cannot cloak hirnself in
First Amendment immunity where he is engaged in clandestine intelligence activities, terrorism or
sabotage. ["The Constitution is not a suicide pact.”]

... Prohable Cause to Believe What?

To find probable cause to believe the subject of the surveillance is an "agent of a foreign
power," as defined in subsection 101(b), the court must find that each and every element of that
status exists. Ifa U.S. person is alleged to be acting on behalf of a foreign entity, the court must
first find probable cause to believe that that entity is a “foreign power,” as defined in subsection
101(a). There must also be probable cause to believe that the person is acting “for or on behatf
of" that foreign power, as well as probable cause to believe that the efforts undertaken by the
target on behalif of the foreign power constitute sabotage, international terrorism or clandestine
intelligence activities. Similar findings are required for each element necessary to establish that a
U.S. person is conspiring with or aiding and abetting someone engaged in sabotage, international
terrorism or clandestine intefligence activities.

The Theory of the Case

The development of a "theory of the case” is a good start to the FISA process. That is,
before asking FBIHQ for initiation of an application to the FISA Court, the field agent should
review the facts of the case to determine which definition of "foreign power” and/for "agent of a
foreign power" best matches the information obtained by the invesfigation to date. For example, if
the subject is a U.S. person who is believed to be knowingly engaged in aiding and abetting an
international terrorist, focus on facts that show his activities that aid the terrorist, as well as on
facts that tend to demonstrate his knowledge that the person he is aiding is an international
terrorist and that his activities aid that international terrorist. if the subject is a non-U.S. person
who acts in the U.S. as an employee of a foreign government, focus on presenting facts that
demonstrate that status. In such a case, a recitation of intelligence activities is not as important
as it would be in the case of a U.S. person, as to whom the FBI would have to show facts
demonstrating knowing engagement in clandestine intelligence activities.

It is also helpful to articulate the specific foreign intelligence objectives of the proposed
surveillance or search. In an esplonage case, e.g., your objective may be to determine whom an
intefligence officer has targeted for recruitment. Or you may need to know how a government
employee is communicating with an intefigence officer who is his handler. Or you may need to
determine the identity of a foreign power a spy is working for, how he obtains access to classified
information, whether he is working alone or in concert with others and how he passes information
to his handler. In an international terrorism case, your objectives may include identifying the
members of the terrorist group or identifying thelr plans and intentions in order to prevent a
terrorist attack.

§ 101(b) -- Agent of a foreign power

Probably the single most important aspect of the request for a FISA application is showing
that the subject to be surveilled or searched is an "agent of a foraign power." The definitions of
"agent of a foreign power" differ for U.8. persons and certain non-resident aliens, including aliens
present in the United States as tourists, visiting businessmen, axchange visitors, foreign seamen,
diplomatic and consular personnel and illegal aliens, etc. The protections afforded such persons
are not as great as those afforded U.S. persons. For exampie, in the case of non-resident aliens

“7
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who w. 2 agents of foreign powers by virtue of their emptoyment in the U.S. by a foreign
government, there need be no nexus to criminality, and the certification that accompanies the
application is not subject to judicial review. In addition, there is no requirement to minimize the
acquisition, retention and dissemination of information with respect to non-U.S. persons.

§ 101(b}(1} -~ Non-U.S. Persons Who Are Agents of a Foreign Power by Virtue of Status

Subsection 101(b)(1){A) includes in its definition of “agent of a foreign power" non-U.S.
persons who act in the United States as officers, employees or members of a foreign power. The
most obvious examples are diplomats and consular officials. Their very presence is attributable to
their status as employees of their governments, and their raison d'efre is to act for or on behalf
their governments. The legislative history of FISA points out that Congress considers non-
resident aliens who act in the United States as officers, employees or members of a foreign power
as likely sources of foreign intelligence or counterintelligence information. This definition doas not
include persons who serve as officers or employees or are members of a foreign power in thair
home country, but who do not act in that capacity in the United States.

"Employee” is meant to describe a normal employes-employer relationship. it does not
encompass foreign visitors such as professors, lecturers, exchange students, performers or

athletes, even if in such capacity they are receiving remuneration or expenses from their home
government.

The term "member” means an active, knowing member of a group or organization that is a
foreign power. It does not include mere sympathizers, fellow-travelers or persons who have
merely attended meetings of the group or organization. On the other hand, if a person has
received terrorist training from a group engaged in international terrorism or training in intelligence
tradecraft from a foreign organization, this would be substantial evidence that he was a "member”
of such an entity,

Unlike foreign officials, members of international terrorist groups do not carry membership
cards as evidence of their status. They do not have visas or credentials identifying them as
‘members” of an T group or organization. As a result, their status as members of a group or
organization engaged in international terrorism is inferred from their activities.

The second non-U.S. person definition is the so-called "visitor rulg." It includes a non-U.S.
person who --

acts for or on behalf of a foreign power which engages in clandestine intelligence
activities in the United States confrary to the interests of the United States, when
the circumstances of such person's presence in the United States indicate that
such person may engage in such activities in the United States, or when such
persan knowingly aids or abets any person in the canduct of such activities or
knowingly conspires with any person to engaged in such activities.

This definition does not require a shawing that the foreign visitor is in fact engaged in
clandestine inteffigence activities. As a practical matter, if a foreign visitor who does not have a
track record of activities in the United States is present in the U.S. for only a limited period of time,
and the FBI is limited to the use of less infrusive techniques, the FBI is not likely to be able to
show that he is actually engaged in intelligence or terrorist activities. He can be characterized as
an agent of a foreign power, however, if it can be shown that the foreign power on whose behalf
he acts systematically engages in clandestine intelligence [or terrorist] activities that threaten the
security of the United States. It is 2 demonstration based on probability; ie.. it is not a showing
that the individual foreign visitor is himself currently engaged in clandestine intelligence activities,
but that the circumstances of his presence in the U.S. indicate he may engage in such activities

HE
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because the foreigr. sower for whom or on whose behalf he acts has demonstrated some pattern

or practice of engaging in clandestine intelligence activities in the United States contrary to U.S.
interests.

The phrase "acts for or on behalf of a foreign power" requires a nexus between the
individual and the foreign power that suggests that he is likely to do the bidding cf the foreign
power. For example, visitors from totalitarian countries present in the United States under the
auspices, sponsorship or direction of their government would satisfy this standard.

Once the requisite facts with regard to the foreign power are established, the key guestion is
whether the circumstances of the person's presence in the U.S. indicate that he may engage in
clandestine intelligence activities for that foreign power contrary to U.S. interests. The answer
may vary according to what is known about the intefligence or terrorist operations of the particular
foreign power. Among the factors that might be taken into account are whether the foreign visitor
engages in activities with respect to which there is evidence that other visitors who engage in
similar activities are officers, agents or acting on behalf of the intelligence service of that foreign
power. If the FBI can show from experience that a particular foreign power uses a certain class of
visitors to this country for carrying out secret intelligence assignments, this would indicate that
other visitors in this class may also engage in clandestine intelligence activities. '

"May engage in such activities” means that surveillance can be conducted to anticipate
clandestine intelfigence activitias by such persons, rather than waiting until they have taken
place. The additional standards for aiding and abetiing, and conspiracy, require probable cause
to believe that the foreign visitor is knowingly assisting persons who are already engaged in
clandestine intelligence activities. The "knowing" requirements are the same as in the aiding or
abetting and conspiracy standard for U.S. persons.

This provision does not treat nationals of certain countries differently from others solely on
the basis of nationality, and it is not "profifing.” instead, surveiliance of the nationals of certain
countries depends on the activities of the governments of those countries and whether the
individual is acting on behalf of the government.

"Any Person” Agent of a Foreign Power
§ 101(b)(2)(A) - Clandestine Inteliigence Gathering Activities

Under this definition, an agent of a forgign power is "any persan who is knowingly engaged
in clandestine intelligence gathering activities for or on behalf of a foreign power, which activities
involve or may involve a violation of the criminal laws of the United States.”

The first aspect of this definition is that the subject is engaging in certain activities
"knowingly." This does not mean that he must know that he may be violating a particular federal
criminal statute, but that he knows that what he is doing is clandestine intefligence gathering
activities and that he knows that he is doing it for or on behalf of a foreign power. As state of
mind is always difficult to show, knowledge is inferred from the cireumstances. in showing that a
person is knowingly engaged in clandestine intelligence gathering activities, focus on his
activities. If, for example, a subject is transmitting classified defense secrets to the military
attache of a foreign embassy, and he knows the information is classified and that his recipient is a
military attache, this would be sufficient to show that he "knows" that he is acting for or on behalf
of a foreign power. Similarly, if he has received training in the use of equipment for espionage,
e.g., a microdot camera or disguised radio device, this would be sufficient to show that he
"knows" what he is doing. One who is unwitting to what he is doing, or without knowledge that he
is acting for or on behalf of a foreign power, is not an agent of a foreign power, but the
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government is not required to pro. - ynorance if a persdn engaging in such activities would
reasonably have known that he was acting for or on behalf of a foreign power.

Next, the parson must be "angaged” in the proscribed activities. Unlike the standard for
foreign visitors, the fact that he "may engage” in such activilies some time in the future is nat
sufficient. For example, if information shows that a person has recently engaged in such
activities, this would normally suffice to show probable cause that he is "engaged.” On the other
hand, information that a person engaged in the prohibited activities in the past might well,
depending on the circumstances, be sufficient to show probable cause to believe that he is still
engaged in such activities. For example, information that a U.S. person was for years a spy for a
foreign power hostile to the United States, but who had dropped out of sight for a few years,
would probably be sufficient to show "probable cause™ that he was, having now reappeared,
continuing to engage in the clandestine intelligence activities.

Parhaps the most important element of this definition is "clandestine intelligence gathering
activities.” Most clandestine intelligence gathering activities will constitute a violation of the
various federal criminal laws aimed at espionage either directly or by failure to register (see, e.g.,
18 U.S.C. §§ 792-799, 951; 42 U.5.C. §§ 2272-2278b; and 50 U.S.C. § 855). The term
“clandestine intelligence gathering activities" is intended to mean "espionage” in common
parlance; It is not a legal term of art denoting a particular offense. The term also includes activities
that are directly supportive of espionage, such as maintaining a "safehouse,” servicing "letter
drops,” running an "accommaodation address,"” laundering funds, recruiting new agents, infiltrating
or exfiltrating agents under cover, creating false documents for an agent's "cover” or utilizing a
radio to receive or transmit instructions or information by "burst transmission." The term
“clandestine intelligence gathering activities" is intended to mean activities in which no reasonable
person would engage without knowing that society would not condone it.

As the words indicate, the activities must be "clandestine,” i.e., the subject must have made
some efforts to conceal his activities. This does not necessarily mean that the information
gathered by the agent must itself be secret or nonpubtic, although this is usually the case. Itis
possible that a person might be asked to obtain information that is publicly available, but which a
foreign power would not want known it was seeking. If he used false identification or ruse to
obtain the information and then delivered the information by means of a microdot hidden in a
magazine left at a "dead drop,"” both the means by which he gathered the information and the
means by which he transmitted it would be “clandestine,” even though the information itseff might
not be secret. The FBI may surveil such a person, even if the information he is collecting is not
classified, because his activities identify him as an agent of a foreign power. By monitoring his
contacts, their equipment and modus operandi, the FBI can learn valuable information concerning
the tactics, capabilities and personnet of the fareign intelligence service.

"Clandestine intelligence gathering activities" are intended to be conduct of a nature
associated with spies and espionage in its generic sense, but the term is supposed to be flexible
with respect to what is being gathered because intelligence priorities and requirements differ
hetween nations and over time. Qbviously, gatheting classified defense information, information
about intelligence sources and methods and classified foreign relations information gualifies as
“clandestine intelligence gathering activities” if it is done in a clandestine manner. Foreign powers
also target American technology and trade secrets, economic developments, political information
and even personal information for purposes of blackmail or other coercion, so that attempts to
collect such information may also be "clandestine intelligence gathering activities.”

It is possible, aithough unlikely, that some people might come close to using espionage
techniques for otherwise lawful purpgses. Thus, the definition requires that the person be
engaged in clandestine intelligence gathering activities "for or on behalf of a foreign power.” The
fact that a person gathers information and fransmits it to a foreign power does not, by itseff,
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satisfy the requirements of this definition, as peopie may legitimately gather information for fereign
powers. Registered lobbyists, e.g.. often do, but their activity, if legitimate, does not utilize the
tradecraft of espionage or clandestine methods, to do so. This means that the FBI must show
probabie cause to believe that the person is not only engaged in clandestine intelligence
gathering activities, but that he is doing so for or on behalf of a foreign power. Thus, showing that
a person is stealing defense secrets and using a "dead drop" to pass them on is not enough; it
must be shown that he is doing so for a foreign power.

-

The FBI must show that there is probable cause to believe that a subject is engaged in
activity that at least "may" violate a federal criminal statute. As noted above, it is expected that
most persons under this definition would be likely to violate laws directed against
espionage. There are other laws, however, that might be violated, such as interstate
transportation of stolen property or the Export Administration Act. The crime involved might be
one of several violations depending, for example, upon the nature of the information being
gathered.

The words "may involve" are intended to encompass clandestine intelligence gathering
activities that may, as an integral part of such activities, invalve a violation of federal law. They
cover the situation in which the FBI cannot establish probable cause to believe that a foreign
agent's activities involve a specific criminal act, but where there are specific and articulable facts
to indicate that a crime may be involved. The circumstances might be such as to indicate that the
activity may involve a crime. The term "may involve" requires only limited information regarding
the crime involved, such that electronic surveifance may be permissible at some point prior to the
time a crime, e.g., the passage of classified documents, actually occurs. There need not be a
current or imminent viotation of law if there is probable cause to believe that criminai acts may be
committed.

In applying this standard, the FISA Court takes all the known relevant circumstances into
account, e.g., who the subject is, where he is employed, whether he has access to classified or
other sensitive information, the nature of clandestine meetings or other clandestine activity, the
method of transmission and whether there are innacent explanations for the behavior. The
circurnstances must not merely be suspicious, but must be of such a nature to fead a reasonable
man to conclude that the activity may involve a federal criminat violation.

Again, a nexus to a foreign power is absolutely necessary. Surveillance would not be
authorized against a reporter merely because he gathers information for publication in a
newspaper, even if the information were classified. Nor would it be authorized against a
government employee who reveals secrets to a reporter or in a book for the purpose of informing
the public. This definition would not authorize surveillance of ethnic Americans who lawfully
gather political information and perhaps even lawfully share it with the foreign government of their
national crigin. Nor would it apply to lawful activities to lobby, influence or inform members of
Congress or the Administration to take certain positions with respect to foreign or domestic
concerns. Nor would it apply to lawful gathering of information prepatory to such lawfuf
activities. It is the combination of (1) obtaining in clandestine fashion (2) information that is
necessary to the defense or security of the United States (3) for or on behalf of a foreign power
that makes FISA survelilance

In the case of an organization whose leaders are engaged in clandestine inteftigence
gathering activities, such activity cannot necessarily be attributed to every member of the group.
There must be probable cause to believe that a particular member is himself engaged in such
activity before electronic surveiliance targeted against him may be authorized.

Because the standard under this definition requires that a person knowingly engage in
activities for or on behalf of a foreign power, problems can arise in a situation in which a person is
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"turned” or "doubied," i.e., after having started out as an agent : - a foreign power, he is
persuaded to work for the United States. The standard is not met if the person is in fact working
for the 1J.S. and not for the foreign power. There may be doubt, however, as fo whether he is
actually under U.S. control or that of a foreign power, making it unclear as to which side is
deceiving which. The fact that a supposedly "doubled” agent carries out his assignments and
instructions from the U.S. Government does not necessarily mean that he has stopped carrying
out those of the foreign power. If is not necessary, therefore, that a surveillance, once authorized,
be discontinued when the agent may have been "doubled.” Rather, surveiftance may continue
until such time as the "doubled" agent is trusted enough to seek his consent to surveillance.

§ 101(b)(2){B) -- "Other Clandestine Intelligence Activities"

Subsection 101(b){2)(B) defines agent of a foreign power as a person who pursuant to the
direction of an intelligence service or network of a foreign power knowingly engages in "other
clandestine intelligence activities" for or on behalf of such foreign power, which activities involve
ar are about to involve a viclation of the criminat statutes of the United States. ["Other" refers to
other than clandestine intefligence gathering activities.]

The term refers to covert actions by intelligence services of foreign powers. Not only do
foreign powers engage in spying in the United States to obtain information, they also engage in
activities that are intended to harm U.S. security by affecting the course of government, the
course of pubiic opinion or the activities of individuals. Such activities may include political action
(recruiting, bribery or influencing public officials to act In favor of the foreign power), disguised
propaganda (including the planting of false or misleading articles or stories) and harassment,
intimidation or even assassination of individuals who oppose the foreign power. Such activity can
undermine democratic institutions as well as directly threaten the peace and safety of U.5.
citizens.

There may be a narrow line between clandestine intelligence activities and lawful activities
undertaken by U.S. persans in the exercise of First Amendment rights. To avoid crossing that
kne, this definition requires that the person be shiown to be acting "pursuant to the direction of an
intelligence service or network of a foreign power.” [No such showing is required for the other
definitions of agent of a foreign power] U.S. persons may well communicate with a foreign
government to obtain information about that government's country or to discuss travel to that
country, but such contacts are not necessarily "clandestine intelligence activities” and are not
covered by this definition.

The activities engaged in must involve, ar be about to involve, a violation of federal criminal
law. This is higher than the "may"” involve standard found in other definitions. In this area, where
there is a narrow line between protected First Amendment activity and the activity giving rise to
surveillance, it is important that the activity be such that it involves or is about to involve a
violation of a federal criminal statute.

There are a number of crimes that might be involved in covert action, e.g., bribery of public
officials, campaign law violations, foreign agent registration requirements, denial of civil rights, ef
cefera. it is important to nofe, however, that such a criminal violation does not necessarity
esfablish that a person is engaged in "other clandestine intelligence activity." Americans, through
ignorance or inadvertence, may well technically viclate campaign law requirements or foreign
agent registration requiremaents, but to satisfy the requiremants of the definition, it is necessary to
shaw, separately from the criminal violation, probable cause to belfiave that the persen is
knowingly engaged in any other clandestine intelligence activities for or on behalf of such foreign
power, pursuant to the direction of an intelligence service or network of a foreign power,

§ 101{b)(2)(C) -- Sabotage or Terrorism
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Subsection 101(b){2)(C) allows electronic surveillance or physical search of any person,
including a U.S. person, who knowingly engages in sabotage or internationai terrorism, of
activities in preparation therefor, for or on behalf of a foreign power. The terms "sabotage” and
"international terrorism™ are defined separately and require a showing of criminal activity. Mere
sympathy for, Identity of interest with or vocal support for the goals of a foreign group, even a
foreign-based terrorist group, is not sufficient to justify surveillance under this subparagraph. The
term “activities that are in preparation [for]" sabotage or international terrorism is intended to
encompass activities supportive of acts of serious violence -- for example, purchase or
surreptitious importation into the United States of explosives, planning for assassinations or
financing of or training for such activities. Other activities supportive of terrorist acts could
likewise satisfy this standard. The circumstances must be such as would lead a reasonable
person to conclude that the subject is knowingly engaged in activities that are in preparation for
sabotage or terrorism. '

The term “preparation” does not mean preparation for a specific terrorist acl. Because the
definition of "international terrorism" speaks of a range of acts, and "preparation” as used here
takes its meaning from the context of the definition of "international terrorism,”" it coutd reasonably
be interpreted to include, e.g., providing the personnel, training, funding or other means for the
commission of acts of terrorism, rather than participating in a particutar bombing. This provision
also permits electronic surveillance or physical search at a time before the danger sought to be
prevented -- whether a kidnaping, bombing or hijacking -- actually occurs.

_ The "preparation” standard allows surveillance where the government cannot establish that
an individual has already knowingly engaged in an act of sabotage or terrorism, but there are
sufficient specific and articulable facts te indicate that his activities are in preparation for such
acts. The circumstances must be such as would lead a reasonable person to conclude that the
subject is knowingly engaged in activities that are in preparation for sabotage or terrorism.

It should be noted that the "preparation” standard need apply only where there is insufficient
information to show that the subject is, in fact, a terrorist. Where the FBI can show that the
subject is a known international terrorist, such as the notorious "Carlos,” or that he has been
engaging in international terrorism for or on behalf of a group engaged in internationat terrorism,

there is no need to show that fie is in the act of preparing for further terrorist acts. In some cases,

immediate arrest may not be possible, such as situations in which the subject may not have
viotated U.S. law, even though he may have murdered hundreds of parsons abroad. In other
cases it may be more fruitful to monitor the subject’s activities in the United States to identify
otherwise unknown terrorists located here, their international suppart structure and the locations
of weapons or explosives. [f a person who has engaged in international terrorism visits the U.S.
or resides in the U.S., the FB! should be able to utilize electronic surveiliance to monitor his
activities, whether or not there is information showing that he is presently planning some
particular violent act. :

Finally, a subject targeted for surveillance under this definition must be shown to have a
knowing connection with the fareign power for whom he is working. In most cases of international
terrorism, this connection will be shown to exist with a group engaged in international
terrorism. The case may arise in which a U.S. person is acting for or on behalf of such a group
that is substantially composed of U.S. persons. In such a case, the Court must examine the
circumstances carefully in order to determine whether the organization is “a group engaged in
international terrorism,” as defined, and not a purely domestic group engaged in domestic
terrorism. [Domestic terrorism is handied under criminal law processes, e.g., Title [lf of the
Omnibus Crime Conirol and Safe Streets Act of 1968, Title 18, U.S. Code, chapter 119, and the
AG Guidelines for General Crimes ]
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§101(b)(2)(D) — Entering the U.S. under a False or Fraudulent ldentity

This definition includes any person who knowingly enters the United States under a false or
fraudulent identity for or on behalf of a foreign power or, while in the United States, knowingly
assumes a false or fraudulent identity for or on behalf of a foreign power. The most cbvious
example would be the "illegal” who enters the United States under an assumed name and using a
"legend” based on the vital statistics of a real person, usually dead. it would also include a
person who enters the United States lawfully, then assumes a false identity, provided assuming
such a false idenlity is done for or on behalf of a foreign power.

§101(b)(2KE) -- Aiding, Abetting and Conspiracy

This definition includes any person, including a U.S. person, who knowingly aids or abets
any person in the conduct of activities described in the preceding subsections, or knowingly
conspires with any person to engage in such activities. The knowtedge requirement is applicable
to both the status of the person being alded and the nature of the activity being promoted. This
means the FBI must establish probable cause to believe that the subject knows both that the
person with whom he is conspiring or whom he is aiding or abetting is engaged in the described
activities as an agent of a foreign power and that his own conduct is assisting or furthering such
activities. The innocent dupe who unwittingly aids a foreign intetligence officer cannot ba targeted
under this provision.

In the case of a subject believed to be aiding or abetting persons engaged in international
terrorism, the subject might be assisting a group engaged in both lawful political activity and
unlawful terrorist acts. in such a case, [t would be necessary fo establish probable cause 1o
believe that he was aware of the terrorist activities undertaken by the group and was knawingly
furthering them, not merely that he was aware of and furthering the group's lawful activity.

Verification Procedures
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FISA Court’s Rule 11

By order dated May 17, 2002, the FISA Court promuigated "Rule 11, Criminal Investigations
in FISA Cases™

Al FISA applications shall include informative descriptions of any ongoing
criminal investigations of FISA targels, as well as the substance of any
consultations between the FBI and criminal prosecutors at the Department of
Justice or a United States Attorney's Office.

s
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Rule i1 formalizes the requirement for descriptions of any engeing criminal investigation,
an issue that was addressed in the "verification procedures” dated April 5, 2001, Then Rule 11
adds the requirement to describe the substance of any consultations between the FBI and
criminal prosecutors at DOJ or a United States Atterney's Office. The scope and degres of such
consultations have proliferated significantly since promuigation of the AG's memo on information
sharing on March 8, 2002, and access by prosecutors fo intelligence info
i investigati h adenta
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Certification

Subsection 104(a){(7) of FISA requires a certification by the Assistant fo the President for
National Security Affairs -- or other Executive Branch official designated by the President from
among those officials employed in the area of national security of defense and appointed by the
President with the advice and consent of the Senale. The designated presidentiat advisor s the
only one specifically provided for in the statute. By Executive Qrders 12139 and 12849 the
President has also designated the Director (and Deputy} of Central inteligence, the Secretary
{and Deputy) of Defense, the Secretary (and Deputy) of State and the Director of the FBIL. Note
that the Deputy Director of the FBI is conspicuously absent — the Deputy Diractor is typically a
career Special Agent rather than an official appointed by the President with the advice and
consent of the Senate @nd therefore does not meet the stafulory prerequisites.

Foreign Intelligence Information

The certification consists of five elements, the first of which is that the official making the
certification deems the informaticn sought to be foreign intelligence information. K you relate
these officials and their functions to the definition of "foreign intelligence information” in section
101(e) of the statute, there is a certain atiraction of logic in their selection. Under subsection
101(e)(1), “foreign intelligence information” means information that refates to [or, ¥ concerning a
United States person, is necessary to] the abifity of the United States to protect against (a) actual

57



Case 1:02-cv-02077-ESH Document 20-5 Filed 03/07/03 Page 68 of 88

or potential attack or other grave hostile acts of a foreign power or an agent of a foreign power; (b}
sabotage or international terrorism by a foreign power or an agent of a foreign power; or (c)
clandestine intelligence activities by an intelligence service or network of a fareign power or by an
agent of a foreign power. These elements go to the classic counterintelligence and
counterterrorism functions of the CIA and the FBIL.

Under subsection 101(e)(2), the definition of “foreign intelligence information” includes
information with respect to a foreign power or foreign territory that relates to for, if concerning a
United States person, is necessary to] (a) the national defense or the security or (B) the conduct
of the foreign affairs of the United States. These elements implicate the missions and functions of
the Secretary of Defense and the Secrefary of State.

Under the scheme set up by Executive Qrder 12333, the Assistant to the President for
National Security Affairs (the "National Security Advisor™) is the senior Executive Branch official in
the Intelligence Community and has interests in alf of these matters.

The requirement that the certifier deems the information sought to be "foreign intelligence
information” is designed to ensure that a senior official with responsibilities in the area of national
security reviews the determination made at lower levels of the Executive Branch that the
information sought is foreign intelligence information. The intent of FISA is ensure that the
certifier carefully considers the substance of cases before him and does not simply sign off on
boilerplate language. This prevents targeting a foreign power for efectronic surveillance when the
true purpose is to gather information about an individual for other than foreign intelligence
purposes. |t is also designed to make explicit that a significant purpose of such surveiflance is to
obtain "foreign intelligence information” as defined, rather than some other type of
information. The certifier similarly must explain in his affidavit why the information cannot be
obtained through less intrusive techniques. This requirement is particularly important when U.S.
persons are the targets of surveillance or search,

A Significant Purpose

The second element of the certification is that "a significant purpose” of the surveillance or
search is to obtain foreign intelligence information. Since the objective in enacting the statute is
to provide a statutory procedurs for the government to obtain a judiclal order for etectronic
survelllance or physical search for foreign intelligence purpases, the "purpose” aspect of the
certification is extremely important. The majority of pre-FISA caselaw had recognized a "national
security exception” to the warrant requirement of the Fourth Amendment. in determining whether
the cases before them should be accorded that exception, the courts tended to focus on whether
the collection of foreign intelligence information was the *primary” purpose of the surveiflance. In
the case of Humphrey and Truong the trial judge concluded that the fruits of electronic
survelllance and physical searches conducted without a warrant were admissible under the
Fourth Amendment, provided those surveillances and searches had been conducted for a foreign
intelligence purpose. The measure by which he determined purpose was direction and control of
the surveillance, or investigation. So long as special agents of the FBl who normally investigated
intelligence activities were directing and controlling the investigation, he construed the information
as having been obfained for a foreign intelligence purpose. Conversely, when DOJ prosecutors
began to write prosecutive memoranda and to contro! the direction of the investigation, he

concluded that the information had been obtained for the purpose of prosecution and, accordingly,

was inadmissible since it had been obiained without a warrant,

When FISA was enacted, it required that "the purpose” of the surveillance be to obtain
foreign intelligence information. Based on experience with pre-FISA caselaw, the government's
practice before the Foreign intelligence Surveillance Court has been to construe "the purpose” as
“primary purpose” and to determine purpose by following a procedure similar to that adopted in
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Humphrey and Truong. A reading of the legislative history of FISA suggests that subsection
104(a)(7) was intended to replace the Humphrey-Truong test with the accountable official's
certification that the purpose of the surveillance or search is to acquire foreign intelligence
information, as defined. The USA PATRIOT Act amended FISA to require that obtaining foreign
intelligence information be a "significant” purpose of the surveillance or search. While there is a
dearth of legistative history of this amendment, it would appear that the Congress intended to
rectify perceived lapses in the government's handling of certain counterintelligence investigations
with regard to the determination of probable cause to believe that he was an agent of a foreign
power and to steer the government -- as well as the Foreign Inteltigence Surveillance Coutrt -
toward the statutory scheme of relying on the certification for determining purpose.

The information required by the FISC's Rule 11 is largely a recitation of criminal justice
pursuits and appears to follow the pre-enactment practice of determining purpose through an
examinatien of direction and contro! of the investigation. The Court's position in this regard was
reiterated in its opinions of April 22 and May 17, 2002, regarding the AG's March 8, 2002, memo
on information sharing. The certification required by subsection 104(a)(7} is not so much an
analysis of direction and control as an affirmation of the intelligence objectives of the surveillance
or search. The point for field agents fo understand is that In submitting a request for initiation of
FISA surveillance or search, it is important to articulate the specific intetligence objectives of the
requested FISA coverage. E.g.,in an espionage case, those objectives might include
identification of a subject's handler, or his tradecraft in servicing dead-drops or how he obtains
access to classified information. In the case of a terrorism subject, the objectives of the
surveillance might be to learn the extent of the subject's relationship with an internationat terrorist
group. To ensure that the Director has a proper basis for making this certification, NSLU
recommends that any communication to HQ requesting application to the Court for authorization
to use a FISA technique should both articulate the intelligence objectives to be achieved through
the use of FISA techniques and, to satisfy requirements imposed by the Court, describe any
criminal aspect of the investigation in sufficient detail to determine that intelligence officials and
not law enforcement officials are directing and controlling the use of FISA technigues.

Not Reasonably Obtainable by Other Means

The third element of the certification is that the information sought cannot reasonably be

obtained by normal investigative techniques. There is not much legislative guidance on this
requirement but, in general terms, it appears to is based on the genere! principle -- stbsequently
reiterated in Executive Order 12333 -- that the Intelligence Community should respect individual
privacy rights by conducting intelligence activities using the feast intrusive tachniques feasible.
Thus, it would appear that, due to their intrusiveness, Congress intended FISA techniques should
be a last -- rather than first -- resort. In most instances, this requirement can be satisfied by the
fact that only surveitiance or search of the kind autharized pursuant to FISA can adequately
obtain the information sought. For example, if more visible or detectable means of survelllance
were utilized, the subject would likely change his means of communication fo somathing less
susceptible of surveiltance.

Category of Foreign Intelligence Information Sought

The fourth aspect of the certification is designation of the type of foreign intelligence

information being sought according to the categories described in section 101{e} of the statute,
whather one of the kinds of counterintelligence information defined in subsection 101{e}(1), or of
positive intelligence as defined in subsection 101{e)(2).

Basis for Certification
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The final part of the certification is a statement of the basis for the certification as to the
third and fourth elements, i.e., that the information sought is the type of foreign intelligence
information designated, and that such information cannot reasonably be obtained by normat
investigative techniques. Usually this is based on the results of the FBI's investigation to date. A
presentation of facts relevant to this issue might follow a logical flow of relating the activities of the
target that make him an "agent of a foreign power" as defined in subsection 101(b) to the
appropriate definition of “foreign intelligence information" in subsection 101{e), coupled with a
discussion of the technique that would be necessary to obtain that kind of intelligence
information. This element of the certification is not required when the target of the electronic
surveillance is a foreign power as defined in subsection 801(a)(1), {2) or (3), i.e., a farelgn
government or component thereof; a faction of a forsign nation not substantiaily composed of
United States persons; or an entify that is openly acknowledged by a foreign government or
governments to be directed and controlled by such foreign gavernment or governments.

Duration

The general rule is that the FISC may approve electronic surveillance for the period
necessary to achieve its purpose, or for 90 days, whichever is less. There are certain exceptions.
Electronic surveillance of a foreign power as defined in section 101{a)(1), (2) or (3) may be
authorlzed for up to one year. Electronic surveilfance of a foreign agent as defined in section
101({b){1){A} may be for the period specified in the application or for 120 days, whichever is
less. Upon renewal, surveiliance of a 101(b)(1)(A) agent of a foreign power may be for a period
not to exceed one year.

An order authorizing physical search may be approved for the period necessary to achieve
its purpose, or for 80 days, whichever is less. As with electronic survellfance, there are
exceptions. Physical search of a foreign power, as defined in 101(a)(1), (2) or (3), may be
authorized for the period specified in the application or for one year, whichever is less, and
physical search of a section 101(b)(1)(A) agent of a foreign power may be authorized for the
period specified in the application or for 120 days, whichever is less. An extension may be
granted-for a period not to exceed one year if the judge finds probable cause to believe that no
property of any Individual United States person will be acquired during the period in which search
is authorized,

It is important to ensure that surveillance or searches adhere to the timelines specified in
the orders. For one thing, the fength of time involved in drafting a FISA application and preparing
it for presentation to the Court requires that requests for renewal be forwarded in timely
fashion. You cannot wait until two weeks before an order expires to submit a request for the next
one. ltis also imperative that actual surveiflance or search not acour bayond the period of
authorization specified in the order. If surveillance should overrun the period of authorization, any
unauthorized "take" must be sequestered and forwarded to the Office of Intelligence Policy and
Review, via the substantive unit at FBIHQ, for submission to the Fareign Intelligence Surveillance
Court. The overrun must also be reported by electronic communication to the inspection
Management Unit of the Inspection Division within 14 days of discovery of the error. [See section
2-56.E of the National Foreign Intefligence Program Manual.]

Miscelfaneous Considerations

Getting an order from the Court is only the beginning of the successful administration of the
authorities granted pursuant to FISA. Among the practical considerations that should attend -
implementation of a FISA order is ensuring that the "premises” being surveilled are those named
in the order. For example, it is impaortant to ensure that telephone coverage is on the right
telephone line. Ciues that something is amiss might include the fact that intercepted
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communications are in a language ather than that expected. Or the information obtained might
appear to be non-pertinent to the intelligence objectives of the surveillance.

In cases of physical search, the Court typically requires a return by the federal officer
executing the search. The return is essentially a report to the Court of the circumstances under
which the search was conducted and the information or tangible items seized. 1t is common for
the Court to require a return within twenty-one (21) days of the execution of a search, but 21 days

is not necessarily applicable to all cases, so it is important to note the specific requirements of
individual orders.

Another practical consideration is the provision of subsection 105(c)(2) that the Court may
order a communications common carrier, landlord, custodian or other specified person to furnish
the applicant [the FBI] with all information, facilities or technical assistance necessary to '
accomplish the electronic surveillance in such a manner as will protect its secrecy. In addition,
the Court may order such persons maintain any records concerning the surveillance or the aid
furnished that such person wishes to retain under security procedures approved by the Attorney
General and the Director of Central Intelligence. Subsection 304(c)(2) makes similar provision for
physical searches.

A recurring problem is setvice of the order on service providers or other specified persons
who lack security clearances or, in some cases, the wherewithal to store classified orders
properly. When FISA was originally enacted, the overwhelming bulk of the surveiliance was
simple telephone wirstaps, and there were only a few large communications common carriers
with which to deal. As a result, it was relatively easy to obtain clearances for a security office at a
large carrier to obtain proper access to information and storage facilities. Since then, however,
the large telephone companies have broken up into numerous "baby bells," leading to a
proliferation of the workload involved with background investigations and clearances. In addition,
the advent of the Internet and the concomitant proliferation of Internet service providers have also
added fo investigative and security clearance workloads. :

The security procedures approved by the Attorney General and the Director of Central
Intelligence empower the SAC to authorize disclosure of a classified order on an emergency
basis under circumstances In which such disclosure is necessary to execute the order. As a rule,
the classified information contained In a secondary order is typically limited to identification of the
target -- which information is frequently communicated to the service provider anyway in
preliminary discussion. As a result, showing a service provider the secondary order typically
amounts to disclosure of something he already knows -- the identity of the subject of surveillance.
In & case in which an ongoing relationship is not likely and there is no need for the service
provider to have longterm access to classified information, the SAC may authorize showing the
secondary order to a service provider or other specified person on a one-time basis. It is
recommended that the service provider be offered a "trust receipt” that refates back to the order
by date and docket number and that the field office secure the secondary order. The service
provider should be advised that the order will be made available should the need arise. If needed,
a copy of the security procedures [which are classified] and a model trust receipt may be obtained
from NSLU via Groupwise e-mail.

With regard to the trust receipt, the most common concern expressed by service providers is

the fear of being sued for providing assistance to the FBI. Service providers may bhe advised of
the following provision of subsection 1056}

No csuse of action shall lie in any court against any provider of a wire or
electronic communication service, landlord, custedian, or other person {inctuding
any officer, employee, agent, or other specified person thereof) that furnishes any
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information, facilities, or technical assistance in accordance with a court order or

request for emergency assistance under this Act for electronic surveillance or
physical search.

In addition to this statutory protection from civil liabiiity, if a-service provider were to be sued
for assisting the FBI in conducting electronic surveillance or physrcaf search pursuant {o FISA, the
Bureau would seek the Attorney General's assertion of the State Secrets Privilege [United States
v. Reynolds, 345 U.S. 1 (1963)] to prevent the disclosure of classified rnfermetion that would be
required to sustain such a cause of action. If a figld office is contacfed -by a service provider
about such a situation, NSLU shoufd be notff" ed rmmed;ately '

Coming Aftractions . . .

The gathering of information, including information as 1o the capabilities, intentions and
activities of foreign powers and their agents, wou!d be meaningless without successful’
exploitation of that informationto profect the Unifed States from ho tife aftack and other grave
acts, acts of terrorism, sebotege and clandestine mtemgence activities. Béarmg in mind that the
recurring theme' in various provisions of FISA is the halancing of individual nghts ta pnvacy
agamst the need of the government s need to ecqurre and pro

ot Ry

minimization procedures are cfassrﬂed mfnrmrzetren is not addressed here in deta:l In-addition,
the procedures for "information sharing” promu.’gated by the Attorney General on March 6 and

- modified somewhat by the FISA Court are still subject to judfcrat rovicw, Accordmgfy* pmcedures _

for the shermg of information will be the subject of a separate commuiication.

Top of Page

Last Updated:

63



recipe  Case 1:02-cv-02077-ESH Document 20-5 Filed 03/07/03 Page 73 dt®g ! of 16

AT A

L e T —

OGC INTRANET

1 NSLU HOME | BRANCHES / UNITS { OGC HOME | SEARCH | FEEDBACK |
FISA/info Sharing > FISA Recipe )

“What do | have to do to get a FISA?"

Introduction

This discussion of the Foreign Intefligence Surveillance Act, 50 U.S.C. §§ 1801 et seq., ("FISA”, or "the
statute") provides guidance for seeking authorization to conduct electronic surveillance of physical searches for
foreign intelligence purposes. In response to the basic question, "What do | have to do fo get & FISA? " first, step
back and take a look at the big picture. FISA was enacted to provide a statutory procedure for the government to
obtain court orders authorizing the use of electronic surveillance in the United States for foreign intelligence
purposes. Later, section 807 of the Intelligence Authorization Act for Fiscal Year 1995 (P.L. 103 -359) amended
FISA to authorize the Court to issue warrants for physical searches for foreign intelligence purposes. Accordingly,
FiSA deals with electronic surveillance and physical searches of foreign powers and their agents. If your purpose
is other than the acquisition of foreign intelligence information, as defined by the statute, you're probably in the
wrong forum.

Without going into the historical background of FISA in detail, the impetus for its enactment was largely
concern for the privacy rights of U.S. persons, balanced against the government's need to obtain foreign
intelligence information . As a resull, the statute's treatment of "U.5. persons” and "non-U.S. personsg” is
different. For exampie, in considering this legislation, Congress stated that a U.S. person should be confident that
his government cannot invade his privacy with the most intrusive techniques if he conducts himself lawfuliy and
that, as a matter of public policy, no U.S. person should be targeted for electronic surveillance [or physical search]
absent some showing that he at least “may" violate the law. On the other hand, surveillance pursuant to FISA is
not primarily for the purpose of gathering evidence of a crime, although evidence of a crime may well be acquired
in surveilling persons who engage in the types of activities that define them as agents of foreign powers. As a
result, FISA explicitly recognizes that evidence of a crime may be acquired in the course of surveillance or search
conducted to protect the United States from the clandestine intelligence activities and international terrorist
activities of foreign powers and their agents. Prosecution for a criminal offense is one way to combat such
activities -- but only one way, and not always the best way. “"Doubling” an agent or feeding him false or useless
information are other ways. Monitoring him to discover other agents and their tradecraft can be vitally useful.
Prosecution, while disabling one known agent, may only mean that the foreign power replaces him with one
whom it may take years to discaver or who may never be discovered.

With regard to non-U.S. persons who act in the United States in their official capacities, or who are
members of international terrorist groups, however, no nexus to criminality is required, and they are defined as
agents of foreign powers solely on the basis of their status. In addition, the retention and dissemination of
information concerning non-U.S. persons is signficantly fess regulated that that of U.S. person information.

The FISA Court

FISA authorizes the government to apply to a special "Foreign intelligence Surveillance Court™ ("FISC" or
"F{SA court") for an order approving the use of electronic surveillance or physical search to acquire foreign
intelligence information. Pursuant to an October, 2001, amendment by the USA PATRIQT Act, the FISA Court is
composed of eleven judges designated by the Chief Justice of the United States. Historically, the judges were
chosen from different circuits, but the amendment increasing the number of judges from seven to eleven also
specified that they come from seven of the judicial circuits and that no fewer than three shali reside within 20
miles of the District of Columbia.

Approval of a FISA application requires 2 finding by the court that there is probable cause to believe that the
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target of the proposed surveillance is a "foreign power" or o 7ent of a foreign power," and that the facilities or
ptaces at which the surveillance is directed are used or are au.ut fo be used by that foreign power or agent of a
foreign power. In addition to determining whether there is probable cause to suppori the application, the Court is
also required fo find that procedures proposed in the application to regulate the acquisition, retention and
dissemination of information concerning U.S. persons meet the definition of "minimization procedures " in section
101(h) of the statute. Because the showing that the target of the proposed surveillance or search is a "foreign
power” or an "agent of a foreign power,” the definitions of these terms are particularly important. Other terms are
also important, including "international terrorism " "foreign intelligence information " "electronic surveillance "

“physical search” and “"United States person,”aft of which are defined in section 101 6r 301 of the statute and will
be discussed in detail, infra.

Subsection 105(a) of FISA specifies the findings the court must make before he grants an order approving
the use of electronic surveillance for foreign intelligence purposes. While the issuance of an order is mandatory if
the court finds that all of the requirements of this section are met, the judge has the discretionary power to modify
the order sought, such as with regard to the period of authorization or the minimization procedures fo be
followed. in practice, the FISA Court has found general supervisory powers in this language, and its power to
modify minimization procedures has been used as power to influence or control other aspects of investigations.
This s essentially what the Court did in its April 22 and May 17 orders in construing discussions between
intelligence officials and law enforcement officials about investigative strategies and tactics as "minimization

procedures” that required OIPR attendance to ensure that such discussions did not result in  and in requiring
QIPR be invited to attend.

Probahle Cause . . .

In general terms, FISA deals with “foreign powers" and "agents of foreign powers," and the fundamental
requirement for the Court's granting a FISA application is probable cause to believe that the proposed subject of
surveillance or search is a foreign power or an agent thereof. "Foreign power" includes a foreign government, a
faction of a foreign government; a group engaged in international terrorism; a foreign-based political organization;
or an entity directed and controlled by a foreign government or governments. An "agent of a foreign power”
includes non-resident aliens who act in the United States as officers, members or employees of foreign powers, or
who act on behalf of foreign powers that engage in clandestine intelligence activities in the United States contrary
to the interests of this country. U.S. persons meet the “agent of a foreign power" criteria if they engage in certain
activities for or on behalf of a foreign power which involve, or may involve, certain criminal acts.

Subsection 105(a)(3) provides that in order to issue an order for electronic surveillance, the Court must find
that on the basis of the facts submitted by the applicant there is "probable cause" ta believe that the target of the
electronic survelflance is a foreign power or an agent of a foreign power and that each of the facilities or places at
which the electronic surveillance is directed is being used, or is about to be used, by a foreign power or an agent
of a foreign power. Subsection 304(a)(3) provides for similar findings with regard to physical search. As to both
electronic surveiliance and physical searches, no United States person may be considered a foreign power or an
agent of a foreign power solely on the basis of activities protected by the First Amendment to the Constitution.

Probable cause in the FISA context is similar to, but not the same as, probable cause in criminal cases.
Where a U.S. person is believed to be an agent of a foreign power, there must be probable cause o believe that
he is engaged in certain activities, for or on behalf of a foreign power, which activities involve or may involve a
violation of U.S. criminal law. The phrase "involve or may involve" indicates that the showing of [nexus to]
criminality does not apply to FISA applications in the same way it does to ordinary criminal cases. As a resuit,
there is no showing or finding that a crime has been or is being commiitted, as in the case of a search or seizure
for law enforcement purposes. The activity identified by the government in the FISA context may not yet involve
criminality, but if a reasonable person would believe that such activity is fikely to lead to illegal activities, that,
would suffice. In addition, and with respect to the nexus to criminality required by the definitions of "agent of a

foreign power,” the government need not show probable cause as to each and every element of the crime
involved or about ta be involved.

The determination as to probable cause to believe that a target is engaging in certain activities, or that an
entity is directed and controlled by a foreign government, should take into account the same aspects of refiability
of the government's information as in the ordinary criminal context, including the reliability of any informant, the
circumstances of the informant's knowledge and the age of the information relied upon. On the other hand. not all
of the same strictures with respect to these matters which have developed in the criminal context may be

b
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appropriate in the foreign intelligence context. That is, in the criminal contaxt certain rules have developed or may
develop for judging reliability of information. FISA does not require that the . .7'les” necessarily be apptied to the
probable cause determination. Rather, in judging the reliability of the informa.un presented by the government,
look to the totality of the information and consider its reliability on a case -by-case basis.

In lllinois v. Gates, 462 U.S. 213 {1983), the Supreme Court overruled rigid application of the two -pronged
test for the reliability of an informant set forth in Spinelli v United States, 393 U.S. 410 (1969). Spinelli required
both knowledge of the source of an informant's information as well as information as to the reliability of a source
before his information could used to establish probable cause. Gates acknowledged that it was appropriate to -
consider such factors as instructive, but they should not be applied with mathematical precision. As a result,
Gales stands for a "totality-of-the-circumstances" approach.

Also instructive is the case of Brinegar v. United States, 338 U.S. 160 (1949), which noted that probable
cause is a factual and practical consideration of everyday life on which reasonable and prudent men act, not legal
technicians. At the same time, probable cause is based on a presentation of reliable and corroborated facts, not
mere suspicion,

Simply put, "probable cause" is reason to believe, based on available facts and circumstances, as well as
the logical inferences that can be drawn from them. It is determined by the totality of the facts and circumstances,
as viewed from the perspective of a reasonable person. Probahle cause probability, not certainty, and, thus, is
significantly lower than the "proof bayond a reasonable doubt” necessary to support a criminal conviction. 1tis
also lower than the "preponderance of the evidence" required in most civil cases. '

of a forelgh power, rather than on the g s

engaged in certain activities, and that he is eng; god tn them for 6r on behatfof a foreign power, 'ﬁou"ha'ye '
won most of the battle. o o

No U.S. person may be considered an agent of a foreign power based solety on activities protected by the
First Amendment to the Constitution. This provision is intended to reinforce the congressional intent that lawful
political activities should never be the sole basis for a finding that a U.S. person is a foreign power or an agent
thereof. For example, under the Supreme Court's decision in Brandenburg v. Ohio, 395 U.S. 444 (1969), the
advocacy of viotence, falling short of inciting violence, is protected by the First Amendment. Thus, advocating the
commission of terrorist acts would not, in and of itself, be sufficient to establish probable cause to believe that an
individual or group may be preparing to commit such acts. However, one cannot cloak himself in First
Amendment immunity where he is engaged in clandestine Intetligence activities, terrorism or sabotage. ["The
Constitution is not a suicide pact.”]

. . . Probable Cause to Believe What?

To find probable cause to believe the subject of the surveillance is an "agent of a foreign power," as defined
in subsection 101(b), the court must find that each and every slement of that status exists. {fa U.S. person is
alleged to be acting on behalf of a foreign entity, the court must first find probable cause to believe that that entity
is a "foreign power," as defined in subsection 101(a). There must also be probable cause to believe that the
person is acting "for or on behalf of” that foreign power, as well as prabable cause to believe that the efforts
undertaken by the target on behalif of the foreign power constitute sabotage, international terrorism or clandestine
intelligence activities. Similar findings are required for each element necessary to establish that a U.S. person is
conspiring with or aiding and abetting someone engaged in sabotage, international térrorism or clandestine
intelligence activitias.

The Theory of the Case

The development of a "theory of the case" is a good start ta the FISA process. That is, before asking
FBIHQ for initiation of an application to the FISA Court, the field agent should review the facts of the case to
determine which dafinition of "foreign power” and/or "agent of a foreign power” best matches the information
obtained by the investigation to date. For example, if the subject is a U.S. person who is believed to be knowingly
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the United States, or when such person knawingly aids or abets any personin fhe . ¢t of such
activities or knowingly conspires with any person to engaged in such activities.

This definition does not require a showing that the foreign visitor is in fact engaged in clandestine
intelligence activities. As a practical matter, if a foreign visitor who does not have a track record of activities in the
United States is present in the U.S. for only a limited period of time, and the FBI is limited to the use of less
intrusive techniques, the FB! is not likely to be able to show that he is actually engaged in inteligence or terrorist
activities. He can be characterized as an agent of a foreign power, however, if it can be shown that the foreign
power on whose behalf he acts systematically engages in clandestine intelligence for terrorist] activities that
threaten the security of the United States. it is a demonstration based on probability; i.e., it is not a showing that
the individual foreign visitor is himself currently engaged in clandestine intelligence activities, but that the
circumstances of his presence in the U.S. indicate he may engage in such aclivities because the foreign power for
whom or on whose behalf he acts has demonstrated some pattern or practice of engaging in clandestine
intelligence activities in the United States contrary to U.S. interests.

The phrase “acts for or on behalf of a foreign power" requires a nexus between the individual and the
foreign power that suggests that he is likely to do the bidding of the foreign power. For example, visitors from
totalitarian countries prasent in the United States under the auspices, sponsorship or direction of their government
would satisfy this standard. '

Once the requisite facts with regard to the foreign power are established, the key guestion is whether the
circumstances of the person's presence in the U.S. indicate that he may engage in clandestine intelligence
activities for that foreign power contrary to U.S. interests. The answer may vary according to what is known about
the intelligence or terrorist operations of the particular foreign power. Among the factors that might be taken into
account are whether the foreign visitor engages in activities with respect to which there is evidence that other
visitors who engage in similar activities are officers, agents or acting on behalf of the intelligence setvice of that
foreign power. If the FBI can show from experience that a particular foreign power uses a certain class of visitors
to this country for carrying out secret intelligence assignments, this would indicate that other visitors in this class
may also engage in clandestine intelligence activities.

“May engage in such activities” means that surveillance can be conducted to anticipate clandestine
intelligence activities by such persons, rather than waiting until they have taken place. The additional standards
for aiding and abetting, and conspiracy, require probable cause fo believe that the foreign visitor is knowingly
assisting persons who are already engaged in clandestine intelligence activities. The "knowing” requirements are
the same as in the aiding or abetting and conspiracy standard for U.S. persons.

This provision does not treat nationals of certain countries differently from others solely on the basis of
nationality, and it is not "profiling.” Instead, surveillance of the nationals of certain countries depends on the
activities of the governments of those countries and whether the individual is acting on behalf of the government.

"Any Person" Agent of a Foreign Power
§ 101(b)(2}{A} -- Clandestine Intelligence Gathering Acfivities

Under this definition, an agent of a foreign power is "any person who is knowingly engaged in clandestine
intefligence gathering activities for or on behalf of a foreign power, which activities involve or may involve a
viglation of the criminal laws of the United States.”

The first aspect of this definition is that the subject is engaging in certain activities "knowingly." This does
not mean that he must know that he may be violating a particular federal criminal statute, but that he knows that
what he is deing is clandestine intefligence gathering activities and that he knows that he is doing it for or on
behalf of a foreign power. As state of mind is always difficult to show, knowledge is inferred from the
circumstances. In showing that a person is knowingly engaged in clandestine intelligence gathering activities,
focus on his activities. If, for example, a subject is transmitting classified defense secrets to the military attache of
a foreign embassy, and he knows the information is classified and that his recipient is a military attache, this
would ba sufficient to show that he "knows" that he is acting for or on behalf of a foreign power. Simifarly, if he
has received training in the use of equipment for espionage, e.g., @ microdot camera or disguised radio device,
this would be sufficient to show that he "knows" what he is doing. One who is unwitting to what he is doing, or
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engaged in aiding and abetting an international terrorist, focus on facts that show his activities that aid u.

terrorist, as well as on facts that tend to demonstrate his knowledge that the person he is aiding is an inter..ational
terrorist and that his activities aid that internationat terrorist. If the subject is a non-U.S. person who acts in the
U.S. as an employee of a foreign government, focus on presenting facts that demanstrate that status. In such a
case, a recitation of intelligence activities is not as important as it would be in the case of a U.S. persaon, as to
whom the FBI would have to show facts demonstrating knowing engagement in clandestine intelligence activities.

Itis also helpful to articulate the specific foreign intelligence objectives of the proposed surveillance or
search. In an espionage case, e.g., your objective may be to determine whom an intelligence officer has targeted
for recruitment. Or you may need to know how a government employee Is comimunicating with ‘an-intelligence
officer who is his handler.  Or you may need to determine the identity of a foreign power a spy is working for, how
he obtains access to classified information, whether he is working afone or in concert with others and how he
passes information to'his handler.  In an internationai terrorism case, your objectives may include identifying the
members of the terrorist group or identifying their plans and intentions in order to prevent a terrorist attack.

§ 101(b} — Agent of a foreign power

Probably the single most important aspect of the request for a FISA application is showing that the subject
to be surveilled or searched is an "agent of a foreign power." The definitions of "agent of a foreign power" differ
for U.S. persons and certain hon-resident aliéns, including aliens present inthe United States as tourlsts, visiting
businessmen, exchange visitors, foreign seamen, diplomatic and consular personne! and ilegal aliens, etc.. The
protections afforded such persons are not as great as those afforded U.S. persons. Forexample, inthe case of
non-resident aliens who are agents of foreign powers by virtue of their employment in the U:S, by a foreign
government, there need be no nexus fo criminality, and the certification that accompanies the application is not
subject to judicial review. In addition, there is no requirement to minimize the acquisition, retention and
dissemination of information with respect to non-1.S. persons. U

§ 101(b)(1} -- Non-U.S. Persons Who Are Agents of a Foreign Power by Virtue of'Status

Subsection 101(b)(1)(A) includes in its definition of "agent of a foreign power" nor -U.8. persons who act in

the United States as officers, empioyees or members of a foreign power. Thie most obviaus examples are

diplomats and consular officials. Their very presence is attributable to their-statuﬁ"ése:fn;ﬁ'ldyé-és;_cfftheit:-

governments, and their raison d'etre is to act far or on behalf their gq%rnr_n:e_nt's., Thelag of FISA
VR A e S8 or

points out that Congress considers non-resident aliens who att in the United Sta
members of a foreign power as fikely sources of foreign intelligence or caunterintelligen
definition does not include persons who sérve as officers or employees or are members of ;

home country, but who do not act in t'h_at capacity in _theU_n‘_ité;d States. -

foreign power in their

"Employee” is meant to describe a normal employée-employer rélationship. It doas not encompass foreign
visitors such as professors, lecturers, exchiange students, performers or athistes, aven if in such capacity they are
receiving remuneration or expenses from their home government.

The term ‘member” means an acive, knowing member of a group or organization that is a foreign power. i
does not include mere sympathizers,; feliow-travelers or persons who have merely attended meetings of the group

or organization.. On the other hand, if a person has received terrorist training from a grotip engaged in
international terrorism or fraining in intelligence tradecraft from a foreign organization, this would be substantial
evidence that he was a "member” of such an entity. L o S '

~ Unlike foreign officials, members of infernational terrorist groups do not carry membership cards as
avidence of their status. They do riof have visas or crodentials identifying them as "members" of an IT group or
organization. As aresult, thelr status as members of a group or organization engaged in international tefrorism is
infarred from their activities.

The second nen-U.S. person definition is the so-called “visitor rule.” it includes a non-U.S. person who -

acts for or on behalf of a foreign power which engages in clandestine intelligence activities in the
United States confrary to the interests of the United States, when the circumstances of such
person’s presence in the United States indicate that such person may engage in such activities in
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without knowledge that he is acting for or on behalf of a foreign power, is not an agent of a foreign power, but the
government is not required to prove ignorance if a person engaging in such activities woutd reasonably have
known that he was acting for or on behalf of a foreign power.

Next, the person must be "engaged" in the proscribed activities. Unlike the standard for foreign visitors, the
fact that he "may engage” in such activities some fime in the future is nat sufficient. Far example, if information
shows that a person has recentiy engaged in such activities, this would normally suffice to show probable cause
that he is "engaged.” On the other hand, information that a person engaged in the prohibited activities in the past
might well, depending on the circumstances, be sufficient to show probable cause fo believe that he is still
engaged in such activities. For example, information that a U.S. person was for years a spy for a foreign power
hostile to the United States, but who had dropped out of sight for a few years, would probably be sufficient to

show "probable cause" that he was, having now reappeared, continuing to engage in the clandestine intelligence
activities.

Perhaps the most important element of this definition is "clandestine intelligence gathering activities." Most
clandestine intelligence gathering activities wilt constitute a violation of the various federal criminal laws aimed at
espionage either directly or by failure to register (see, e.g., 18 U.S.C. §§ 792-799, 951, 42 U.S.C. §§ 2272-2278b;
and 50 U.S.C. § 855). The term "clandestine intelligence gathering activities” is intended to mean "espionage” in
common parlance; it is not a legal term of art denoting a particular offense. The term also includes activities that
are directly supportive of espionage, such as maintaining a "safehouse," servicing "letter drops,” running an
"accommodation address," laundering funds, recruiting new agents, infiitrating or exfiltrating agents under cover,
creating false documents for an agent's "cover" or utilizing a radio to receive or transmit instructions or information
by "burst transmission.” The term "clandestine intelligence gathering activities" is intended to mean activities in
which no reasonable person would engage without knowing that society would not condone it.

As the words indicate, the activities must be "clandestine,” i.e., the subject must have made some efforts to
conceal his activities. This does not necessarily mean that the information gathered by the agent must itself be
secret or nonpublic, although this is usually the case. It is possible that a person might be asked to obtain
information that is publicly available, but which a foreign power would not want known it was seeking. If he used
false identification or ruse to obfain the information and then delivered the information by means of a microdot
hidden in a magazine left at a "dead drop,” both the means by which he gathered the information and the means
by which he transmitted it would be "clandestine," even though the information itself might not be secret. The FBI
may surveil such a person, even if the information he is collecting is not classified, because his activities identify
hirn as an agent of a foreign power. By monitoring his contacts, their equipment and modus operandi, the F£Bi
can learn valuable information concerning the tactics, capabilities and personnel of the forelgn intelligence
service.

"Clandestine intelligence gathering activities" are intended to be conduct of a nature associated with spies
and espionage in its generic sense, but the term is supposed to be flexible with respect to what is being gathered
because intelligence pricrities and requirements differ between nations and over time. Obviously, gathering
classified defense information, information about inteligence sources and methods and classified foreign relations
information qualifies as "clandestine intelligence gathering activities" if it is done in a clandestine manner. Foreign
powers also target American technology and trade secrets, economic developments, political information and
even personal information for purposes of blackmail or other coercion, so that attempts to collect such information
may also be "clandestine intelligence gatheting activities.”

It is possible, although unlikely, that some peopte might come close to using espionage techniques for
otherwise lawful purposes. Thus, the definition requires that the person be engaged in clandestine intelligence
gathering activities "for or on behalf of a foreign power." The fact that a person gathers information and transmits
it fo a foreign power does not, by itself, satisfy the requirements of this definition, as people may legitimately
gather information for foreign powers. Registered lobbyists, e.g., often do, but their activity, if legitimate, does not
utifize the tradecraft of espionage or clandestine methods, to do so. This means that the FBI must show probable
cause fo believe that the person is not only engaged in clandestine infelligence gathering activities, but that he is
doing so for or on behalf of a foreign power. Thus, showing that a person is stealing defense secrets and using a
“dead drop" to pass them on is not enough; it must be shown that he is doing so for a foreign power.

The FB! must show that there is probable cause to believe that a subject is engaged in activity that at least
"may" violate a federal criminal statute. As noted above, it is expected that most persons under this definition
would be likely to violate laws directed against espionage. There are other laws, however, that might be violated,
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such as interstate transportation of stolen property or the Export Administration Act. The crime involved might be
one of several violations depending, for example, upon the nature of the information heing gathered.

The words “may involve™ are intended to encompass clandestine intelligence gathering activities that may,
as an integral part of such activities, involve a violation of federal law. They cover the situation in which the FBI
cannot establish probable cause to believe that a foreign agent's activities involve a specific criminal act, but
where there are specific and articulable facts to indicate that a crime may be involved. The circumstances might
be such as to indicate that the activity may involve a crime. The term "may involve" requires only limited
information regarding the crime involved, such that electronic surveiilance may be permissible at some point prior
to the time a crime, e.g., the passage of classified documents, actually occurs. There need not be a current or
imminent violation of law if there is probable cause to believe that criminal acts may be committed.

In applying this standard, the FISA Court takes all the known relevant circumstances into account, e.g., who
the subject is, where he is employed, whether he has access to classified or other sensitive information, the
nature of clandestine meetings or other clandestine activity, the method of transmission and whether there are
innocent explanations for the behavior. The circurmstances must not merely be suspicious, but must be of such a
nature to lead a reasonable man to conclude that the activity may involve a federal criminal violation.

Again, a nexus to a foreign power is absolutely necessary. Surveillance would not be authorized against a
reporter merely because he gathers information for publication in a newspaper, even if the information were
classified. Nor would it be authorized against a government employee who reveals secrets to a reporter or in a
book for the purpose of inferming the public. This definition would not authorize surveillance of ethnic Americans
whao lawfully gather political information and perhaps even lawfully share it with the foreign government of their
national origin. Nor would it apply to lawful activities to lobby, influence or inform members of Congress or the
Administration to take certain positions with respect to foreign or domestic concerns. Nor would it apply to lawfui
gathering. of information prepatory to such lawful activities. It is the combination of (1) cbtaining in clandestine
fashion (2) information that is necessary to the defense or security of the United States (3) for or on behalf of a
foreign power that makes FISA surveillance

in the case of an organization whose leaders are engaged in clandestine intelligence gathering activities,
such activity cannot necessarily be attributed to every member of the group. There must he probable cause to
helieve that a particular member is himself engaged in such activity before electronic surveillance targeted against
him may be authorized.

Because the standard under this definition requires that a person knowingly engage in activities for or on
behalf of a foreign power, problems can arise in a situation in which a person is “turned” or "doubted," i.e., after
having started out as an agent for a foreign power, he is persuaded to work for the United States. The standard is
not met if the person is in fact working for the U.S. and not for the foreign power. There may be doubt, however,
as to whether he is actually under U.S. control or that of a foreigh power, making it unclear as to which side is
deceiving which. The fact that a supposedly "doubled” agent carries out his assignments and instructions from
the U.S. Government does not necessarily mean that he has stopped carrying out those of the foreign power. It is
not necessary, therefore, that a surveillance, once authorized, be discontinued when the agent may have been
“doubled." Rather, surveillance may continue until such time as the "doubled” agent is trusted enough to saek his
consent to surveillance.

§ 101(b}(2)}(B} -- "Other Clandestine Intelligence Activities”

Subsection 101(b)}(2)(B) defines agent of a foreign power as a person who pursuant to the direction of an
intelligence service or network of a foreign power knowingly engages in "other clandestine intelligence activities"
for or on behalf of such foreign power, which activities involve ar are about to involve a violation of the criminal
statutes of the United States. ["Other” refers to other than clandestine intelligence gathering activities.]

The term refers to covert actions by inteiligence services of foreign powers. Not only do foreign powers
angage in spying in the United States to abtain information, they also engage in activities that are intended to
harm U.S. security by affecting the course of government, the course of public opinion or the activities of
individuals. Such activities may include political action {recruiting, bribery or influencing public officiats to act in
favor of the foreign power), disguised propaganda (including the planting of false or misleading articies or stories)
and harassment, intimidation or even assassination of individuals who oppose the foreign power. Such activity
can undermine democratic institutions as well as directly threaten the peace and safety of U.S. citizens.

X
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There may be a narrow line between clandestine intelligence activities and lawfut activities undertaken by
U.S. persons in the exercise of First Amendment rights. To avoid crossing that tine, this definition requires that
the person be shown to be acting “"pursuant to the direction of an intefligence service or network of a foreign
power." [No such showing is required for the other definitions of agent of a foreign power.] U.S. persons may
well communicate with a foreign government to obtain information about that government's country or to discuss
travel to that country, but such contacts are not necessarily "clandestine intefligence activities” and are not
covered by this definition.

The activities engaged in must involve, or be about to involve, a violation of federal criminal law. This is
higher than the "may” involve standard found in other definitions. In this area, where there is a narrow line
between protected First Amendment activity and the activity giving rise to surveillance, it is important that the
activity be such that it involves or is about to involve a violation of a federal criminal statute.

There are a number of crimes that might be involved in covert action, e.g., bribery of public officials,
campaign law violations, foreign agent registration requirements, denial of civil rights, et cetera . itis important to
note, however, that such a criminal vialation does not necessarily establish that a person is engaged in "other
clandestine intefligence activity." Americans, through ignorance or inadvertence, may well technically violate
campaign law requirements or foreign agent registration requirements, but to satisfy the requirements of the
definition, it is necessary to show, separately from the criminal viotation, probable cause to believe that the person
is knowingly engaged in any other clandestine intelligence activities for or on behalf of such foreign power,
pursuant to the direction of an intelligence service or network of a foreign power.

§ 101(b)(2)(C} - Sabota

{C} ge or Terrorism

=

Subsection 101(b)(2)(C) allows electronic surveillance or physical search of any person, including a U.S.
person, who knowingly engages in sabotage or international terrorism, or activities in preparation therefor, for or
on behalf of a foreign power. The terms “sabotage” and "international terrorism” are defined separately and
require a showing of criminal activity. Mere sympathy for, identity of interest with or vocal support for the goals of
a foreign group, even a foreign-based terrorist group, is not sufficient to justify surveillance under this
subparagraph. The term "activities that are in preparation [for]" sabotage or international terrorism is intended to
encompass activities supportive of acts of serious violence -- for example, purchase or surreptitious impartation
into the United States of explosives, planning for assassinations or financing of or training for such activities.
Other activities supportive of terrorist acts could likewise satisfy this standard. The circumstances must be such
as would lead a reasonable person to conclude that the subject is knowingly engaged in activities that are in
preparation for sabotage or terrorism.

The term "preparation” does not mean preparation for a specific terrorist act. Because the definition of
"international terrorism" speaks of a range of acts, and "preparation” as used here takes its meaning from the
context of the definition of "international terrorism," it could reasonably be interpreted to include, e.g. , providing
the personnel, training, funding or other means for the commission of acts of terrorism, rather than participating in
a particular bombing. This provision also permits electronic surveiliance or physical search at a time before the
danger sought to be prevented -- whather a kidnaping, bombing or hijacking -- actuatly occurs.

The "preparation” standard allows surveillance where the government cannot estfablish that an individual
has afready knowingly engaged in an act of sabotage or terrorism, but there are sufficient specific and articulable
facts fo indicate that his activities are in preparation for such acts. The clrcumstances must be such as woutld
lead a reasonable person to conclude that the subject is knowingly engaged in activities that are in preparation for
sabotage or terrorism.

it should be noted that the "preparation” standard need apply only where there is insufficient information to
show that the subject is, in fact, a terrorist. Where the FBI can show that the subject is a known international
terrorist, such as the notorious "Carlos," or that he has been engaging in international terrorism for or on behalf of
a group engaged in international terrorism, there is no need to show that he is in the act of preparing for further
terrorist acts. In some cases, immediate arrest may not be possible, such as situations in which the subject may
not have violated U.S. law, even though he may have murdered hundreds of persons abroad. In other cases it
may be more fruitful to monitor the subject’s activities in the United States to idenfify otherwise unknown terrorists
located here, their international support structure and the locations of weapons or explosives. If a person who
has engaged in infernational terrorism visits the U.S. or resides in the U.S., the FBI should be able to utilize
electronic surveillance to monitor his activities, whether or not there is information showing that he is presently
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planning some particular violent act.

Finally, a subject targeted for surveillance under this definition must be shown to have a knowing
connection with the foreign power for whom he is working. in most cases of international terrorism, this
connection will be shown to exist with a group engaged in international terrorism. The case may arise in which a
U.S. person is acting for or on behalf of such a group that is substantially composed of U.S. persons. In such a
case, the Court must examine the circumstances carefully in order to determine whether the organization is “a
group engaged in international terrorism,” as defined, and not a purely domastic group engaged in domestic
terrorism. [Domestic terrorism is handled under criminal law processes, &.g., Title H! of the Omnibus Crime
Control and Safe Streets Act of 1968, Title 18, U.S. Code, chapter-118, and the AG Guidelines for General
Crimes.]

§101(b)(2}(D) -- Entering the U.S. under a False or Fraudulent [dentity

This definition includes any persan who knowingly enters the United States under a false or fraudulent
identity for or on behalf of a foreign power or, while in the United States, knowingly assumes a false or fraudulent
identity for or on behalf of a foreign power. The most obvious example would be the “legal" who enters the
United States under an assumed name and using a "legend" based on the vital statistics of a rea! person, usyally
dead. itwould also include a person who enters the United States lawfully, then assumes a false identity,
provided assuming such a false identity is done for or on behalf of a foreign power,

§7101(b)(2)(E) - Aiding, Abetting and Conspiracy

This definition includes any person, including a U.S. person, who knowlngly aids or abets any person in the
conduct of activities described in the preceding subsections, or knowingly conspires with any person to engage in
such acfivities. The knowledge requirement is applicable to both the status of the person being aided and the
nature of the activity being promoted. This means the FBI must establish probable cause to believe that the
subject knows both that the person with whom he is conspiring or whom he is alding or abstting s engaged in the
described activities as an agent of a foreign power and that his own conduct is assisting or furthering such
activities. The innocent dupe who unwittingly aids a foreign intelligence officer cannot be targeted under this
provision.

in the case of a subject believed to be aiding or abetting persons engaged in international terrorism, the
subject might be assisting a group engaged in both fawful political activity and unlawful ferrorist acts. Insuch a
case, it would be necessary to gstablish probable cause to tielieve that he was aware of the terrorist activities
undertaken by the group and was knowingly furthering them, not merely that he was aware of and furthering the
group’s lawful activity.

Verification Procedures
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FISA Court's Rule 11

By order dated May 17, 2002, the FISA Caourt promu gate{i "Rule 11, Cnmma investigations in FISA
Cases™

All FISA applications stiall include informative déscriptidns of any'qngoéng criminat ih\tesfigaﬁoﬂs of
FISA targets, as well as the substance of any consultations between the FBl and criminal
prosecutors at the Department of Justice or a United States Atforney's Office.

Rule 11 formalizes the reguirement for descriptions of any ongoing criminal investigation, an issue that was
addressed in the “verification procedures” dated April 5, 2001. Then Rule 11 adds the requirement to describe
the substance of any consultations between the FBI and criminal prosecutors at DOJ or a Unfted States
Atforney's Office. The scope and degree of such consultaticns have profiferated significantly since promulgation
of the AG's meme on information sharing on March 6, 2002, and access by prosecutors
and to case files on intelligence investigations has reached unprecedented proportion
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Certification

Subsection 104(a)(7) of FISA requires a certification by the Assistant to the President for National Security
Affairs — or other Executive Branch official designated by the President from among those officials employed in
the area of national security or defense and appointed by the President with the advice and consent of the
Senate. The designated presidential advisor is the only one specifically provided for in the statute. By Executive
Orders 12139 and 12949 the President has alsa designated the Director (and Deputy) of Central intelligence, the
Secretary (and Deputy) of Defense, the Secretary (and Deputy) of State and the Director of the FBL. Note that the
Deputy Director of the FBI is conspicuously absent -- the Deputy Director is typically a career Special Agent rather
than an official appointed by the President with the advice and consent of the Senate and therefore does not meet
- the statulory prerequisites.

Foreign Intelligence Information

The certification consists of five elements, the first of which is that the official making the certification deems
the information sought to be foreign intelligence information. If you relate these officials and their functions to the
definition of "foreign intelligence information” in section 101{e) of the statute, there is a certain attraction of logic in
their selection. Under subseaction 101(e)}(1), "foreign intelligence infarmation" means information that relates to
[or, if concerning a United States person, is necessary (o] the ability of the United States to protect against (a)
actual or potential attack or other grave hostile acts of a foreign power or an agent of & foreign power; (b)
sabotage or international terrorism by a foreign power or an agent of a foreign power, or (¢} clandestine
intelligence activities by an intelligence service or network of a foreign power or by an agent of & foreign power.
These elements-go to the classic counterintefligence and counterterrorism functions of the ClA and the FBI,

Under subsection 101{(e}(2). the definition of "foreign intelligence information” includes information with
respect to a foreign power or foraign territory that relates to {or, if concerning a United States person, is necessary
to] (a) the national defense or the security or (B) the conduct of the foreign affairs of the United States. These
elements implicate the missions and functions of the Secretary of Defense and the Secretary of State.

Under the scheme sat up by Executive Order 12333, the Assistant to the President for National Security
Affairs (the "National Security Advisor"} is the senior Executive Branch official in the Intelligence Community and
has interests in aff of these matters.

The requirement that the certifier deems the information sought to be “foreign intelligence information® is
designed to ensure that a senior official with responsibilities in the area of national security reviews the
determination made at lower levels of the Executive Branch that the information scught is foreign intelligence
information. The intent of FISA is ensure that the certifier carefully considers the substance of cases before him
and does not simply sign off on boilerplate language. This prevents targeting a foreign power for electronic
surveillance when the true purpose is to gather information about an individual for other than foreign intelligence
purposes. [t is also designed to make explicit that 2 significant purpose of such surveiflance is to obtain "foreign
intelligence information” as defined, rather than some other type of information. The cerifier similarty must
explain in his affidavit why the information cannot be obtained through less intrusive techniques. This
requirement is particutarly important when U.S. persons are the targets of survelilance or search.
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The second element of the certh.s,;;‘.on is that "a significant purpose" of the surveillance or search is to
obtain foreign intelligence information. Since the ohjective in enacting the statute is to provide a statutory
procedure for the government to obtain a judicial order for electronic surveillance or physical search for foreign
intelligence purposes, the “"purpose” aspect of the certification is extremely important. The majority of pre -FISA
caselaw had recognized a “national security exception” to the warrant requirement of the Fourth Amendment. In
determining whether the cases before them should be accorded that exception, the courts tended to focus on
whether the collection of foreign intelligence information was the "primary” purpose of the surveiliance. In the
case of Humphrey and Truong the trial judge concluded that the fruits of electronic surveillance and physicai
searches conducted without a warrant were admissible under the Fourth Amendmént, provided those
surveillances and searches had been conducted for a fareign intelligence purpose. The measure by which he
determined purpose was direction and control of the surveillance, or investigation. So long as special agents of
the FBI who normally investigated inteliigence activities were directing and controlling the investigation, he
construed the information as having been obtained for a foreign inteliigence purpose. Conversely, when DOJ
prosecutors began to write prosecutive memoranda and to control the direction of the investigation, he concluded
that the information had been obtained for the purpose of prosecution and, accordingly, was inadmissible since it
had been obtained without a warrant.

When FISA was enacted, it required that "the purpose” of the surveillance be o obtain foreign infelligence
information. Based on experience with pre-FISA caselaw, the government's practice before the Foreign
Intelligence Surveillance Court has been to construe "the purpose” as "primary purpose” and to determine
purpose by following a procedure similar to that adopted in Humphrey and Truong. A reading of the legistative
history of FISA suggests that subsection 104(a)(7) was intended to replace the Humphrey—Truong test with the
accountable official's certification that the purpose of the surveillance or search is to acquire foreign intelligence
information, as defined. The USA PATRIOT Act amended FISA to require that obtaining foreign intelligence
information be a "significant” purpose of the surveilance or search. While there is a dearth of legislative history of
this amendment, it would appear that the Congress intended to rectify perceived lapses in the government's
handling of certain counterintelligence investigations with regard to the determination of probable cause to believe
that he was an agent of a foreign power and to steer the government -- as well as the Foreign Intelligence
Surveillance Court -- toward the statutory scheme of relying an the certification for determining purpose.

The information required by the FISC's Rule 11 is fargely a recitation of criminal justice pursuits and
appears to follow the pre-enactment practice of determining purpose through an examination of direction and
control of the investigation. The Court's position in this regard was reiferated in its opinlons of April 22 and May
17, 2002, regarding the AG's March 6, 2002, memo on information sharing. The certification required by
subsection 104(a)(7) is not so much an analysis of direction and control as an affirmation of the intelligence
objectives of the survelllance or search. The point for field agents to understand is that In submitting a request for
initiation of FISA surveillance or search, it is important to articulate the specific intefligence objectives of the
requested FISA coverage. F.g., in an espionage case, those objectives might include identification of a subject's
handler, or his tradecraft in servicing dead-drops or how he obtains access to classified information. In the case of
a terrorism subject, the objectives of the surveillance might be to learn the extent of the subject's relationship with
an international terrorist group. To ensure that the Director has a proper basis for making this certification, NSLU
recommends that any communication to HQ requesting application to the Court for authorization to use a FISA
technique should both articulate the intelligence objectives to be achieved through the use of FISA techniques
and, to satisfy requirements imposed by the Court, describe any criminat aspect of the investigation in sufficient

detail to determine that intelligence officials and not law enforcement officials are directing and controlling the use
of FISA technigques.

Not Reasonably Obtainable by Other Means

The third element of the certification is that the information sought cannot reasonably be obtained by
normal investigative technigques. Thers is not much legislative guidance on this requirement, but, in general
terms, it appears to is based on the genera!l principle -- subsequently reiterated in Executive Order 12333 -- that
the Intelligence Community should respect individual privacy rights by conducting intelligence activities using the
least intrusive technigues feasible. Thus, it would appear that, due to their intrusiveness, Congress intended
FISA technigues should be a last -- rather than first -- resort. In most instances, this requirement can be satisfied
by the fact that only surveillance or search of the kind authorized pursuant to FISA can adequately obtain the
information sought. For example, if more visible or detectable means of surveillance were utilized, the subject
wauld likely change his means of communication to something less susceptible of surveillance.

o)
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Category of Foreign Intelligence Information Se-~ht

The fourth aspect of the certification is designation of the type of foreign intelligence information being
sought according to the categories described in section 101(e) of the statute, whether one of the kinds of ‘
counterintelligence information defined in subsection 101(e)(1), or of positive intelligence as defined in subsection
101(e}2).

Basis for Certification

The final part of the certification is a statement of the basis for the certification as to the third and fourth
elements, i.e., that the information sought is the type of foreign intelligence information designated, and that such
information cannot reasonably be obtained by normal investigative techniques. Usually this is based on the
results of the FBI's investigation ta date. A presentation of facts relevant to this issue might follow a logicatl flow of
relating the activities of the target that make him an "agent of a foreign power” as defined in subsection 101(b) to
the appropriate definition of "foreign intelligence information" in subsection 101{e), coupled with & discussion of
the technique that would be necessary to obtain that kind of intelligence information. This element of the
certification is not required when the target of the electronic surveillance is a foreign power as defined in
subsection 801(a)(1), (2) or (3), i.e., a foreign government or component thereof; a faction of a foreign nation not
substantially composed of United States persons; or an entity that is openly acknowledged by a foreign
government or governments to be directed and controlied by such foreign govemment or governments.

Duration

The general rule is that the FISC may approve electronic surveillance for the period necessary to achieve
its purpose, or for 90 days, whichever is less. There are certain exceptions. Electronic surveillance of a foreign
power as defined in section 101{a)(1), (2) or (3) may be authorized for up to one year. Electronic surveillance of a
foreign agent as defined in section 101(b){1)(A) may be for the period specified in the application or for 120 days,
whichever is less. Upon renewal, surveillance of a 101(b)(1){A) agent of a foreign power may be for a period not
to exceed one year.

An order authorizing physical search may be approved for the pericd necessary to achieve its purpose, or
for 80 days, whichever is less. As with electronic surveillance, there are exceptions. Physical search of a foreign
power, as defined in 101(a)(1), (2) or (3), may be authorized for the period specified in the application or for one
year, whichever is less, and physicai search of a section 101(b){1){A) agent of a foreign power may be authorized
for the period specified in the application or for 120 days, whichever is less. An extension may be granted for a
period not to exceed one year if the judge finds probable cause fo believe that no property of any individual United
States person will be acquired during the period in which search is authorized.

It is important to ensure that surveillance or searches adhere to the timelines specified in the orders. For
one thing, the length of time involved in drafting a FISA application and preparing it for presentation to the Court
requires that requests for renewal be forwarded in timely fashion. You cannot wait until two weeks before an
order expires to submit a request for the next one. ltis also imperative that actual surveillance or search not
occur beyond the period of authorization specified in the order. if surveillance should overrun the period of
authortzation, any unauthorized "take™ must be sequestered and forwarded to the Office of [ntelligence Policy and
Review, via the substantive unit at FRIHQ, for submission te the Foreign intelligence Surveillance Court, The
overrun must also be reported by electronic communication {o the inspection Management Unit of the Inspection
Division within 14 days of discovery of the error. [See section 2-56.E of the National Foreign Intelligence Program
Manual.]

Misceflanaous Considerafions

Getting an order from the Courl is only the beginning of the successful administration of the authorities
granted pursuant to FISA. Among the practical considerations that should attend implementation of a FISA order
is ensuring that the "premises” being surveilled are those named in the order. For example, itis important to
ensure that telephone coverage is on the right telephone line. Clues that something is amiss might inctude the
fact that intercepted communications are in a language other than that expected. Or the information obtained
might appear to be non-pertinent to the intelligence objectives of the surveillance.

Ve
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in cases of physical search, the Court typically requires a.«. "y the federal officer executing the search.
The return is essentially a report o the Court of the circumstances u..aer which the search was conducted and
the information or tangible items seized. It is common for the Court to require a return within twenty-one (21)
days of the execution of a search, but 21 days is not necessarily appiicable to all cases, so it is important to note
the specific requirements of individual orders.

Another pragtical consideration is the provision of subsection 105(c)(2) that the Court may order a
communications common carrier, landlord, custodian or other specified person to furnish the applicant [the FBI
with all information, facilities or technical assistance necessary to accomplish the electronic surveillance in such a
manner as will protect its secrecy. in addition, the Court may order such persons maintain any records
concerning the surveiliance or the aid furnished that such person wishes to retain under security procedures
approved by the Attorney General and the Director of Central Intelligence. Subsection 304(c)(2) makes similar
provision for physical searches. '

A recurring problem is service of the order on service providers or other specified persons who lack security
clearances or, in some cases, the wherewithal to stere classified orders properly. When FISA was originally
enacted, the overwhelming butk of the surveillance was simple tefephone wiretaps, and there were only a few
large communications commaon carriers with which to deal. As a rasult, it was refatively easy to obtain clearances
for a security office at a large carrier fo obtain proper access to information and storage facilities. Since then,
however, the large telephone companies have broken up inte numerous "baby bells,” {eading to a proliferation of
the workload Involved with background investigations and clearances. In addition, the advent of the Internet and
the concomitant proliferation of internet service providers have also added to investigative and security clearance

rled e e ol
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The security procedures approved by the Attorney General and the Director of Central Intelligence
empower the SAC to authorize disclosure of a classified order on an emergency basis under circumstances in
which such disciosure is necessary to execute the order. As a rule, the classified information contairied in a
secondary order is typically limited to identification of the target -- which information is frequently communicated to
the service provider anyway in preliminary discussion. As a result, showing a service provider the secondary
arder typically amounts to disclosure of something he already knows — the identity of the subject of surveillance.
In a case in which an ongoing relationship is not likely and there is no need for the service provider to have
longterm access to classified information, the SAC may authorize showing the secondary order to a service
provider or other specified person on a one-time basis. 1t is recommended that the service provider be offered a
“trust receipt" that relates back to the order by date and docket number and that the field office secure the
sacondary order. The service provider should be advised that the order will be made availabla should the need
arisa. If needed, a copy of the security procedures [which are classified] and a mode! trust receipt may be
obtained from NSLU via Groupwise e-mail.

With regard to the trust receipt, the most common concern expressed by service providers is the fear of
being sued for providing assistance to the FBI. Service providers may be advised of the following provision of
subsection 105(i): :

Mo cause of action shall lie in any court against any provider of a wire or efectronic communication
service, landlord, custodian, or other person (including any officer, employee, agent, or other
specified person thereof) that furnishes any information, facilities, or technical assistance in
accordance with a court order or request for emergency assistance under this Act for electronic
surveillance or physical search.

In addition to this statutory protection from civil liability, if a service provider were to be sued for assisting
the FBI in conducting electronic surveillance or physical search pursuant to FISA, the Bureau would seek the
Attorney General's assertion of the Sfate Secrets Privilege [United Sfates v. Reynolds, 345 U.5. 1 (1953)] to
prevent the disclosure of classified information that would be required to sustain such a cause of action. If a field

office is contacted by a service provider about such a situation, NSLU should be notified immediately.

Coming Aftractions . . .

The gathering of information, including information as to the capabilities, intentions and activities of foreign
powers and their agents, would be meaningless without successiul exploitation of that information to protect the
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United States from hostile attack and other grave acts, acts of terrorism, sahotage  .J clandestine intelligence
activities. Bearing in mind that the recurring theme in various provisions of FISA is the balancing of individuai
rights to privacy against the need of the government's need to acquire and produce foreign intelligence
information, FISA creates a heavy burden with regard to managing the acquisition, retention and dissemination of
U.S. person information. In sum, this is the process of "minimization." As most minimization procedures are
classified, minimization is not addressed here in detail. In addition, the procedures for "information sharing”
promulgated by the Attorney General on March 6 and modified somewhat by the FISA Court are still subject to

judicial review. Accordingly, procedures for the sharing of information will be the subject of a separate
communication. .

Top of Page

Last Updated: Thursday, September 12, 2002
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EXHIBIT 111



Case. 1:02-cv-02077-ESH Document 20-6 Filed 03/07/03 Page 2 of 2

STORED WIRE & ELECTRONIL MM

NICATIONS

QUICK REFERENCE GUIDE
(REFLECTING 2001 UPDATES FROM P.L. 107-56, USA PATRIOT ACT)

Voluntary Disclosure
Mowed?

Pulilie

Non-Poblic

Mechanisms to Compel
Disclosure

Publie

Provider |

Non-I'ablig
_ Provider

: No, unless Yes Suhpoe'na_; Subpoena;
.'“'Hil‘ suliseriber §2702(c) 2703(d) order; or 2703(d) order; or
" t'ls;imll & .hillili"‘ exception applies search warrant search warrant
information’ ’ 5 2703(0)2)1
[§ 2702(2)(3)) [§ 2702(a)(3)] (§ 2703(c)(2)) 1§ 27012
Mo, unless Yes 27C3(d) order or 2703{¢) order or
QOther §2702(c) search warrant search wasrant
LODERRITEIINY M| cxception applies
Atcaut-reennls— .
- il 15 2702(2)(3)) £ 2702(a)(3}] [§ 2703(c)(1)] [§ 2703(c)(1))
' ) No, unlesy Yes Subpoena with SubMa;
Retrievedd § 2702(b) notice: 2703(d) BCPA doesn’t
communicitiony] SR order with notics; apply
andd content of or search warrant
Oher stored Files 1§ 2702(2)(2) and
(8 2702(a)(2)] §2711(2)] [§ 2703(b)] [§2711(2)]
 Unrelrieved No, unless Yes Subpoenea with Subpoena with
communications} § 2702(b) notice; 2703(d) notice; 2703(d)
(in elevironic I exception appies order with notice; | order with notice:
| turige mor than or search warrant or Ezasch warrant
180 dhayy) [§ 2702(a)(1)] {§ 2702¢a)(1Y) [8 2703(a,b)] [§ 2703(a,b))
Unretrieved No, unless Yes Search warrant Search warrant
comnpnications, § 2702(b) :
{in vlectronie exception applies
age 180 duyy
(8 2702{a)(1)] {§ 2702¢a)(1)) (§ 2703(2)) [§ 2703(2)]

T See I§US.C. § 2703(c)2) for listing of information covered. For iclephone communications, the section ‘
icludes, among other records, local and fong distance connection records. For Internet connections, the section

includes, among others, records of session times and durations, and IP address assigned to the user during the
Session.

¥ Includes the content of voige communications.

~
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Exemption (b)(1) Narratives
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DESCRIFPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Numbers: 1 and 2
Subject: FISA

Date of Document: 2/4/2003

Total Number of Pages: 2

Total Number of Pages Containing
National Security Informatiom: 2

Description of Document: FISA Report

Justification of Deletions

The classified information withheld in this document is
contained within the bracketed portions on page 1 and on page 2,

(pages 1 and 2). The information withheld is a listing of Court

authorized FISAs active within a specific time frame. The list
identifies the specific target of each FISA; the file number
assigned to each Foreign Counterintelligence/International
Terrorism (FCI/IT)investigatioﬁ involving the FISA; the specific
field office or office of origin where the investigation is on-
going; the authorization and expiration dates of each listed
FISA; and the total number of FISAs.

The FBI conducts FCI/IT investigations to determine
whether a foreign intelligence officer or agent or iﬁternational
terrorist group is seeking to infiltrate an organization in order

to influence or control it. In addition, FCI/IT investigations
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are conducted to determine whether an organization or group
substantially composed of U.S. persons (citizen or resident
aliens) is acting for or on behalf of a foreign power. Disclosure
of a target or of the existence of the FISA would reveal the
FBI‘s intelligence activity and method.

A file number that ig assigned to a specific
intelligence activity and identifies channelization/dissemination
instructions for information identifiable with the intelligence
activity. Individual file numbers are assigned by FBI
Headquarters ("FBTIHQ") and field offices and contain the
geographical prefix or the originating cffice, and the case
number, which includes the numerical characterizaticn of the type
of investigation followed by a chronological number indicating
the number assigned to a specific investigation/activity. A
disclosure of the intelligence activity file numbers can lead to
the exposure of actual current intelligence activities or
operations.

The office of origin is the FBI‘g field office that
instituted the original investigation regarding the individual or
organization of national security interest. Disclosure of this
information could reveal the scope and thrust cf the FBI's
intelligence activities and methods directed at specific targets
of natiocnal security interest within a specific time frame.

It is my determination that the release of any portion
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of the informatiocn classified and withheld in this document could
reasonably be expected to cause serious damage to the national
security, as it would: (1) reveal the existence, methodology, and
time frame of the FBI counterintelligence activities directed at
specific targets of national security interest (2) reveal the
nature, objective, and requirements, and sceope of a specific FBI
counterintelligence activity or method; (3} disclose the
intelligence-gathering capabilitiés of the activity or method and
(4) provide an assessment of the intelligence source penetraticn
during a specific period of time. The release of this
information could permit hostile governments to accurately
evaluate the FBI's counterintelligence capabilities within
specific areas and during a particular time frame. This would
provide hostile agents with an evaluation of hostile intelligence
plans and programs that have or have not been compromised and
allow them to devise countermeasures to circumvent these
intelligence activities and render them useless in providing
intelligence information, as well as make present and prospective
U.5. counterintelligence operations more difficult if not
impossible. This would severely disrupt the FBI's intelligence
gathering capabilities and advergely impact the national defense.
Thig information is properly classified at the “Secret” level and
withheld pursuant to E.C. 12,658, Séction 1.5 {(c)}. BSee Second

Declaration of Christine Kiefer ("Second Kiefer Declaration"), 99
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27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; PAGE NUMBERS: 2 and 4
Subject: PEN REGISTERS SINCE 10/26/2001
Date of Document: 2/05/2003

Total Number of Pages: 2

Total Number of Pages Containing
National Security Information: 2

Description of Document: Report listing the total number of
Pen Registers issued since 10/26/2001:

Justificaticon of Deletions

The classified information withheld in thiz document is

contained within the bracketed portions contained on pages 1 and

2, (pages 3 and 4). The withheld information identifies project

numbers, which are numbers chronologically assigned to each
request by the field offices to FBI Headguarters National
Security Law Unit ("NSLU") for the issuance of a pen register and

the “Completed Date”, which is the completion date of the pen

regigter. The withheld information also contains the total
number of pen register’s issued since 10/26/2001. The release of
this informaticn could reveal the scope and thrust of the FBI's
intelligence activities and methods directed at specific targets
of national security interest within‘a specific time frame,.

It is my determination that the disclosure of this
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classified information could reasonably be expected to cause
serious damage to the national security, as it would: (1) reveal
the existence, methodology, and time frame of FBI
counterintelligence activitiesg directed at a specific targets of
national security {2) reveal the nature, cbjective, regquirements,
and scope of a specific FBI counterintelligence activity, (3)
disclose the intelligence-gathering capabilities of the activity,
and (4) provide an assessment of the intelligence scurce
penetration during a specific period of time. The release of
this information could permit hostile governments to accurately
evaluate the FBI's counterintelligence capabilities during a
particular time frame, and an evaluation of hostile intelligence
plans and programs that have or have not been compromised. This
would allow hostile agents to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. Thig would severely digsrupt the
FBI's intelligence gathering capabilities and adversely impact
the naticnal defense. This information is properly classified at
the “Secret” level and withheld pursuant to ETQ' 12,958, Secticon

1.5 (c). BSee Second Kiefer Declaraticn, Y9 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFCRMATION

Exhibit: I; Page Number: 5

Subject: Business Record Order Requests Since 10/26/2001
Date of Document: 2/07/03

Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Report Listing the Number of FISA

requests for Business Records since
10/26/2001.

Justification of Deletions

The classified information withheld in this document is

contained within the bracketed portions of page 1. The withheld

information identifies project numbers (ProjID}, which are
numbers chronologically assigned to each FISA request from the
field offices to the National Security Law Unit (NSLU) at FBi
Headquarters, the date the NSLU received each request and the
total number of requests received since 10/26/2001. The release
of this information could reveal the scope and thrust of the
FRBI's intelligence activities and methods directed at specific
targets of national security interest within a specific time
frame.

It is my determination that the disclosure of this

classified informaticon could reasonably be expected to cause

-7 -
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serious damage to the national security, as it would: (1) reveal
the existence, methodolcogy, and time frame of FBI
counterintelligence activities directed at a specific targets of
national security (2) reveal the nature, objective, requirements,
and scope of a specific FBI counterintelligence activity, (3)
disclosge the intelligence-gathering capabilities of the activity,
and (4) provide an assessment of the intelligence source
penetration during a specific pericd of time. The release of
thisg information could permit hostile governments to accurately
evaluate the FBI’s counterintelligence capabilities during a
particular time frame, and an evaluation of hostile intelligence
plans and programs that have or have nct been compromised. This
would allow hostile agents to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence cperations more
difficult 1if not impossible. This would severely disrupt the
FRI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 {(c¢). See Second Kiefer Declaration, Y 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 30
Subject: Not Indicated

Date of Document: Not Indicated
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal Handwritten Note

Justification of Deletiong

The claggified information withheld in this document is

contained within the bracketed portion below the handwritten

notation ™NSL’S-(#s from NSLU)”. The information withheld

identifies the total number of National Security Letters (NSL’sg)
that where authorized within specific time periocds. Disclosure
of this information could reveal the scope and thrust of the
FBI's intelligence activities and methods directed at specific
targets of national security interest within a specific time
frame.

It is my determination that the release of this
information could reasonably be expected to cause serious damage
to the national security, as it would: (i) reveal the existence,

methodclogy, and time frame of the FBI counterintelligence
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activities directed at specific targets of national security
interest (2) reveal the nature, objective, and requirements, and
scope of a specific FBI ccunterintelligence activity or method;
(3) disclose the intelligence-gathering capabilities of the
activity or method and (4) providé an assessment of the
intelligence source penetraticn during a specific period of time.
The release of this information could permit hostile governments
to accurately evaluate the FBI's counterintelligence capabilities
within specific areas and during a particular time frame. This
would provide hostile agents with an evaluation of hostile
intelligence plans and programg that have or have not been
compromised and allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing inteliigence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. Thig would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defenge. This information is properly classified at
the “Secret” level and withheld pursuant to E.O0. 12,958, Section

1.5 (). . See Second Kiefer Declaration, Y4 27-28.

-10-
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DESCRIPTION OF DOCUMENT CONTAINING
NATTONAL SECURITY INFORMATION

Exhibit: I; Page Number: 31

Subiect: Congressional Briefing Re Patriot Act Provisions
Date of Document: 8/14/02 4:30PM

Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Intermnal E-Mail

Justifications of Deletions

The claggified information withheld in this document is
contained within the bracketed portion of lines 1-3 of paragraph
1. The information withheld identifies specific investigatory
tools autheorized under the Patriot Act, which have been or are
currently being utilized by the FBI’'s Minneapolis field office in
its intelligence gathering operations. Disclosure of this
information would identify specific activities and methods used
by this field office and how aggressively they are being
utilized,

It ig my determination that release cof this information
could reasonably be expected to cause serious damage to the
national security, as it would: (l)‘allow hostile entities to

discover what activities or methods the FBI is currently

-11-
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utilizing in its intelligence or counterintelligence gathering
operations; {2) reveal the nature, chjective, and requirements of
a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or.method. The release of this information could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromised and allow them to devige countermeasures to
circumvent these intelligence activitiesg and render them useless
in providing intelligence information, as well ag make present
and progpective U.3. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI’s intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant te E.O. 12,9858, Section

1.5 (c). See Second Kiefer Declaration, Y 27-28.

-12 -
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 33
Subject: Patriot Act Feedback
Date of Document: 8/15/02 7:39PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-Mail

Justifications of Deletions

The classified information withheld in this document is
contained within the bracketed portion of lines 1-4 <f paragraph
2. The information withheld identifies specific problems
encountered by the FBI when utilizing a specific investigative
tool authorized under the Patriot Act and its recommendations for
amendment of Section 216. Disclosure of this information would
identify specific activities and methods used by the FBI and how
aggressively they are being utilized.

It is my determination that release of this information
could reasonably be expected to cause serious damage to the
national security, as it would: (1) allcw hostile entities to
discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering

operations; (2) reveal the nature, objective, and requirements of

-13- -
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a specific FBI counterintelligence activity or method; and (3)
digsclose the intelligence-gathering capabilities of the activity
or method. The release of thig information could permit hostile
governments to accurately evaluate the FBI’s counterintelligence
capabilities within specific areas and during a particular time
frame. Thig would provide hostile agentg with an evaluation of
hostile intelligence plans and programs that have or have not
been compromised and allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, ag well as make present
and prospective U.S. counterintelligence operationg more
difficult if not impcssible. Thisg would severely disrupt the
FBI's intelligence gathering capsbilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to EiO. 12,958, Section

1.5 (¢). See Second Kiefer Declaration, (Y 27-28.

-14-
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 37
Subject: USA Patriot Act

Date of Document: 6/17/2002 2:51PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-Mail

Justifications of Deletions

The classified information withheld in this document is
contained within the bracketed portion of lines 1-5 of paragraph

2; the bracketed portions of lines 4 and § of paragraph 3: the

bracketed portion of line 3 of paragraph 4; the bracketed portion

of lineg 1 and 2 of paragraph 5; and the bracketed portion of

line 1 of paragraph 6. The infeormation withheld identifies an

individual or organization as the subject of an FBI national
security investigation and identifies a specific investigatory
tool authorized under the Patriot Act, which is currently being
utilized by the FBI’s Minneapolis field office, in its
intelligence gathering éperations targeting this subject.
Disclosure of this information would reveal the target of the

intelligence or counterintelligence investigation and the

-15-
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activities and methods directed at the target.

It ig my determination that disclosure of this
infecrmation could reascnably be expected to cause serious damage
to the national security as it would: (1) reveal the FBI's
ongoing national security investigation; (2) reveal the scope and
depth of the FBI's intelligence activities and methods directed
against the target; and (3) alert the target and other targets of
possible intelligence investigations and allow them to take
countermeasures to thwart the FBI's capabilities to meonitor and
retrieve intelligence information. Thig would digrupt the
intelligeﬁce gathering process and severely hamper the FBI's
efforts to detect and apprehend those who seek to damage the
national security. This information is properly clagsified at
the “Secret” level and withheld pursuant to E.O. 12;958, Section

1.5 (¢). See Second Kiefer Declaration, Y9 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 39
Subject: Patriot Act response
Date of Document: 8/15/02 5:17FPM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document is

contained within the bracketed portions of lineg 1-7 of paragraph

1. The information withheld identifies specific investigatory
tools authorized under the Patriot Act, which are currently being
utilized and those which have yet to be utilized by a specific
squad of the FBI’'s Los Angles field office in its intelligence
gathering operations. The withheld information alsoc detailg how
a specific tool is being utilized by this squad to obtain
intelligence or counterintelligence information. Disclosure of
this information would identify specific activities and methods
and how aggressively they are being utilized.

It is my determination that the release of this

-17-
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information could reasonably be expected to cause serious damage
to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelliigence gathering
operations; (2) reveal the nature, objective, and reguirements,
cf a specific FBI counterintelligence activity or methoed; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of thig informaticon could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromised and allow them to devise countermeasures to
circumvent these intelligence activities and render them uselesgs
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would sevérely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,558, Section

1.5 (c). ee Second Kiefer Declaration, 99 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 40

Subject: Patriot Act Provisions Which Need Further Examination
Date of Document: Not Indicated

Total Number of Pertinent Pages: 2

Total Number of Pages Containing
National Security Information: 1

Description of Document: Report Summarizing possible
Amendments to the Patriot Act

Justifications of Deletions

The classified information withheld in this document is

contained within the bracketed portion of linesgs 1 and 2 of

paragraph 6. The informaticn withheld contains standard

terminology or phraseclogy which appears in the most recent FRI
invegtigations. Digclosure will reveal the scope and depth of
the FBI's investigation of a particular intelligence matter.
Stated another way, disclosure will reveal the limitations of the
FBI's efforts in a particular investigation or the amount of
rescources or efforts that the FBI is willing to expend on this
particular matter. This allows a target to determine what
information has been learned concerning him and what additicnal
steps may be expected. If the information described by this

phraseclogy is shallow, yet the subject was heavily involved in

-19-
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matters under investigation, it alerts the subject to the fact
that his activities may continue without fear or detection.
Convergely, if the information is substantial, it will prompt the
subject to alter his course of conduct. Although these results
may not occur in the narrow context of this case, the results
described are likely to occur if information of this nature is
routinely released. |

It.is my determination that the release of this
information could reasonably be expected to cause sericus damage
to the national security as it would reveal a specific
intelligence activity or method. This infermation is properly
clageified at the “Secret” level and withheld pursuant to E.O.

12,958, section 1.5 (). ee Second Kiefer Declaration, 9 27-

28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 42

Subject: Patriot Act Provisions Which Need Further Examination
Date of Document: Not Indicated

Total Number of Pertinent Pages: 2

Total Number of Pages Containing
National Security Information: 1

Description of Document: Repoft Summarizing possible
Amendments to the Patriot Act

Jugtifications of Deletions

The classified information withheld in this document is
contained on page 1 within the bracketed portion of lines 1-2 of

paragraph 6. The withheld information is the same as previously

addressed on page 40; therefore, the justifications for

withholding this information are the same.

-21 -
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 45

Subject: Briefing on the Patriot Act
Date of Document: 8/1/02 10:46AM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classgsified information withheld in this document

ig contained in paragraph 2, withheld in its entirety, under the

sub-caption “Usage”. The information withheld identifies
specific investigatory tools authorized under the Patriot Act,
which have been or are currently being utilized by the FBI’s
Kansas City field office in its intelligence gathering
operationg. The withheld infeormation also indicates the number
of times each tool has been utilized by this field office.
Disclosure of this information would identify specific activities
and methods and how aggressively they are being utilized.

It is my determination that the release of this
information could reascnably be expected to cause gericus damage

to the national gecurity, as it would: (1} allow hostile entities

-2 -
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to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, requirements, of a
sﬁecific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostiie
govefnments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromise an allow them te devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S5. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.0. 12,958, Section

1.5 (¢). BSee Second Kiefer Declaration, 4§ 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION
Exhibit: I; Page Number: 45
Subject: Request for CDC aggistance
Date of Document: 8/16/02 12:01PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document is

contained within the bracketed portions of lines 2, 4 and 5 of

paragraph 2. The information withheld identifies specific

invegtigatory tools authorized under the Patriot Act, which have
been or are currently being utilized by the FBI’s Little Rock
field office in its intelligence gathering operations. Disclosure
of this information would identify specific activities and
methods used by this field office and how aggressively they are
being utilized.

It is my determination that the release of this
informaticn could reasonably be expected to cause serious damage
to the national security, as it would: (1) allow hostile entities

to discover what activities or methods the FBI is currently
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utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, and requirements,
of a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of thig information could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have cor have not
been compromised and allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 (¢). See Second Kiefer Declaration, (Y 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 47

Subject: Request for Assistance from the CDCs
Date of Document: 8/16/02 5:03PM

Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document is

contained within the bracketed portions of lines 1-3 of paragraph
1. The information withheld identifies sﬁecific investigatory
tools authorized under the Patricot Act, which have been or are
currently being utilized by the FBI’'s Birmingham field office in
its intelligence gathering operations. The withheld information
also indicates the approximate number of times each tool has been
utilized by this field cffice. Disclosure of this information
would identify specific activities and methods used by this field
office and how aggressively they are being utilized.

It is my determination that -the release of thisg

information could reasonably be expected to cause serious damage
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to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, and requirements,
of a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilitieg within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromised and allow them to devise countermeasures tc
circumvent tﬁese intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impaét
the national defense. This information is pfoperly clagsified at
the "“Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 (¢). BSee Second Kiefer Declaration, 9§ 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION
Exhibit: I; Page Number: 49
Subject: Request for Assistance from the CDCs
Date of Document: 8/15/02 5:29PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document is

contained within the bracketed portion of line 1 of paragraph 1.

The information withheld identifies a gpecific investigatory tool
authorized under the Patriot Act, which has been or is currently
being utilized by the FBI‘s Boston field office in its
intelligence gathering operations. The withheld information aiso
indicates the approximate number of times this tool has been
utilized by this field office. Disclosure of this information
would identify specific activities and methods used by this field
office and héw aggresgively they are being utilized.

It is my determination that the release of this
information could reasonably be expected’to cause serious damage

to the national security, as it would: (1) allow hostile entities
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to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, and requirements,
of a specific FBT counterintelligence activity or methoed; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have cor have not
been compromiged and allow them to devise countermeasuresg to
circumvent these intelligenqe activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI‘s intelligence gathering capabilities and adversely impact
the national defense. Thisg information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,$58, Section

1.5 (¢). 8ee Second Kiefer Declaration, Y9 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION
Exhibit: I; Page Number: 51
Subject: Use of Patriot Act
Date of Document: 8/15/02 12:29PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletiocns

The classified information withheld in this document
ig contained within the bracketed portions of lines 3-8

and lines 14-18 below paragraph 1. The information withheld

identifies specific investigatory tools authorized under the
Patriot Act, which have been or are currently being utilized by
the FRI's Washingtoh field office in its intelliigence gathering
operations. The withheld information also indicates the number
of times each tool has been utilized by this field office.
Disclosure of this information would identify specific activities
and methodg used by this field office and how aggressively they
are being utilized.

It is my determination that thé release of this

information could reascnably be expected to cause serious damage
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to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, requirements, of a
specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
governments to accurately evaluate the FBI’'s counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programg that have or have not
been compromise an allow them to devise countermeasures LO
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence cperations more
difficult if not impossgible. This would severely disrupt the
FBI‘s intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,558, Section
1.5 {¢). See Second Kiefer Declaration, 9494 27-28.

Also, withheld specifically within the bracketed

portions cf lines 3, 5, 6, 8, 14, 16 and 17 is the identity of
investigative units of the Washingtbn Field Office. The withheld

unitsg specialize in the investigation of specific intelligence
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cases or activities. Disclosure of these units, when combined
with other known or disclosed information, could reasonably be
expected to identify specific intelligence activities. It is my
determination that the disclosure of the investigative unit
withheld from release could reascnably be expected tc cause
serious damage to the national security, as it would reveal
actual intelligence activities within a specific location. This
information is properly classified at the “Secret” level and
withheld pursuant to E.O. 12,958, Section 1.5 (c¢). See SBecond

Kiefer Declaration, §9 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 52
Subject: Re: Patriot Act

Date of Document: 8/15/02 3:04PM
Total Number of Pageé: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The clasgified information withheld in this document is

contained in paragraph 3,withheld in its entirety. The
information withheld identifies sgpecific investigatory tools
authorized under the Patriot Act, which have been or are
currently being utilized by the FBI's Omaha field office in its
intelligence gathering operations. Disclosure of this
information would identify specific activities and methods used
by this field office and how aggressively they are being
utilized.

It is my determination that the release of this
information could reascnably be expected to cause sericus damage
to the national security, as it wouid: {1) allow hostile entities

to discover what activities or methods the FBI is currently
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utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, reguirements, of a
specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit nestile
governments te accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation cf
hostile intelligence plans and programs that have or have not
been compromise an allow them to devise countermeasures tTo
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence cperations more
difficult if not impossible. Thig would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This informaticon is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 {c). ee Second Kiefer Declaration, Y9 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION
Exhibit: I; Page Number: 53
Subject: Request for Assistance from the CDCs
Date of Document: 8/15/02 12:26FPM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document

is contained within the bracketed portions cof lines 2-5 of

paragraph 1. The information withheld identifies specific
investigatory tcols authorized under the Patrict Act, which have
been or are currently being utilized by the FBI's Phoenix field
office in its intelligence gathering operations. The withheld
information also indicates the number of times each tool has been
utilized by this field office. Disclosure of this information
would identify specific activities and methods and how
aggressively they are being utilized.

It is my determination that‘the release of this
information could reasonably be expected to cause sericus damage

to the national security, as it would: (1) allow hostile entities
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to discover what activities ¢or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, requirements, of a
specific FBI counterintelligence activity or method; and (3)
disclese the intelligence-gathering capabilities of the activity
or method. The release of this information ceould permit hosgtile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromise an allow them to devise countermeasures to
cilrcumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disgsrupt the
FBI's intelligence gathering capabilities and adversely impact
the naticonal defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.Q0. 12,958, Section

1.5 {(¢). See Second Kiefer Declaration, Y 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATTIONAL SECURITY INFORMATION

Exhibit: X; Page Number: 54
Subject: Patriot Act

Date of Document: 8/16/02 2:32PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document is

contained within the bracketed portions of lines 3-5;

11 and 12; and 16-18 below paragraph 1. The information withheld

identifies specific investigatory tools authorized under the
Patriot Act, which have been or are currently being utilized by
the FBT’g San Francisco field office in its intelligence
gathering operations. The withheld information alsoc indicates
the number of times each tool has been utilized by this field
office. Disclosure of this information would identify specific
activities and methods used by this field office and how
aggressively they are keing utilized.

It is my determination that the release of this

information could reascnably be expected to cause serious damage
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to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, requirements, of a
specific FBI counterintelligence activity or method; and (3}
disclose the intelligence-gathering capabilities of the activity
or methoed. The release of this informaticn could permit hostile
governments to accurately evaluate the FBI’s counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromise an allow them to devige countermesasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and progpective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant te E.O. 12,558, Section

1.5 (c¢}. See Second Kiefer Declaration, Y9 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION
Exhibit: I; Page Number: 55
Subject: USA Patriot Act
Date of Document: 8/16/02 4:31PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletionsg

The classified information withheld in this document
is contained within the bracketed portions of lines 3-7 of the
paragraph. The information withheld identifies specific
investigatory tools authorized under the Patriot Act, which have
been or are currently being utilized by the FBI's Portland field
office in its intelligence gathering operations. The withheld
information also indicates the number of times each tool has been
utilized by this field office. Disclosure of this informatién
would identify specific activities and methods and how
aggressively they are being utilized.

It is my determination that the release of this
information could reascnably be expected to cause serious damage

to the national security, as it would: (1) allow hostile entities
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to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, requirements, of a
gpecific FBT counterintelligence activity or method; and {3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of thig information could permit hostile
governments to accurately evaluate the IFBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation cof
hostile intelligence plans and programs that have or have not
been compromise an allow Them toe devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S5. counterintelligence operations more
difficult i1f not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. Thig information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 (¢). See Second Kiefer Declaration, €9 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 56

Subject: Investigative tools under the Patriot Act
Date of Document: 8/12/02 6:38PM

Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The claggified information withheld in this document is

contained within the bracketed portions of lines 1, 8 and 9 of

paragraph 1. The information withheld identifies specific
investigatory tools authorized under the Patriot Act, which have
been or are currently being utilized by the FBIL's Sacramento
field office in its intelligence gathering operations. The
withheld information also indicates the approximate number of
times each tool has been utilized by this field office.
Disclosure of this informaticon would ideﬁtify specific activities
and methods used by this field officé and how aggressively they
are being utilized.

It is my deterﬁination that the release of this

information could reasonably be expected to cause serious damage
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to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, and requirementsg,
of a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
governments to accurately evaluate the FBI’s counterintelligence
capabilities within gpecific areas and during a particular time
frame. This would provide hogtile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromised and allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelliigence operations more
difficult if not impossible. This would severely disrupt the
FBI'g intelligence gathering capabiliities and adversely impact
the national defense. Thig information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 {(c}. BSee Second Kiefer Declaration, 9 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Numbers: 58 and 59

Subject: Routing Slip and attachment dated 8/13/03
Date of Document: 8/15/02 4:38PM

Total Number of Pages: 2

Total Number of Pages Containing
National Security Information: 2

Description of Document: FBI Memorandum

Justification of Deletions

The classified information withheld in this document is

ag follows:

Page 1, (page_58): The bracketed portion located in the
“"From” line containg the designated unit within the Miami field
office which specializes in the investigation of specific
intelligence cases or activities. Disclosure of the unit, when
coﬁbined with other known or disclosed information, can
reasonably be expected to identify the specific intelligence
activity.

It is my determination that the disclosure of the
investigative unit releage could reasonably be expected to cause
serious damage to the national security, as it would reveal

actual intelligence activities within a specific location. See
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Second Kiefer Declaration, YY 27-28.
The bracketed portions of lines 1-4 of paragraph 1 and:

paragraphs 2 and 3,withheld in their entirety, identifies

specific investigatory tools authorized under the Patriot Act,
which have been cor are currently being utilized by the FBI's
Miami field cffice in its intelligence gathering operations.
Disclosure of this information would identify specific activities
and methods used and how aggressively they are being utilized.

| It is my determination that the release of this
information could reasonably be expected to cause sericus damage
tc the national security, as it would: (1} allow hostile entities
to digscover what activities or methods the FBI ig currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, and requirements,
of a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromised and allow Lhem to devise countermeasures to
circumvent these intelligence activities and render them useless

in providing intelligence information, as well as make present
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and prospective U.S. counterintelligence operations more
difficult if not imposgsible. This would geverely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. Thisg information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 (). ee Second Kiefer Declaration, 1Y 27-28.

Page 2, (page 5%9): The bracketed portion of line 1
located in the upper left margin contains the designated unit
which gpecializes in the investigation of specific intelligence
cageg or activitiez. Digclogure of the unit, when combined with
other known or disclosed information can reascnably be expected
to identify the specific intelligence activity.

It is my determination that the disclosure of the
investigative unit withheld from release could reasonably be
expected to cause seriocus damage to the national security, as it
would reveal actual intelligence activities within a specific

location. See Seceond Kiefer Declaration, (Y 27-28.

The bracketed portions of lines 4, 5, 11 ,12 and 15

identifies gpecific investigatory tools authorized under the
Patriot Act, which have been or are currently heing utilized by
the FBI's Miami field office in its intelligence gathering
operations. Disclosure of this information would identify

gpecific activities and methods used and how aggressively they

are peing utilized.
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It is my determination that the release of this
information could reascnably be expected to cause serious damage
to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FRI is currently
utilizing in its intelligence or counterintelligence gathering
cperations; (2) reveal the nature, objective, and reqguirements,
of a specific FBI counterintelligence activity or method; and (3}
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromised and allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information is properily classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 (c). See Second Kiefer Declaration, 9§ 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 68

Subject: Staff Brief re: Patriot Act
Date of Document: 8/8/02 2:11PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified informaticn withheld in this document is
contained within the bracketed portions of line 1 under the sub-
caption “Baltimore” and line 3 under the sub-caption “Kansas
City”. The information withheld identifies a specific
investigatory tocl authorized under the Patriot Act, which has
been or is currently being utilized by the FBI'g Baltimore and
Kansas City field offices in their intelligence gathering
operations. The withheld information also indicates the number
of times each tool has been utilized by each of these fieid
offices. Disclosure of thisg information would identify specific
activities and methods used by these field offices and how
aggressively they are being utilized.

It is my determination that the release of this
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information could reasonably be expected to cause serious damage
to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FBI is currently
utilizing in its'intelligence‘br counterintelligence gathering
operations; (2) reveal the nature, objective, and reguirements,
of a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of thig information could permit hostile
governments to accurately evaluate the FBI’s counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hogtile intelligence plans and programs that have or have not
been compromised and allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the natiénal defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,558, Section

1.5 (¢). See Second Kiefer Declaration, (Y 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION
Exhibit: I; Page Number: 70
Subject: Patriot Act
Date of Document: 8/15/02 2:50PM
Total Number of Pages: 2

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified infcrmaticn withheld in this document is
contained con page 2, in paragraph 2, which is withheld in itsg
entirety. The information withheld identifies a specific
investigatory tool authorized under the Patriot Act, which has
been or is currently being utilized by the FRBI’'s New Orleans
field office in its intelligence gathering cperations. Disclosure
of this information would identify specific activitieg and
methods used by this field office and how aggressively they are
being utilized.

It is my determination that the release of this
information could reascnably be expected to cause‘serious damage
ﬁo the national security, as it would: (1) allow hostile entitiés

to discover what activities or methods the FBI is currently
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utilizing in its intelligence or counterintelligence gathering
operationg; (2) reveal the nature, objective, and reguirements,
of a specific FBT counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this informaticn could permit hcstile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromised and allow them to devise countermeasures tc
circumvent these intelligence activities and render them useless
in providing intelligence informaticn, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.O0. 12,958, Section

1.5 (¢). See Second Kiefer Declaration, ¢ 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION
Exhibit: I; Page Number: 71
Subject: Re: Request for Assistance from the CDCs
Date of Document: 8/16/02 10:15AM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Jugtification of Deletions

The classified information withheld in this document is
contained within the bracketed portions of lines 1-3 under the
sub-caption “Albany Division”. The informatiocn withheld
identifies sgpecific investigaﬁory tools authorized under the
Patriot Act, which have been or are currently being utilized by
the FBI's Albany field office in its inteliligence gatheriﬁg
operations. The withheld information alsc indicates the number
of times each tool has been utilized by this field office.
Disclosure of this information would identify specific activities
and methods used by this field office and how aggressively they
are being utilized.

It is my determination that the release of this

information could reasonably be expected to cause serious damage
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to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FBI isg currently
utilizing in its intelligence or counterintelligence gathering
operaticns; (2) reveal the nature, objective, reguirements, of a
specific FBI counterintelligence activity or methed; and (3}
digciose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromise an allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make presgent
and prospective U.S5. counterintelligence operationg more
difficult if not impossible. Thig would severely disrupt the
¥BI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.OC. 12,958, Section
1.5 {c). See Second Kiefer Declaration, 9§ 27-28.

In addition, the withheld information contained within

the brackets in the lower left portion of the document contains a

handwritten notation which identifies a specific investigatory

tool authorized under the Patriot Act, which has been or 1is
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currently being utilized by the FBI‘s field offices in their
intelligence gathering coperations. The withheld information also
indicates the total number of times this specific tool has been
utilized by field offices during a specific time frame.
Digclosure of this information would identify specific activities
and methods used by the field offices and how aggregsively they
are being utilized.

It is my determination that the release of this
infermation could reasonably be expected to cause serious damage

to the naticnal security, as it would: (1) allow hostile entities

(u

to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, regquirements, of a
specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or methed. The release cf this information cogld permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This wculd pfovide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromise an allow them to devise countermeasures to
circumvent these intelligence activities and rendexr them uselegs
in providing intelligence information, as well as make present

and prospective U.S. counterintelligence operations more

-53-



Case 1:02-cv-02077-ESH Document 20-7 Filed 03/07/03 Page 56 of 70

difficult if not impossible. This would severely disrupt the
FRI’s intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Sectiocn

1.5 (c). See Second Kiefer Declaration, Y 27-28.
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DESCRIPTION OF DOCUMENT CONTATINTING
NATIONAL SECURITY INFORMATION
Exhibit: I; Page Number: 72
Subject: Re: CDC Request re Patriot Act Enhancements
Date of Document: 8/19/02 2:53PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Degcription of Document: Internal E-mail

Jugtification of Deletions

The clagsified informaticon withheld in this document is

contained in paragraph 5, withheld in its entirety. The

information withheld identifies a specific investigatory tool
authorized under the Patriot Act, which has been or is currently
being utilized by the FBI's Norfolk field office in its
intelligence gathering operations. Disclosure of this
information would identify specific activities and methods used
by this field office and how aggressively they are being
utilized.

It is my determination that the release of this
information could reascnably be expected to cause serious damage
to the nmational security, as it would: (1) allow hostile entities

to discover what activities or methods the FBI is currently
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utilizing in ite intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, requirements, of a
specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of thig information could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This wculd provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not .
been compromise an allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and progpective U.S. counterintelligence operations more
difficult if not impogsible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified ét
the “Secret” level and withheld pursuant to E.O. 12,958,

Section 1.5 {(c). BSee Second Kiefer Declaration, {§ 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 73

Subject: Request for Asgsistance from the CDCs
Date of Document: 8/15/02 4:56PM

Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document is

contained within the bracketed portions of lineg 3 and 4 of

paragraph 1. The information withheld identifies speéific

investigatory tools authorized under the Patrict Act, which have
been or are currently being utilized by the FBI's Atlanta field
office in its intelligence gathering operations. Disclosure of
this information would identify specific activities and methods
used by this field office and how aggressively they are being
utilized,

It is my determination that the release of this
information could reasonably be expected to cause serious damage
to the national security, as it would: (i) allow hostile entities

to discover what activities or methods the FBI is currently
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utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, and reguirements,
of a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of thig information could permit hostile
governments to accurately evaluate the FBI’s counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plans and programs that have or have not
been compromised and allow them to devige countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make pregent
and progpective U.S. counterintelligence operations mére
difficult if neot impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information isg properly classified at
the “Secret” level and withheld pursuant to E.O. 12,858, Section

1.5 (c). See Second Kiefer Declaration, (Y 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 75

Subject: Request for Assistance from the CDCs
Date of Document: 8/16/02 2:03PM

Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document

is contained within the bracketed portions of lines 1-3 of

paragraph 1. The information withheld identifies a specific
investigatory tool authorized under the Patriot Act, which has
been or is currently being utilized by the FBI’'s Honolulu field
oﬁfice in its intelligence gathering operations. The withheld
information also indicates the frequency this tool has been
utilized by this field office. Disclosure of this information
would identify specific activities and methods used by this field
office and how aggressively they are being utilized.

It is my determination that the releagse of this
information could reasonably be expected to céuse sericus damage

to the national security, as it would: (1) allow hostile entities
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to discover what activities or methods the FBI is currently
utilizing in ite intelligence or counterintelligence gathering
operationg; (2) reveal the nature, objective, requirements, of a
specific ¥BI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelligence plang and programs that have or have not
been compromise an allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in prcoviding intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impoésible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 (c}). See Second Kiefer Declaration, € 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATTIONAL SECURITY INFOEMATION

Exhibit: I; Page Number: 76

Subject: Staff Brief re: Patriot Act
Date of Document: 8/8/02 2:23PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document is
contained within the bracketed portions of line 1 under the sub-
caption “Baltimore” and line 3 under the sub-caption “Kansas
City”. The information withheld identifies specific
investigatory tools authorized under the Patriot Act, which havé
been or are currently being utilized by the FBI‘s Baltimore and
Kansas City field offices in their intelligence gathering
operations. The withheld information alsc indicates the number
of times each tool has been utilized by each of these field
offices. Discleosure of this information would identify specific
activities and methods used by these field offices and how
aggressively they are being utilized.

It is my determination that the release of this
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information could reasonably be expected to cause serious damage
to the naticnal security, ag it would: (1) allow hostilé entities
to discover what activities or methods the FBI is currently
utilizing in its intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, and reguirements,
of a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile

governments to accurately evaluate the FBI's counterintelligence

hostile intelligence plans and programs that have or have not
been compromiséd and allow them to devise countermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make presenf
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely dimpact
the national defense. Thig information is properly classified at
the “Secret” level and withheld pursuant to B.0. 12,958, Section

1.5 (c). See Second Kiefer Declaration, Y9 27-28.
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DESCRIPTION OF DOCUMENT CONTATINING
NATIONAL SECURITY INFORMATION
Exhibit: I; Page Number: 77
Subject: PUBLIC LAW 107-56-0CT. 26,2001
Date of Document: 8/21/02
Total Number of Pages: 2

Total Number of Pageg Containing
National Security Information: 1

Description of Document: Table of content from the USA Patriot
Act of 2001

Justification of Deletionsg

The classified information withheld in this document is

contained within the bracketed portions of the lower left margin

and the lower right margin. The withheld information indicates

the approximate number of times each investigatory tool
authorized under the Patriot Act has been utilized by the FBI in
its intelligence gathering operations. Disclosure of this
information would identify gpecific activities and methods and
how aggressively they are being utilized.

It i1s my determination that the release cf thig
information could reasonably be expected to cause serious damage
to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FBi is currentiy

utilizing in its intelligence or counterintelligence gathering
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operations; (2) reveal the nature, cobjective, and requirements,
of a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
governments to accurately evaluate the FBI’'s counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluaticn of
hostile intelligence plans and programs that have or havelnot
been compromised and allow them to devise countermeasures to
circumvent these intelligence activities and rendef them ugeless
in providing intelligence information, as well as make presgent
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the
FBI's intelligence gathering capabilities and adversely impact
the naticnal defense. This information is properly classified at
the “Secret” level and withheld pursuant to E.O. 12,958, Section

1.5 {c). See Second Kiefer Declaration, Y9 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: I; Page Number: 79

Subject: Fwd: Message to all CDCs/ADCs
Date of Document: 8/13/02 4:29PM
Total Number of Pages: 1

Total Number of Pages Containing
National Security Information: 1

Description of Document: Internal E-mail

Justification of Deletions

The classified information withheld in this document is

contained within paragraphs 2, 4,and 6, withheld in their

entirety, and the bracketed portions of lines 1 and 3 of

paragraph 7. The information withheld identifies specific
investigatory toecls authorized under the Patriot Act, which have
been or are currently being utilized by the FBI’s Jacksonville
field office in its intelligence gathering operations. The
withheld information alsc indicates the approximate number of
times each tcol has been utilized by this fieid office.
Disclosure of this information would identify specific activities
and methcds used by this field office and how aggressively they
are being utiiized. |

It is my determination that the release of this
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information could reasonably be expected to cause serious damage
to the national security, as it would: (1) allow hostile entities
to discover what activities or methods the FBI is currently
utilizing in iteg intelligence or counterintelligence gathering
operations; (2) reveal the nature, objective, and requirements,
of a specific FBI counterintelligence activity or method; and (3)
disclose the intelligence-gathering capabilities of the activity
or method. The release of this information could permit hostile
.governments to accurately evaluate the FBI's counterintelligence
capabilities within specific areas and during a particular time
frame. This would provide hostile agents with an evaluation of
hostile intelliigence plans and programs that have or have not
been comg;omised and allow them to devise ccocuntermeasures to
circumvent these intelligence activities and render them useless
in providing intelligence information, as well as make present
and prospective U.S. counterintelligence operations more
difficult if not impossible. This would severely disrupt the.
FBI's intelligence gathering capabilities and adversely impact
the national defense. This information is properly classified ét
the “Secret” level and Qithheld pursuant to E.O. 12,958, Section

1.5 (c). See Second Kiefer Declaration, 49 27-28.
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DESCRIPTION OF DOCUMENT CONTAINING
NATIONAL SECURITY INFORMATION

Exhibit: II; Page Numbers: 38-43

Subject: Transactional Records NSLs Since 10/26/2001
Date of Document: Tuesday, January 21, 2003

Total Number of Pages: 6

Total Number of Pages Containing
National Security Information: 6

Description of Document: Computer generated report

Justification of Deletions

The classified information withheld in this document is contained
within the bracketed portions of pages 1-6. The withheld
information identifies project numbers, which are numbers
chronologically assigned to each request to FBI Headquarters for
the issuance of a Nationmal Security Letter ("NSL"),and the date
FBI Headguarters approved and issued the NSL. The reiease of
this information could reveal the scope and thrust of the FBI's
intelligence activities and methods directed at specific targets
cf naticonal security interest within a specific time.

It is my determination that the disclosure of this
classified information could reasonably be expected to cause

serious damage to the national security, as it would:
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(1) reveal the existence, methodology, and time frame of FBRI
counterintelligence activities directed at specific térgets of
national security interest; {2) reveal the nature, objective,
requirements, and scope of a specific FBI counterintelligence
activity; (3) disclose the intelligence-gathering capabilities of
the activity; and (4) provide an assessment of the intelliigence
source penetration during a specific period of time. The release
of this information could permit hostile governments to
accurétely evaluate the FBL's counterintelligence capabilities
during a particular time frame, and an evaluation of hostile
intelligence plans and programs that have or have not been
compromised. This would allow hostile agents to devise
countermeasures to circumvent these intélligence activities and
render them useless in providing intelligence information, as
well as make present and prospective U.S. counterintelligence
operations more difficult if not impossible. This would severely
disrupt the FBI’s intelligence gathering capabilities and
adversely impact the national defense. This information is
properly classified at the "Secret™ level and withheld pursuant
to E.O. 12,958, Section 1.5 {(c). cee Second Kiefer Declaration,

9 27-28.
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