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TECHNOLOGY & LIBERTY PROGRAM 

National Hesdquo<~rters i 25 SmM Street, Ngw York. NY 10004-2400 

BY FACSIMILE: 202 616 8470 

Marcia Berman 
U.S. Department of Justice 
Civil Division, Federal Programs, Room 7204 
20 Massachusetts Ave., NW 
Washington, DC 20530 

March 4, 2003 

Re: ACLU eta/. v. DOJ, Civil Action No. 02-2077 (ESH) 

Dear Ms. Berman, 

In connection with the above-captioned case, we received yesterday from your 
office the Declaration of Charles M. Steele and the Second Declaration of Christine 
Kiefer, together with accompanying Exhibits. We have reviewed these documents and 
are now able to further narrow the issues to be litigated. 

We do not intend to challenge the adequacy of the FBI's search. We intend to 
challenge the FBI's withholding of documents as indicated below. 

Exhibit I 

Exhibit I includes 29 pages (numbered 1-29) released to us by letter dated 
February 21, 2003. It is our understanding that Exhibit I also includes 50 pages 
(numbered 30-79) that have not been. released to us. 

With respect to Exhibit t we will challenge the invocation of Exemption (b)(\) on 
pages 1-5. We will not challenge any Exemption relied on in pages 6-29. We will 
challenge all Exemptions relied on in pages 30-79, except (i) we will not challenge any 
invocation of Exemption (b)(2)-l or (b)(7)(C)-1; and (ii) we will not challenge the 
invocation of Exemption (b)(l) on pages 31. 33, 37. 39, 40-41, 42-43, 45, 46, 47, 49, 51, 
52, 53. 54, 55, 56,58-59,68,70, 71, 72, 73, 75, 76. and 79. In waiving our right to 
challenge the FBI's reliance on Exemptions (b)(2)-1 and (b )(7)(C)-l. we are of course 
assuming that the material excised pursuant to these Exemptions consists solely of 
telephone and pager numbers or of names and identifying information of FBI employees. 
See Second Declaration of Christine Kiefer, at p. 8. 

Exhibit A 

J-3meel Jaffer 
$r(lff Arror."''gy 

WWW.S1Ciu.org 

Civil Action No. 02-2077(ESH) 
N.ndin.o St~o.<;Mn P~esioer>r Anthony D. Romero EKncvVvfJ Oi~c-tor Kenneth B. Clark C/">a/r. NaliD(13! Aovl!:orr Cc•Jncit Richard Zack'!l T:rsSSI..ifGr 9-- @ 



Case 1:02-cv-02077-ESH   Document 20-3   Filed 03/07/03   Page 2 of 2
83/04/2083 84:24 2125432623 ACLU 

Exhibit II 

Exhibit II consists of24 pages released by letter dated November 14, 2002; 14 
pages released by letter dated January 16, 2003; and 41 pages released by letter dated 
January 31, 2003. 

PA,3E 03/03 

We will not challenge any Exemption relied on in Exhibit II, except (i) we will 
challenge the FBI's reliance on Exemption (b)(5) on pages 36 and 37; (ii) we will 
challenge its reliance on Exemption (b)(l) on pages 38-43; and (iii) we will challenge all 
Exemptions relied on in pages 54-57 and 71-74. 

Exhibit III 

Exhibit III consists of 1 page released on March 3, 2003. The FBI has not relied 
·on any Exemption \\-ith respect to this document. 

Please feel free to contact me if you have questions about thi.s letter. 

cc: David Sobel 
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EXHIBIT I 



Case 1:02-cv-02077-ESH   Document 20-4   Filed 03/07/03   Page 2 of 33

Documents released by letter dated 
February 21, 2003 
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U.S. Department oi .. stice 

Federal Bureau of Investigation 
935 Pcnnsylv<mia Ave., N.\V 

Washington, D.C. 20535-0001 

Ms. Ann Beeson FEB 21 2003 
American Civil Liberties 
125 Broad Street 

Union Foundation 
Subject of Request· 

New York, New York 10004-2400 

DOJ RESPONSE TO 6/13/02 
LETTER !'ROM CONGRESSMEN 

FOlPA No 966750-,l /!90-

Dear Requester: 

Enclosed arc copies of docnHtcnts rrom FBI records. Excisions have been made to protect 
intOnnation exempt from disclosure pursuant to Title 5, United States Code, Section 552 (Freedom of 
Infonnation Act) and/or Section 552a (Privac:v· Act). ln addition, \\'here cxcisiOIIS were made. the 
appropriate exempting subsections han~ been cited opposite the deletions. Where pages han: been withheld 
in their entirety. a deleted page infonnation sheet has been substituted showing the reasons or basis for the 
deletion. The subsections cited for withholding information from the enclosed docurncnts arc marked below: 

IZJ (b)(l) 

IZJ (b )(2) 

0 (b)(3) 

0 (b)(4) 

i!jJ (b)(5) 

0 (b)l6) 

Section 551 

0 (b)(7)(A) 

0 (b )( 7)(B) 

1ZJ (b)(?)( C) 

0 (b)(7)(D) 

0 (b )(7)(E) 

0 (b)(7)(F) 

0 (b )(8) 

0 (b )(9) 

(Sec Fomr OPCA I (,a, enclosed, for an explanation of these exemptions.) 

Section 552a 

0 (d)(5) 

[J (iJ(2) 

[J (k)(l I 

0 (k)(2) 

0 (kl(l I 

0 (k)(41 

0 (k)(5) 

0 (k)(6) 

0 (k)(7) 

Pursuant to your request. __]__5}___ 
being released 

pages(s) were reviewed and 2 9 _ page( s) an.' 

During the rcvic\\ of material pcriinrnt to thr subjrct of your rrqnf'sL ctncumcnt~ were located 
which 

0 originated with ;.mother Govemmcnt agency(ics). 

These docuruents were referred to that agcncy(ics) En review and direct rc:~ponsc to you 

D contain infOnnation furuished by ;mother Govcmmeut agency(ics). You will be advised by the 
FBI as to the releasability of this information following our consultation with the other 
agency( ics J 

I - EPIC - Attention David SobeL Es(juin.' 
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/ZI If you desire, you may appeal auy denials contained herein. Appeals should be directed in 
writing to the Co-Director, O!ficc of Infomration and Privacy, U.S. Department of Justice, Flag 
Building, Suite 570, Washington, D.C. 20530-0001 within sixty days from receipt of !Iris letter. 
Th'~ envelope and the lener should be clearly marked "Freedom of Infonnation Appear~ 
or "Infom1ation AppeaL" Please cite the FOIPA number- assigned to your request so that it 
may be easily identified. 

0 The enclosed material is from the main investigative file(s) in which the subject of your request 
was the subject of the investigation. There are additional references to the subjcct(s) of your 
request in files relating to other individuals, organizations, events or activities. These additional 
mentions or references have not been reviewed to determine if, in fact, they are identifiable 
with the subjcct(s) of your request. Our experience has shmvn that such references are 
frequently similar to information contained in the processed main file(s). We witl process these 
references if you now make a specific request for them. However, because of a significant 
increase in FOIPA requests and an expanding backlog, we have given priority to the processing 
of main investigative files and can only complete the processing of these additional references 
as time and resources pcnnit. 

D Sec additional infOnnation which follows. 

Enclosures (2 ) 

Sincerely yours, t 
~~J<ch--D ~f ~_j 

Freedom of lnfomiation­
Privacy Acts Section 

Records Management Division 
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Pen Registers since 10/2612001 
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Business Record Order Requests Since 10126/2001 

ClASSIFIED DECISIONS FINAUZEO ~ 

BY OEPA.·R·T· MEN·T .. R. E.· VIEW. C.· 0~··. MITTEE m..· DATE: FER I 8 WQl !l~ 6.fJ C. · : 
~If-.'/ Adtk # AJ-<:.V-1/117 . 
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• (1\ev. 0&-28-2000) 

Precedence: IMMEDIATE Date: 10/26/2001 
To: All Divisions / • 

Attn: ADIC, SAC 
CDC 

From: Office of the General Counsel 
NSLU/NSLB, Room 7975 
Contact: National Security Law Unit, 

Approved By: Mueller Robert S III 
Pickard Thomas J 
Parkinson Larry R 

Drafted By: 

Case ID #: 66F-HQ-A1247863 

Title: NEW LEGISLATION 

b1C..,/'" I 
ta1Ct' \ 

(None) 

REVISIONS TO FCI/IT LEGAL AUTHORITIES NATIONAL SECURITY LETTERS 

Synopsis: Summarizes recent changes to FCI/IT legal authorities relating to NSLs, and describes implementation procedures_ 
Details: 

l3ackground 

On October 26, 2001, the President signed the "Uniting and Strengthening America Act" which signific?-nt)y revises many national security legal authorities_ In paJ:'~if{(llar, the Act. changes key featuJ;'es ,of existing N"atioJJ.al (>~~yfit¥ ~E!tter .(NSL) authority_ This commt.tnication summarizes thE'f changes to NSL authorities; related seria}.s describe other changes effected by the Act- A separate EC of this same date addresses various other FISA-related provisions of the Act_ 

NSL are issued in FCI/IT investigations to obtain telephone and electronic communications records from telephone companies and Internet Service Providers (pursuant to the Electronic CollUl\unicat:ions Privacy Act, or ECPA) , records from financial institutions (pursuant to the Right to Financial Privacy Act), and information from credit bureaus (pursuant to the Fair Credit Reporting Act) _ Delay in obtaining NSLs has long been identified as a significant problem in FCI/IT investigations_ Two factors have contributed most prominently to 
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To: 
Re: 

All Divisic From: Office of the Gene~al Counsel SEM~ . 66F-HQ-A1247863, 10/26/2001 ~~~ 

this delay: the complexity of the standard predication for NSLs and the requirement that signature authority be restricted"to officials no lower than Deputy Assistant Director. Intending to streamline the investigative process, the new Act addresses both of these issues. Section 505 of the Act changes the standard predication for all three types of NSLs to simple relevance and allows the Director to delegate signature authority to SACs. 
New Standard Predication 

Under the new law, all three NSLs are now available when the signature authority certifies that the information sought is "relevant to an authorized investigation to protect against international terrorism or clandestine intelligence activities, provided that such an investigation of a United States person is not conducted solely on the basis of activities protected by the first amendment of the Constitution of the United States." Prior to the Act, the statutes required both relevance and "specific and articulable facts" giving reason to believe that the subject is an agent of a foreign power (or, in the case of subscriber requests, had been in contact with such an agent). This "agent of a foreign power" prong of ):he standard made it necessary to collect and document specific facts demonstrating that the standard had been met. This requirement and the complexity of the standard itself often led to extensive delays in generating NSLs. The new law makes the NSL standard roughly analogous to that for a criminal subpoena. 

This new standard requires that the information sought be relevant to an "ongoing investigation to protect against ...j,nternational terrorism or clandestine ·intelli·.·ge·. nee activities." ~e of this technique is authorized in full investigations properly·npened under the Attorney General Gui~elines for FBI Foreign Intelligence Collection and Foreign C~~terintelligence Investigations ("FCI AGG"). The technique aYso may be authorized in preliminary inquiries, with prior coordination through the ~(~} relevant NSD or CTD unit at FBIHgG} Although the language differs 1· somewhat from that used in the previous versions of the statute, OGC and DOJ take the position that all investigations authorized pursuant to the FCI AGG are "to protect against international terrorism or clandestine intelligence activities." 
The Act also inserts the language "provided that such an investigation of a United States person is not conducted solely on the basis of activities protected by the first amendment of the Constitution of the United States." Congress inserted this to indicate that the techniques will no~ be used against U.S. persons who are merely exercising constitutionally protected rights. However, it is highly unlikely, if not 

2 
\ 

7 
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To: 
Re: 

All Divisj 1 From: Of~-U'Gen 
66F-HQ-A12~tB63, 10/26/2001 

.1 Counsel 

entirely impossible, for an investigation to be authorized under the FCI AGG that is "solely" based on protected activities. In other words, all authorized investigations of U.S. persons will likely involve some allegation or possibility··of illegal activity (e.g., terrorism, espionage, clandestine intelligence activities, etc. ) which is not protected by the First Amendment. 

Finally, .the new standard does not mean that NSLs are available only on the subjects of investigations. An NSL is available when the information sought is "relevant" to the investigation, as described above. For example, information concerning apparent associates of, or individuals in contact with, the subject of a investigation, may be relevant. 

Signature Authority 

The Act allows the Director to delegate signature authority down to Deputy Assistant Directors at FBIHQ and SACs in "designated" field offices. The current statute allows only for delegation to DADs. Thus, NSL authority now is delegated to only the ADs and DADs in NSD and CTD, and to the ADICs at LA, NY, and WFO. 

The new legislation allows delegation to the SACs in field offices "designated by the Director." This language reflects Congress• intention that the delegation not occur automatically, but that the Director choose which offices needed, and were properly prepared to exercise, delegated authority. The Director soon will make initial-delegations to field offices in a separate communication. Field offices with delegated authority will receive detailed instructions on the process of preparing and issuing NSLs. SACs should not sign NSLs until they have been properly designated by the Director. Offices not receiving delegated authority should continue to submit ~SL requests through the relevant units in NSD and CTD at FBIHQ. NSLU will continue to prepare these letters. 

Changes in Statutory Language 

What follows are the actual changes in the three statutes governing NSLs. A "redlined" version showing additions and deletions is given first. A clear copy of the new version then follows. 

1. Electronic Communications Privacy Act (ECPA) 
u.s.c. § 2709: (S. 1510 Sec. 506) 

3 
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lo>t 

I 
I 

To: All Divisi, From: .l Counsel Re: 66F-HQ-A1247863, 10/26/2001 

"Redlined" Text Key: Retuo o ed text: 

§ 2709. Counterintelligence access to telephone toll and 
transactional records . -· .. ~. 

(a) 

(b) 

Duty to provide.--A wire or elec~onic communication 
service provider &hall comply 'With a request for 
subscriber information and toll.billinq records 
information, or electronic communication transactional records i-n its cust_ody- or poisS_esSion_ nuide bY the 
Director of the Federal Bureau of Investigation under subsection (b) of this section. · 

Required certification.--The Director of the Federal 
of or h;ia <:l.esignee in 

ill request the naiite, length of service, 
and local and lonq toll billing records 
of a person or entity if t~e<~irec:to~ lor his Q~s_ign_~~--: J;ir:-_, ~(-_ -p--~';iifiOt,·_ ~~~~'>_t8!*::45-- ;@#:~L:~Pr,t~\~l'--­,\os±$t:O:IIt l!i~eet.frl cert;l.f.i.es in wtiting to the 
wire or ~~~9troni9 

1B91), and 

4 

Sf~ 
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To: 
Re: 

All Divisic From: 0~~~ Gene:...~~.._ Counsel 66F-HQ-A1247863, 10/26/2001 

• 

(2) request the name, address, and length of service 
of a person or entity if the Director (or his 

a_~~hO~!;f¥4 f()J:~;i~~t,_ ,cotiittet:inteiliyence 
irtd,t;S-tig~_tioti,. ftitd 

an 

(Bl there. tt«t spccifip and artic"labl<O facts giV:b·,g --t2b.aolt tO belie~ e- tlutt __ coM~u~uiC_d:tion 
facil~Ues ~eqi~texed ill tlt<O nai.•~ of' ~lte person or e_t-,t:{t:p l_~awe __ be~_tt- ti~dJ~_,-- tjt"it~4~~~--- -~-~-~~- tSer v1ces of sttck provider, ilt C~tittcutlti:ceJ=f..;~; ~ith 

(Remainder of statute unchanged! 

New Version of lB u;s.c. § 2709 (without redlining) 

§ 2709. Counterintelligence access to telephone toll and transactional records 

s. 

/0 
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To: 
Re: 

2. 

~~u· .. ... ...... ~ 
All Divisic From: Office of the GeneLal Counsel 
66F-HQ-A1247863, 10/26/2001 

(a) 

(b) 

Duty to provide.--A wire or electronic communication 
service provider shall comply with a request for 
subscriber information and toll billing records 
information, or electronic communication transactional 
records in its custody or possession made by the 
Director of the Federal Bureau of Investigation under 
subsection (b) of this section. 

Required certification.--The Director of the federal 
Bureau of Investigation, or his designee in a position 
not lower than Deputy Assistant Director at Bureau 
headquarters or a Special Agent in Charge in a Bureau 
field office designated by the Director, may--

(1) request the name, address, length of service, 
and local and long distance toll billing records 
of a person or entity if the Director (or his 
designee) certifies in writing to the wire or 
electronic communication service provider to 
which the request is made that the name, 
address, length of service, and toll billing 
records souqht are relevant to an authorized 
investigation to protect aqainst international 
terrorism or clandestine intelligence 
activities, provided that such an investigation 
of a United States person is not conducted 
solely on the basis of activities protected by 
the first amendment of the Constitution of the 
United States; and 

(2) request the name, address, and length of service 
of a person or entity if the Director (or his 
designee) certifies in writing to the wire or 
electronic communicati~n service provider to 
which the request is made that the information 
sought is relevant to an authorized 
investigation to protect against international 
terrorism or clandestine intelligence 
activities, provided that such an investigation 
of a United States person is not conducted 
solely on the basis of activities protected by 
the first amendment of the Constitution of the 
United States. 

(Remainder unchanged) 

Right to Financial Privacy Act 

"Redlined" version of 12 U.S .c. § 3414 (a) (5) 

II 
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To: 
Re: 

All Divisl. .s From: oSM"Gene ... al 
66F-HQ-Al247B63, 10/26/2001 

Counsel 

(5) (A) Financial institutions, and officers, employees, and 
agents thereof, shall comply with a request for a 
cust.otn.er' s or entity's financial records made pursuant 
to this subsection by the Federal Bureau of 
Investigation when the Director of the Federal Bureau 
of 

are specific: a .... .l tt,~.;.Lieulai:Jle facts g±vutg reason to belielle that t:he customer: o:r:: eulit}l whoso records e:Le 
so~yhl is a fo:t:eiqtt powe:r: or an agent of a fo:r:eiyn 
po~oe:t: as defined in section 1891 of 'f'itle sa. 
(Remainder unchanged) 

New version of 12 U.S.C. § 3414(a) (5) 

( 5) (A) Financial institutions, and officers, employees, and 
agents thereof, shall comply with a request for a 
customer's or entity's financial records made pursuant to this subsection by the Federal Bureau of 
Investigation when the Director of the Federal Bureau 
of Investigation (or the Director's designee in a 
position not lower than Depl.l!:Y 1\ssistant Director at 
Bureau headquarters or a Spec:l;al Agent in Charge in a Bureau field office designated by the Director) 
certifies in writing to the financial institution that 
such records are sought for foreign 
counterintelligence purposes to protect against 
international terrorism or clandestine intelligence 
activities, provided that such an investigation of a 
United States person is not conducted solely on the 
basis of activities protected by the first amendment of the Constitution of the United States. 

(Remainder unchanged) 

7 

/~ 
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To: 
Re: 

3. 

All D
. . . ShdiJ"JP . ~v~s~c From: Off~ct(t~e Gene. Counsel 

66F-HQ-A1247863, 10/26/2001 

Fair Credit Reporting Act 

"Redlined" Version of 15 U.S.C. § 16Blu 

§ 16Blu. Disclosures to FBI for counterintel~iqence purposes 

{a) Identity of financial institutions 

Notwithstanding section 1681b of this title or any 
other provision of this subchapter, a consumer 
reportinq aqency shall furnish to the Federal Bureau 
of Investigation the names and addresses of all 
financial institutions {as that term is defined in 
section 3401 of Title 12) at which a consumer 
maintains or has maintained an account, to the. extent 
that information is in the files of the aqency, when 
presented with a written request for that information, 
siqned by the Director of the Federal Bureau of 

or the Director's desiqnee may make such a 
certification only if the 
ae•~·qn•ee has determined 

ali authorized foteigxt cottntet:ihtelligencc 
iw~estlgation, and 

{2) there aLe specific and atlicttlable facts yi"tJi:ag 
LOUSOtl to beiietiC that thO: COhSWltCL 

(ili) is a foreign poc4CL (as defined in section 
1991 of Title 58) or a person who is not a 
United States person (as defined in: such Section 
1881 of title 59) and is au official of a 
foco:ign po"et:; ox: 

8 

13 
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To: 
Re: 

All Divisic • From: Of~~~l[
1

Gene~~l 66F-HQ-A1247863, 10/26/2001 
Counsel 

(b) 

(c) 

{B) is au agent·af a foteigu power and is 
cng:agiug or has engaged in. au act of 
iuteruat:ioual te_:trciriista- (as that bet«t: i:s defined 
in sectiOn t99l(Ct _'Of 'fiUe S9] ot::'· Cl$1tdastine 
iutelli;;;ienC# activities_ t·ltat itnoi:ue or nay 

· iuvolue: a violation of cxim:i::nal sta::tutcs of the 
H'llitcid: -BLab!$. 

Identifying information 

Notwithstandinq the provisions of section 1661b of 
this title or Sti.Y othi!r provision of this S\lbchapter, 
a consumer reporting o.qency shall fllrnish identifyinq 
information respecting a .coJ:IsUlller, limite.cl t? name, addJ:ess, fo.t:Wir addre·sses, places of employment, 
former of employment, to the Fed~J'2a1 

when presented With a written 

(ll t;l:~*~-e i:,o ___ btfo_lft44tior~_: yiu_~zrg t_e~~~i_::-~.';' bC+±:eu·t; t;:~~t_-};:be eOtrsttiq_er .Ita it bticlii. ot:. 1;;8 «&o-ut t:Cr be', 
i,r{ 5'?i:t,~~~_L_ --~*-tb. <~ ~1!¢igtr_·p:oli~¢i;c ot:_ ·¢u ug·E{¥tf;::.>P:e- a E¢i:e;fqn powei:. e,;s· d(;:f:f,,ed: ;f,,· li0.6l::t<>i•l:llllt.ot 
'l'il:le SBI • 

Court order for disclosure of c<:lnstijl\"'r rep9rts 

Notwithstanding ·section 16tllb of thB title or any 
other provision of this subchapter, if reqUested in 
writing by the Director of the Federal Bureau of 
Investigation, or a designee of the Director fit~ 

9 
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TO: 
Re: 

All Divisit From: oSJIIfrll Gene 
66F-HQ-Al24"1863, 10/26/20':r~ " Counsel 

court may an 
reporting agency to 
Federal Bureau of Inve~tiqat:i~n, 

(1) the couswttel: zepot:L is nccessacy fo:s: the couduet: 
of an atttho:t:i&ed fo:tcign eountet:iut:clligcncc 
inbcstigation, attd 

(2) thet:c a:t:c specific and ttt:tictdablc facts 91:V1:ng 
Leason to belie'tiO that the eoust:ttnoz whoso 
eonswnet: repot:L xs sought 

(A) is au agent of a fo:teign po'l!llet:, attd 

(Bl 1:a engaging or has engaged in att act of 
iuLcutational tct:r:orism (as that term is defined 

The terms of an order issued under this subsection 
shall nat disclose that the order is issued far 
purposes of a caunterintelligenC:::e investigation. 

(Remainder unchanged) 

New Version of 15 U.s.c. § 16Bl(ul 

§ 168lu. Disclosures to FBI for counterintelligence purposes 

(a) Identity of financial institutions 

Notwithstanding section 1681b of this title or any 
other proVision of this subchapter, a consumer 
reporting aqency shall furnish to the Federal Bureau 
of Investiqation the names and addresses of all 

IS 
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To: 
Re: 

(b) 

(c) 

financial institutions (as that term is defined in 
section 3401 of Title 12) at which a consumer· 
maintains or ~s maintained an account, to the extent 
that information is in the files of the agency, when 
presented with a written request ·for that information, 
signed by the Director of the Federal Bureau of 
Investigation, or the Director's designee in a 
position.not lower than Deputy Assistant Director at 
Bureau headquarters or a Sgecial Agent in Charge in a 
Bureau field office designated by the Director, which 
certifies compliance with this section. The Director 
or the Director's designee may make such a 
certification only if the Director or the Director's 
designee has determined in writing, that such 
information is sought for the conduct of an authorized 
investigation to protect against international 
terrorism or clandestine intelligence activities, 
provided that such an investigation of a United States 
person is nat conducted solely on the basis of 
activities protected by the first amendment of the 
Constitution of the United States. 

Identifying information 

Notwithstanding the provisions of section 16Blb of 
this title or any other provision of this subchapter, 
a consumer reporting agency shall furnish identifying 
information respecting a consumer, limited to name, 
address, former addresses, places of erriployment, or 
former places of employment, to the Federal Bureau of 
Investigation when presented with a written request, 
signed by the Director or the Director's designee in a 
position not lower than Deputy Assistant Director at 
Bureau headquarters or a Spec.l:a-t" Agent in Charge in a 
Bureau field office des.l:gnatedby the Director, which 
certifies compliance with this subsection. The 
Director or the Director's designee may make such a 
certification only if the Director or the Director's 
designee has determined in writing that such 
information is sought for the conduct of an authorized 
investigation to protect against international 
terrorism or clandestine intelligence activities, 
provided that such an investigation of a United States 
person is not conducted solely on the basis of 
activities protected by the first amendment of the 
Constitution of the United states. 

Court order for disclosure of consumer reports 
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Notwithstanding section 1681b of this title or any 
other provision of this subchapter, if requested in 
writing by the Director of the Federal Bureau of 
Investigation, or a designee ef the Director in a 
position not_ lower than Oeputy Assistant Director at 
Bureau headquarters or a Special_Aqent in Charge in a 
Bureau field office designated by the Director, a 
court may issue an order ex parte directing a consumer 
reporting agency to l;urnish a consumer report to the 
Federal Bureau of Investigation, upon a_ showing in 
camera that the report is sought for the conduct of an 
authorized investigation to protect against 
international terrorism or clandestine intelligence 
activities, provided that such an investigation of a. 
United States person is not conducted solely on the 
basis of activities protected by the first amendment 
of the Constitution of the United States. The terms 
of an order issued under this subsection shall not 
disclose that the o~der is issued for pUrposes of a 
counterintelligence investigation. 

(Remainder unchanged) 

Questions and Additional Information 

The National Security Law Unit (202-324-3951) is available-to answer questions al;>out this legislation. In addition, materials relating to the new legislation will be posted on the NSLU FBI Intranet website, which can be found http:l/30.100,99.18/ogc/nslu/ or through the OGC page. 
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LEAD (s): 

Set Lead 1: (Adm) 

ALL RECEIVING OFFICES 

Disseminate to personnel involved in FCI/IT operations arid to other division personnel as appropriate • 

•• 
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FEDERAL Ei"-~~EA.U OF INVESTIGATION 

Precedence: IMMEDIATE 

To: All Divisions Attn: 

From: Office of the General Counsel 
Investigative Law Unit, Room 7326 
Contact: Investigative Law Unit, 

Approved By: Parkinson Larry R! 

Drafted 

Case ID #: 66F-HQ- 1085160(Pending)-57 

Title: NEW LEGISLATION 
PATRIOT ACT OF 2001 

Assistant Director; 
SAC; 
Legat 
CDC 

PROVISIONS ADDRESSING INVESTIGATIVE ISSUES 

Date: 0611 9/02 

b.;t- ' 

b1G-I 

.~ b1C- \ 

Synopsis: To supplement guidance previously provided on the USA PATRIOT ACT of200I by highlighting provisions of the USA PATRIOT Act of 200 I which are of the most immediate interest to .FBI investigations. 

Reference: 

Details: 
Background 

66F-HQ-Al247863 Serial 70 
66F-HQ-Al247863 Serial 71 
66F-HQ-AI323588 Serial 364 

On October 26, 200 I, the President signed the "Uniting and Strengthening America by Providing Appropriate Tools Required to Intercept and Obstruct Terrorism Act of 200 I" (otherwise referred to as the "USA PATRIOT Acf' or "Patriot Act") which enhances many investigative tools available to the FBI. Over the last several months, the Office of the General Counsel (OGC) has provided guidance to the field on this Act in the form of e-mails, ECs, and presentations/training. 
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Among the documents provide_d are a detailed section-by-section analysis of certain provisions of the 
Act; 1 two separate ECs prepared by OGC's National Security Law Unit, Counsel dated October 26, 
2001, entitled "NEW LEGISLATION, REVISIONS TO FCI/IT LEGAL AUTHORITIES, 
FOREIGN INTELLIGENCE SURVEILLANCE ACT (FISA)" and "NE~ LEGISLATION, 
REVISIONS TO FBI/IT LEGAL AUTHORITIES, NATIONAL SECURITY LETTERS"; and an 
EC prepared by OGC's Legal Forfeiture Unit, dated 
January II, 2002, entitled "ASSET FORFEITURE MATTER." The purpose of this communication is to consolidate into one document the gnidaoce previonsly provided and to highlight those provisions of 
the Patriot Act of greatest interest to FBI investigative efforts. 

This EC has been broken down into three sections. Section I, Investigative Tools, 
addresses the provisions which modifY, amend, or create investigative tools which may apply to many 
types of investigations. Section II, Money Laundering, highlights some of the new crimes and 
investigative tools aimed at the financial networks of criminal enterprises. The International Money 
Laundering Abatement and Financial Anti-Terrorism Act of2001 was incorporated into the Patriot Act 
and was intended to significantly increase the United States' ability to combat the financing of tetmrism. 
This section of the EC is only intended to summarize some of the highlights of the Act. Additional, 
more comprehensive guidaoce will be forthcoming. Section III, New Terrorism Offenses, summarizes · some of the importaot changes in the criminal statutes regarding terrorist offenses. The forfeiture 
provisions, information sharing provisions, and other national security related provisions were 
addressed in detail in the aforementioned ECs and therefore will not be covered by this EC. 

Many of the investigative tools provided in the Patriot Act are govemed by a sunset 
provision which will result in their expiration on December 31, 2005 unless renewed by Congress.2 fn 
order to be prepared to justifY their renewal, offices are encouraged to keep records of the effective 
use of these tools. ·Important information to be maintained includes bof:h.tlie number of times the 
investigative tool was effectively used and specific information on no~worthy cases. ' ' 

'This document was prepared by the Department of Justice and provided via e-mail to all 
Chief Division Counsels on October 30, 2001. 

2Title 3 of the Patriot Act, entitled the fnlemational Money Laundering Abatement and Financial Anti-Ten·orism Act of 2001, has a slightly different sunset provision in that it will only expire if Congress enacts a joint resolution containing specific language. The result is that the provisions will continue unless Congress acts otherwise. 

2 
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I. Investigative Tools 

Information from Communications Providers 
/ • 

Voice Mail- Law enforcement can now obtain all voice mail which is stored by a communications provider, Including unopened voice mail, using the procedures set fmth in 18 U.S.C §2703 (such as a search warrant). This also applies to other wire communications as defined by the· statute. Voice messages stored and in the possession of the user, such as an answeting machine, are not covered by this statute. Previously the law was vague on the standard required to compel production of a stored voice mail message, leaving the possibility for argument that a wiretap order was . 
. required. This tool is set to expireunderthesunsetprovision. See 18 U.S. C.§ 25!0; 18 U.S.C. § 2703. 

Basic Subscriber Information- The list of information law enforcement can obtain with a subpoena was expanded to include records of session times and durations, any temporati1y assigned network address, and the means and source of payment that a customer uses to pay for his/her account with a communications provider. 18 U.S.C. § 2703(c). 

Nationwide Search Warrants for E-mail- Courts with jurisdiction over an investigation can now issue a search warrant with nationwide jurisdiction to compel the production of information held by a service provider, such as unopened e-mail. Previously, the search warrant had to be issued by a court in the disttict where the service provider was located. This tool is set to expire under the sunset provision. 18 U.S. C. § 2703. 

Clarification of the Cable Act - In the past there were two ~tatutory standards for privacy protection: one governing cable service (47 U.S.C. § 551, the "Cable Service Act"), and the other governing telephone and Internet privacy (18 U.S. C. § 2510, et seq.[wiretap statut-e],'l8 U.S.C. § 2701, et seq: (ECPA], 18 U.S.C. § 3121 et seq. [pen/trap statute]). This opened the door for cable companies which provide telephone and Internet services to argue that the ECPA, wiretap, and pen/trap statutes did not apply to them. The Pattiot Act clarified this issue by stating that the ECPA, wiretap, and pen/trap statutes govern disclosures by cable companies that relate to the provision of communication services. See 47 U.S.C. § 551(c)(2)(D). 

Voluntary Disclosures - The law now explicitly petmits, but does not require, a service . provider to disclose to law enforcement either content or non-content customer records in emergencies ' ' involving an immediate risk of death or setious physical if\.iury to any person. This voluntary disclosure, however, does not create an affirmative obligation to review customer communications in search of such imminent dangers. The Act also allows a communications senrice proVider to disclose non­content records to protect their rights and propetty. This will most often be used when the 
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communications service provider itself is a victim of..computer hacking. This provision will expire under 
the sunset provision. See 18 U.S.C. § 2702(b) & (c)(~.);r18 U.S.C. § 2703(c)(2)(F). 

Electronic Surveillance 

Expanded Predicates for Title III- The predicate offenses for Title III were 
expanded to include crimes relating to chemical weapons (18 U.S.C. § 229), terrmism ( 18 U.S.C. §§ 
2332, 2332a, 2332b, 23324, 2339A, and 2339B), and felony violations of computer fraud and abuse 
( 18 U.S.C. § 1030). This is set to expire under the sunset provision. See 18 U.S.C. § 2516. 

Nationwide Effect of Pen/Trap Orders -The Act amends the pen/trap statute to give 
federal courts the authority to compel assistance from any provider of communication services in the 
United States whose assistance is appropriate to effectuate the order. See 18 U.S.C. § 3127(2). 

For exa..'llple, a federal prosecutor may obtain an order to trace calls rnade to a 
telephone within the prosecutor's local district. The order applies not only to the local canier serving 
that line, but also to other providers (such as long-distance carriers and regional carriers in other patts 
of the country) through whom calls are placed to. the target telephone. In some circumstances, the 
investigators may have to serve the order on the first carrier in the chain and receive from that canier 
information identifYing the communication's path to convey to the next canier in the chain. The 
investigator would then serve the same court order on the next carrier, including the additional relevant 
connection information learned from the first carrier; the second carrier would thert·provide the 
connection information in its possession for the communication. The investigator would repeat this 
process until the order had been served on the originating canier who was able to identify the source of 
the communication. 

When prosecutors apply for a pen/trap order using this procedure, they gem:rally will 
not know the name of the second or subsequent providers in the chain of communication covered by 
the order. Thus, the application and order will not necessarily name these providers. The amendments 
to section 3 i 23 therefore specifY that, if a provider requests it, law enforcement must provide a ··written 
or electronic certification" that the order applies to that provider. OGC will provide_ additional guidance 
on language for such certification in the near future. 

Intercepting Communications of Computer Trespassers- The wiretap statute was 
amended to explicitly provide victims of computer attacks the ability to invite law enforcement into a 
protected computer to monitor the computer tr~passer's communications. In the past, the law was 
ambiguous on this point Before monitoring can occm, however, four requirements must be met. First, 
consent from the owner or operator of the protected computer must be obtained. Second, law 
enforcement must be acting pursuant to an ongoing investigation. Both criminal and intelligence 
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investigations qualify, but the authority to intercept ceases at the conclusion of the investigation. Third, law enforcement must ha_).«:.'reasonable grounds to believe that the contents of the communication to be ~ intercepted will be relevant to the ongoing investigation. And fourth, investigators must only intercept the communications sent or received by trespassers. Thus, this section woutd only apply where the configuration of the computer system allows the interception of communications to and from the trespasser, and not the interception of non-consenting users authorized to use the computer. Additionally, based on the defmition of a."computer trespasser," communications of users who have a contractual relationship with the computer owner may not be monitored, even if their use is in violation of their contract terms (i.e. spammers). This is set to expire under the sunset provision. See 18 U.S.C § !030(e)(2); 18 U.S. C.§ 2510 (20) & (21); 18 U.S.C. § 2511(2)(i). 

Pen Register/Trap and Trace Reporting Requirement- The statute created a new repotting requirement whenever the government uses its own pen register or trap and trace equipment on a packet-switched data network of an electronic communications service to the public. While this provision was aimed at the use of the DCS-!000 (earlier versions were knoWn as C!ll1livore), it will also apply to the use of other government owned equipment/software, such as Etherpeek, on a service provider's networlc. While adclitional detailed guidance will be forthcoming, this new requirement imposes a duty to maintain records relating to the use of this equipment and to file these records with the court which authorized the pen register or trap and trace. See 18 U.S.C. § 312~(a)(3). 

OPR Inquiry and Civil Liability for Unauthorized Disclosures -If a comt, appropriate department, or agency, I) finds that the government violated the wiretap statute (18 U.S.C. § 2520, et seq.) or the Electronic Communications Privacy Act(ECPA codified at 18 U.S.C. § 2701, et seq.); and 2) seriously questions if a government employee acted willfully or intentionally in such violation, the statute now requires that an OPR inquiry be initiated to.<ktermine if disciplinruy action is warranted. The Deprutrnent of Justice Inspector General will~ n<>tified of the results of the inquiry, including justification for the outcome. Violations warranting anOPRinquiry include improper disclosure of information obtained pursuant to Title III, ECPA, a pen registerftrap and trace order, and national secudty letters under 18 U.S.C. § 2709. The United States is now civilly liable for certain violations ofFISA [Section 106(a) codified at 50 U.S.C. § !806(a) (the use ofinforrmltion in the ELSUR context), Section 305(a) codified at 50 U.S.C. § l825(a) (the use of information in the physical seru·ch context), and Section 405(a) codified at 50 U.S. C. § 1845(a) (the use of information in the pen register/trap and trace cpntext)], the wiretap statute, and ECPA with minimum damages awru·dedat $10,000 plus legal fees. See 18 U.S.C. § 2520(t) & (g); 18 U.S C.§ 2707(d) & (g); and 18 U.S.C § 2712. 
' ' 
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Search Warrants 

Delayed Notice for Search Warrants- The Act created a uniform statutory standard 
authorizing courts to delay the provision of required notice if the court finds "reasonable cause" to 
believe that providing immediate notification of the execution of the waiTant may have an adverse result as defined by 18 U.S.C. § 2705 (including endangering the life or physical safety of an individual, flight from prosecution, evidence tampeling, witness intimidation, or otherwise setiously jeopardizing an 
investigation or unduly delaying a trial). The Act provides for the giving of notice within a "reasonable peliod" of a waiTant's execution, which period can be further extended by a coutt for good cause. See 
18 U.S.C. § 3!03a. 

Single JurisdiCtion Search Warrants for Terrorism- In domestic ten·orism (as 
defined within the act) or international terrorism cases, a search wan·ant may be issued by a magistrate 
judge in any district in which activities related to the te1Torism have occutTed for a search of propert-y or persons located within or outside of the district. See Fed. R. Crim. P. 41(a). U.S. Attorneys' Offices 
had been advised to coordinate all search WaiTants in the investigation into the September II ten·mist 
attacks with the DOJ Terrorism and Violent Crimes Section in order to avoid duplication of effmt and . prevent inadvertent interference with ongoing investigations in another distlict. It is likely that DOJ will 
maintain some method of coordination to eliminate these concerns in other investigations as well. 

Miscellaneous Tools 

Obtaining Financial Records and Consumer Reports -Section 358 of the Act 
amended the Right to Financial Plivacy Act and the Fair Credit Reporting Act to provide for the ability 
to obtain financial records or consumer rep.mts related to "intelligence or counterintelligence activity, investigation or analysis related to international tetrorism" See31 U.s.C. § 5311; 12 U.S.C. § 
3412(a). 

·. ~ 

DNA Predicates -Section 503 extends DNA sample collection to all federal offenders 
convicted of the types of offenses that are likely to be committed by terrmists (as set fmth in 18 U.S.C. § 2332b(g)(5)(B)) or any crime of violence (as defined in 18 U.S.C. § 16). See 42 U.S.C. 
§ !4135a(d)(2). 

Emergency Assistance from DOD- The Act broadened the Attorney General's 
authority to request assistance from the Secretary of Defense in emergency situations involving weapons ofmass destruction. See 18 U.S.C. § 2332e. ' ' 

Educational Records - Law enforcement can now obtain educational records held by 
an educational agency or institution if they are relevant to an authorized investigation of domestic or 
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intemational teiTOrism or other offenses found under 18 U.S.C. § 2332b(g)(5)(B). Assistant Attorney General approval is required. This includes individually identifiable information which may be in the possession of the National Center for Education Statistics. See 20 U.S.C. § 1232g; 20 U.S.C. § 9007. 

Expanded Foreign Jurisdiction- The special maritime and territorial jUiisdiction of the United States explicitly is extended to U.S. diplomatic and consular premises and related private residences overseas for offenses committed by or against a U.S. national. This clarified inconsistent prior caselaw to establish that the United States may prosecute offenses committed in its missions abroad, by or against its nationals. The provision explicitly exempts offenses committed by members or employees of the U.S. armed forces and persons accompanying the armed forces, who are covered under a provision of existing law, !8 U.S.C. § 326!(a). See 18 U.S.C. § 7. 

Expansion of the Computer Fraud and Abuse Act (18 U.S. C.§ 1030)- The Act 
included a variety of modifications to strength the criminal statute used most often in computer hacking cases (18 U.S.C. § 1030). The Paniot Act increases penalties for hackers who damage protected . computers (from a maximum of I 0 years to a maximUin of 20 years); clarifies the mens rea required for such offenses to make explicit that a hacker need only intend damage, not a pru.ticular type of damage; adds a new offense for damaging co!Uputers used for national security or criminal justice purposes; expands the coverage of the statute to include computers in foreign countlies so long as there is an effect on U.S. interstate or foreign commerce; counts state convictions as "prior offenses" for the purpose of recidivist sentencing enhancements; and allows losses to several computers from a hacker's comse of conduct to be aggregated for pU!poses of meeting the $5,000 jUiisdictional threshold. See 18 us c.§ 1030. 

II. Money Laundering 

New Offenses 

Bulk Cash Smuggling - The Act makes it an offense to smuggle more than $10,000 in currency into or out of the United States with the intent to evade the CMIR reporting requirement. The House Repmt specifically states that this provision will apply to conduct occurring before the effective date of the Act. 31 U.S.C. § 5332. 

Money Transmitting Businesses -The scope of 18 U.S.C. § 1960 is expanded to include any business, licensed or unlicensed, that' involves the movement of funds that the defendant knnws were derived from a criminal offense, or were intended to be used "to promote or support unlawful activity." It would not be necessru.)' for the Government to show that the business was a 
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storefront or other formal business open to walk-in trade. To the contrary, it would be sufficient to 
show that the defendant offered his services as a money transmitter to another. 

It is already an offense under Sections l956 and 1957 for any-person to conduct a 
financial transaction involving criminally derived prope1ty. But Section !957 has a $10,000 threshold 
requirement, and Section 1956 requires proof of specific intent either to promote another offense or to 
conceal or disguise the criminal proceeds. New Section 1960 contains neither of these requirements if 
the property is criminal proceeds; or alternatively, if there is proof that the purpose of the financial 
transaction was to commit another offense, it does not require proof that the transmitted funds were 
tainted by any prior misconduct. See 18 U.S.C. § 1960. 

New Investigative Tools 

Expansion ofMoney Laundering Predicates -The list of foreign crimes in the 
definition of "specified unlawful activity" is expanded to include public corruption and other foreign 
offenses. Similarly, amendment to RICO makes a long list of acts relating to te1TO!ism predicates for 
money laundering. Moreover, ~der Section 1956(a)(2)(A), it will be an offense to send any money 
from any source into or out of the United States with the intent to promote such an offense. 

Subpoenas for Overseas Bank Records- A new statute, 31 U.S.C. § 5318(k)(3), 
provides that the Attorney General or the Secretary of .the Treasu1y may s~rve "a summons or 
subpoena" on any foreign bank that has a correspondent account in the United States, and request 
records relating to that correspondent account or any records maintained outside of t~J,e United States 
relating to the deposit of funds into the foreign bank. Congress has created this authority by requi1ing 
that any foreign bank that maintains a correspondent account in the United, States II1Ust appoint a 
representative to accept a subpoena issued by the Attorney General ortheS<icretary of the Treasury 
for bank records. Thus, it would no longer be necessary to seek those recOrds pursuant to amutual 
legal assistance treaty or other procedure that is dependent upon the cooperation of a foreign 
government. This section of the Act became effective on December 25, 2001. 

Long-Arm Jurisdiction -The Act expanded the court's jurisdiction to include a foreign 
person, including a foreign bank, if the money laundering offense occurred in part in the United States, 
or the foreign bank has a correspondent accouqt in the United States. See 18 U.S. C. § 1956(b). 

Voluntary Disclosure by Banks- The Act provides immunity from civil liability for any 
financial institution that makes a voluntary dis~losure of any possible violation of law or regulation to a 
government agency. It further· prohibits, with some limited exceptions, the person or entity making such 
disclosure from notifYing the person involved in the suspicious transaction that the transaction has been 
repmted See 31 U.S.C. § 5318(g)(3). 
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III. New Terrorism Offenses 

Definitions 

Domestic Terrorism- The Act created a new definition of"domestic tetTm~sm," cotTesponding to the existing definition of"intemational terrorism." The tetm is defined to mean activities occun-ing primarily within the terr-itorial jurisdiction of the United States involving acts dangerous to human life that are a violation of the criminal laws of the United States or any state and appear to be intended to intimidate or coerce a civilian population, influence the policy of a govemment by intimidation or coercion, or affect the conduct of a government by mass destrnction, assassination, or kidnaping. Investigations of"domestic terrorism" and "international terrm-ism" have additional investigative tools including nationwide service of search warrants and disclosure of educational records. See 18 U.S.C. § 2331; Fed. R Crim. P. 4l(a); 20 U.S. C.§ 1232g; 20 U.S. C.§ 9007. 

Federal Crime of Terrorism (18 US. C.§ 2332b(g)(5))- The definition was modified to include several offenses likely to be committed by ten-m-ists, including a number of aircraft violence crimes and certain computer crimes, to the list of predicate offenses. Due to Congressional concerns . about overbreadth, some crimes were removed from the list (pt-imarily offenses involving assault and less grave property crimes). These offenses are now RICO predicates (see USA Patriot Act§ 813}, have a longer or no statute of limitations (18 U.S.C. § 3286}, and are predicates for the collection of DNA (see Section I. above). 

New Offenses 

Attacks on Mass Transportation Systems- The law now prohibits va.tious violent offenses against mass transportation systems, vehicles, facilities, or pas$engers. Specifically, it prohibits disabling or wrecking a mass transportation vehicle; placing a biological agent or destructive substance or device in a mass transportation vehicle with intent to endanger safety or with reckless disregard for human life; setting fire to or placing a biological agent or destmctive substance or device in a mass transportation facility knowing or having reason to know that the activity is likely to disable or wreck a mass transportation vehicle; disabling mass transportation signaling systems; interfering with personnel with intent to endanger safety or with reckless disregard for human life; use of a dangerous weapon with intent to cause death or serious bodily injmy to a person on the pro petty of a mass transpmtation provider; conveying false information about any such offense; and attempt and conspiracy. The provision carries a maximum sentence of 20 years imprisonment, or life imprisonment if the crime results in death. See 18 U.S.C. § 1993. '' 

Harboring Terrorists - Previously the harboring offense prohibited only the hru·boring of spies (see 18 U.S. C. §792); there was no compa.t-able terrorism provision. The new law prohibits 
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harboring or concealing persons who have committed or are about to commit a variety of ten·orist offenses, including destruction of aircraft or aircraft facilities, use of nuclear materials or chemical or biological weapons, use of weapons of mass destruction, arson or bombing of government property, destmction of energy facilities, sabotage of nuclear facilities, or aircraft piracy. See 18 U.S.C. § 2339. 

Expert Advice/Assistance and Material Support- The prohibition on providing material support or resources to terrorists was expanded to include expert advice and assistance. This makes the offense applicable to experts who provide advice or assistance knowing or intending that it is to be used in preparing for or carrying out terrorism crimes, such as the civii engineer providing advice on the best manner to destroy a building. This provision expanded the criminal law by eliminating the restriction that such material support be within the United States, clarifYing that prohibited matelial support includes all types of monetary instruments, and adding to the list of underlying ten·odsm crimes for which provision of material supp01t is ban·ed. Additionally, material support offenses can be prosecuted in any district in which the underlying offense was committed. The Act also clatified that the Trade Sanctions Reform and Export Enhancement Act of 2000 does not limit this prohibition. See 18 U.S.C.§ 2339A. 

Possession of a Biological Agent- The Act estab1ished an additional offense to the ·biological weapons statute of possessing a biological agent or toxin of a type or in a quantity that, under the circumstances, is not reasonably justified by a prophylactic, protective, bona fide research, or other peaceful purpose. Additionally it created a new offense for certain restdcted persons (including felons, persons indicted for felonies, fugitives, drug users, illegal aliens, mentally impaired persons, aliens fi'om certain terrorist states, and persons dishonorably discharged from the U.S. rumed services) to possess a biological agent or toxin listed as a "select agent" by the Secretary of Health and Human Services. See 18U.S.C. § 175. 

Attempt and Conspiracy - The Act amended several tenurism ctimes to add ll prohibition on attempt and conspiracy resulting in penalties equal to the underlying offenses. See 18 U.S.C. § 81 (arson); 18 U.S.C. § 930(c) (killings in federal facilities); 18 U.S.C. § 1362 (injuting or destroying communications lines or systems); 18 U.S. C. § 1363 (injuring or destroying buildings or property within the special maritime and tenitorial jurisdiction of the United States); I 8 U.S .C. § 1992 (wrecking trains); 18 U.S.C. § 2339A (material support to terrorists); 18 U.S. C.§ 2340A (torture); 42 U.S.C. § 22B4 (sabotage of nuclear facilities or fuel); 49 U.S. C. § 46504 (interference with flight crew members and attendants); 49 U.S.C. § 46505 (carrying weapons aboard aircraft); and 49 U.S.C. § 60123(b) (damaging or destroying an interstate gas or hazardous liquid pipeline facility). 
' ' 

Additional Infonnation and Manual Changes 
Additional guidance and associate~ will be forthcoming. should be directed to the Investigative Law Unit,._..The text of the law, 

' ' 10 

. . 

Any questions 

osted 

b~-1 
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FEDERAL BUREAU OF INVESTIGATION 
FOIPA 

DELETED PAGE INFORMATION SHEET 

xxxxxx 
xxxxxx 
xxxxxx 

Page(s) withheld entirely at this location in the file. One or more of the following statements, where indicated, 
explain this deletion. 

)!iJ Deletions were made pursuant to the exemptions indicated below with no segregable material available for 
release to you. 

Section 552 Section 552a 

..,. (b)(l) 0 (b)(7)(A) 0 (d)(5) 

Jill (b)(2)- L ;!. D (b)(7)(B) 0 (j)(2) 

I:J {b)(3) ~ (b )(7)(C) - I D (k)(l) 

D (b)(7)(D) D (k)(2) 

D (b)(7)(E) 0 (k)(3) 

D (b)(7)(F) D (k)(4) 

D (b)(4) 0 (b)(8) 0 (k)(5) 

~ (b)(S) -I D (b)(9) 0 (k)(6) 

D (b)(6) D (k)(7) 

D Information pertained only to a third party with no reference to the subject of your request or the subject of your 
request is listed in the title only. 

D Documents originated with another Government agency(ies). These documents were referrtxl to that agency(ies) 
for review and direct response to you. 

Pages contain information furniShed by another Government agen~ifS). You wiJl be advised by the FBI as 
to the releasability of this information following our consultation wil!ltbe other agency(ies). 

Page(s) withheld inasmuch as a final release determination has not been made. You will be advised as to the 
disposition at a Later date. 

Pages were not considered for release as they are duplicative of---------------

Page(s) withheld for the following reason(s): 

0 The following number is to be nsed for reference regarding these pages: 

xxxxxx 
xxxxxx 
xxxxxx 

xxxxxxxxxxxxxxx 
X Deleted Page{s) X 
X No Duplication Fee X 
X for this page X 
xxxxxxxxxxxxxxx 

30-79 FBIIDOJ 
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Documents released by letter dated 
November 14, 2002 
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MS ANN BEESON 
AMERICAN CIVIL LIBERTIES UNION FOUNDATION 
125 BROAD STREET 
NEW YORK, NY 10004 2400 

Dear Requester: 

U.S 1artment of Justice 

Federal Bureau nf Investigation 

Waslungwn. D.C 20535 

Non:mbcr 14,2002. 

Subject: ALL RECORDS RE: DOJ RESPONSE TO 6/13/02, 
LETTER FROM CONGRESSMEN SENSENBRENNER 

FOIPA No. 0966750-000 

Tt1e enclosed documents were reviewed under the Freedom of Information/Privacy Acts (FO!PA), rit!e S, 
Llr1ited StJtes Code, Section 552/552a. Deletions have been mc.tde to protect inforrnation which is exempt from disclosure. 
with the appropriate exemptions noted on the page next to the excision. In addition, a deleted page information sheet was 
inserted in the file to indicate where pages were withheld entirely. The exemptions used to withhold information are marked 
br:low and exple1ined on the enclosed Form OPCA-16a: 

iJ(b)(1 1 

LJ(b)(2) 

Section 552 

"'(iJ)(3L ____ _ 

U(b)(41 

D(b)(51 

D(b)(G) 

ll(b)(7)(A) 

LJ(b)(7)(BI 

'"(il)(7)(CI 

IJ(b)(7)(D) 

1(b)('/)(EI 

LJ(b )(7)(F) 

L(b)(81 

C:(b)(91 

24 page{s} were reviewed and 24 page{s) are being released. 

Section 552a 

ll(d)(51 

UU)(21 

ll(kll 1 1 

D(k)(2) 

'1(k)(31 

ll(k)(41 

D(k)(51 

IC(k)(61 

D(k)(7) 

u Docurnent(s) were located which originated with, or contained information concerning other 

Government agency(ies) [OGA]. This information has been: 

Cl referred to the OGA for review and direct response to you. 

n referred to the OGA for consultation. The FBI will correspond with you regarding H1is 
information \.vhcn tile consultation is fin shed 

fJ You have the right to appeal any denials in this release. Appeals should be directed in 
writing to tile; Co-Director, Office of lnformatron and Privacy, U.S. Department of Justice. Flc:Jg 
Building, Suite 570, Washill~Jton, [J C. 20530-0001 within sixty days from receipt of this letter 
The envelope and the letter shoulc.l be clearly marked "Freedom of Information Appeal" or 
"lnfor·rnation Appeal." Ple~~se cite the FOif'A number assigned to your request so th<1t it mJy l1c easily 
identified 
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~ The enclosed material is from the main investigative file(s) in which the subject(s) of your request was 
the focus of the investigation. Our search located additional references, in files relating to other 
individuals, or matters, which may or may not be about your subject(s). Our experience has shown, 
when ident, references usua!ly contain information similar to the informatior'! processed in the main file(s). 
Because of our significant backlog, we have given priority to processing only the main investigative file(s). 
If you want the references, you must submit a separate request for them in writing, and they will be 
reviewed at a later date, as time and resources permit. 

Ll See additional information vvhich follows. 

Fenclosure(s) (2) 

Since1·ely yours, 

David M. Hardy 
Section Chief, 
Records Information 

and Dissemination Section 
Records Management Division 
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(!~t\~: G~-::'.f\,~000) 

P:cecedence~ lMMEDli\TF Date~ 10/26/2001 

~o: All DivisiorlH 1\.\:tn: 1\DIC, SI\C 
CDC 

From~ Of[ice of the General Counsel 
NSLU/NSLB, Room 7975 ·. 1.-.~~~--··~-~·---~] 
Contact: Nut·ioiul S~curit·y· l-a.\v LlJl' __ L,~- 1 

:~ ~~~~-~-"'~~--~~-,. ~~""-~~~~·~ 

1\.pproved By: 

Drafted By: 

Mueller Robert S Jli 
Pick.J.rd Thomas ~~ 

Parkin~;C)Tl Larr:y R 
l30\'JUHll M E 

C~.se ID #: 66F-HQ-A12·17B63 (None) 

Title; NE\'1 LEGio31 ,1\TlON 
REVJc:JONS TO FC!/IT LEGAl. AliTHORITJES 
i'ORSIGN TNTELLlGENCE SURVEILLANCE ACT (riSA) 

b7C 

Synopcif..i ~;l.JtFtiL:tt i··.(·:-: :-,_·~·e.;lt ~-·h:lll'-JC'.'": '.-·.) FrSA ,-:t.-lt_II\--:e anr.1 C('-l atc•d 
1.cga1 au~~llor i.l _i(-'2';. 

Det".ctils ,: 

0;1 Oct..oL-·el_- )r_;, )_{}()-!, tLe Pn.:_:L->Iclent ~c:_iyn(o;cl th.:-: '~Unlt.ltl~~~ 

dncl ,c;t_lc'IlqtiJc~JlitJq i\tilC'l-i,·d Tl.c~ h';-' l 1 t--u\rlding /\pr)r·orn-·id\_(~ Tool;s 
PeqL~ircd to lnLerccpl u.nci Ob.sl.t.-uct 'l'crTorisn1 Act oi :200]" ~tJh_icll 
:-:O.igni_r_ict.nttly revise~> mJny legal duthuril:-i<?:s n:=;L-tting to 
count.ert.erro_r·_i_,c;m. The }\ct, which con~.:>ists of more l~hun l:iO 
~;ections, ~::::_'f f ect L> chdnges i_n nat::. iona 1_ security author-ities I Lht:: 
:_;ub::>tanti -ere crimj ua1 law, immigrat. ion lavJ, money laundering 
statutes, victim assJ.stance statutes, and other areas. The 
Na.Liona1 Sc:t.:uri ty La.w Unit I OGC, is issuing guidance on those 
port.ion,c:; of Llle l\ct relating to nat:iondl security operat-ions. 
Th.-i.s comml!rLi.cation addresses changes in the Foreign Intelligence 
Survelll~nr~ Acl of 1978 (FISA) .1nd certain other stattltes 
relat in·g Lo intonnat. i.on sharing; a related serial describes 
char1ges to Natl_onal Securicy Letter authorities. Other OGC 
communicatJOtl.:-~ adch-cs,':> the nun-Pdt.iona1 security law port-_ions 
t:.hc=· Act. 

I 
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Re: 

All Ul '<.risio~ 

66!:'-HQ-Al21 
l-'Lum: Office of the CeneLa 1 ,-,ouusel 

.)3 f 10/25/2001 

IE Lhe l.\1akc ot the September lJ, 2001 aL Lacks, the 
Acimir:i_sLralion p!:opo;;ed to Cong:!:::"ess a variety ot proposclls lo 
i.ncredsc the efficiency and effecLivene.ss of FCI/l'l' operat.ions, 
and ~ suhs~ctntia1 portior1 of the Act is given over to this 
purp0se. In particular, the Act seeks t;, improve the efficiency 
of the FlSl\ process and to remove barriers to the timely sharing 
of infonnat ion betv,'ecn FCl/JT intelligence operation:::; and 
critnir1al investigations. 

Many prcv ic;ions ot Lhe J\ct, includll1CJ most of the 
nat.ional ~Pr.uri ty (HTlvisions, are subject to the 11 sunset. 11 

provision described in Section 224 of the Act. This Section 
staLes that the authorities expire on December 31, 2005. At that 
t:.ime, Congress will have to d_pc;_i_dc whether or not to rc-:-authorizc 
Lhe pr-ovisions. 

T:1e tollo\ving surmnarizes the changes in nutionul 
sec\.a·i_ty aut.hor:i t:ies by various sections in the Act (l\ separoLe. 
EC of this same date addresses changes to National Security 
Letter (NSL) aut.hori L i_es). For each secl ion, there is a summary 
of putent ia1 chaugt~~~ in FBI uperation~l procedu~~es. Recipi,_:nt:::~ 
~-;hould nolc· that t.hi::~ is only initinl qui dance; tnou:::' deta i 1 P:d 
explanations and procedures may follow in subseq-;Jenl_ 
comrm1~1icat_ ions. 

Sh.axj_ng Gra.nd ;ru.cy, T_i_tle tli aL.1cl Criminal 
Investigative Information 

sr--.,_:t_iull )()-~ fj_r_-:.,-;L ame:nci~:;; Fcder<-Jl Ru.if~ :~1L C'rjmi_nal 
Pr·c)ctslun-:. 6 (e) \_(l pPnn·it the disc.lo::::ure ot grand j·Jry ·i:1fonn.:1t:ion 
invol'J:~ng int.ellis-Jence in(cnnation ''to any Federal law 
eu(on_'erncnt, inLelligence, protective, immigration, national 
defense, or national security officia1 i_n order lo a~~-;_i_E-;t the 
uf [ :L cia _I_ r·ccci~; :i nS.l Lhat informa.tion in the performance of hJ.s 
officiaL duties.'' The Section also requires subsequent notice to 
the Court c1f tt1c ctger1cies to which ir1formation was disseminated 
and acids a definition of 11 foreign intelligence information'' tr_-_~ 
Rule G(e) The Grand Jury port.i.c1n of this ·section (Sectjon 
201 (a)) L.S not subject to the sunset provision. 

Scct·ion :~0"1 lhen amends Title Ill t:o a] ]ow LhP. samP. 
.~o.:__lr·t uf j·i_.:::clos1cll-·:-: ol ·~"itle III ir.:fcrmation when th>:> matLel-s 
inv:-J]\/(' rc.1n ... ·ign irlle}-];~Jl~ncc 1'1::::=> .J.ny oLltcl- Fedcrdl :;\·! 

en[e>!_CC'menl jnLc! l i~Jecce, p.ro:_ecLi\'C', imn1g~"at :u1: rt,--lt IUilctl 

defer1se, t)r I-taticr~Jl sccut:iLy official ir1 order rr-· ~ss1st l-llc 
<Jt[ic ::-1l rc:~c·t---,ivlnq :~ha.t ii:forn\C}tiun Jil r-_he peric:-n-·ma:,<:-'e of h=--~-; 
of:fi_c al dut 1 es. ,. Tho ~~cctiO!l adds a dctin~tion of fore-ign 
lnt __ c-::.J _LS_lencc int.:::l2~mcttion \~o T-iLle TIJ, and requiJ-es th~-: Attorr:e'; 
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66F HQ~A1~4id6], 10/26/2001 

Gcncrc:t_~ l:> dc\'clup p:_·o.:_:cdt~;_-(._:~~ L:n_- the f;hQr::Lnq or G~~ctnd ,;tll.-y or 
Tit:.le Ill _i_r:.foJ._·m,-=ttion thaL identi_[ie~:; a U.S. pe~son. 

Finally, Section ?03 estdblisiles chJL 1'r1otw~thsta~d1ng 
dl1Y other la\\'" it is lawful for criminal invcst::_igo.t.o~s to share 
foreign i.ntelli_gerice information obtained in the ~ourse of a 
cri m.i Dill invcst-=-igation w i.th any other federal la·w enforcement, 
intelligence, protective, immigration, national defense, or 
national sect1rity official, as above. 

The intent of Section 203 is to elimi:1CJ.tc barriers to 
the timely sharing uf- intonnal ion betw·een criminal investigators 
Ltnd ot.her PntiL·lec~ (the lntclli.Cjence Community, th~ .lNS, DoD, 
etc. involved in Lhe protection of the national security. The 
Section essentially gives the FBI full discretion to share 
criminal_ icvest.igaLlve infor-mation, rega:r.-dless of its source, 
whenever it involves tor~?;.i.gn intelligence info:nnaLion (which .is 
defined t.(J include all foreign intelligence, counteri_ntelligence, 
and cour:t.erterrorism information) . 

Procedural Changes: FBI components in possession o[ 
information obtained through criminal Lnvestigative techniques 
lhut is also foreign intelligence infonnati.on shoL~ld arrange for 
the appropriate dissemination of the inforrnalion. Dissemination 
to ::he Tnte.'.ligenc•.: Community r!1Ust- he' r::OCJl·di.natecJ t-hn_JW~Jh thP 
I·clcvdnt ~TSD o1· CTD un:t.'::> at ?DIHQ. \'JhPn L.Lc DOJ :u;;sues 
procedure:-! .1.:-Plat2.n~l t.u the: c_i LssemirE1lior: uJ- U.S. person 
i.ntnntkition, t_:,hc f·;,:.;lr.l \·Ji1.! :."E'~C(-'_ivc add"ition,:l·l guidance. 

? <~r<.ovin9" FIS.A ELStfR 1\_uthor::i..ty 

Section ?06 amends FTSl\ t_o allow t_he Court to issue a 
''rJener.Jc'< ;::_:ccorLd,:~J."'r' urder wher-e:· ;_}l(• Court_- t ind.s thett the> "J.ct i.nu~,; 
ot Lhe l.a;_·gct ot Llll' appJjcatiul! may bc1vc tilE:: eftect of thwa.rLinq 
the iden 1:ificat.ion of a specified person.'' This means that, <.vhen 
a FISI\ target engages in tradeccaft designed to defeat ELS\JR, 
such a;_:; by rap idly swit_ching cell phones, Internet accounts, 01 
n:eet.ing venue:~> 1 the' Court can issue an order directing "othe-r­
persons,'' 1 .e., tl1e as yet unknowr1 c:ell phone cari-ier 1 Internet 
service provider, etc., lo effect the authorized electronic 
sttr·velllance. Everr if the target is not engaged ir1 obvious 
t_radecraft, we can obtain st1ch an order as long as the target's 
actio~.s ma:::,-· ilct·ve the effect_ of LhvJarLing surve.i lJ.ance. This w"i. L ~ 
allow the FGI to go directly to the new carrier and establisl1 
sur\lt:1llanc.:e on. Lhc, authorized t.aLqet. v1.i thout havinq to ret. urn Lc. 
the Court for a r1ew secondary order. It is lil:ely that the Cour·t 
'1!ill require cert.a.Lrr. p1:oce.clures for th•,: use (_)f Lh:~s aut.hor'..ty, ~. () 
i.nclude [;pcc_ia1 mjy~in·:·!.zatlDI~ t-!:cr.l.iremenl~;; :ind ~ltr.ely af:t:.r::>r-t__b~" 
f a.c~t rclYJrL ;_;;:1 
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:ro: All Division: From: Oftice oE the General 
Ee· 66F·HQ l\l247b~J, '0/25/7.001 

lrlSC1 

Pru_ccdL1Ll..l----.£l~t-nlqe;~~ \~/hen Lhe field v;anLs to obtain 
:•·oving ELSUR authority, the request for a FISA sent to FBIHQ 
should include specific facts that will allow the Court to find 
that. the actions of the te.rget may have the effect of thwarting 
the requested surveil} a nee, absent the -cov:\ ng authority. Such 
facts could include examples of previous tradecraft by tl1e 
target 1 by members of the target 1 s group or service~, or by ot.hcn_, 
with training or background similar to thQt presumed for tl1e 
target.. DOJ/OlPR may issue more detrl1.1f'd qu1.dancc <'Hi experience. 
with this p}:--ovision gl-ows. 

' ·' . Changes in the Duration of FISA Authori t·y 

Section :~en exccnd::-~ the s+:.undard duraL.ion for several 
c~ltegories ot FISA ordPrs. First, the section aJl.ow for ELSUR 
.]_nd :::;cu:ccl1 Cll_-dc:l·;-; on non--U.S. pc1-~~on agents of a foreign powel"-­
pled under SLection lOl(b) (l) (/\) of FISI\ (.L.e., otficers and 
employees of foreiSJn po\vet~s~ including members of internationa] 
terrorist groups) to run for an initial period of 120 days 
(instead of 90) and Lo be renewed for periods of one year. The 
;-_;ectinn alno extencLs L:he ;.:;tandard duration o[ physical. search 
orders in all other cases (U.S. persons and non-officer/employee 
targets) from 45 to 90 days. 

Et~OC_f'_cj_l!...l.:_Cl:]. __ _C_~hai~·J.CB: NonF-~ :-Jl-r" ·ccqlJlrr:ci_ OJPP \>Jill 
':.rcu1s i ',~jon exist in9 covPrages to t:.hr~~ TlC'W durCitions as the)' come 
up- tor rcne\\1i::l1 

Expansion of the FISA Court 

ln OLJlcr to incrca:-;c t.hc LlVcl.::._]:lbil LLj/ uf l.>ISA JUd!Je~s, 
Sect ion 2 0 7 expand;_; t-_};t~ Courl from S(-~ven j uClges t.o c leven i udgcs ,_ 
~ hr:ec u[ \\:hom rnu~_Jt r-e:-;idco _,_n the V·Ias_:ltll~:JLor:, D.C. ,-=tn-•c-1. 

5. Changes in FISl\. Pen Register/Trap and Trace 
Autho:city 

Secrion 214 1:1ak~s a substantiQl revisior1 ~o the 
st.a:1dard for d FlSA pen register/trap and trace. Prior to the 
Act:-, FtSl\ pen t~cgi-::..~tcro required 1:::\'olcJ shov.Jings: (_1) relP:vance t_o 
drl in'-IestigaLi_on, c--Jnd (~~) spPcif:ic and art.iculable facts gi~,.rinc__l 
te;=tson to believe lhill- t.he targeted line VJas being used by an 
agent of a fore _i.gn power 1 or v.ras j n communications w:i. th such an 
<lge.nt., '~ul.der specified cl L-cumst.a.n·-=:es. Section 2111 simvly 
c:l.1rni.nates the second of the required shoh'ings. FISA pen/trap 
and '_r-,-,ce ')Ul.ers a.rc n0w ;:tva_i.labl;:,: ,,_rhene.,.rc.r th~ FBI certifies 
L~:a_t_ "t.Le ·inf"orrnati_or, 1 il~~:Jy 1.o h0' ol:Jtai.nr:>d i.'-~ fo::--e.iqn 
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Re: 66f'-EQ--l\1247bt':d I 10/76/2001 

1ctt.e:ll:isv:.nce i'.li:CrP,tation noL conceTning a Un·~_ted States person, 
or is relgvanl t9 Lln onqoinq inVPSligation to protect against 
international terrorism or clandestine intelligence activities, 
provided thut such _investigation c[ a United States person is not 
condt1cted solely upon the basis of activities protected by the 
t irst amendment to the Constitution. 11 

This new st'21ndard requires th0-t the information soughl 
be reJ evant to an I! ongoing investigation to protect against 
international terrorism or clandestine intelligence activities. 1

' 

Usc of Lhis tec:hnique is authorized in full Lnvcst:igations 
proped y op<ened under the Attorney General Guide] ines for Fill 
Foreigr1 InteJ_Ii_gence Collectior1 dDd l~oreign Cottnterintelliyencc 
lnvestigallons ( "FCI AGG") The techrnque also may be authorized 
in prcl.im.Lnary inquiries, \'dlh prior coordination through the 
reJcvant NS!J or CTD unit at YBIHQ. Although the langt1age d~ffer~ 
somewhat :rom tJEJ.t used _i_n the l:YCevious versions of the statute, 
OGC and DO,} take the posiL.on that all i.nvesLigations authorized 
pttrsuar1L to the PCI AGG arc ''to protect Jgainst i11terr1ation~1 
terrorjsm oc clctncie~Jt.i.nc iniY·l·li<:_Jer~cc ,3c1-ivities 11 

T~1e SPct .i.on Ld so insert:..--: ':::he 1 nnguage 11 provided thett 
such dll irl\re.c::;ti~Flt.i.ou of d Unjted States person is not conducted 
soleJ_y on t~1e hasis of acti_vjtiPR protected by the first 
dmPJHi.rr'.c:nl ot the C'onstitution of the Unitf~ri States. 11 Co:tgrt~SE> 
i_tJS(__'l'Lcd t h-i_~, to indicat-_e +:.haL the tcchnj_que will not be used 
against u_~;- pen:_~ons who aLe rnr=:!rt!ly exercising constitutionalLy 
protected rights_ Hov.revcr, it is highly unJ ikely, if not 
Qntircly impossibJ e, fcH- an inves::::.lgation LO be authorized llndcr 
the FCT l\GC :.:.hc-tt 1.'-: 11 :c;olely 11 IJClscd on protected act:iv.ities _ In 
other words, aJ l aut.hor.ized i_nvestigations of U.S. rersono wi.lJ 
likely invoJvP. some allegatlon or possibility of illegal activity 
(t>.iJ., terrori~_;nt, cspi_onagc, c1ande.c;Line intelligence <tctl.vities, 
c~t_c.) which l_ E nul prot·cct.L:d by the Pi rst Amendment 

Finally, tl1e new standard does not mean tl1at FISA pen 
regi :;;t.el·/t_-rct[.l and lra(_~c au+=-hority is or1ly a'\railublc on the 
sub-jects of j nve::;l-tCjcn on~~. The :~.ut.hcrit-.y is avai lab.le \•:lv:-·n the· 
lnEormation sougl1t: is ''releva~1L'' to the investigation, as 
described obovc. For example, j_nformalion concerning apparent 
df->f::~ocJ_atr".S or, 01 JLdividua1E> in con: __ ,~ci__ wj_lh, the subject of .:1 
lfl\/ef-;t i.'~Jdtion, :lV\.y be r·-:-~lc-,_r-1~l\. 

tt:uccdqr,~~ ---'~h':! _ _nqee.: N::__>ne arc' r 1-.:'qllliCd. 'l-·he i'.i_eld :1\<Jy-
~..:or:Llr-,_uc tc requt':~;;t. Fr:-;r~_ pen n.::qi:::;Lc,_/tt-dp anU tt-aLE' .~lutho:;-_-lLY 
t:hnJU'Jh FRIHQ in the e::---:ta.b1-Lshed manner However, the requests 
rto~ n~ed on1~ c~nn\:~111 brief stale1ncr1t explair1ir1g the nacurc c>f 
the invc:::>tiqu_:-:_iu;! and l-_\t?. l~elc~'!ancc' U __ J that·_ lll"vr.~sltgat_ 'i::J1l of t.hc 
lnf'orn,<Jticr-~ :_:;ou~-}h\- ~.1-'.rou_qh the pen register· NSLL' Jnd OIPR '.·}i 1l 
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de1reJ op dddi..t.iono.l guidance .:;t.reamli.nin] the process for 
requesting t.hi s autho::city·. 

6 .. ChctngeB in FIS.A. Business Records 1-\u'chority 

SecLiou 2lS changes the l..n.L.::;incss records authorit.y 
found in Title V of FTSA. The old language allowed the FISA 
Court. to issue nn order compelling the production of certa.in 
defined categoric.~ o[ business :r:·ecords (the rr:cords oC common 
carricn-;, pub] .ic .:-tcconnnodations, vehicle rentals, and stot·age 
[uciliticE:.~) upon a. showing ot relevance and 11 specif.i_c and 
articuJable tacts'' giving reason to believe t:hat the person to 
whom the records LL:::lated was an agent of a i:oreign power. 
SeC'.t:i.on 71 ~' changes t~1is :;;tandard to simple relevance (~just. as in 
the FISA pen register standard described above) and gives the 
Court the authuri. ty to compel production of 11 any tangible Lhinq~ 
( incl udin~-1 books r records l papers I documents I and other items fo1_' 
an investigation to protect against 1nternational terrorism or 
clandestine intelligence activities, provided that such 
investigation c1f a tJnited States person is not cond11cted solely 
upon the basi~..., of act.lvi Lies prot.ecte.d by Lhe tirsL antendment t_o 
the Constituti..on.' 1 This is the same standard described above foi­
Section 211 .. 

l_n Lh(::~ pdut , Ute FBI lla::..~ encuunL.ered 0ituc1l i_on;,; :l.rL 
1.dlich tllL'~ ho·t dc:rs of I.-e levant rec~ords rP.fused to rroduce th~t1.1 
cd_J~.::;cnt 0 subpoen0. ot~ ~Jther~ compelling author-Ley. VJhen those 
r~c·-~o.r:-ch_-; cLid IlClt· f-lt ~.,.r-i_Lh.i_r~ the def.i:lE:'d c,-;~.tcqori_es. tuc Nat.iunoi 
~:;r:_:•ctn"-i':_y LL'~Ltl~~~~~; or.· Lhf~ fuu:~ categoric~_:; then defined -~n the 1-'1~~/\ 
Ln1Ginr;_~s2> record;; secLinn, t.hc: FBI had no means of com.pell in':::l 
[J.focht\-:t Lon. VJith the llP\\1 lLJ..nc_1uagt2 the FBI ca..n seek a FISI\ c:nurt­
unJp-r- f·o.r ;-lJlY ~:;~:cl1 ITFt't:c ~--i :l.l :::; . 

Pr-oce.dura1 Cllanqes: Norw on=: required. The t:ield may 
contittul! t:o rr:que~Jt bt.tsi.nes::; record~:; orders Lhrou~~h PBlBQ in the 
established rna.nner. However, such requests may nov.: ~Jeek 
fYCoducLion uf o.n:z: relevant inf.orrn.aLion, {tnd need only cont_ain 
information establishing such relevance. NSLU and OlPR will 
deveJ.op adcLit.l onal yuidtlnCc' st C(-~Jnl.lining Lhe procesn t:or 
rcqucst.j ng this authoci ty. 

Changeo to '1Primary Purpose 1
t Standard in FISA 

;.;r~ct Lons 218 and :JOtl clarity U1e 1'pr.1:nary purpose" 
i S~:311C' lll the: FISA sCat:utc. In i t:s prior form, the FISA required 
a c:crLi.fic:aL1c:-)Il that fon=:ign intelligence be '1 thc'' purpose of the 
1:·eg_ues ted authoL L t y. The FI Sl\ C:ourt~ interpreted t.hi s to mean 
1 hat tore i_gn i_n~_elliqerlce, as opposed to c:rim __ inal prosec:ut.ioc, 
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unscl 

had t~c- De_• tllc 11 p_;::in:ary 11 vuqJOE>C ot the rcq·.Jest.cd aul.ltcn-i_•c:_y. 
Tllus, interact 1 on :::-cl..:v.'Pt:Il FR l persor:.nel involved in a FISA tJnd 
c:~-iminal prosecutors could call into question the primary 
intelligence purpose of th<C FISA (by indlcating a purpose 
different [rom foreign inLelligencc) As o. resu1.L, FIST\ 
pleadings have ofter1 contained detail_ed accounts of all 
c:..Jrnmunicatlon with ccim.in::11 prosecutors in cases i_hvolving F':"SA. 

Sectiort 218 changes FISA to require a certificatiotl 
that foreign intel_:igcnce be ''a significar1t purpose'' of the 
authority sought. Section 504 amends FISA to allow that 
personnel involved in a FISA may consult with luw enforcement 
officials Lo cool~rti_nate efforts to investigatP or protect against 
attacks, terrorism, sabotage, or cland~stine intelligence 
activities, and that such consultation does not, in itself, 
'_Jndcnninc tile rc_~quLred ccrtiticat.ion of 1'signi[icant purpos(:_' _ 11 

Tltcsc changes are meant to al1.ow FBI agents greater 
latitude to consult criminal investigators or prosecutors without· 
puttir~ their FISAs at risk. As such, these changes address 
cxtraordinar.i 1 y complex L:=;suc~' that have long occupied t_hc FlSA 
Court and DO~J. F'BillO c:x_pect:r-; that- DO,J sl:ortl.y v:ill issue revised 
policy on tl1ese lop1cs. 

ll_t_:_;:~f.:'_~_LU_J_~~Li Ch,tncu"l'.: None• ,--Jn" n='qn i tT'd at r_Ycc:sent The 
fie_1d shuuld be~ avJ,JTc: th:~t: qTc=:aLe:.:- cuilsultati_on '<v.ith prosec 1.ttc)r~c; 

:is now fJOSS:ible, l:Y.Jt, qiven Lhe contir-::_uing UilCCrt_ainty 
f;ur~ol.Jnd-l.n~J t hest' l :~:-1\lC'o, ~~hnuld cunLim1~~~ t.o r:onn:ilnate ~->uch 

r:onsuJr:t]t.icn t-_h1 .. 0l!CJh FBit-10. /\dditiL)IVl.-1 qu~_dancP \,.,·-i1l be iflsuc~d. 

8. Civ-i_] r,ia.bi..lil:y for Unauthorized Disclosure 

~-;eeL-ion.~~/.·~ csLabli~-;lles civl1 liabiLity [or cp;:~La1n 

Llnauthorizcd di.sclosures, inl:]_uding unauthorized disclosures ot 
FlSJ\ information. In 1.c:fcrence to FISA, this is simply an 
expansion of exist:ing civil ]lability, Ll_nd should not. 
signi[icant1y affect operations (since unauthorized disclosure o[ 
FISA infor·mation i_~-; d.lready subject to more severe crimina] 
pen au- ics) 

Pror:cdu_r::-~.1_ Chan..s£._:?_: None arc required. UGC may l::::>S'l2 0 

P.IO!T dc::>ta.i_ll:.d anaJ_ysis 'Jf th~~, pru1..risi.on at a later d<:1te. 

9- Immunity for Compliance \'lith FISA 

Sertl_on 22j grants providc~s of wLrP or ~lectron12 
co :Jrr.'.H~icat 10n se'C'/! c:c:, ldnd1.oL-ds, c-L:s'..:od:ans, and othe~ person:-~; 

·.-,;it.h irnmunit-_·y· fl-cnl -:__·_:_'-' l_iabiLi'c:.y Co:c complying ·\·.rith the 
·n'."-llliTc;tnPnt __ co cf )"1 h. Th-i:::; pl--:J'_'i.'>i·:-:n :--;-irnp~-Y cla;·ifi_e:--· '_hat: 

7 
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pe:-.~,()!!.'3 a.s.si.~~t_i nq tile: r:pJ. i )i ~he e:xec:ut l on c£ a FLSA o:;_~dec arc 
not at ri_sk of ci\ril la\oJSuits. 

10. Disclosure of Foreign Intelli~ence 
Information to the DCI 

Section 905 establishes an affirmative requirement, 
subjeCl Lo cert,::Jin e_,.~cetJLions, lLaL federal la\1>1 en[orcement 
components must expeditious1y disclos'2 to the Direct.or ot Centrul 
Int:f'lligence any- f;_J_n~i.qn incclligence acquired in the canrse of 
criminal i_nve.st-i,]ut:ion:c.-:. The Attorney General will, within tlle 
ne.xt ~Ji}: months I develop I]Uidelines to govern such disclosures. 

P·coc:edu_,-_-9-_l~Gb<:tngc§.: Disclosures of forci~1n intcll igencc· 
to the DCI should occur through FRIHQ, using established liaison 
channels. Picld offices with previously undisseminated foreign 
intelligence in criminal investigations should communicate the 
information l~o FBJHQ. Additional guidance will be issued once 
t.hc Attorney General has promulgated t_he rPqui red procedures. 

lL Computer Trespass .1\rnendment to .FISA 

se~·:rJ~JI: lDCJ \IWI!~_·pc:n~C1t.e;:; into FlSA ,[ def"initiun (_.~· 
''c:-:mtputey t.rcspas;~' 1 establ isheci to.!:- U1e criminal la\\' in ctnotber 
~;ectio:-1 ot the l\_c1 The computer: tr·-2:::.;puss language basicn.lly 
allow~; th:Jt o.n un;1utltu_1·i ;'.ed i11Lr·Ltcler i_nt-.c) ,-:t CO!llpute1- GysLt-~m 
(e .r3. 0. h3ckcr) ('Ur b, ::.>ubje,_-:ted to ~.>\.;.T\rc;) Llar~cF~ with t-.he 
'-·un:_-;clll .c:d L.hc Y.t.'flCl oJ Uy: ~:umpu.lct- ~;y:_-;L:.c.ln J.!ld -~·Ji L.hou' .. 
adclit·iuna:L le-:-:Ja! dutllol-ity (before L-_Jlis ~:hangc, we typicdl.1y 
wollld have had to seck a Til.le [ll in c:ri~inal irtvestigations) 
Seclion 1003 i_s a l>:~c:hnicc:Ll atnendmcnt cJ.ari[yinq 1~hal thi~ 
language appl ic·~-; tu Lhe PISJ\ dS · • ..,'clJ ThE:'refore I under I. he samC:< 
condition::-; as arc established l.n the c~~irninal law, FlSl\ ELSUR 
c1ulhority wi_l1 not· be needed to conduct survPilla.nce of a 
comptlter int.rudet-. 

Procedural Cl!anges: Offices thar. bel lcve t.hio new 
1-J..ngua~JC u.pplies to an investigation should bring the matter to 
t.hc. dtJ:-_c-:.r:t.ion of FBIHQ and seck a legal opinion tram NSLU. 

Qu·.____,stl9J::l:fL ____ 0nd AdQ.itional InformaL1on 

The Nat:~onal Security La\·.r Unitr--," ,-"'"''""'"'···--"-- ~=lis 
c-n_.·o.i lablc to answer question.c-; about this "~Teg.lSTatlOl-1"·.----~lr:. 
.-::Jddition, materials r~:::1atin<J tc, the nev.> .lesisli1lion h'ill b0 
!~<"Jf~.L·~-~d ,:_>n ~.he t-.JS!.U !7 83 Tn~--L~t~l-'::' 1, '-'J~b::;-:_t~:: •:Jh~.::--~:;_ ':dr: h<::.' '.-:·,:nd 

~-I 
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:LEAD ( s) 

Set Lead 1; (I;c1m) 

,.msel 

Oj_sseminate to persocnel ir1volved in FCI/IT operatior1s 
dnd to other division pe:t-fmnne~- as app:copriat-_e. 

\0 
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FEDERAL BUREAU OF INVESTIGATION 

Precedence~ 1 f•HVIEDIATE Date: 11/28/2001 

To: All Field Offrces Attn: 1-;_DIC; 
SAC; 
CDC 

CounteJ~tcrrorisnl 
FCT/IT Sllpcxvisor.s 
AD I'Jatson; 

Nation2tl Sectirity 

From~ 

Approved By: Muel~er Robert S III 
Pickard Thomas J 
Parkinson I,arry R 
Bo\'lflllan M E 

Drafted By: mj \•J 

....•....... ~ R lTr:jrl 

Case ID #: 66F·HQ-Al255972 

DADs; 
Section Chiefs 
AD Gallagher; 
DADs; 
Sectron Chiefs 

Title: NATIONAL 2,ECURITY LETTER 1•1ATTERS 

b7C 

Synopsis~ Prov ide2 guidance on the preparat :~on, approval, and 
service ot Nationdl Security Letters (NSLs) 

Reference: 66F-HQ-!d25o972 Serral 15 

Enclosure(s): l) Subscriber Intormation NSL Mode] 
2) Toll Billing Records NSL Model 
3) Electronic Subscriber Information NSL Hodel 
4) E1ectronic Communication Transactional Records 

NSL Model 
5) Finand al Records NSL Model 
6) Identity of Financial Institutions NSL Model 
7) Consll!ncr Identifying Information NSL Model 
8) subscriber/Electronic Subscriber (EC) Model 
9) Toll/Transactior.al Records EC Model 
10) Pinancial Records EC Model 
11) Financial Institutions/Consumer Identity EC 

~1odel 
12) ECPA NSL Checklist 
J]) RFPA NSL Checklist 

!1--&-{/:J.-
ALL ll\TFOillviATION CONTiU))!ED 
HERE!l\T IS UNCLI\SSIF]l':D. · . j ,}, 
DATE t/-6-0,Z.. .BY J£!!i!,td .• JJ/15tt'f;'C 1-( 
c~P9&(/fb0 
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Re: 66f-HQ Al255972, 11/28/2001 

1;;) FCRJ\ NSL Checkl_ist 
Details: Io the referenced commu:cication, dated ll/09/2001, the 
D1rector of the FBI delegated the authority to certify NSLs to 
thP following officictls: (l) the Deputy Director; (2) The 
Assistant Directors (ADs) and all Deputy Assistan,t Directors 
(DADs) of the Counterterrorism Division (CTDI and the National 
Security Division (NSD); (3) the General Counsel and the Deputy 
General Counsel for National. Security Affairs (DGC), Office of 
the General Counsel (OGC); (4) the Assistant Director in Charge 
(ADIC) , and all Special Agents in Charge (SACs) , of the New York, 
Washington, D.C., and Los Angeles field divisions; and (5) the 
SACs in all other field divisions. The purpose of this 
electronic communication is to provide comprehensive guidance on 
the preparation, approval, and service of NSLs. 

Introduction_ to Nationa~ Security Letters 

NSLs are administrative subp~enas that can be used to obtain 
several types of records_ There are three types of NSLs. Fiest, 
pursuant: tc- the Electronic Commurncations Privacy Act (ECPA), 18 
U.S.2. § 2'!09,_ the FBI can issue NSLs for: (1) telephone 
subscriber information (limlted to name, address, and length ot 
service); (7.) telephone local and long distance toll billing 
records; artd (3) electronic communication transactional records. 
Second, pur-sttQnt to tl1e Right to Firt~ncial Privacy Act (RFPA), 12 
u.s.c_ § 141'1 (a) (5), the FBI can issue NSLs l.o obtain financial 
records frc1m bank:3 and other financial institutions. Finally, 
pursuant tC> the Fair Credit Reporting Act (FCRA), 15 U _ S _ C- § 
168lu, tt1e FBI can issue NSLs to ~btain consumer idcntityir1g 
information and the identity of financial institutions from 
credit bur"aus. 

NSLs are tools available in investigations conducted under 
the Attorney General Guidelines for FBI Foreign Intelligence 
Collection and Foreign Counterintelligence Investigations (FCIG) 
The FCIG currently provide that an NSL can be issued during the 
course of a full international terrorism or foreign 
counterintelligence investigation. NSLs cannot be used in 
criminal investigations unrelated to international terrorism or 
clandestinE~: intelligence activities. Given the new statutory 
language, the OGC and DOJ have taken the position that NSLs alsc 
may be authorized in foreign counte>:rintelligence (FCI) and 
Lnternational t.errorism (IT) preliminary inquiries (Pis), \·;ith 
prior coordination through the relevant NSD or CTD unit at FBIHO. 
This position is based on the conclusion that all investigations 
autl1orized under the FCIG, including Pis, are to 11 protect agair1st 
international terrorism or clandestine intelligence activit les, I: 

as requj re.::_i by the NSL statutory authorities. At present, 
l1awever, issuing ar1 NSL in the contexl of a PI will require 2l 

2 
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.,,aiver or rnodification of Ute FCIG. Obtaining such a waivet­
currerltl)r is possible only i~ interDatio~al terrorism cases. Tl1e 
FCIG are be.i.ng revised, but this revision may take some time. 
Thus, whenever the information sought is relevant to an 
established full investigation, tr.e field likely wlll find ll 
more efficient to issue an NSL out of the related-full 
investigation than to request one in d PI. 

2. Genera.l Po].t_s='_:{ ___ on the Use of NSL_l\uchority 

NSLs are powerful investigative tools, in that they ciln 
compel the production of substantial amounts of relevant 
information. However, they must be used judiciously. The USA 
PATRIOT Act greatly broadened the FBI's authority to gather this 
information. Hov.,ro.ver, the provisions of the Act relating to NSLs 
are subject to a \lsunset 11 provision that calls for the expiration 
of those provisions in four years. In deciding whether or not to 
re-authorize the broadened authority, Congress certainly will 
examine the manner in which the FBI exercised it. Executive 
Order 12333 and the FCIG require that the FBI accomplish its 
investigations t.hrough the 11 least intrusive 11 means. Supervisors 
should keep this in mind when deccding whether or not a 
particular use of NSL authority is appropriate. The greater 
availability of l\SLs does not meun that they should he used i:-1 
every case. 

In addition, tl1e removal oE a11y rcquircmenL tor FBlHQ 
coordination in the issuing of NSLs c::_·eates the possibility ot 
duplicate requests for the same information by different fie]ci 
offices. Field offices must take steps to avoid this. I11 

particular, the field should check FBI databases (ACS, Telephone 
Applicati.on, etc.) and open sources to see if tt1e information 
sought has already been obtuincd by the FBl or \':he~her il c•O 

publically ava1lable. This is particularly important when 
considering issuing NSLs for telephone or electronic 
communications data under the Electronic Communications Privacy 
Act (ECPA). Unlike Lhe criminal authorities in ECPA, the NSL 
authority does not require the government to reimburse carriers 
or Internet Service Providers (ISPs) for the cost of producing 
the requested information. A dramatic increase in duplicate NSLs 
v;ill only augment existi.ng pressure to require governmenl.a1 
reimbursement. 

Individual field offices have the responsibility for 
establishing and enforcing an uppropriate review and approva~i 
process for tt1e use at NSL authorities. 

\~ 
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3. The Me-~hanics of Producing NSLs 

For all Lypcs of NST~s. the issuing office needs to prepa1·e 
two documen·cs: (l) the NSL itself; and (2) an EC approvin9 the 
NSL and documenting the predication. rqodel NSLs apd ECs for all 
variations of the three typPs of NSLs are included as attachments 
to this communication. These materials will also be placed on 
the NSLU In•cranet l'iebsite and will be distributed by Groupl'lise e 
mail. Once the initial implementation uf these new authorities 
i.s accompli:;hed, NSLU will work to dc'velop u mucro or form to 
further streamline the NSL process. 

A. The NSL 

There ilre preser1tly seven variations of the three NSL types: 
l) subscriber information; 2) toll billing records; 3) electronic 
subscriber information; 4) electronic communication transactional 
records; 5) financial records; 6) identity of financial 
institution~;; and 7) consumer identifying information. This 
section wil:_ discuss tl1e features that these variations share ln 
common ilnd highlight the differences. 

All NSLs must be addressed to an appropriate company poirot 
of contact. NSLU wi11 place Cl list_ of known points of contact on 
its intranet: website. HO\\rever, the responsibility for ensuring 
that the company point of contact is up to date belongs to the 
drafting Ueld division. F.celd divisions should advise ·NsLU of 
any new poirtts of contact, or when a partjcular point of contact 
i.s no longer valid. Please note that the company point ot 
contact address docs not: include a :.c>:ip code, because NSLs must be 
hand-delivered. 

The tirst paragraph of every NSL provides the appropriate 
statutory authority for the request, identifies the types of 
records requested, and provides available identifying inforrnatior; 
so that the company can process the NSL request. It is this 
first paragraph that contains the differences that warrant the 
seven NSL vc..rieties. 

Subscriber and electronic subscriber NSLs should have a 
specific date for each of the phone numbers/e-mail addresses 
requested. Typically, the specific date is going to be the date 
that the phone number or e-mail address was used in communication 
with the subject of the investigation_ Any phone numbers 
identitied in a subscriber request should contain all ten digits 
of the phone number, including the area code. 

Toll bi] 1_ j_ng record and electronic co[nmunicat io~1 
trar1sactional record requests should have a range of 6accs for 

4 
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each of the phone numbers/e-mail addresses requested. The datce 
range may be from inception to present, or some other specified 
date range L·elevant to the investigation. Any phone numbers 
identified rn a Loll billing record request should contair1 all 
ten digits :Jf the phone number, includin':j tf1e area code. 

Financial record requests should include all available 
identifying intorrnat-lon to facilitate the financial institution 1 :J 

records search. Typically, such identifying information 
includes: name, account numbers, social security number, and 
date of birt_h. The time period for financial record requests l3 

typically fr·or,J inception of account(~>; to p:·esent, although a 
more specific dette range may bP. used. 

Credi l~ reconl r-equest!::> CJre sir:1ilu.r to financial requests in 
that they should inc]ude available 1dentifying information to 
facilitate ~~he credit agency,s records search. Typica.lly, such 
identi_fying information includes: name, social security numbe1~, 
and da~e of brrth. There is no need to specify a date range for 
credit record request.s because these requests seek all record~; 
where the c~nsumer maintains or has maintained an account. 

The se:::ond paragraph of every NSL contains the statutorily 
required cer~ifica~ion language. The certification language rs 
virtually identical for every NSL. However, please nole tltal the 
cerlificatian language used i11 the financial records NSLs 1s 

slightly diEferent than the others in that it states 1'the recc>rds 
are sought tor fo~~eign counterintelligence purposes . 11 

Financial r·::::C(_n:ds aJso conLain an addilional certification that 
the FBI has complied wii-h a11 applicable provjsjons ot the RFPA. 
Use of the model NSLs will ensure that the proper certifications 
a_re made. 

The next paragraph contains an admonition for the phone 
company, ISP, financial institution, or credit agency receiving 
Lhc NSL. T:1c pc_-nagraph warns that no officer, employ2e, or a~rent 

of the company may disclose that the FBI has sougt1t or obtaiilE!d 
access to t~e requested information or records. 

Tr1e last sullslanL.ive pardgraph 1nstructs the company pornt 
of contact to provide t!1e records personally to a representatj_ve 
of the delivering field divisron. It also states that any 
quest.ions sl1ouJd be d:i:cected to the delivering [ield division. 
This last paragraph ,-equires the person preparing the NSL to 
inpuL the a~propriate delivering field division in two places. 

The model NSLs for financial records and electronic 
communicati·Jn transactional records each have a separate 
attachment. These o_ttuchments provide examples of information 

5 
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which the company might cor'-sider to be financial or elect.J:-Oilic 
communication transactional records. 

Finally, the NSL is an unclassified document because it does 
not detail the specific relevance of the requested records to an 
authorized FBI investigation. There is no need to classify the 
NSL when attaching it to the cover EC~ 

B. The Cover EC 

The Ccver EC serves four essential functions in the NSL 
process: ( 1) it documents the predication for the NSL by 
recording why the information sought is relevant to an 
investigation; (2) it documents the approval of the NSL by 
relevant sc_pervisors and the legal review of the documcnti (J) it_ 
contains t:t.e information needed to fulfill the Congressional 
reporting requirements for each type of NSI.; and (4) it trans,11.its 
the NSL to the requesting squad or delivering field division for 
delivery to the appropriate telec::>mmunications carrier, lSP, 
fin~ncial institutjon, or credit agency. There are four 
vuri_eties of model ECs provided with ~.his communication: (1} 
subscriber;elcctronic subscriber information; (2) toll 
hilling/ elE:ctronic commu!"licat ion transactional records; I 3 I 
financial 1·ecords; and (4) credit i.nformation. When prepar·i~g ar1 
NSL request., the field should use one of t-:.he.sf-: model ECs, giving 
special cortsideration to the elements discussed in this section. 

l) Field Descriptors 

This section will generally explain how most of the EC field 
descriptor~; should be completed. The ''Precedence" descriptor 
wi1] typically be ''ROUTINE. n The ''Date'' descriptor should 
reflect the date the NSL and the EC were approved. The "To" 
descriptor will always include ''General Counsell! and the 
requesting squad's field division. It may also include t:he name 
of the delivering field division (always Los Angeles in the case 
of FCRA NSLs) and the office of origin, if applicable~ The 
''Attn'' descriptor should include ~he name of the Chief, NSLU, and 
the squad llupervisors and case agents from the requesting squad, 
delivering field division, and office of origin, 1E applicable 
and if known. The credit model EC identifies the FBI personnel 
working on Squad 4, Sar..ta AnJ RA, who are currently responsible 
for the se:cvice of FCR.Z\ NSLs. The 11 From 11 descriptoJ:: should 
identify the cert1fying official's field division, and include 
the title of the certifying official. The 11 Contact 11 descriptor 
should reflect the name and phone number of the requesting squad 
case ager1t. The 11 Drafted By'' descriptor should reflect the r1ame 
of the pcr;on who prepared the NSL package~ The ''Case ID #'" 
desc.:..-lptor _!llqst :_'ontain t-:.he cu.sc fi::._c !1U~nl.Jc:c rele-,'~lnt tcJ lhe 
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request, and the case _f i._ le Wl!~l.bc:rs indicated in the model EC. 
The 11 Title 11 descriptor should list the subject 1 8 name, any known 
aliases, whether the investigation is an FCI or IT investigation 
directed at a particular foreign power, and identify the office 
of origin, e _ g _ , 11ILLIM1 BADGUY, AKA BILL BADGUY, FCI- IRAQ, 00: 
NE\,1 YORK. The "Synopsis" descriptor should use the standard 
boilerplate contained in the appropriate model Ec: The "Derived 
From" descriptor should be "G-3" in bold typeface_ The 
11 Declassify On" descriptor should be 11 Xl 11 in bold typeface. t::.he 
11 Full Investigation Instituted 11 descriptor should contain the 
date U1e [ull FCI or lT investigation was opened on the subject 
and indicate whether the subject is a U.S. person. Please note 
that the word "Field" has been deleted from the field descriptor 
contained in the c;tandard EC macro. In the unlikely event tha.t 
an NSL is issued during a PI with prior FBIHQ approval, the field 
descrJ plor should be edited to stale 11 Preliminary Inquiry 
Instituted. ll The remaining descriplot~s can be filled in 
according to the model EC being used. 

2) Prcd i_cut ion and Relevance 

The USA PATRIOT Act has greatly simplified the NSL process. 
The FBI offic.ial authorizing the issuance of an NSL is no lonqer 
required to certify that there are specific and articulable facts 
giving reason to believe that the information sought pertains to 
a foreign power, or an agent of a foreign power. NSLs may not.v be 
issued upon a certification of relevance to an authorized 
investigation to protect against international terrorism or 
clandestine intelligence activities. 

l\ccordingly, the first paragraph in the "Details" section of 
the EC should contain the predication for the full investigation 
and identify the relevance of the requested records to the 
investigation. Both the predication and relevance should be 
stated clearly and concisely. Th2 predication should track with 
the predica tee; contained in FCIG, Section I I L C. 1. For example, 
the predlcation might state, ''A full foreign counterintelligence 
investigation of subject, u Non-U.S. person, was authorized in 
accordance with Lhe Attorney General Guidelines because he may be 
a suspected intelligence officer for the Government of Iraq." 
Another example might state, nA full international terrorism 
investigat_ion of subject, a [J.S. person, was authorized in 
accordance vJith the Attorney General Guidelines because he may he 
engaged in inte~nationa]_ terrorism activities by raising funds 
for HANAS.,. 

The relevance requiremenc ties the requested records to the 
appropriate full investigalion. For- example, relevance could ~c 
est~blishe~ by slating, 11 Tl1is subscriber information is being 
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L·equested to deterr.1ine the jndividuals or entities that the 
subject has been in contact with during the past six months.'' 
.l\.nother example might: state, "The subJeCt's financial records arc 
being requested Lo de Lermine his in val vement in possible HA_,_l\1A,:3 
fttnd raising activities." 

3 I .1\.pproval 

The second paragraph in the 11 Details 11 section and the 
"Approved l:!y" descriotor field of the EC should reflect the level 
of the official appr;ving the issLancc of the EC and signing the 
NSL's certification. Prior to certification, every NSL and cover 
EC issued ty the field division should be reviewed by the squad 
supervisor, the Office of the Chief Division Counsel, and the 
.1\SAC. Lawyers reviewing NSL packages should use the checklists 
provided with this communication to ensure legal sufficiency. 
The last step in the approval process occurs when the certifying 
official (neputy Director, ADs, General Counsel, ADICs, DADs, 
DGC, or SACs) personally signs the NSL and initials the EC. 
Certifying officictl.s may not further delegate signature 
authority. 

4 I Reporting Requirements 

NS.LU \"/ill conl i nuc to pl·eparc lhe mandatory report~~ to 
Congress r_·equi red f:or edch NSL type. To ensure tho.t NSLU 
receives sufficier1t information to prepare these reports, 1t is 
criticJI that the person preparing the NSL package follow the NSL 
and EC mudel;:; \ie1·y care(ully. The BPcond }f~ad in every model EC 
requests- N~LU to '1 reco::.-d the appropriate information needed t·:J 
fulfill the Congn:ssional reporting requirements for NSLs." NSLU 
will be able to cump:Lle the reporclncJ data provided t:hat the 
cover EC .ir.cludcs the case file tTJmber, the subject l s U.S. pert-Jon 
status, the type of NSL issued, and the number of phone numbers, 
e-mail addresses 1 account numbers, or individual records being 
requested in the NSL. Once NSLU has entered this reporting data 
into its NEL database, it will clear the lead set in the cover 
EC. 

c) Transmittal 

Often, the sque1d requesting the NSL 1,;ill be able to hand­
carry the NSI, locally to the approprlate company point of 
contact. However, in many sitllations, the field division 
drafting the NSL 1-1ill have to get ltc delivered by another field 
division. In these situations, the drafting division shoul_d 
attempt to .identify the squad and personnel at the delivering 
field divi.::,ioE who will be responsible for delivering the NSL. 
rn t.f1e event LhaL the ut.f_ic:c of origin is d_lfferent than cith::::t 
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the draftin-3 division or delivering division, the person drafting 
the NSL package should ensure that the case agent from the ofJ:ice 
of origin Deceives a copy of the package. The first lead in the 
model ECs s·~ould direct the requesting squad or delivering field 
division to deliver the attached NSL. If the delivering division 
is differenc than the drafting division or the office of origin, 
then this first lead should also request the delivering division 
to submit the results to the drafting division and/or the office 
of origin. 

Some field divJsions may, for a variety of reasons, opt r_ot 
to exercise their delegated authority to issue NSLs. Other field 
divisions may exceed their capacity to issue NSLs and sePk 
assistance ~n handling the overtlow. NSLU w1ll continue to 
process any NSL request that it receives. Field divisions should 
send their requests directly to NSLU, with information copies to 
the FBIHQ Stlbstantive unit. Sucll reqnests must contain all t1le 
information identified in this communication as necessary to 
prepare the NSL package. NSLU anticipates that it will be able 
to process such requests within one to three business days. 
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LEAD (a) : 

Set Lead l: (Adm) 

D:stribute to all supervisory personnel involved in the 
National Security Letter process. 

\0 

~0 
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FEDERAL BUREAU OF INVESTIGATIOI\1 

Precedence: ROUTINE Date: 03/29/2002 

To: Counterterrorism 
Counte~rintell_igence 

Attn: Section and Unit Chie·fs 
Section and Unit Chiefs 

From: Offi.ce of the General Counsel 
National ruri_rc;)'~o' Umt_j· NSLU) /Room 
Contact: 

-~- .. ~--~---~ .. 
Approved By: Bov1man M E 

~\fj lliarns l:rctf 

Drafted By· 

Case ID #: 66F·HQ-Al247B63 (Pencl.ingJ 

Title: PRO:EDURAL GUIDANCE RELATED TO 
NEvi FISA PEN REGISTER AUTHORITY 

7975 

b7C -I 

Synopsis: :oummarizes FISA pen registet·/trap and trace 
authorities and reiterates procedures for requesting such 
authority. 

Reference: 66F-HQ-Al247863 Social 70 

Administra·t:i.ve ·: This is a pri vilP:ged FBI atto:n1ey communi cat ion; 
do not circt\late out. side the FBI 1JJithout the permission of OGC. 

Details~ CLanges to FISA pen register/trap and trace autbcn·.i.ties 
under the 1'l,BA Patriot Act,, vJere summarized in the above 
referenced electronic communication. In response to requests for 
clarification of procedures relating to requests for PISA pen 
register/trap ar1d trace authorities, the National SecLrity Law 
Unit (NSLU) is providing the following guidance. 

I. _1_egal~fu1§..is_ for Initiation of FISA Pen Regi~ter/T_rap and Trace 

Th~::: 11 USA J?atriot Act 11 cevised the 1ega1 standard for 
initiating a FISA pen register/trap and trace.' These Orders are 
.now avuj lablt:-: 'dhenevcr the FBI certifies that !I the information 
likely to be obta1ned is fore1gn intelligence information not 
concerning a United States person, or is relevant to an ongoing 
investigation to protect against international terrorism or 
clandestine int-elligence activities/ provided t.hat such 
investigation of a United States person is not conducted solely 

1 50 U.S. C. f I R42 

;<J 
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upon the basis of activities protected by the First A~endment to 
the Consti:ution. ~~~ 

Use of Lhis technique is author1zed in full 
investigatlons properly opened under the Attorney~General 
Guidelines for FBI Foreign Intelligence Collection and Foreign 
Counterintelligence Investigations (FCIG). The FCIG require that 
full fore:c1n counterintelligence investigatlons be personally 
duthorized by the relevant sp~~cial A<Jent in Charge, or Assistant 
Special Agent _in Charge with exclusive responsibility for a 
specific forei:-}n counterintelligence pro~1rarn following written 
notification to FBIHQ. 

No procedural changes were required as the result of 
revisions mude by the 11 USA Patriot Act. 11 Requests for pen 
register/trap and trace authority should be submitted with an 
appropriate letter head memorandum (LHM) to the Counterterrorism 
Division (CTD) or Counterintelligence Division (CD) unit with 
management responsihility for the program. The approval of the 
Unit Chief, Section Chief, and Assistant Director with oversight 
responsibility is required on the file copy of the LHM. The 
cogni:.:ant unit will Eorwarcl tlHe LHM to the NSLU, Office of the 
General Counsel, fOJ legal review. Following approval of the 
request, the CTD or en unit will forward the LHM to the Office of 
Entelligence Policy and Review, U.S. Department of Justice, whic!1 

toe• .ill prepare t.bc filing and submit it to the FISA Court. A CTD 
or CD Super,risory Specia]_ Agc11t w_ill be the affia~t verifyir1g tl1c 
[actual content of the application. 

The follov:ioq infO"nnation should be included in Lhe 
LHM: the nc.me of subject; field office, case agent, point-of­
contact information; type of authority requested (pen 
register/trap and trace}; whether it is an original request or a 
cenev..ral; a lisL of the telephone numbers or other communication 
devices that 1vill be covered by the order along with carrier 
information; and a brief statement explaining the nature of the! 
iuvestigation and Lhe relevance to lhat investigation of the 
information sought through the pen register/trap and trace. 

NSLU and OIPR 
further stre~mline this 

~~~~~ gix~~~J 
Lr.C..i"UJ I. s) : 

2 50 U.S.C. ~ l842(a)(ll 

plan to develop additional guidance to 
process. Questions relating these 
to Assistant Genera1 Counsel 

b7C -I 
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':Co: Counterterrorisn1. From: Office of the Ge!1era1 Ccunse~ 
Re: 66F-HQ-Al247863, 03/29/~002 

Set Lead 1: (Adm) 

ALL RECEIVING OFFICES 

Distribute to relevant personnel involved in FCI/IT 
investigations. 

CC: 

+~ 1 - Mr. Parkinson 
1 Mr. Bowman 
l NSLU Attorn~ys 

;<3 
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Ms. Ann Beeson 
American Civil Liberties 
125 Broad Street 
New York, NY 10004-2400 

Dear Requester: 

lJ.S. Dcpar·tmcnt ,,. Justice 

Federal Dureau of Investigation 
935 Pennsylvania Ave., N.\V. 

\Vashington, D.C. 20535-0001 

January 16, 
Union Foundation 

Subject of Request: --'-------

FO!PA J\'o. 96 6 7 50 /190-

2003 

Enclosed are copies of documents from FBI n:~cords. Excisions have been made to protect 
inform::ttion exempt from disclosure pursuant to Title 5, United States Code. Section 552 (Freedom oJ 
Information Act) and/or Section 552a (Privacy Act). In ::~dclition, where e:-<cisiom \\Tl"l' made, the 
appropriate exempting subsections have been cited oppDsitc the c\c!ctions. \Vhne pages have heen \\'Jthlwld 
in their entirety, a deleted page information sheet has been substituted showing the reasons or basis fllr the 
deletion. The subsections cited for \\'ithholding information hom the enclosed documents are marked bclO\\ 

0 (b)(!) 

0 (b)(2) 

0 (b)(3) 

0 (bl(4) 

0 (b)(5) 

0 (b)(6) 

Section 552 

0 (bi(7)(A) 

0 (bi(7)(B) 

lSI (bi(7)(CI 

0 (b)(7)(D) 

0 (b)(7)(EI 

0 (b)(7)(f) 

0 (bi(S) 

0 (bl(9) 

(Sec Form OPCA-16a, enclosed, for an explanation of these exemptions.) 

Section 552a 

0 (d)(5) 

0 (J)(2) 

0 (k)(l) 

0-(kl(21 

0 ikl(3 I 

0 (k)(41 

0 I kl( 5 I 

0 (ki(GI 

0 ikl(71 

Pursuant to you1 request. -""1~4c___ ___ pages(s) were _re\·Jewed ;md _ --~1~4~--- p;~gt'( '>! ilrc 
being released. 

During the rcv1ew of material pertinent to the subject of your request, documents were located 
which 

D originated with another Govemment agency(ies). 
These documents were referred to that agency(ies) for review and direct response to you. 

D contain information furnished by another Government agency(ics). You will be advised by the 
FBI as to the releasability of this infornution following our consultation with tile other 
agency(ies). 
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0 Ir you tksire, you may appeal ::my dcniols contained herein Appeals should he: dircctt·d 111 

writing to the Co-Director, Office of Information and Privacy, U.S. Department of Justice, 1:1ag 

Building, Suite 570, \Vashington, D.C. 20530-0001 within sixty days from receipt of this letter. 

The envelope and the letter should be clearly marked "Freedom of Information Appeal" 

or "Information Appeal." Please cite the FOIPA number assigned to your request so tlwt it 

may be easily identified. 

D The enclosed material is from the main im·estigative Cile(s) 111 which the subject of yout· rcquL'Sl 

was the subject of the investigation. There arc additional references to the subject(s) of yout 

request in files relating to other individuals, orgamzations, events or activities. These additiuncd 

mentions or references have not been reviewed to detennine if, in fact, they arc identifiable 

with the subject(s) of your request. Our experience has shown that such references are 

frequently similar to information contained in the processed main flle(s). \Ve will process these 

references if you now make a specific request for them. However, because of a significant 

increase in fOIPA requests and an expanding backlog, we have given priority to the processing 

of main investigative files and can only complete the processing of these additional references 

as time and resources permit. 

KJ See additional information \Vhich follows. 

Enclosures (3 ) 

Sincerely yours, 

~L.1 ("\. cJll~ \LJ.<l.u 

Chief 
f-"recdom of lnformation­

Priv<~cy Acts Section 

Office of Public and Congressional :\ITairs 

This letter supplements our prior responses of November 4, 2002, 
November 14, 2002 and November 20, 2002. 

Enclosed are 12 additional pages which were subsequently located 
and are responsive to request numbers 2-6 in your letter dated August 21, 
2002. 

The FBI previously asserted exemption (b) ( 1) to protect the 
records sought in request numbers 11 and 12 in thai:' the mere fact of the 
existence or nonexistence of responsive records is, in and ot ltselt, 
classified. Upon further review the FBI has determined that vie are ab~e tc 
address request numbers 11 and 12. Ylaterial which appears to be respo:'sc.ve 
to request number 12 is maintained in our computer system and we are unable 
to access it at present. As soon as we are able to gain access to this 
material it will be processed. We are making every effort to retrieve 
this information as expeditiously as possible. However, please be 
advised that we anticipate that the information will be withheld 1n full 
pursuant to exemption (b) (1). No information responsive to request 
number 11 was located. 
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Top_of document. 
).1/22/02 
08:00:29 

View Document Text 

Case ID 
Responses 

: 66F-HQ-C1364260 * 

Precedence: ROUTINE 

To: Information Resources 

From: Office of the General Counsel 

Investcc' yctLlcV< 

Approved By: 

Serial : 1 

7326 ~ 
ext . .._.,-

ECFVTUHO 
More : + 

Conunand . . > 
Fl~Help F3~Exit 

Fl5=Prev0oc 

.••••••...•.•.•.•.•....•.•.•....• - • . . • • • • . . . • • . • • . . . • . . • • • . . + 

F4~Prompt F6~Multv FB~F
wd F12~Cancel Fl3~Attri

b Fl4~List 
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111~-102 

'os:o0:37 

Case ID 
Responses 

View Document Text 

66F~HQ~Cl364260 * Serial : l 

ECFVTOMO 
More : - + 

Drafted By: 

~~~~~~~~~~~~
~~~.,\:.~~~~

~~~~~~~~~~~~
~~~ ~~ ~~~~ ~

~~~ ~~-

b"\v 
Case ID #: 66F~HQ~Al085154 

Title: Investigative Law Unit 

New File Number 

USA Palriot Act 

Synopsis: Request opening of a new control file for the 

Investigative Law Unit's (ILU) Control File to be captioned "USA 

Patriot Act." 

Details: ILU is providing significant guidance to the field on 

Corrunand . > . . . . . . . . . . . . . . . . . . . . . . . . . . 
. . . . . . . . . . . . . . . . . . . . . . . . . . 

. . . . . . . . + 

Fl=Help F3=Exit F4=Prompt F6=Multv F7=Bkwd F8=Fwd Fl2=Cancel Fl3=Attrib 

Fl4=List FlS=PrevDoc 
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11/22/02 
08:00:40 

Case ID 
Responses 

View Document Text 

: 66F-HQ-Cl364260 * Serial : 1 

ECFVT0~10 

More : - + 

~~~----------------
-------------------

-------------------
--------------------

various matters related to the recently enacted USA Patriot Act. 

In order to better capture the work accomplished on this matter, 

ILU requests that a new control file be. opened entitled "USA 

Patriot Act." All documentation and opinions written by iLU and 

appropriate documentation collected from others will be filed in 

this control file. 

Any questions regard~ould be directed 

to Assistant General Counsel ............... at extension 

.. b:). -l l...r1 ~ \ 
LEAD (s) : U 1\C/ 

Cornrnand . . > . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 
. . . . . . . . . . . . . . . . . . . . . . . . + 

Fl~Help F3~Exit F4~Prompt F6~
Multv F7~Bkwd F8~Fwd Fl2=Cancel Fl3~Attrib 

Fl4=List Fl5=PrevDoc 
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f:. 

11/22/02 
08:00:50 

View Document Text 

Case ID 
Responses 

: 66F-HQ-Cl361260 * 

Set Lead 1: (Adm) 

INFORMATION RESOURCES 

AT WASHINGTON, DC 

Serial : 1 

It is requested that the Investigative Information 
Processing Unit open a control file captioned "USA Patriot Act." 

1 - ILU 

ECFVTOnO 
More : - -t 

Command . . > . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . + 

Fl=Help F3=Exit F4=Prompt F6=Multv F7=Bkwd FS=Fwd Fl2=Cancel Fl3=Attrib 

Fl4=List FlS=PrevDoc 
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ll/22/02 
07:56:49 

Case ID . : 66F-LR-C41239 

Responses : 

Vi"-"' Document Text 

Serial : 1 

ECFVTOMO 
Mo1:e : + 

---------------------------------------------------------------------------

Precedence: ROUTINE Date: 07/29/2002 

To: Little Rock Attn: 

From: Little Rock 

Approved By 

Drafted By: 

Case ID #: 66F-LR-NEW {None) 

Command . . > .................................. · . - - - · - - - · · · · · · · · · · - · · · · · · + 

Fl~Help F3~Exit F4~Prompt FB~Fwd 
Fl2~Cancel Fl3~Attrib Fl4~List 
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11/22/02 
"07:58:31 

Case ID 
Responses 

View Oocumer. _~_'ext 

Title: USA PATRIOT ACT - CONTROL FILE 

Serial : l 

Synopsis: To request a control file be opened to track the 

various legislative reporting requirements in the USA PATRIOT 

ACT. 

Details: Because the USA PATRIOT ACT contained many 11 Sunset 

provisions" (those set to expire on December 31, 2006, without 

Legislative action), FBIHQ requested all Offices to track the use 

of certain specific investigative techniques authorized by this 

statute so that it can report to Congress at the appropriate 

time. Little Rock employees have been instructed to report the 

IO:Cl'VTUHU 

!"lore : 

~ornrnand . > ....................................
........... · . · . · · · · · · · · . + 

Fl=Help F3=Exit F4=Prompt F7=Bkwd FS=Fwd Fl2=Cancel Fl3=Attrib Fl4=List 
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BOttom of document. 
11/22/02 
"07: 58:48 

Case ID 
Responses 

: 66r~-LR-C41239 

View Documer.t Text 

Serial : 1 

ECFVTOMO 
More : -

-----~~------------
-------------------

-------------------
-------------------

---

use of these techniques. At present, the CDC will maintain this 

control file and do the necessary reporting. 

LEAD (s): 

Set Lead 1: (Adm) 

LITTLE ROCK 

AT LITTLE ROCK 

Create a control file as set forth above. 

Command . > ....................................
....... · . · . · · · . · · · · · · · · · + 

Fl=Help F3=Exit F4=Prompt F7=Bkwd Fl2=Cancel Fl3=Attrib Fl4=List 

3o 
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View 

View Document Text More + 

Case ID : 40-MD-C530 Serial : 1 

Precedence: ROUTINE Date: 06/20/2002 

To: Investigative Services Attn: 

From: Madrid 
Contact: A/ALAT 

Fl~Help FS~Fwd F12~Can
cel F13~Attrib F24~Prt

/Dnld 

.ll . 

\ 

3J 
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Case ID : 40-MD-C530 Serial : l 
==--------------------------------------------

\JI\V.\ Approved By: 

Drafted By: 

Case ID #: 40-MO-C530 {Pending) 

Title: VISA APPLICANT NCIC CHECKS 

Synopsis: Opening of control file for U.S. Visa and passport 

matters. 

Fl~Help F7~Bkwd F8~Fwd Fl2~Cancel Fl3~Attrib F24~Prt/Onld 
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View Document Attributes 

ECFVT2MO View Document Text 

Case ID : 40-MD-C530 Serial : 1 

Reference: PATRIOT ACT and Department of State (DOS) cable, 
dated 5/24/2002. 

Details: With the passage of the Patriot Act, all DOS posts 
worldwide are required to conduct FBI NCIC traces on all visa 
applicants. A DOS cable, dated 5/24/2002, stated that beginning 
June l, 2002, FBI records were being added to the DOS' CLASS. 

The appropriate DOS personnel will now be required to 

Fl~Help F7~Bkwd F8~Fwd F12~Cancel Fl3~Attrib F24~Prt/Dnld 

More - + 
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View Document Attributes 

ECFVT2MO View Document Text 

Case ID : 40~MD-C530 Serial : l 

fingerprint any individual who is a positive match on any FBI 

record in the CLASS system. Upon positive confirmatioD, the DOS 

personnel will receive criminal history information from the FBI. 

If the subject matches a FBI record for a wanted person, 

foreign fugitive, or member of a violent gang or Lerrorist 

organization an immediate EC must be sent to the SIOC and 

concurrent notification given to the RSO. The Legat and the RSO 

would then determine the appropriate action. 

Fl~Help F7~Bkwd FB~Fwd Fl2~Cancel Fl3~Attrib F24~Prt/Dnld 
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Case ID : 40-MD-C530 Serial : 1 

LEAD(s): 

Set Lead 1: 

INVESTIGATIVE SERVICES 

AT WASHINGTON, DC 

For Information 

F1~Help F7~Bkwd FB~Fwd F12~Cancel F13~Attrib F24~Prt/Dnld 
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Brown·- ~-~E~:ie· E (OLt\) 
- ·--. .... -_,.,_,. ~-~' ·'· .. ,., .. 0"-'~''-:--~·~~-_. '"~ 

:-:·rort;: 

Sen~~ 

To: 
Subject: 

O'Brien, Pat 
Thursday, Seplembcr 05, 2002. 5: d Pi-.11 
B1·own. JarT1ie E (OL.b,) 
FV\f: 

OlJT oF 5CO PE,, 

here is the :ollov.! up info from FBI on the linguists. vJe should run tl:is 

past ODAG (Wray or Laufman) and the AG's office !Taylor and Susan Richmcndl. 0nce 5t is 

r.cady. l Lhink. 1.cJe shot.lL::"1 consideL putting it~ ir·. a le:ttQ:e Sllpplementing our ans· ... e(s. 

·· ··---Original Mess,;jqe- ·· ---­

Frcm: Sleni l<al:i.5ch. [mailco 

Sent: Thursday, Septembe:t 

To: 0 'sr.i en, l?a.t 

3ubject: 

Pat.; 

~ttached are responses co Patriot ~ct Section 205(c} regarding translators. 

:Sleni 

Brow Jamie E 

F(om: 
Se-nt: 
ro: 
Cc,· 
Subject: 

fv'iy comments: 

-- David 

ro:·~ E'EI.;:om::(Q~~ 
pex D! Pf2 

2002 1 :ll9 PIVi 

r'~rh~m, Paul P; Eisenberg, John 

Pat; Brown, Jamie E (OLA); Bal<er, James; Bryant, Dan 

for Sensenbrenner meeting today (9/4) 
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-"'ril"l be ready -·- a.nd vhether they can get the information no\J, 

Please let me know if/when we can provide answers to the above. Thanks, Pat 

Pat O'Brien 
Depucy Assistant ~ttorney General 
Office of Legi9lative Affairs 
U.S. Dept. of .Justice 
phone 12021 616·6H6 
t<n 12021 514-91<> 
Pat . Q' e. r i E: n''l. u sdo j . go·J 

rrom: 
Sent: 
To: 
Cc: 
Subject HJC tetter ~-
.. .,d,~c._.._.-·--------- FG:.\ E.'(H.\i'TlONLb)(<.,) 

Pif OIPR.. 

i4J003 

at FBI Congressional Affairs received the letter to HJC and has given itlo Spike Bowman for commenl. 
Senate and House Judiciary and is Acting Unit Chief in the absence of Eleni an._. His 

Patrick. ... f----__ r~H,\ m;,;rn~fL}c)_; ~ i=E:>"I~ . 

From: 
Sent: 
To: 
Cc: Brown, Jamie E (OLA) 
Subject: RE: Status of draft. response to Sesenbrenner subpoena threat 

Thanks. 
\ 

, ·11 :• r•·~•:l'Tl'wf ,'\f r.::'-rur~t v~r.t.. ·;_,~~) 

-Dnglnol Message- / pCY Ot PI<.. 
S
from: "'"""""' .12 7 H 

ent:: ,~,, 1\ug-. 8, lOOZl:l P 
To: Kr1s:* David 
Cc: l)(yant Dan; Kelty, P•blcl<; Brown, Jamie E (OlA) 
S:ubjett Status of d"'~ ""1">""' to Sesenbn:nn« subpoena th•e•t 

37 
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Documents released by letter dated 
January 31, 2003 
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U.S. Department'-'- causticc 

Federal Bureau of lmTstigation 
9~5 Pcnnsylvwnia An~ .. l\'.W. 

------------- ---------------
Washington, D.C. 20535-0001 

Ms. Ann Beeson January 31, 2003 
Union Foundation American Civil Liberties 

125 Board Street Subject of Request: _.~---------
New York, NY 10004-2400 

l'OIPA No. 966750 il90-
----~ 

Dear Requester: 

Enclosed are copies of documents from Fill records. Excisions have been made to protect 
information exempt from disclosure pursuant to Title 5, United States Code, Section 552 (Freedom of 
Information Act) and/or Section 552a (Privacy Act). In additio_n, where excisions were made, the 
appropriate exempting subsections have been cited opposite the deletions. ·where pages have been withheld 
in their entirety, a deleted page information sheet has been substituted showing the reasons or basis for the 
deletion. The subsections cited for withholding, information from the enclosed documents are marked below·. 

[l<;] (b)( I) 

[l<;] (b )(2) 

0 (b)(3) 

Section 552 

--------

--~~--~- --------

0 (b)(4) 

lZl (b)(5) 

0 (b)(6) 

0 (b)(7)(A) 

0 (b)(7)(ll) 

0 (b)(7)(C) 

0 (b)(7)(D) 

IZJ (b)(7)(E) 

0 (b)(7)(F) 

0 (b)(8) 

0 (b)(9) 

(See Form OPCA-16a, enclosed, Cor an explanation of these exemptions.) 

Sertion 552a 

0 (d)(\) 

0 (J)(2) 

0 (k)(l) 

D (k)(2) 

D (k)(3) 

0 (k)(4) 

0 (k)(5) 

0 (k)(6) 

0 (k)(7) 

Pursuant to your request, --"4'"1'----- pages(s) were reviewed and _____±_l_ __ , __ pagc(s) are 
being released. 

During the review of matnial pertinent to the subjcct of your request. documents were located 
which 

D originated with another Government agency(ies). 
These documents were referred to that agency(ics) for review '-t!ld dlrcct response to you 

0 contain information fumished by another Government agency(ies). You \\·dl be advised by the 
f'BI as to the releasability of this inform:1tion following our consultation with the other 
agency(ies). 
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0 If you desire, you may appcc:d any denials contained herein. Appeals should be directed in 

writing to the Co~Director, Office of Information and Privacy, U.S. DepJrtment of Justice, Flag 

Building, Suite 570, Vlashington, D.C. 20530-0001 \Vithin sixty days from receipt of this kttc1 

The envelope and the letter should be clearly marked "Freedom of' lnfonnZltion Appeal" 

or "Infom1ation Appeal." Please cite the FOlP;\ number assigned to your request so that it 

nwy be easily identified. 

D The enclosed material is from the main ill\TStigatiYc file(s) in which the subject of your request 

was the subject of the investigation. There are additional references to the subject(s) of your 

rt..·qucst in files rclnting to other individuaL, organizations, c\'cnts or ~lctivittcs. f'hesc adcl!tion~d 

mentions or references have not been reviewed to determine 1L in L1ct they <lrt: idcnufiabk 

with the subjcct(s) of your request. Our experience has shown th'-lt such references arc 

frequently similar to information contained in the processed main file(s). We will process these 

references if you now make a specific request for them. However, because of a significant 

increase in FOIPA requests and an expanC:ing backlog, \\'C have given priority to the processing 

or main investigative riles and can only complete the processing of these additional refercncc:s 

as time and resources pcnnit. 

0 Sec additional information which follows. 

Enclosures (3 ) 

Sincerely yours, 

Chief 
Freedom of Information~ 

Privacy ;\cts Section 

()!flee ur Public and Con~rt:SS!Ullal .'\fLurs 
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JrT 
Transactional Records NSLs Since 10/2612001 

NSL to Field Date 

) 

Dervied ~ G-3 

Dedas~ Xl 

S~T 

"'"'''"'' ,,,,,,:" r:mn~.!ll£1l \ 
:FE~; '''Uiili'll:!.! EX&EPJfr 

\N:l;r:E:;,y(;:\\H! :ln!ERWISi ? , 

Page I of6 
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Project Number NSL to Field Date 

) 

Dervie~: G-3 

Decl£si~m: Xl 

S~T 

39 



Case 1:02-cv-02077-ESH   Document 20-5   Filed 03/07/03   Page 50 of 88

Project Number NSL to Field Date 
~----

'o' 

Dervi~.. o ·: -3 
Dec!~ 

S~T 

., 

PageJo/6 
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NSL to Field Date 

'o\ 

Derv~~-3 
Decla~ XI 

S\RET 

Page 4 af6 
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· Page 5 of6 

DerVI~: G-3 
Declass on: Xl 
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"What do I have to do to get a FISA ?" 

Introduction 

This discussion of the Foreign Intelligence Surveillance Act, 50 U.S.C. §§ 1801 et seq., 
("FISA", or "the statute") provides guidance for seeking authorization to conduct electronic 
surveillance or physical searches for foreign intelligence purposes. In response to the basic 
question, "What do I have to do to get a FISA?," first, step back and take a'look at the big 
picture. FISA was enacted to provide a statutory procedure for the government to obtain court 
orders authorizing the use of electronic surveillance in the United States for foreign intelligence 
purposes. Later, section 807 of the Intelligence Authorization Act for Fiscal Year 1995 (P .L. 103-
359) amended FISA to authorize the Court to issue warrants for physical searches for foreign 
intelligence purposes. Accordingly, FISA deals with electronic surveillance and physical searches 
of foreign powers and their agents. If your purpose is other than the acquisition of foreign 
intelligence information, as defined by the statute, you're probably in the wrong forum. 

Without going into the historical background of FISA in detail, the impetus for its enactment 
was largely concern for the privacy rights of U.S. persons, balanced against the government's 
need to obtain foreign intelligence information. As a result, the statute's treatment of "U.S. 
persons" and "non-U.S. persons" is different. For example, in considering this legislation, 
Congress stated that a U.S. person should be confident that his government cannot invade his 
privacy with the most intrusive techniques if he conducts himself lawfully and that, as a matter of 
public policy, no U.S. person should be targeted for electronic surveillance [or physical search] 
absent some showing that he at least "may" violate the Jaw. On the other hand, surveillance 
pursuant to FISA is not primarily for the purpose of gathering evidence of a crime, although 
evidence of a crime may well be acquired in surveilling persons who engage in the types of 
activities that define them as agents of foreign powers. As a result, FISA explicitly recognizes 
that evidence of a crime may be acquired in the course of surveillance or search conducted to 
protect the United States from the clandestine intelligence activities and international terrorist 
activities of foreign powers and their agents. Prosecution for a criminal offense is one way to 
combat such activities-- but only one way, and not always the best way. "Doubling" an agent or 
feeding him false or useless Information are other ways. Monitoring him to discover other agents 
and their tradecraft can be vitally useful. Prosecution, while disabling one known agent, may only 
mean that the foreign power replaces him with one whom it may take years to discover or who 
may never be discovered. 

With regard to non-U.S. persons who act in the United States in their official capacities, or 
who are members of international terrorist groups, however, no nexus to criminality is required, 
and they are defined as agents of foreign powers solely on the basis of their status. In addition, 
the retention and dissemination of Information concerning non-U.S. persons is signficantly less 
regulated that that of U.S. person information. 

The F/SA Court 

FISA authorizes the government to apply to a special "Foreign Intelligence Surveillance 
Court" ("FISC" or "FISA court") for an order approving the use of electronic surveillance or 
physical search to acquire foreign intelligence information. Pursuant to an October. 2001, 
amendment by the USA PATRIOT Act, the F\SA Court is composed of eleven judges designated 
by the Chief Justice of the United States. Historically, the judges were chosen from different 
circuits, but the amendment increasing the number of judges from seven to eleven also specified 
that they come from seven of the judicial circuits and that no fewer than three shall reside within 
20 miles of the District of Columbia. 
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Approval of a FISA application requires a finding by the court that there is probable cause to 
believe that the target of the proposed surveillance is a "foreign power" or an "agent of a foreign 
power," and that the facilities or places at which the surveillance is directed are used or are about 
to be used by that foreign power or agent of a foreign power. In addition to determining whether 
there is probable cause to support the application, the Court is also required to find that 
procedures proposed in the application to regulate the acquisition, retention and dissemination of 
information concerning U.S. persons meet the definition of "minimization procedures" in section 
1 01 (h) of the statute. Because the showing that the target of the proposed surveillance or search 
is a "foreign power" or an "agent of a foreign power," the definitions of these terms are particularly 
important. Other terms are also important, Including "international terrorism," "fore"rgn intelligence 
information," "electronic surveillance" "physical search" and "United States person," all of which 
are defined in section 101 or 301 of the statute and will be discussed in detail, infra. 

Subsection 1 05(a} of FISA specifies the findings the court must make before he grants an 
order approving the use of electronic surveillance for foreign intelligence purposes. While the 
issuance of an order is mandatory if the court finds that all of the requirements of this section are 
met, the judge has the discretionary power to modify the order sought, such as with regard to the 
period of authorization or the minimization procedures to be followed. In practice, the FISA Court 
has found general supervisory powers in this language, and its power to modify minimization 
procedures has been used as power to influence or control other aspects of investigations. This 
is essentially what the Court did in Its April 22 and May 17 orders in construing discussions 
between intelligence officials and law enforcement officials about investigative strategies and 
tactics as "minimization procedures" that required OIPR attendance to ensure that such 
discussions did not result in and in requiring OIPR be invited to attend. 

Probable Cause ... 

In general terms, FISA deals with "foreign powers" and "agents of foreign powers," and the 
fundamental requirement for the Court's granting a FISA application is probable cause to believe 
that the proposed subject of surveillance or search is a foreign power or an agent thereof. 
"Foreign power" includes a foreign government; a faction of a foreign government; a group 
engaged in international terrorism; a foreign-based political organization; or an entity directed and 
controlled by a foreign government or governments. An "agent of a foreign powe~· includes non­
resident aliens who act in the United States as officers, members or employees of foreign powers. 
or who act on behalf of foreign powers that engage in clandestine intelligence activities in the 
United States contrary to the interests of this country. U.S. persons meet the "agent of a foreign 
powe~· criteria if they engage in certain activities for or on behalf of a foreign power which involve. 
or may involve, certain criminal acts. 

Subsection 105(a}(3} provides that in order to issue an order for electronic surveillance, the 
Court must find that on the basis of the facts submitted by the applicant there is "probable cause" 
to believe that the target of the electronic surveillance is a foreign power or an agent of a foreign 
power and that each of the facilities or places at which the electronic surveillance is directed is 
being used, or is about to be used, by a foreign power or an agent of a foreign power. Subsection 
304{a}(3} provides for similar findings with regard to physical search. As to both electronic 
surveillance and physical searches, no United States person may be considered a foreign power 
or an agent of a foreign power solely on the basis of activities protected by the First Amendment 
to the Constitution. 

Probable cause in the FISA context is similar to, but not the same as. probable cause in 
criminal cases. Where a U.S. person is believed to be an agent of a foreign power, there must be 
probable cause to believe that he is engaged in certain activities, for or on behalf of a foreign 
power, which activities involve or rnay involve a violation of U.S. criminal law. The phrase 
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"involve or may involve" indicates that the showing of [nexus to] criminality does not apply to FISA 
applications in the same way it does to ordinary criminal cases. As a result, there is no showing 
or finding that a crime has been or is being committed, as in the case of a search or seizure for 
law enforcement purposes. The activity identified by the government in the FISA context may not 
yet involve criminality, but if a reasonable person would believe that such activity is likely to lead 
to illegal activities, that would suffice. In addition, and with respect to the nexus to criminality 
required by the definitions of "agent of a foreign power," the government need not show probable 
cause as to each and every element of the crime involved or about to be irtvolved. 

The determination as to probable cause to believe that a target is engaging in certain 
activities, or that an entity is directed and controlled by a foreign government, should take into 
account the same aspects of reliability of the government's information as in the ordinary criminal 
context, including the reliability of any informant, the circumstances of the informant's knowledge 
and the age of the information relied upon. On the other hand, not all of the same strictures with 
respect to these matters which have developed in the criminal context may be appropriate in the 
foreign intelligence context. That is, in the criminal context certain rules have developed or may 
develop for judging reliability of information. FISA does not require that these "rules" necessarily 
be applied to the probable cause determination. Rather, in judging the reliability of the 
information presented by the government, look to the totality of the information and consider its 
reliability on a case-by-case basis. 

In Illinois v. Gat(ls, 462 U.S. 213 (1983), the Supreme Court overruled rigid application of 
the two-pronged test for the reliability of an informant set forth in Spinelli v United States, 393 U.S. 
410 (1969). Spinelli required both knowledge of the source of an informant's information as well 
as information as to the reliability of a source before his information could used to establish 
probable cause. Gates acknowledged that it was appropriate to consider such factors as 
instructive, but they should not be applied with mathematical precision. As a result, Gates stands 
for a "totality-of-the-circumstances" approach. 

Also instructive is the case of Brinegar v. United States, 338 U.S. 160 (1949), which noted 
that probable cause is a factual and practical consideration of everyday life on which reasonable 
and prudent men act, not legal technicians. At the same time, probable cause is based on a 
presentation of reliable and corroborated facts, not mere suspicion. 

Simply put, "probable cause" is reason to believe, based on available facts and 
circumstances, as well as the logical Inferences that can be drawn from them. It Is determined by 
the totality of the facts and circumstances, as viewed from the perspective of a reasonable 
person. Probable cause probability, not certainty, and, thus, Is significantly lower than the "proof 
beyond a reasonable doubt" necessary to support a criminal conviction. It is also lower than the 
"preponderance of the evidence" required in most civil cases. 

NSLU recommends that a field agent seeking a FISA order focus on the object of the 
belief required, i.e., the facts and circumstances demonstrating that the target of ~he 
proposed search or surveillance is an agent of a foreign power and that the premises to be 
surveilled (e.g., telephone) is used by that agent of a foreign power, rather than on the 
quantum of the belief involved. If you can show that a target is engaged in certain 
activities, and that he is engaged In them for or on behalf of a foreign power, you have won 
most of the battle. 

No U.S. person may be considered an agent of a foreign power based solely on activities 
protected by the First Amendment to the Constitution. This provision is intended to reinforce the 
congressional intent that lawful political activities should never be the sole basis for a finding that 
a U.S. person is a foreign power or an agent thereof. For example, under the Supreme Court's 
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decision in Brandenburg v. Oh1o, 395 U.S. 444 (1969), the advocacy of violence, falling short of 

inciting violence, is protected by the First Amendment. Thus, advocating the commission of 

terrorist acts would not, in and of itself, be sufficient to establish probable cause to believe that an 

individual or group may be preparing to commit such acts. However, one cannot cloak himself in 

First Amendment immunity where he is engaged in clandestine intelligence activities, terrorism or 

sabotage. ["The Constitution is not a suicide pact."] 

... Probable Cause to Believe What? 

To find probable cause to believe the subject of the surveillance is an "agent of a foreign 

power," as defined in subsection 101(b), the court must find that each and every element of that 

status exists. If a U.S. person is alleged to be acting on behalf of a foreign entity, the court must 

first find probable cause to believe that that entity is a "foreign power," as defined in subsection 

101 (a). There must also be probable cause to believe that the person is acting "for or on behalf 

or· that foreign power, as well as probable cause to believe that the efforts undertaken by the 

target on behalf of the foreign power constitute sabotage, international terrorism or clandestine 

intelligence activities. Similar findings are required for each element necessary to establish that a 

U.S. person is conspiring with or aiding and abetting someone engaged in sabotage, international 

terrorism or clandestine intelligence activities. 

The Theory of the Case 

The development of a "theory of the case" is a good start to the FISA process. That is, 

before asking FB\HQ for initiation of an application to the FISA Court, the field agent should 

review the facts of the case to determine which definition of "foreign power" and/or "agent of a 

foreign power" best matches the information obtained by the investigation to date. For example, if 

the subject is a U.S. person who is believed to be knowingly engaged in aiding and abetting an 

international terrorist, focus on facts that show his activities that aid the terrorist, as well as on 

facts that tend to demonstrate his knowledge that the person he is aiding is an international 

terrorist and that his activities aid that International terrorist. If the subject is a non-U.S. person 

who acts in.the U.S. as an employee of a foreign government, focus on presenting facts that 

demonstrate that status. In such a case, a recitation of intelligence activities is not as important 

as it would be in the case of a U.S. person, as to whom the FBI would have to show facts 

demonstrating knowing engagement in clandestine intelligence activities. 

It is also helpful to articulate the specific foreign intelligence objectives of the proposed 

surveillance or search. In an espionage case, e.g., your objective may be to determine whom an 

intelligence officer has targeted for recruitment. Or you may need to know how a government 

employee is communicating with an intelligence officer who is his handler. Or you may need to 

determine the identity of a foreign power a spy is working for, how he obtains access to classified 

information, whether he is working alone or in concert with others and how he passes information 

to his handler. In an international terrorism case, your objectives may include identifying the 

members of the terrorist group or identifying their plans and intentions in order to prevent a 

terrorist attack. 

§ 101(b) --Agent of a foreign power 

Probably the single most important aspect of the request for a FISA application is showing 

that the subject to be surveilled or searched is an "agent of a foreign power." The definitions of 

"agent of a foreign power" differ for U.S. persons and certain non-resident aliens, including aliens 

present in the United States as tourists, visiting businessmen, exchange visitors, foreign seamen, 

diplomatic and consular personnel and illegal aliens, etc. The protections afforded such persons 

are not as great as those afforded U.S. persons. For example, in the case of non-resident aliens 
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who;.,'" agents of foreign powers by virtue of their employment in the U.S. by a foreign 
government, there need be no nexus to criminality, and the certification that accompanies the 
application is not subject to judicial review. In addition, there is no requirement to minimize the 
acquisition, retention and dissemination of information with respect to non-U.S. persons. 

§ 101(b)(1) --Non-US. Persons Who Are Agents of a Foreign Power by Virtue of Status 

Subsection 101(b)(1 )(A) includes in its definition of"agent of a foreign power" non-U.S. 
persons who act in the United States as officers, employees or members of a foreign power. The 
most obvious examples are diplomats and consular officials. Their very presence is attributable to 
their status as employees of their governments, and their raison d'etre is to act for or on behalf 
their governments. The legislative history of FISA points out that Congress considers non­
resident aliens who act in the United States as officers, employees or members of a foreign power 
as likely sources of foreign intelligence or counterintelligence information. This definition does not 
include persons who serve as officers or employees or are members of a foreign power in their 
home country, but who do not act in that capacity in the United States. 

"Employee" is meant to describe a normal employee-employer relationship. It does not 
encompass foreign visitors such as professors, lecturers, exchange students, performers or 
athletes, even if in such capacity they are receiving remuneration or expenses from their home 
government. 

The term "member" means an active, knowing member of a group or organization that is a 
foreign power. It does not include mere sympathizers, fellow-travelers or persons who have 
merely attended meetings of the group or organization. On the other hand, if a person has 
received terrorist training from a group engaged in international terrorism or training in intelligence 
tradecraft from a foreign organization, this would be substantial evidence that he was a "member" 
of such an entity. 

Unlike foreign officials, members of international terrorist groups do not carry membership 
cards as evidence of their status. They do not have visas or credentials identifying them as 
"members" of an IT group or organization. As a result, their status as members of a group or 
organization engaged in international terrorism is inferred from their activities. 

The second non-U.S. person definition is the so-called "visitor rule." It includes a non-U.S. 
person who --

acts for or on behalf of a foreign power which engages in clandestine intelligence 
activities In the United States contrary to the interests of the United States, when 
the circumstances of such person's presence in the United States indicate that 
such person may engage in such activities in the United States, or when such 
person knowingly aids or abets any person in the conduct of such activities or 
knowingly conspires with any person to engaged in such activities. 

This definition does not require a showing that the foreign visitor is in fact engaged in 
clandestine intelligence activities. As a practical matter, if a foreign visitor who does not have a 
track record of activities in the United States is present in the U.S. for only a limited period of time, 
and tihe FBI is limited to the use of less intrusive techniques, the FBI is not likely to be able to 
show that he is actually engaged in intelligence or terrorist activities. He can be characterized as 
an agent of a foreign power, however, if it can be shown that the foreign power on whose behalf 
he acts systematically engages in clandestine intelligence [or terrorist] activities that threaten the 
security of the United States. It is a demonstration based on probability; i.e., it is not a showing 
that the individual foreign visitor is himself currently engaged in clandestine Intelligence activities. 
but that the circumstances of his presence in the U.S. indicate he may engage in such activities 
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because the foreig1. ~ower for whom or on whose behalf he acts has demonstrated some pattern 

or practice of engaging in clandestine intelligence activities in the United States contrary to U.S. 

interests. 

The phrase "acts for or on behalf of a foreign power" requires a nexus between the 

individual and the foreign power that suggests that he is likely to do the bidding of the foreign 

power. For example, visitors from totalitarian countries present in the United States under the 

auspices, sponsorship or direction of their government would satisfy this standard. 

Once the requisite facts with regard to the foreign power are established, the key question is 

whether the circumstances of the person's presence in the U.S. indicate that he may engage in 

clandestine intelligence activities for that foreign power contrary to U.S. interests. The answer 

may vary according to what is known about the intelligence or terrorist operations of the particular 

foreign power. Among the factors that might be taken into account are whether the foreign visitor 

engages in activities with respect to which there is evidence that other visitors who engage in 

similar activities are officers, agents or acting on behalf of the intelligence service of that foreign 

power. If the FBI can show from experience that a particular foreign power uses a certain class of 

visitors to this country for carrying out secret intelligence assignments, this would indicate that 

other visitors in this class may also engage in clandestine intelligence activities. 

"May engage in such activities" means that surveillance can be conducted to anticipate 

clandestine intelligence activities by such persons, rather than waiting until they have taken 

place. The additional standards for aiding and abetting, and conspiracy, require probable cause 

to believe that the foreign visitor is knowingly assisting persons who are already engaged In 

clandestine intelligence activities. The "knowing" requirements are the same as in the aiding or 

abetting and conspiracy standard for U.S. persons. 

This provision does not treat nationals of certain countries differently from others solely on 

the basis of nationality, and it is not "profiling." Instead, surveillance of the nationals of certain 

countries depends on the activities of the governments of those countries and whether the 

individual is acting on behalf of the government. 

·~ny Person" Agent of a Foreign Power 

§ 101(b)(2)(A) --Clandestine Intelligence Gathering Activities 

Under this definition, an agent of a foreign power is "any person who is knowingly engaged 

in clandestine intelligence gathering activities for or on behalf of a foreign power, which activities 

involve or may involve a violation of the criminal laws of the United States." 

The first aspect of this definition is that the subject is engaging in certain activities 

"knowingly." This does not mean that he must know that he may be violating a particular federal 

criminal statute, but that he knows that what he is doing is clandestine intelligence gathering 

activities and that he knows that he is doing it for or on behalf ofa foreign power. As state of 

mind is always difficult to show, knowledge is inferred from the circumstances. In showing that a 

person is knowingly engaged in clandestine intelligence gathering activities, focus on his 

activities. If, for example, a subject is transmitting classified defense secrets to the military 

attache of a foreign embassy, and he knows the information is classified and that his recipient is a 

military attache, this would be sufficient to show that he "knows" that he is acting for or on behalf 

of a foreign power. Similarly, if he has received training in the use of equipment for espionage, 

e.g., a microdot camera or disguised radio device, this would be sufficient to show that he 

"knows" what he is doing. One who is unwitting to what he is doing, or without knowledge that he 

is acting for or on behalf of a foreign power, is not an agent of a foreign power, but the 
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government is not required to pro, dnorance if a person engaging in such activities would 
reasonably have known that he was acting for or on behalf of a foreign power. 

Next, the person must be "engaged" in the proscribed activities. Unlike the standard for 

foreign visitors, the fact that he "may engage" in such activities some time in the future is not 

sufficient. For example, if information shows that a person has recently engaged in such 
activities, this would normally suffice to show probable cause that he is "engaged." On the other 

hand, information that a person engaged in the prohibited activities in the P?St might well, 

depending on the circumstances, be sufficient to show probable cause to believe that he is still 

engaged in such activities. For example, information that a U.S. person was for years a spy for a 
foreign power hostile to the United States, but who had dropped out of sight for a few years, 
would probably be sufficient to show "probable cause" that he was, having now reappeared, 
continuing to engage in the clandestine intelligence activities. 

Perhaps the most important element of this definition is "clandestine intelligence gathering 

activities." Most clandestine intelligence gathering activities will constitute a violation of the 
various federal criminal laws aimed at espionage either directly or by failure to register (see, e.g., 

18 U.S.C. §§ 792-799, 951; 42 U.S.C. §§ 2272-2278b; and 50 U.S.C. § 855). The term 
"clandestine intelligence gathering activities" is intended to mean "espionage" in common 

parlance; It is not a legal term of art denoting a particular offense. The term also includes activities 
that are directly supportive of espionage, such as maintaining a "safehouse," servicing "letter 

drops," running an "accommodation address," laundering funds, recruiting new agents, infiltrating 

or exfiltrating agents under cover, creating false documents for an agent's "cover" or utilizing a 

radio to receive or transmit instructions or information by "burst transmission." The term 
"clandestine intelligence gathering activities" is intended to mean activities in which no reasonable 

person would engage without knowing that society would not condone it. 

As the words indicate, the activities must be "clandestine," i.e., the subject must have made 
some efforts to conceal his activities. This does not necessarily mean that the information 

gathered by the agent must itself be secret or nonpublic, although this is usually the case. It is 
possible that a person might be asked to obtain information that is publicly available, but which a 

foreign [lOWer would not want known it was seeking. If he used false identification or ruse to 

obtain the information and then delivered the information by means of a microdot hidden in a 

magazine left at a "dead drop," both the means by which he gathered the information and the 

means by which he transmitted it would be "clandestine," even though the information itself might 

not be secret. The FBI may surveil such a person, even if the infomiation he is collecting is not 
classified, because his activities identify him as an agent of a foreign power. By monitoring his 
contacts, their equipment and modus operandi, the FBI can learn valuable information concerning 
the tactics, capabilities and personnel of the foreign intelligence service. 

"Clandestine intelligence gathering activities" are intended to be conduct of a nature 

associated with spies and espionage in its generic sense, but the term is supposed to be flexible 
with respect to what is being gathered because intelligence priorities and requirements differ 
between nations and over time. Obviously, gathering classified defense information, information 

about intelligence sources and methods and classified foreign relations information qualifies as 
"clandestine intelligence gathering activities" if it Is done in a clandestine manner. Foreign powers 
also target American technology and trade secrets, economic developments, political infonmation 

and even personal information for purposes of blackmail or other coercion, so that attempts to 
collect such information may also be "clandestine intelligence gathering activities." 

It is possible, although unlikely, that some people might come close to using espionage 
techniques for otherwise lawful purposes. Thus, the definition requires that the person be 

engaged in clandestine intelligence gathering activities "for or on behalf of a foreign power." The 
fact that a person gathers information and transmits it to a foreign power does not, by itself, 

So 
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satisfy the requirements of this definition, as people may legitimately gather information for foreign 
powers. Registered lobbyists, e.g., often do, but their activity, if legitimate, does not utilize the 
tradecraft of espionage or clandestine methods, to do so. This means that the FBI must show 
probable cause to believe that the person is not only engaged in clandestine intelligence 
gathering activities, but that he is doing so for or on behalf of a foreign power. Thus, showing that 
a person is stealing defense secrets and using a "dead drop" to pass them on is not enough; it 
must be shown that he is doing so for a foreign power. 

The FBI must show that there is probable cause to believe that a subject is engaged in 
activity that at least "may" violate a federal criminal statute. As noted above, it is expected that 
most persons under this definition would be likely to violate laws directed against 
espionage. Thera aro other laws, however, that might be violated, such as interstate 
transportation of stolen property or the Export Administration Act. The crime involved might be 
one of several violations depending, for example, upon the nature of the information being 
gathered. 

The words "may involve" are intended to encompass clandestine intelligence gathering 
activities that may, as an integral part of such activities, involve a violation of federal law. They 
cover the situation in which the FBI cannot establish probable cause to believe that a foreign 
agent's activities involve a specific criminal act, but where there are specific and articulable facts 
to indicate that a crime may be involved. The circumstances might be such as to ·indicate that the 
activity may involve a crime. The term "may involve" requires only limited information regarding 
the crime involved, such that electronic surveillance may be permissible at some point prior to the 
time a crime, e.g., the passage of classified documents, actually occurs. There need not be a 
current or imminent violation of law if there is probable cause to believe that criminal acts may be 
committed. 

In applying this standard, the FISA Court takes all the known relevant circumstances into 
account, e.g., who the subject is, where he is employed, whether he has access to classified or 
other sensitive information, the nature of clandestine meetings or other clandestine activity, the 
method of transmission and whether there are innocent explanations for the behavior. The 
circumstances must not merely be suspicious, but must be of such a nature to lead a reasonable 
man to conclude that the activity may involve a federal criminal violation. 

Again, a nexus to a foreign power is absolutely necessary. Surveillance would not be 
authorized against a reporter merely because he gathers information for publication in a 
newspaper, even if the information were classified. Nor would it be authorized against a 
government employee who reveals secrets to a reporter or in a book for the purpose of informing 
the public. This definition would not authorize surveillance of ethnic Americans who lawfully 
gather political information and perhaps even lawfully share it with the foreign government of their 
national origin. Nor would it apply to lawful activities to lobby, influence or inform members of 
Congress or the Administration to take certain positions with respect to foreign or domestic 
concerns. Nor would it apply to lawful gathering of information prepatory to such lawful 
activities. It is the combination of (1) obtaining in clandestine fashion (2) information that is 
necessary to the defense or security of the United States (3) for or on behalf of a foreign power 
that makes FISA surveillance 

In the case of an organization whose leaders are engaged in clandestine intelligence 
gathering activities, such activity cannot necessarily be attributed to every member of the group. 
There must be probable cause to believe that a particular member is himself engaged in such 
activity before electronic surveillance targeted against him may be authorized. 

Because the standard under this definition requires that a person knowingly engage in 
activities for or on behalf of a foreign power, problems can arise in a situation in which a person is 

S/ 
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"turned" or "doubled," i.e., after having started out as an agent: , a foreign power, he is 
persuaded to work for the United States. The standard is not met if the person is in fact working 
for the U.S. and not for the foreign power. There may be doubt, however, as to whether he is 
actually under U.S. control or that of a foreign power, making it unclear as to which side is 
deceiving which. The fact that a supposedly "doubled" agent carries out his assignments and 
instructions from the U.S. Government does not necessarily mean that he has stopped carrying 
out those of the foreign power. It is not necessary, therefore, that a surveillance, once authorized, 
be discontinued when the agent may have been "doubled." Rather, surveill-ance may continue 
until such time as the "doubled" agent is trusted enough to seek his consent to surveillance. 

§ 101 (b)(2)(8) -- "Other Clandestine Intelligence Activities" 

Subsection 101 (b)(2)(B) defines agent of a foreign power as a person who pursuant to the 
direction of an intelligence service or network of a foreign power knowingly engages in "other 
clandestine intelligence activities" for or on behalf of such foreign power, which activities involve 
or are about to involve a violation of the criminal statutes of the United States. ["Other" refers to 
other than clandestine intelligence gathering activities.] 

The term refers to covert actions by intelligence services of foreign powers. Not only do 
foreign powers engage in spying in the United States to obtain information, they also engage in 
activities that are intended to harm U.S. security by affecting the course of government, the 
course of pubiic opinion or the activities of individuals. Such activities may include poiiticai action 
(recruiting, bribery or infiuencing public officials to act In favor of the foreign power), disguised 
propaganda (including the planting of false or misleading articles or stories) and harassment, 
intimidation or even assassination of individuals who oppose the foreign power. Such activity can 
undermine democratic institutions as well as directly threaten the peace and safety of U.S. 
citizens. 

There may be a narrow line between clandestine intelligence activities and lawful activities 
undertaken by U.S. persons in the exercise of First Amendment rights. To avoid crossing that 
line, this definition requires that the person be shown to be acting "pursuant to the direction of an 
intelligence service or network of a foreign power." [No such showing is required for the other 
definitions of agent of a foreign power.] U.S. persons may well communicate with a foreign 
government to obtain information about that government's country or to discuss travel to that 
country, but such contacts are not necessarily "clandestine intelligence activities" and are not 
covered by this definition. 

The activities engaged in must involve, or be about to involve, a violation of federal criminal 
law. This is higher than the "may" involve standard found in other definitions. In this area, where 
there is a narrow line between protected First Amendment activity and the activity giving rise to 
surveillance, it is important that the activity be such that it involves or is about to involve a 
violation of a federal criminal statute. 

There are a number of crimes that rnight be involved in covert action, e.g., bribery of public 
officials, campaign law violations, foreign agent registration requirements, denial of civil rights, et 
cetera. It is important to note, however, that such a criminal violation does not necessarily 
establish that a person is engaged in "other clandestine intelligence activity." Americans, through 
ignorance or inadvertence, may well technically violate campaign law requirements or foreign 
agent registration requirements, but to satisfy the requirements of the definition, it is necessary to 
show, separately from the criminal violation, probable cause to believe that the person is 
knowingly engaged in any other clandestine intelligence activities for or on behalf of such foreign 
power, pursuant to the direction of an intelligence service or network of a foreign power. 

§ 101(b}(2)(C) --Sabotage or Terrorism 
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Subsection 101 (b)(2)(C) allows electronic surveillance or physical search of any person, 

including a U.S. person, who knowingly engages in sabotage or international terrorism, or 

activities in preparation therefor, for or on behalf of a foreign power. The terms "sabotage" and 

"international terrorism" are defined separately and require a showing of criminal activity. Mere 

sympathy for, identity of interest with or vocal support for the goals of a foreign group, even a 

foreign-based terrorist group, is not sufficient to justify surveillance under this subparagraph. The 

term "activities that are in preparation (for]" sabotage or international terrorlsm is intended to 

encompass activities supportive of acts of serious violence-- for example, purchase or 

surreptitious importation into the United States of explosives, planning for assassinations or 

financing of or training for such activities. Other activities supportive of terrorist acts could 

likewise satisfy this standard. The circumstances must be such as would lead a reasonable 

person to conclude that the subject is knowingly engaged in activities that are in preparation for 

sabotage or terrorism. 

The term "preparation" does not mean preparation for a specific terrorist act. Because the 

definition of "international terrorism" speaks of a range of acts, and "preparation" as used here 

takes its meaning from the context of the definition of "international terrorism," it could reasonably 

be interpreted to include, e.g., providing the personnel, training, funding or other means for the 

commission of acts of terrorism, rather than participating in a particular bombing. This provision 

also permits electronic surveillance or physical search at a time before the danger sought to be 

prevented-- whether a kidnaping, bombing or hijacking-- actually occurs. 

The "preparation" standard allows surveillance where the government cannot establish that 

an individual has already knowingly engaged in an act of sabotage or terrorism, but there are 

sufficient specific and articulable facts to indicate that his activities are in preparation for such 

acts. The circumstances must be such as would lead a reasonable person to conclude that the 

subject is knowingly engaged in activities that are in preparation for sabotage or terrorism. 

It should be noted that the "preparation" standard need apply only where there is insufficient 

information to show that the subject is, in fact, a terrorist. Where the FBI can show that the 

subject is a known international terrorist, such as the notorious "Carlos," or that he has been 

engaging in international terrorism for or on behalf of a group engaged in international terrorism, 

there is no need to show that he is in the act of preparing for further terrorist acts. In some cases, 

immediate arrest may not be possible, such as situations In which the subject may not have 

violated U.S. law, even though he may have murdered hundreds of persons abroad. In other 

cases it may be more fruitful to monitor the subject's activities in the United States to identify 

otherwise unknown terrorists located here, their international support structure and the locations 

of weapons or explosives. If a person who has engaged in international terrorism visits the U.S. 

or resides in the U.S., the FBI should be able to utilize electronic surveillance to monitor his 

activities, whether or not there is information showing that he is presently planning some 

particular violent act. 

Finally, a subject targeted for surveillance under this definition must be shown to have a 

knowing connection with the foreign power for whom he is working. In most cases of international 

terrorism, this connection will be shown to exist with a group engaged in international 

terrorism. The case may arise in which a U.S. person is acting for or on behalf of such a group 

that is substantially composed of U.S. persons. In such a case, the Court must examine the 

circumstances carefully in order to determine whether the organization is "a group engaged in 

international terrorism," as defined, and not a purely domestic group engaged in domestic 

terrorism. [Domestic terrorism is handled under criminal law processes, e.g., Title Ill of the 

Omnibus Crime Control and Safe Streets Act of 1968, Title 18, U.S. Code, chapter 119, and the 

AG Guidelines for General Crimes.] 
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§101(b)(2)(D) --Entering the U.S. under a False or Fraudulent Identity 

This definition includes any person who knowingly enters the United States under a false or 

fraudulent identity for or on behalf of a foreign power or, while in the United States, knowingly 

assumes a false or fraudulent identity for or on behalf of a foreign power. The most obvious 

example would be the "illegal" who enters the United States under an assumed name and using a 

"legend" based on the vital statistics of a real person, usually dead. It would also include a 

person who enters the United States lawfully, then assumes a false identity, provided assuming 

such a false identity is done for or on behalf of a foreign power. 

§101(b)(2)(E) --Aiding, Abetting and Conspiracy 

This· definition includes any person, including a U.S. person, who knowingly aids or abets 

any person in the conduct of activities described in the preceding subsections, or knowingly 

conspires with any person to engage in such activities. The knowledge requirement is applicable 

to both the status of the person being aided and the nature of the activity being promoted. This 

means the FBI must establish probable cause to believe that the subject knows both that the 

person with whom he is conspiring or whom he is aiding or abetting is engaged in the described 

activities as an agent of a foreign power and that his own conduct is assisting or furthering such 

activities. The Innocent dupe who unwittingly aids a foreign intelligence officer cannot be targeted 

under this provision. 

In t11e case of a subject believed to be aiding or abetting persons engaged in international 

terrorism, the subject might be assisting a group engaged in both lawful political activity and 

unlawful terrorist acts. In such a case, it would be necessary to establish probable cause to 

believe that he was aware of the terrorist activities undertaken by the group and was knowingly 

furthering them, not merely that he was aware of and furthering the group's lawful activity. 

Verification Procedures 
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FISA Court's Rule 11 

By order dated May 17, 2002, the FISA Court promulgated "Rule 11, Criminal Investigations 

in FISA Cases": 

All FISA applications shall include informative descriptions of any ongoing 

criminal investigations of FISA targets, as well as the substance of any 

consultations between the FBI and criminal prosecutors at the Department of 

Justice or a United States Attorney's Office. 
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Rule 1 1 formalizes the requirement for descriptions of any ongoing criminal investigation, 

an issue that was addressed in the "verification procedures" dated April 5, 2001. Then Rule 11 

adds the requirement to describe the substance of any consultations between the FBI and 

criminal prosecutors at DOJ or a United States Attorney's Office. The scope and degree of such 

consultations have proliferated significantly since promulgation of the AG's memo on information 

sharing on March 6, 2002, and access by prosecutors to intelligence i 



Case 1:02-cv-02077-ESH   Document 20-5   Filed 03/07/03   Page 67 of 88

Certification 

Subsection 104(a)(7) of FISA requires a certification by the Assistant to the President for 

National Security Affairs -- or other Executive Branch official designated by the President from 

among those officials employed in the area of national security or defense and appointed by the 

President with the advice and consent of the Senate. The designated presidential advisor is the 

only one specifically provided for in the statute. By Executive Orders 12139 and 12949 the 

President has also designated the Director (and Deputy} of Central intelligence, the Secretary 

{and Deputy) of Defense, the Secretary (and Deputy) of State and the Director of the FBI. Note 

that the Deputy Director of the FBI is conspicuously absent-- the Deputy Director is typically a 

career Special Agent rather than an official appointed by the President with the advice and 

consent of the Senate and therefore does not meet the statutory prerequisites. 

Foreign Intelligence Information 

The certification consists of five elements, the first of which is that the official making the 

certification deems the information sought to be foreign intelligence information. If you relate 

these officials and their functions to the definition of "foreign intelligence information" in section 

101 (e) of the statute, there is a certain attraction of logic in their selection. Under subsection 

101(e)(i ), "foreign intelligence information" means information that relates to [or, if concerning a 

United States person, is necessary to] the ability of the United States to protect against (a) actua! 
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or potential attack or other grave hostile acts of a foreign power or an agent of a foreign power; (b) 
sabotage or international terrorism by a foreign power or an agent of a foreign power; or (c) 
clandestine intelligence activities by an intelligence service or network of a foreign power or by an 
agent of a foreign power. These elements go to the classic counterintelligence and 
counterterrorism functions of the CIA and the FBI. 

Under subsection 101 (e)(2), the definition of "foreign intelligence information" includes 
information with respect to a foreign power or foreign territory that relates to [or, if concerning a 
United States person, is necessary to] (a) the national defense or the security or (B) the conduct 
of the foreign affairs of the United States. These elements implicate the missions and functions of 
the Secretary of Defense and the Secretary of State. 

Under the scheme set up by Executive Order 12333, the Assistant to the President for 
National Security Affairs (the "National Security Advisor") is the senior Executive Branch official in 
the Intelligence Community and has interests in all of these matters. 

The requirement that the certifier deems the information sought to be "foreign intelligence 
information" is designed to ensure that a senior official with responsibilities in the area of national 
security reviews the determination made at lower levels of the Executive Branch that the 
information sought is foreign intelligence information. The intent of FISA is ensure that the 
certifier carefuiiy considers the substance of cases before him and does not simply sign off on 
boilerplate language. This prevents targeting a foreign power for electronic surveillance when the 
true purpose is to gather information about an individual for other than foreign intelligence 
purposes. It is also designed to make explicit that a significant purpose of such surveillance is to 
obtain "foreign Intelligence information" as defined, rather than some other type of 
information. The certifier similarly must explain in his affidavit why the information cannot be 
obtained through less intrusive techniques. This requirement is particularly important when U.S. 
persons are the targets of surveillance or search. 

A Significant Purpose 

The second element of the certification is that "a significant purpose" of the surveillance or 
search is to obtain foreign intelligence information. Since the objective in enacting the statute is 
to provide a statutory procedure for the government to obtain a judicial order for electronic 
surveillance or physical search for foreign intelligence purposes, the "purpose" aspect of the 
certification is extremely important. The majority of pre-FISA caselaw had recognized a "national 
security exception" to the warrant requirement of the Fourth Amendment. In determining whether 
the cases before them should be accorded that exception, the courts tended to focus on whether 
the collection of foreign intelligence information was the 'primary" purpose of the surveillance. In 
the case of Hqmphrev and Truong the trial judge concluded that the fruits of electronic 
surveillance and physical searches conducted without a warrant were admissible under the 
Fourth Amendment, provided those surveillances and searches had been conducted for a foreign 
intelligence purpose. The measure by which he determined purpose was direction and control of 
the surveillance, or investigation. So long as special agents of the FBI who normally investigated 
Intelligence activities were directing and controlling the investigation, he construed the information 
as having been obtained for a foreign intelligence purpose. Conversely, when DOJ prosecutors 
began to write prosecutive memoranda and to control the direction of the investigation, he 
concluded that the information had been obtained for the purpose of prosecution and, accordingly. 
was inadmissible since it had been obtained without a warrant. 

When FISA was enacted, it required that "the purpose" of the surveillance be to obtain 
foreign intelligence information. Based on experience with pre-FISA caselaw, the government's 
practice before the Foreign Intelligence Surveillance Court has been to construe "the purpose" as 
"primary purpose" and to determine purpose by following a procedure similar to that adopted in 

5!! 
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Humphrey and Truong. A reading of the legislative history of FISA suggests that subsection 
1 04(a)(7) was intended to replace the Humphrey-Truong test with the accountable official's 
certification that the purpose of the surveillance or search is to acquire foreign intelligence 
information, as defined. The USA PATRIOT Act amended FISA to require that obtaining foreign 
intelligence information be a "significant" purpose of the surveillance or search. While there is a 
dearth of legislative history of this amendment, it would appear that the Congress intended to 
rectify perceived lapses in the government's handling of certain counterintelligence investigations 
with regard to the determination of probable cause to believe that he was an agent of a foreign 
power and to steer the government-- as well as the Foreign Intelligence Surveillance Court-­
toward the statutory scheme of relying on the certification for determining purpose. 

The information required by the FISC's Rule 11 is largely a recitalion of criminal justice 

pursuits and appears to follow the pre-enactment practice of determining purpose through an 
examination of direction and control of the investigation. The Court's position in this regard was 
reiterated in its opinions of April 22 and May 17, 2002, regarding the AG's March 6, 2002, memo 
on information sharing. The certification required by subsection 1 04(a)(7) is not so much an 
analysis of direction and control as an affirmation of the intelligence objectives of the surveillance 
or search. The point for field agents to understand is that In submitting a request for initiation of 
FISA surveillance or search, It is important to articulate the specific intelligence objectives of the 

requested FISA coverage. E.g., in an espionage case, those objectives might include 

identification of a subject's handler, or his tradecraft In servicing dead-drops or how he obtains 
access to classified information. In tile case of a terrorism subject, the objectives of the 
surveillance might be to learn the extent of the subject's relationship with an international terrorist 
group. To ensure that the Dir!'lctor has a proper basis for making this certification, NSLU 
recommends that any communication to HQ requesting application to the Court for authorization 
to use a FISA technique should both articulate the intelligence objectives to be achieved through 
the use of FISA techniques and, to satisfy requirements imposed by the Court, describe any 
criminal aspect of the investigation in sufficient detail to determine that intelligence officials and 
not law enforcement officials are directing and controlling the use of FISA techniques. 

Not Reasonably Obtainable by Other Means 

The third element of the certification is that the information sought cannot reasonably be 

obtained by normal investigative techniques. There is not much legislative guidance on this 
requirement, but, in general terms, it appears to is based on the general principle -- subsequently 
reiterated in Executive Order 12333 --that the Intelligence Community should respect individual 
privacy rights by conducting intelligence activities using the least intrusive techniques feasible. 
Thus, it would appear that, due to their Intrusiveness, Congress intended FISA techniques should 
be a last -- rather than first-- resort. In most instances, this requirement can be satisfied by the 
fact that only surveillance or search of the kind authorized pursuant to FISA can adequately 
obtain the Information sought. For example, if more visible or detectable means of surveillance 
were utilized, the subject would likely change his means of communication to something less 
susceptible of surveillance. 

Category of Foreign Intelligence Information Sought 

The fourth aspect of the certification is designation of the type of foreign intelligence 

information being sought according to the categories described in section 1 01 (e) of the statute, 
whether one of the kinds of counterintelligence information defined in subsection 101 (e)(1 ), or of 
positive intelligence as defined in subsection 101(e)(2). 

Basis for Certification 
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The final part of the certification is a statement of the basis for the certification as to the 
third and fourth elements, i.e., that the information sought is the type of foreign intelligence 
information designated, and that such information cannot reasonably be obtained by normal 
investigative techniques. Usually this is based on the results of the FBI's investigation to date. A 
presentation of facts relevant to this issue might follow a logical flow of relating the activities of the 
target that make him an "agent of a foreign power" as defined in subsection 101(b) to the 
appropriate definition of "foreign intelligence information" in subsection 1 01\e), coupled with a 
discussion of the technique that would be necessary to obtain that kind of intelligence 
information. This element of the certification is not required when the target of the electronic 
surveillance is a foreign power as defined in subsection 801 (a)(1 ), (2) or (3), i.e., a foreign 
government or component thereof; a faction of a foreign nation not substantially composed of 
United States persons; or an entity that is openly acknowledged by a foreign government or 
governments to be directed and controlled by such foreign government or governments. 

Duration 

The general rule is that the FISC may approve electronic surveillance for the period 
necessary to achieve its purpose, or for 90 days, whichever is less. There are certain exceptions. 
Electronic surveillance of a foreign power as defined in section 1Q1(a)(1), (2) or (3) may be 
authorized for up to one year. Electronic surveillance of a foreign agent as defined in section 
1 01(b)(1 )(A) may be for the period specified in the application orfor 120 days, whichever is 
less. Upon renewal, surveillance of a 1 01 (b)( 1 )(A) agent of a foreign power may be for a period 
not to exceed one year. 

An order authorizing physical search may be approved for the period necessary to achieve 
its purpose, or for 90 days, whichever is less. As with electronic surveillance, there are 
exceptions. Physical search of a foreign power, as defined in 101(a)(1), (2) or (3), may be 
authorized for the period specified in the application or for one year, whichever is less, and 
physical search of a section 101 (b )(1 )(A) agent of a foreign power may be authorized for the 
period specified in the application or for 120 days, whichever is less. An extension may be 
granted· for a period not to exceed one year if the judge finds probable cause to believe that no 
property of any Individual United States person will be acquired during the period in which search 
is authorized, 

It is important to ensure that surveillance or searches adhere to the timelines specified in 
the orders. For one thing, the length of time Involved in drafting a FISA application and preparing 
it for presentation to the Court requires that requests for renewal be forwarded in timely 
fashion. You cannot wait until two weeks before an order expires to submit a request for the next 
one. It Is also imperative that actual surveillance or search not occur beyond the period of 
authorization specified In the order. If surveillance should overrun the period of authorization, any 
unauthorized "take" must be sequestered and forwarded to the Office of Intelligence Policy and 
Review, via the substantive unit at FBIHQ, for submission to the Foreign Intelligence Surveillance 
Court. The overrun must also be reported by electronic communication to the Inspection 
Management Unit of the Inspection Division within 14 days of discovery of the error. [See section 
2-56.E of the National Foreign Intelligence Program Manual.] 

Miscellaneous Considerations 

Getting an order from the Court is only the beginning of the successful administration of the 
authorities granted pursuant to FISA. Among the practical considerations that should attend 
implementation of a FISA order is ensuring that the "premises" being surveilled are those named 
in the order. For example, it is important to ensure that telephone coverage is on the right 
telephone line. Clues that something is amiss might include the fact that intercepted 
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communications are in a language other than that expected. Or the information obtained might 

appear to be non-pertinent to the intelligence objectives of the surveillance. 

In cases of physical search, the Court typically requires a return by the federal officer 

executing the search. The return is essentially a report to the Court of the circumstances under 

which the search was conducted and the information or tangible items seized. It is common for 

the Court to require a return within twenty-one (21) days of the execution of a search, but 21 days 

is not necessarily applicable to all cases, so it is important to note the specific requirements of 

individual orders. 

Another practical consideration is the provision of subsection 105(c)(2) that the Court may 

order a communications common carrier, landlord, custodian or other specified person to furnish 

the applicant [the FBI] with all information, facilities or technical assistance necessary to 

accomplish the electronic surveillance in such a manner as will protect its secrecy. In addition, 

the Court may order such persons maintain any records concerning the surveillance or the aid 

furnished that such person wishes to retain under security procedures approved by the Attorney 

General and the Director of Central Intelligence. Subsection 304(c)(2) makes similar provision for 

physical searches. 

A recurring problem is service of the order on service providers or other specified persons 

who lack security clearances or, in some cases, the wherewithal to store classified orders 

properly. When FISA was originally enacted, the overwhelming bulk of the surveillance was 

simple telephone wiretaps, and there were only a few large communications common carriers 

with which to deal. As a result, it was relatively easy to obtain clearances for a security office at a 

large carrier to obtain proper access to information and storage facilities. Since then, however, 

the large telephone companies have broken up into numerous "baby bells," leading to a 

proliferation of the workload Involved with background investigations and clearances. In addition, 

the advent of the Internet and the concomitant proliferation of Internet service providers have also 

added to investigative and security clearance workloads. 

The security procedures approved by the Attorney General and the Director of Central 

Intelligence empower the SAC to authorize disclosure of a classified order on an emergency 

basis under circumstances In which such disclosure is necessary to execute the order. As a rule, 

the classified information contained In a secondary order is typically limited to identification of the 

target -- which Information is frequently communicated to the service provider anyway in 

preliminary discussion. As a result, showing a service provider the secondary order typically 

amounts to disclosure of something he already knows-- the identity of the subject of surveillance. 

In a case in which an ongoing relationship is not likely and there is no need for the service 

provider to have longterm access to classified information, the SAC may authorize showing the 

secondary order to a service provider or other specified person on a one-time basis. It is 

recommended that the service provider be offered a "trust receipt" that relates back to the order 

by date and docket number and that the field office secure the secondary order. The service 

provider should be advised that the order will be made available should the need arise. If needed, 

a copy of the security procedures [which are classified] and a model trust receipt may be obtained 

from NSLU via Groupwise e-mail. 

With regard to the trust receipt, the most common concern expressed by service providers is 

the fear of being sued for providing assistance to the FBI. Service providers may be advised of 

the following provision of subsection 1 05(i): 

No cause of action shall lie in any court against any provider of a wire or 

electronic communication service, landlord, custodian, or other person (including 

any officer, employee, agent, or other specified person thereof) that furnishes any 

fol 
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information, facilities, or technical assistance in accordance with a court order or 
request for emergency assistance under this Act for electronic surveillance or 
physical search. 

In addition to this statutory protection from civil liability, if a service provider were to be sued 
for assisting the FBI in conducting electronic surveillance or physical search pursuant to FISA, the 
Bureau would seek the Attorney General's assertion of the State Secrets Privilege [United States 
v. Reynolds, 345 U.S. 1 (1953)] to prevent the disclosure of classified information that would be 
required to sustain such a cause of action. If a field office is contacted. by a s(lrvice provider 
about such. a situation, NSLU should be notified immediately. · 

Coming Attractions ... 

Th" gathering of information, including information as to the capabilities, intentions and 
activities of foreign powers and their agents, would be meaningless without successful 
exploitation of that information to protect the United states from, h?stile attack ~nd otherf!rave 
acts, acts of terrorism, sabotage and Clandestine intelligence activities:. Bearing in mind (hat the 
recurring theme in various provisions of FISA is tha balancing.of/ndividual rights to privacy 
against the need of the governm"nt's need to acquire and produce foreign intelligence 
information, FISA creates a heavy burden with regard to mana!}ingtne acqqisition, retention and 
dissf:in1in8tion of U.S. person 1nform8tion. in suin, tHi$ is the PrbCe'ij_S pf "iriinfiTiiZf.ition-." As most 
minimization procedures are classified, minimization is not addressed here in detail. In addition, 
the procedures for "information sharing" promulgated by the Attorney General on March 6 and 
modified somewhat by .the F/SA Court are stillsu!Jjecttojudicial review, Accordingly, procedures 
for the sharing of information will be the subject of a separate communication. 
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OGC INTI\ANE T 

J NSLU HOME J BRANCHES I UNITS\ OGC HOME\ SEARCH\ FEEDBACK\ 

"What do I have to do to get a FISA?" 

Introduction 

This discussion of the Foreign Intelligence Surveillance Act, 50 U.S.<;_§§__1_!l91 et seq., ("F\S.'\", or "the 

statute") provides guidance for seeking authorization to conduct electronic surveillance or physical searches for 

foreign intelligence purposes. In response to the basic question, "What do I have to do to get a FISA?," first, step 

back and take a look at the big picture. FISA was enacted to provide a statutory procedure for the government to 

obtain court orders authorizing the use of electronic surveillance in the United States for foreign intelligence 

purposes. Later, section 807 of the Intelligence Authorization Act for Fiscal Year 1995 (P.L. 103 -359) amended 

F\SA to authorize the Court to issue warrants for physical searches for foreign intelligence purposes. Accordingly, 

FISA deals with eiectronic surveiiiance and physicai searches of foreign powers and their agents. If your purpose 
is other than the acquisition of foreign intelligence information, as defined by the statute, you're probably in the 

wrong forum. 

Without going into the historical background of F\SA in detail, the impetus for its enactment was largely 

concern for the privacy rights of U.S. persons, balanced against the government's need to obtain foreign 

intelligence information . As a result, the statute's treatment of "U.S. persons" and "non -U.S. persons" is 

different. For example, in considering this legislation, Congress stated that a U.S. person should be confident that 

his government cannot invade his privacy with the most intrusive techniques if he conducts himself lawfully and 

that, as a matter of public policy, no U.S. person should be targeted for electronic surveillance (or physical search] 

absent some showing that he at least "may" violate the law. On the other hand, surveillance pursuant to FISA is 

not primarily for the purpose of gathering evidence of a crime, although evidence of a crime may well be acquired 

in surveilling persons who engage in the types of activities that define them as agents of foreign powers. As a 

result, F\SA explicitly recognizes that evidence of a crime may be acquired in the course of surveillance or search 

conducted to protect the United States from the clandestine intelligence activities and international terrorist 

activities of foreign powers and their agents. Prosecution for a criminal offense is one way to combat such 
activities-- but only one way, and not always the best way. "Doubling" an agent or feeding him false or useless 

information are other ways. Monitoring him to discover other agents and their tradecraft can be vitally useful. 

Prosecution, while disabling one known agent, may only mean that the foreign power replaces him with one 

whom it may take years to discover or who may never be discovered. 

With regard to non-U.S. persons who act in the United States in their official capacities, or who are 

members of International terrorist groups, however, no nexus to criminality is required, and they are defined as 

agents of foreign powers solely on the basis of their status. In addition, the retention and dissemination of 

information concerning non-U.S. persons is signficantly less regulated that that of U.S. person information. 

The FISA Court 

FISA authorizes the government to apply to a special "Foreign Intelligence Surveillance Court" ("FISC" or 

"FISA court") for an order approving the use of electronic surveillance or physical search to acquire foreign 

intelligence information. Pursuant to an October, 2001, amendment by the USA PATRIOT Act, the FISA Court 1s 

composed of eleven judges designated by the Chief Justice of the United States. Historically, the judges were 
chosen from different circuits, but the amendment increasing the number of judges from seven to eleven also 

specified that they come from seven of the judicial circuits and that no fewer than three shall reside within 20 

miles of the District of Columbia. 

Approval of a FISA application requires a finding by the court that there is probable cause to believe that the 
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target of the proposed surveillance is a "foreign power" or " 'ent of a foreign power," and that the facilities or 
places at which the surveillance is directed are used or are au-ut to be-used by TfiaHoreign power or agent of a 
foreign power. In addition to determining whether there is probable cause to support the application, the Court is 
also required to find that procedures proposed in the application to regulate the acquisition, retention and 
dissemination of information concerning U.S. persons meet the definition of "minimization procedures" in section 
101 (h) of the statute. Because the showing that the target of the proposed surveTifarice or search is a "foreign 
power" or an "agent of a foreign power," the definitions of these terms are particularly important. Other terms are 
also important, including "international terrorism," "foreign intelligence information," "electronic surveillance," 
"physical search" and "United States person," all o"f which are defined in section i Q1-or 301 of the statute and will 
be discussed in detail, infra. 

Subsection 1 05(a) of FISA specifies the findings the court must make before he grants an order approving 
the use of electronic surveillance for foreign intelligence purposes. While the issuance of an order is mandatory if 
the court finds that all of the requirements of this section are met, the judge has the discretionary power to modify 
the order sought, such as with regard to the period of authorization or the minimization procedures to be 
followed. In practice, the FISA Court has found general supervisory powers in this language, and its power to 
modify minimization procedures has been used as power to influence or control other aspects of investigations. 
This is essentially what the Court did in its April 22 and May 17 orders in construing discussions between 
intelligence officials and law enforcement officials about investigative strategies and tactics as "minimization 
procedures" that required OIPR attendance to ensure that such discussions did not result in and in requiring 
OIPR be invited to attend. 

Probable Cause ... 

In general terms, FISA deals with "foreign powers" and "agents of foreign powers," and the fundamental 
requirement for the Court's granting a FISA application is probable cause to believe that the proposed subject of 
surveiliance or search is a foreign power or an agent thereof. "Foreign power" includes a foreign government; a 
faction of a foreign government; a group engaged in international terrorism; a foreign-based political organization, 
or an entity directed and controlled by a foreign government or governments. An "agent of a foreign power" 
includes non-resident aliens who act in the United States as officers, members or employees of foreign powers, or 
who act on behalf of foreign powers that engage in clandestine intelligence activities in the United States contrary 
to the interests of this country. U.S. persons meet the "agent of a foreign power" criteria if they engage in certain 
activities for or on behalf of a foreign power which involve, or may involve, certain criminal acts. 

Subsection 1 05(a)(3) provides that in order to issue an order for electronic surveillance, the Court rnust find 
that on the basis of the facts submitted by the applicant there is "probable cause" to believe that the target of the 
electronic surveillance is a foreign power or an agent of a foreign power and that each of the facilities or places at 
which the elec::tronic surveillance Is direc::ted is being used, or is about to be used, by a foreign power or an agent 
of a foreign power. Subsection 304(a)(3) provides for similar findings with regard to physical search. As to both 
electronic surveillance and physical searches, no United States person may be considered a foreign power or an 
agent of a foreign power solely on the basis of activities protected by the First Amendment to the Constitution. 

Probable cause in the FISA context is similar to, but not the same as, probable cause in criminal cases. 
Where a U.S. person is believed to be an agent of a foreign power, there must be probable cause to believe that 
he is engaged in certain activities, for or on behalf of a foreign power, which activities involve or may involve a 
violation of U.S. criminal law. The phrase "involve or may involve" indicates that the showing of [nexus to] 
criminality does not apply to FISA applications in the same way it does to ordinary criminal cases. As a result, 
there is no showing or finding that a crime has been or is being committed, as in the case of a search or seizure 
for law enforcement purposes. The activity identified by the government in the FISA context may not yet involve 
criminality, but if a reasonable person would believe that such activity is likely to lead to illegal activities, tha\, 
would suffice. In addition, and with respect to the nexus to criminality required by the definitions of "agent of a 
foreign power," the government need not show probable cause as to each and every element of the crime 
involved or about to be involved. 

The determination as to probable cause to believe that a target is engaging in certain activities, or that an 
entity is directed and controlled by a foreign government, should take into account the same aspects of reliability 
of the government's information as in the ordinary criminal context, including the reliability of any informant, the 
circumstances of the informant's knowledge and the age of the information relied upon. On the other hand, not all 
of the same strictures with respect to these matters which have developed in the criminal context may be 
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appropriate in the foreign intelligence context. That is, in the criminal coptoxt certain rules have developed or may 
develop for judging reliability of information. FISA does not require that tt,c •les" necessarily be applied to the 
probable cause determination. Rather, in judging the reliability of the inform& .. Jn presented by the government, 
look to the totality of the information and consider its reliability on a case -by-case basis. 

In Illinois v. Gates, 462 U.S. 213 (1983), the Supreme Court overruled rigid application of the two -pronged 
test for the reliability of an informant set forth in Spinelli v United States, 393 U.S. 410 (1969). Spinelli required 
both knowledge of the source of an informant's information as well as information as to the reliability of a source 
before his information could used to establish probable cause. Gates acknowledged that it was appropriate to 
consider such factors as instructive, but they should not be applied with mathematical precision. As a result, 
Gates stands for a "totality-of-the-circumstances" approach. 

Also instructive is the case of Brinegar v. United States, 338 U.S. 160 (1949), which noted that probable 
cause is a factual and practical consideration of everyday life on which reasonable and prudent men act, not legal 
technicians. At the same time, probable cause is based on a presentation of reliable and corroborated facts, not 
mere suspicion. 

Simply put, "probable cause" is reason to believe, based on available facts and circumstances, as well as 
the logical inferences that can be drawn from them. It is determined by the totality of the facts and circumstances, 
as viewed from the perspective of a reasonable person. Probable cause probability, not certainty, and, thus, is 
significantly lower than the "proof beyond a reasonable doubt" necessary to support a criminal conviction. It is 
also lower than the "preponderance of the evidence" required in most civil cases. 

No U.S. person may be considered an agent of a foreign power based solely on activities protected by the 
First Amendment to the Constitution. This provision is intended to reinforce the congressional intent that lawful 
political activities should never be the sole basis for a finding that a U.S. person is a foreign power or an agent 
thereof. For example, under the Supreme Court's decision in Brandenburg v. Ohio, 395 U.S. 444 (1969), the 
advocacy of violence, falling short of inciting violence, is protected by the First Amendment. Thus, advocating the 
commission of terrorist acts would not, in and of itself, be sufficient to establish probable cause to believe that an 
individual or group may be preparing to commit such acts. However, one cannot cloak himself in First 
Amendment immunity where he is engaged in clandestine Intelligence activities, terrorism or sabotage. ["The 
Constitution is not a suicide pact.'1 

... Probable Cause to Believe What? 

To find probable cause to believe the subject of the surveillance is an "agent of a foreign power," as defined 
in subsection 1 01 (b), the court must find that each and every element of that status exists. If a U.S. person is 
alleged to be acting on behalf of a foreign entity, the court must first find probable cause to believe that that entity 
is a "foreign power," as defined in subsection 101 (a). There must also be probable cause to believe that the 
person is acting "for or on behalf of' that foreign power, as well as probable cause to believe that the efforts 
undertaken by the target on behalf of the foreign power constitute sabotage. international terrorism or clandestine 
intelligence activities. Similar findings are required for each element necessary to establish that a U.S. person is 
conspiring with or aiding and abetting someone engaged in sabotage, international terrorism or clandestine 
intelligence activities. 

The Theory of the Case 

The development of a "theory of the case" is a good start to the FISA process. That is, before asking 
FBIHQ for initiation of an application to the FISA Court, the field agent should review the facts of the case to 
determine which definition of "foreign power'' and/or "agent of a foreign power'' best matches the information 
obtained by the investigation to date. For example, if the subject is a U.S. person who is believed to be knowingly 
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the United States, or when such person knowingly aids or abets any person in the , 

activities or knowingly conspires with any person to engaged in such activities. 

Page5ofl6 

!Ct of such 

This definition does not require a showing that the foreign visitor is in fact engaged in clandestine 

intelligence activities. As a practical matter, if a foreign visitor who does not have a track record of activities in the 

United States is present in the U.S. for only a limited period of time, and the FBI is limited to the use of less 

intrusive techniques, the FBI is not likely to be able to show that he is actually engaged in intelligence or terrorist 

activities. He can be characterized as an agent of a foreign power, however, if it can be shown that the foreign 

power on whose behalf he acts systematically engages in clandestine intelligence tor terrorist] activities that 

threaten the security of the United States. It is a demonstration based on probability; i.e., it is not a showing that 

the individual foreign visitor is himself currently engaged in clandestine intelligence activities, but that the 

circumstances of his presence in the U.S. indicate he may engage in such activities because the foreign power for 

whom or on whose behalf he acts has demonstrated some pattern or practice of engaging in clandestine 

intelligence activities in the United States contrary to U.S. interests. 

The phrase "acts for or on behalf of a foreign power" requires a nexus between the individual and the 

foreign power that suggests that he is likely to do the bidding of the foreign power. For example, visitors from 

totalitarian countries present in the United States under the auspices, sponsorship or direction of their government 

would satisfy this standard. 

Once the requisite facts with regard to the foreign power are established, the key question is whether the 

circumstances of the person's presence in the U.S. indicate that he may engage in clandestine intelligence 

activities for that foreign power contrary to U.S. interests. The answer may vary according to what is known about 

the intelligence or terrorist operations of the particular foreign power. Among the factors that might be taken into 

account are whether the foreign visitor engages in activities with respect to which there is evidence that other 

visitors who engage in similar activities are officers, agents or acting on behalf of the intelligence service of that 

foreign power. If the FBI can show from experience that a particular foreign power uses a certain class of visitors 

to this country for carrying out secret intelligence assignments, this would indicate that other visitors in this class 

may also engage in clandestine intelligence activities. 

"May engage in such activities" means that surveillance can be conducted to anticipate clandestine 

intelligence activities by such persons, rather than waiting until they have taken place. The additional standards 

for aiding and abetting, and conspiracy, require probable cause to believe that the foreign visitor is knowingly 

assisting persons who are already engaged in clandestine intelligence activities. The "knowing" requirements are 

the same as in the aiding or abetting and conspiracy standard for U.S. persons. 

This provision does not treat nationals of certain countries differently from others solely on the basis of 

nationality, and it is not "profiling." Instead, surveillance of the nationals of certain countries depends on the 

activities of the governments of those countries and whether the individual is acting on behalf of the government. 

''Any Person" Agent of a Foreign Power 

§ 101(b)(2)(A) --Clandestine Intelligence Gathering Activities 

Under this definition, an agent of a foreign power is "any person who is knowingly engaged in clandestine 

intelligence gathering activities for or on behalf of a foreign power, which activities involve or may involve a 

violation of the criminal laws of the United States." 

The first aspect of this definition is that the subject is engaging in certain activities "knowingly." This does 

not mean that he must know that he may be violating a particular federal criminal statute, but that he knows that 

what he is doing is clandestine intelligence gathering activities and that he knows that he is doing it for or on 

behalf of a foreign power. As state of mind is always difficult to show, knowledge is inferred from the 

circumstances. In showing that a person is knowingly engaged in clandestine intelligence gathering activities, 

focus on his activities. If, for example, a subject is transmitting classified defense secrets to the military attache of 

a foreign embassy, and he knows the information is classified and that his recipient is a military attache, this 

would be sufficient to show that he "knows" that he is acting for or on behalf of a foreign power. Similarly, if he 

has received training in the use of equipment for espionage, e.g., a microdot camera or disguised radio device, 

this would be sufficient to show that he "knows" what he is doing. One who is unwitting to what he is doing, or 
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engaged in aiding and abetting an international terrorist, focus on facts that show his activities that aid ''· 
terrorist, as well as on facts that tend to demonstrate his knowledge that the person he is aiding is an inlet, ,ational 
terrorist and that his activities aid that international terrorist If the subject is a non -U.S. person who acts in the 
U.S. as an employee of a foreign government, focus on presenting facts that demonstrate that status. In such a 
case, a recitation of intelligence activities is not as important as it would be in the case of a U.S. person, as to 
whom the FBI would have to show facts demonstrating knowing engagement in clandestine intelligence activities. 

It is also helpful to articulate the specific foreign intelligence objectives of the proposedsurveillance or 
search. In an espionage case, e.g., your objective may be to determine whom an iAte\ligence officer has targeted 
for recruitment. Or you may need to know how a government employee Is communicating with an intelligence 
officer who is his handler. Or you may need to determine the identity of a foreign power a spy is wo(king for, how 
he obtains access to classified information, whether he is workingalone or in concert. with other~and how he 
passes information to his handler. In an international terrorism case, your objectives may include identifying the 
members of the terrorist group or identifying their plans and intentions in order to prevent a terrorist attack. 

§ 101(b)- Agent of a foreign power 

Probably the single most important aspect 9f the request for a FISA application is showing that the subject 
to be surveilled or searched is an "agent of a foreign power." The definitions of "agent of a foreign power" differ 
for U.S. persons and certain non-resident aliens, including aliens presenUn the United States as tourists, visiting 
businessmen, exchange visitors, foreign seamen, diplomatic and consular personnel and illegal aliens, etc. The 
protections afforded such persons are not as gr<~at as those afforded U.S. persons. For example, in the case of non-resident a! fens who are agents of foreign powers by virtue of thefr employrrient in the-U.S. by a foreign 
government, there need be no nexus to criminality, and the certification that accompanies the application is not 
subject to judicial review. In addition, there is no requirement to minimize the acquisition, retention and 
dissemination of information with respect to non-U.S. persons. 

§ 101(b)(1) --Non-U.S. Persons Who Are Agents of a Foreign Power by Virtue of Status 

Subsection 101 (b)(1 )(A) includes in its definition of "agent of a foreign power" non -U.S. persons who act in 
the Untted States as officers, employees or members of a foreign power. The most obvious ex_amples are 
diplomats and consular officials. Their very presence is attributable.ta their status as empl9yees ()ftheir 
governments, and their raison d'etre is to act for or on behalf their governments. The.legiglative his Wry of FISA 
points out that C()ngress cans.iders non-resident ~:~liens who act .in the United States gS ()f:f\f~rs• ~ll'ltlfoY.eesor 
members of a foreign power as likely sources of foreign hitellfgence or caunterinfelligence·lnformafton:. Tfils 
definition does not include persons who serve as officers or employees or are members of a foreign power in their 
home country, but who do nat act in that capacity in the United States. 

"Employee" is meant to describe a normal employee-employer relationship. It does not el1co1Tlpass foreign 
visitors such as professors, lecturers, exchange students, performers or athletes, even if in such capacity they are 
receiving remuneration or expenses from their home government. 

The term "member'' rnea.ns an active, knowingmember of a group or orllanizationthat is a foreign power. It 
does not inc)ude mere syrnpathizers, fellow-travelers or persons who have me(ely attended meetings Df the group 
or organization. On the other hand, if a person has received terrorist training from a group engaged in 
international terrorism or training _in intelligence tradecraft from a foreign organization, this would be substantial 
evidence that he was a "member" of such an entity. 

Unlike foreign 9fficials, membef6_,of international terrorist woups do not carry membership cards as 
evidence of their status. They do.not have visas or credentials identifying them as "members". of an IT group or 
organization. As a result, their status as members of a group or organization engaged in international terrorism is 
inferred from their activities. 

The second non-U.S. person definition is the sa-called "visitor rule." It includes a nan-U.S. person who--

acts for or an behalf of a foreign power which engages in clandestine intelligence activities in the 
United Slates contrary to the interests of the United States, when the circumstances of such 
person's presence in the United States indicate that such person may engage in such activities in 
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without knowledge that he is acting for or on behalf of a foreign power, is not an agent of a foreign power, but the 
government is not required to prove ignorance if a person engaging in such activities would reasonably have 
known that he was acting for or on behalf of a foreign power. 

Next, the person must be "engaged" in the proscribed activities. Unlike the standard for foreign visitors. the 
fact that he "may engage" in such activities some time in the future is not sufficient. For example, if information 
shows that a person has recently engaged in such activities, this would normally suffice to show probable cause 
that he is "engaged." On the other hand, information that a person engaged in the prohibited activities in the past 
might well, depending on the circumstances, be sufficient to show probable cause to believe that he is still 
engaged in such activities. For example, information that a U.S. person was for years a spy for a foreign power 
hostile to the United States, but who had dropped out of sight for a few years, would probably be sufficient to 
show "probable cause" that he was, having now reappeared, continuing to engage in the clandestine intelligence 
activities. 

Perhaps the most important element of this definition is "clandestine intelligence gathering activities." Most 
clandestine intelligence gathering activities will constitute a violation of the various federal criminal laws aimed at 
espionage either directly or by failure to register (see, e.g., 18 U.S.C. §§ 792-799, 951; 42 U.S.C. §§ 2272-2278b; 
and 50 U.S.C. § 855). The term "clandestine intelligence gathering activities" is intended to mean "espionage" in 
common parlance; it is not a legal term of art denoting a particular offense. The term also includes activities that 
are directly supportive of espionage, such as maintaining a "safehouse," servicing "letter drops," running an 
"accommodation address," laundering funds, recruiting new agents, infiltrating or exfiltrating agents under cover, 
creating false documents for an agent's "cove~· or utilizing a radio to receive or transmit instructions or information 
by "burst transmission." The term "clandestine intelligence gathering activities" is intended to mean activities in 
which no reasonable person would engage without knowing that society would not condone it. 

As the words indicate, the activities must be "clandestine," i.e., the subject must have made some efforts to 
conceal his activities. This does not necessarily mean that the information gathered by the agent must itself be 
secret or nonpublic, although this is usually the case. It is possible that a person might be asked to obtain 
information that is publicly available, but which a foreign power would not want known it was seeking. If he used 
false identification or ruse to obtain the information and then delivered the information by means of a microdot 
hidden in a magazine left at a "dead drop," both the means by which he gathered the information and the means 
by which he transmitted it would be "clandestine," even though the information itself might not be secret. The FBI 
may surveil such a person, even if the information he is collecting is not classified, because his activities identify 
him as an agent of a foreign power. By monitoring his contacts, their equipment and modus operandi, the FBI 
can learn valuable information concerning the tactics, capabilities and personnel of the foreign intelligence 
service. 

"Clandestine intelligence gathering activities" are intended to be conduct of a nature associated with spies 
and espionage in its generic sense, but the term is supposed to be flexible wtth respect to what is being gathered 
because intelligence priorities and requirements differ between nations and over time. Obviously, gathering 
classified defense information, information about intelligence sources and methods and classified foreign relations 
information qualifies as "clandestine intelligence gathering activities" if it is done in a clandestine manner. Foreign 
powers also target American technology and trade secrets, economic developments, political information and 
even personal information for purposes of blackmail or other coercion, so that attempts to collect such information 
may also be "clandestine intelligence gathering activities." 

It is possible, although unlikely, that some people might come close to using espionage techniques for 
otherwise law1ul purposes. Thus, the definition requires that the person be engaged in clandestine intelligence 
gathering activities "for or on behalf of a foreign power." The fact that a person gathers information and transmits 
it to a foreign power does not, by itself, satisfy the requirements of this definition, as people may legitimately 
gather information for foreign powers. Registered lobbyists, e.g., often do, but their activity, if legitimate, does not 
utilize the tradecraft of espionage or clandestine methods, to do so. This means that the FBI must show probable 
cause to believe that the person is not only engaged in clandestine intelligence gathering activities, but that he is 
doing so for or on behalf of a foreign power. Thus, showing that a person is stealing defense secrets and using a 
"dead drop" to pass them on is not enough; it must be shown that he is doing so for a foreign power. 

The FBI must show that there is probable cause to believe that a subject is engaged in activity that at least 
"may" violate a federal criminal statute. As noted above, it is expected that most persons under this definition 
would be likely to violate laws directed against espionage. There are other laws, however, that might be violated, 
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such as interstate transportation of stolen property or the Export Administration Act. The crime involved might be 
one of several violations depending, for example, upon the nature of the information being gathered. 

The words "may involve" are intended to encompass clandestine intelligence gathering activities that may, 
as an integral part of such activities, involve a violation of federal law. They cover the situation in which the FBI 
cannot establish probable cause to believe that a foreign agent's activities involve a specific criminal act, but 
where there are specific and articulable facts to indicate that a crime may be involved. The circumstances might 
be such as to indicate that the activity may involve a crime. The term "may involve" requires only limited 
information regarding the crime involved, such that electronic surveillance may be permissible at some point prior 
to the time a crime, e.g., the passage of classified documents, actually occurs. There need not be a current or 
imminent violation of law if there is probable cause to believe that criminal acts may be committed. 

In applying this standard, the FISA Court takes all the known relevant circumstances into account, e.g., who 
the subject is, where he Is employed, whether he has access to classified or other sensitive information, the 
nature of clandestine meetings or other clandestine activity, the method of transmission and whether there are 
innocent explanations for the behavior. The circumstances must not merely be suspicious, but must be of such a 
nature to lead a reasonable man to conclude that the activity may involve a federal criminal violation. 

Again, a nexus to a foreign power is absolutely necessary. Surveillance would not be authorized against a 
reporter merely because he gathers information for publication in a newspaper, even if the information were 
classified. Nor would it be authorized against a government employee who reveals secrets to a reporter or in a 
book for the purpose of informing the public. This definition would not authorize surveillance of ethnic Americans 
who lawfully gather political information and perhaps even lawfully share it with the foreign government of their 
national origin. Nor vvould it apply to lavvful activities to lobby, influence or inform members of Congress or the 
Administration to take certain positions with respect to foreign or domestic concerns. Nor would it apply to lawful 
gathering of information prepatory to such lawful activities. It is the combination of (1) obtaining in clandestine 
fashion (2) information that is necessary to the defense or security of the United States (3) for or on behalf of a 
foreign power that makes FISA surveillance 

In the case of an organization whose leaders are engaged in clandestine intelligence gathering activities, 
such activity cannot necessarily be attributed to every member of the group. There must be probable cause to 
believe that a particular rnernber is himself engaged in such activity before electronic surveillance targeted against 
him may be authorized. 

Because the standard under this definition requires that a person knowingly engage in activities for or on 
behalf of a foreign power, problems can arise in a situation in which a person is "turned" or "doubled," i.e., after 
having started out as an agent for a foreign power, he is persuaded to work for the United States. The standard is 
not met if the person is in fact working for the U.S. and not for the foreign power. There may be doubt, however, 
as to whether he is actually under U.S. control or that of a foreign power, making it unclear as to which side is 
deceiving which. The fact that a supposedly "doubled" agent carries out his assignments and instructions from 
the U.S. Government does not necessarily mean that he has stopped carrying out those of the foreign power. It 1s 
not necessary, therefore, that a surveillance, once authorized, be discontinued when the agent may have been 
"doubled." Rather, surveillance may continue until such time as the "doubled" agent is trusted enough to seek his 
consent to surveillance. 

§ 101 (b)(2)(8) -- "Other Clandestine Intelligence Activities" 

Subsection 101(b)(2)(8) defines agent of a foreign power as a person who pursuant to the direction of an 
intelligence service or network of a foreign power knowingly engages in "other clandestine intelligence activities" 
for or on behalf of such foreign power, which activities involve or are about to involve a violation of the criminal 
statutes of the United States. ["Other'' refers to other than clandestine intelligence gathering activities.] 

The term refers to covert actions by intelligence services of foreign powers. Not only do foreign powers 
engage in spying in the United States to obtain infonmation, they also engage in activities that are intended to 
harm U.S. security by affecting the course of government, the course of public opinion or the activities of 
individuals. Such activities may include political action (recruiting, bribery or influencing public officials to act in 
favor of the foreign power), disguised propaganda (including the planting of false or misleading articles or stories) 
and harassment, intimidation or even assassination of individuals who oppose the foreign power. Such activity 
can undermine democratic institutions as well as directly threaten the peace and safety of U.S. citizens. 
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There may be a narrow line between clandestine intelligence activities and lawful activities undertaken by 
U.S. persons in the exercise of First Amendment rights. To avoid crossing that line, this definition requires that 
the person be shown to be acting "pursuant to the direction of an intelligence service or network of a foreign 
power." [No such showing is required for the other definitions of agent of a foreign power.] U.S. persons may 
well communicate with a foreign government to obtain information about that government's country or to discuss 
travel to that country, but such contacts are not necessarily "clandestine intelligence activities" and are not 
covered by this definition. 

The activities engaged in must involve, or be about to involve, a violation of federal criminal law. This is 
higher than the "may" involve standard found in other definitions. In this area, where there is a narrow line 
between protected First Amendment activity and the activity giving rise to surveillance, it is important that the 
activity be such that it involves or is about to involve a violation of a federal criminal statute. · 

There are a number of crimes that might be involved in covert action, e.g., bribery of public officials, 
campaign law violations, foreign agent registration requirements, denial of civil rights. etcetera. It is important to 
note, however, that such a criminal violation does not necessarily establish that a person is engaged in "other 
clandestine intelligence activity." Americans, through ignorance or inadvertence, may well technically violate 
campaign law requirements or foreign agent registration requirements. but to satisfy the requirements of the 
definition, it is necessary to show, separately from the criminal violation, probable cause to believe that the person 
is knowingly engaged in any other clandestine intelligence activities for or on behalf of such foreign power, 
pursuant to the direction of an intelligence service or network of a foreign power. 

§ 101(b)(2)(G) --Sabotage or Terrorism 

Subsection 101 (b )(2)(C) allows electronic surveillance or physical search of any person, including a U.S. 
person, who knowingly engages in sabotage or international terrorism, or activities in preparation therefor, for or 
on behalf of a foreign power. The terms "sabotage" and "international terrorism" are defined separately and 
require a showing of criminal activity. Mere sympathy for, identity of interest with or vocal support for the goals of 
a foreign group, even a foreign-based terrorist group, is not sufficient to justify surveillance under this 
subparagraph. The term "activities that are in preparation [for]" sabotage or international terrorism is intended to 
encompass activities supportive of acts of serious violence --for example, purchase or surreptitious importation 
into the United States of explosives, planning for assassinations or financing of or training for such activities. 
Other activities supportive of terrorist acts could likewise satisfy this standard. The circumstances must be such 
as would lead a reasonable person to conclude that the subject is knowingly engaged in activities that are in 
preparation for sabotage or terrorism. 

The term "preparation" does not mean preparation for a specific terrorist act. Because the definition of 
"international terrorism" speaks of a range of acts. and "preparation" as used here takes its meaning from the 
context of the definition of "international terrorism," it could reasonably be interpreted to include. e.g .. providing 
the personnel, training, funding or other means for the commission of acts of terrorism, rather than participating in 
a particular bombing. This provision also permits electronic surveillance or physical search at a time before the 
danger sought to be prevented --whether a kidnaping, bombing or hijacking -- actually occurs. 

The "preparation" standard allows surveillance where the government cannot establish that an individual 
has already knowingly engaged in an act of sabotage or terrorism, but there are sufficient specific and articulable 
facts to indicate that his activities are in preparation for such acts. The circumstances must be such as would 
lead a reasonable person to conclude that the subject is knowingly engaged in activities that are in preparation for 
sabotage or terrorism. 

It should be noted that the "preparation" standard need apply only where there is insufficient information to 
show that the subject is, in fact, a terrorist. Where the FBI can show that the subject is a known international 
terrorist, such as the notorious "Carlos," or that he has been engaging in international terrorism for or on behalf of 
a group engaged in international terrorism, there is no need to show that he is in the act of preparing for further 
terrorist acts. In some cases, immediate arrest may not be possible, such as situations in which the subject may 
not have violated U.S. law. even though he may have murdered hundreds of persons abroad. In other cases it 
may be more fruitful to monitor the subject's activities in the United States to identify otherwise unknown terrorists 
located here, their international support structure and the locations of weapons or explosives. If a person who 
has engaged in international terrorism visits the U.S. or resides in the U.S., the FBI should be able to utilize 
electronic surveillance to monitor his activities, whether or not there is information showing that he is presently 
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planning some particular violent act. 

Finally, a subject targeted for surveillance under this definition must be shown to have a knowing 
connection with the foreign power for whom he is working. In most cases of international terrorism, this 
connection will be shown to exist with a group engaged in international terrorism. The case may arise in which a 
U.S. person is acting for or on behalf of such a group that is substantially composed of U.S. persons. In such a 
case, the Court must examine the circumstances carefully in order to determine whether the organization is "a 
group engaged in international terrorism," as defined, and not a purely domestic group engaged in domestic 
terrorism. [Domestic terrorism is handled under criminal law processes, e.g., Title Ill of the Omnibus Crime 
Control and Safe Streets Act of 1968, Title 18, U.S. Code, chapter-119, and the AG Guidelines for General 
Crimes.] 

§101 (b)(2)(D) -Entering the U.S. under a False or Fraudulent Identity 

This definition includes any person who knowingly enters the United States under a false or fraudulent 
identity for or on behalf of a foreign power or, while in the United States, knowingly assumes a false or fraudulent 
identity for or on behalf of a foreign power. The most obvious example would be the "illegal" who enters the 
United States under an assumed name and using a "legend" based on the vital statistics of a real person, usually 
dead. It would also include a person who enters the United States lawfully, then assumes a false identity, 
provided assuming such a false identity is done for or on behalf of a foreign power. 

§101(b)(2)(E} --Aiding, Abetting and Conspiracy 

This definition includes any person, including a U.S. person, who knowingly aids or abets any person in lhe 
conduct of activities described in the preceding subsections, or knowingly conspires with any person to engage in 
such activities. The knowledge requirement is applicable to both the status of the person being aided and the 
nature of the activity being promoted. This means the FBI must establish probable cause to believe that the 
subject knows both that the person with whom he is conspiring or whom he is aiding or abetting Is engaged in the 
described activities as an agent of a foreign power and that his own conduct is assisting or furthering such 
activities. The innocent dupe who unwittingly aids a foreign intelligence officer cannot be targeted under this 
provision. 

In the case of a subject believed to be aiding or abetting persons engaged in international terrorism, the 
subject might be assisting a group engaged in both lawful political activity and unlawful terrorist acts. In such a 
case, it would be necessary to establish probable cause to believe that he was aware of the terrorist activities 
undertaken by the group and was knowingly furthering them, not merely that he was aware of and furthering the 
group's lawful activity. 

Verification Procedures 
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By order dated May 17. 2002, the FISA Court promulgated "Rule 1 i, Criminal Investigations in FISA 
Cases": 

All FISA applications shaU include informative descriptions of any ongoing criminal investigations of 
FISA targets, as we!! as the substance of any consultations between the FBI and criminal 
prosecutors at the Department of Justice or a United States Attorney's Office. 

Rule 11 formalizes the requirement for descriptions of any ongoing criminal investigation, an issue that was 
addressed in the "verification procedures" dated April 5, 2001. Then Rule 11 adds the requirement to describe 
the substance of any consultations between the FBI and criminal prosecutors at DOJ or a United States 
Attorney's Office. The scope and degree of such consultations have proliferated significantly since promulgation 
of the AG's memo on information sharing on March 6, 2002, and access by prosecutor 
and to case files on intelligence investigations has reached unprecedented proportions 
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Certification 

Subsection 1 04(a)(7) of FISA requires a certification by the Assistant to the President for National Security 
Affairs-- or other Executive Branch official designated by the President from among those officials employed in 
the area of national security or defense and appointed by the President with the advice and consent of the 
Senate. The designated presidential advisor is the only one specifically provided for in the statute. By Executive 
Orders 12139 and 12949 the President has also designated the Director (and Deputy) of Central Intelligence, the 
Secretary (and Deputy) of Defense, the Secretary (and Deputy) of State and the Director of the FBI. Note that the 
Deputy Director of the FBI is conspicuously absent -- the Deputy Director is typically a career Special Agent rather 
than an official appointed by the President with the advice and consent of the Senate and therefore does not meet 
the statutory prerequisites. 

Foreign Intelligence Information 

The certification consists of five elements, the first of which is that the official making the certification deems 
the information sought to be foreign intelligence information. If you relate these officials and their functions to the 
definition of "foreign intelligence information" in section 101{e) of the statute, there is a certain attr<'!ction of logic in 
!heir selection. Under subsection 101(e)(1), "foreign intelligence information" means information that relates to 
[or, if concerning a United States person, is necessary to] the ability of the United States to protect against (a) 
actual or potential attack or other grave hostile acts of a foreign power or an agent of a foreign power; (b) 
sabotage or international terrorism by a foreign power or an agent of a foreign power; or (c) clandestine 
intelligence activities by an intelligence service or network of a foreign power or by an agent of a foreign power. 
These elements-go to the classic counterintelligence and counterterrorism functions of the CIA and the FBI. 

Under subsection 101 (e)(2}, the definition of "foreign intelligence information" includes information with 
respect to a·foreign power or foreign territory that relates to [or, if concerning a United States person, is necessary 
to] (a} lhe national defense or the security or (B) the conduct of the foreign affairs of the United States. These 
elements Implicate the missions and functions of the Secretary of Defense and the Secretary of State. 

Under the scheme set up by Executive Order 12333, the Assistant to the President for National Security 
Affairs (the "National Security Advisor") is the senior Executive Branch official in the Intelligence Community and 
has interests in all of these matters. 

The requirement that the certifier deems the information sought to be "foreign intelligence information" is 
designed to ensure that a senior official with responsibilities in the area of national security reviews the 
determination made at lower levels of the Executive Branch that the information sought is foreign intelligence 
information. The intent of FISA is ensure that the certifier carefully considers the substance of cases before him 
and does not simply sign off on boilerplate language. This prevents targeting a foreign power for electronic 
surveillance when the true purpose is to gather information about an individual for other than foreign intelligence 
purposes. It is also designed to mal<e explicit that a significant purpose of such surveillance is to obtain "foreign 
intelligence information" as defined, rather than some other type of information. The certifier similarly must 
explain in his affidavit why the information cannot be obtained through less intrusive techniques. This 
requirement is particularly important when U.S. persons are the targets of surveillance or search. 

A Significant Purpose 
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The second element of the certil.~ •• on is that "a significant purpose" of the surveillance or search is to 
obtain foreign intelligence information. Since the objective in enacting the statute is to provide a statutory 
procedure for the government to obtain a judicial order for electronic surveillance or physical search for foreign 
intelligence purposes, the "purpose" aspect of the certification is extremely important. The majority of pre -FISA 
caselaw had recognized a "national security exception" to the warrant requirement of the Fourth Amendment. In 
determining whether the cases before them should be accorded that exception, the courts tended to focus on 
whether the collection of foreign intelligence information was the "primary" purpose of the surveillance. In the 
case of Humphrey and Truong the trial judge concluded that the fruits of electronic surveillance and physical 
searches conducted without a warrant were admissible under the Fourth Amendment, provided those 
surveillances and searches had been conducted for a foreign intelligence purpose. The measure by which he 
determined purpose was direction and control of the surveillance, or investigation. So long as special agents of 
the FBI who normally investigated intelligence activities were directing and controlling the investigation, he 
construed the information as having been obtained for a foreign intelligence purpose. Conversely, when DOJ 
prosecutors began to write prosecutive memoranda and to control the direction of the investigation, he concluded 
that the information had been obtained for the purpose of prosecution and, accordingly, was inadmissible since it 
had been obtained without a warrant. 

When FISA was enacted, it required that "the purpose" of the surveillance be to obtain foreign intelligence 
information. Based on experience with pre-FISA caselaw, the government's practice before the Foreign 
Intelligence Surveillance Court has been to construe "the purpose" as "primary purpose" and to determine 
purpose by following a procedure similar to that adopted in Humphrey and Truong. A reading of the legislative 
history of FISA suggests that subsection 1 04(a)(7) was intended to replace the Humphrey-Truong test with the 
accountable official's certification that the purpose of the surveillance or search is to acquire foreign intelligence 
information, as defined. The USA PATRIOT Act amended FISA to require that obtaining foreign intelligence 
information be a "significant" purpose of the surveillance or search. While there is a dearth of legislative history of 
this amendment, it would appear that the Congress intended to rectify perceived lapses in the government's 
handling of certain counterintelligence investigations with regard to the determination of probable cause to believe 
that he was an agent of a foreign power and to steer the government -- as well as the Foreign Intelligence 
Surveillance Court-- toward the statutory scheme of relying on the certification for determining purpose. 

The information required by the FISC's Rule 11 is largely a recitation of criminal justice pursuits and 
appears to follow the pre-enactment practice of determining purpose through an examination of direction and 
control of the investigation. The Court's position in this regard was reiterated in its opinions of April 22 and May 
17,2002, regarding the AG's March 6, 2002, memo on information sharing. The certification required by 
subsection 1 04(a)(7) is not so much an analysis of direction and control as an affirmation of the intelligence 
objectives of the surveillance or search. The point for field agents to understand is that In submitting a request for 
initiation of FISA surveillance or search, it is important to articulate the specific intelligence objectives of the 
requested FISA coverage. E.g., in an espionage case, those objectives might include identification of a subject's 
handler, or his tradecraft in servicing dead-drops or how he obtains access to classified information. In the case of 
a terrorism subject, the objectives of the surveillance might be to learn the extent of the subject's relationship with 
an International terrorist group. To ensure that the Director has a proper basis for making this certification, NSLU 
recommends that any communication to HQ requesting application to the Court for authorization to use a FISA 
technique should both articulate the intelligence objectives to be achieved through the use of FISA techniques 
and, to satisfy requirements imposed by the Court, describe any criminal aspect of the investigation in sufficient 
detail to determine that intelligence officials and not law enforcement officials are directing and controlling the use 
of FISA techniques. 

Not Reasonably Obtainable by Other Means 

The third element of the certification is that the information sought cannot reasonably be obtained by 
normal investigative techniques. There is not much legislative guidance on this requirement, but, in general 
terms, it appears to is based on the general principle-- subsequently reiterated in Executive Order 12333 --that 
the Intelligence Community should respect individual privacy rights by conducting intelligence activities using the 
least intrusive techniques feasible. Thus, it would appear that, due to their intrusiveness, Congress intended 
FISA techniques should be a last --rather than first-- resort. In most instances, this requirement can be satisfied 
by the fact that only surveillance or search of the kind authorized pursuant to FISA can adequately obtain the 
information sought. For example, if more visible or detectable means of surveillance were utilized. the subject 
would likely change his means of communication to something less susceptible of surveillance. 
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Categmy of Foreign Intelligence Informatioll SC'".-.ht 

The fourth aspect of the certification is designation of the type of foreign intelligence information being 
sought according to the categories described in section 101 (e) of the statute, whether one of the kinds of 
counterintelligence information defined in subsection 101 (e)(1 }, or of positive intelligence as defined in subsection 
101 (e)(2). 

Basis for Certification 

The final part of the certification is a statement of the basis for the certification as to the third and fourth 
elements, i.e., that the information sought is the type of foreign intelligence information designated, and that such 
information cannot reasonably be obtained by normal investigative techniques. Usually this is based on the 
results of the FBI's investigation to date. A presentation of facts relevant to this Issue might follow a logical flow of 
relating the activities of the target that make him an "agent of a foreign power" as defined in subsection 1 01 (b) to 
the appropriate definition of "foreign intelligence information" in subsection 101(e), coupled with a discussion of 
the technique that would be necessary to obtain that kind of intelligence information. This element of the 
certification is not required when the target of the electronic surveillance is a foreign power as defined in 
subsection B01 (a)(1 ), (2) or (3}, i.e., a foreign government or component thereof; a faction of a foreign nation not 
substantially composed of United States persons; or an entity that is openly acknowledged by a foreign 
government or governments to be directed and controlled by such foreign government or governments. 

Duration 

The general rule is that the FISC may approve electronic surveillance for the period necessary to achieve 
its purpose, or for 90 days, whichever is less. There are certain exceptions. Electronic surveillance of a foreign 
power as defined in section 101 (a)(1 }, (2) or {3) may be authorized for up to one year. Electronic surveillance of a 
foreign agent as defined 1n section 101 (b)(1 )(A) may be for the period specified In the application or for 120 days, 
whichever is less. Upon renewaT,surveillance of a 101(b)(1 )(A) agent of a foreign power may be for a period not 
to exceed one year. 

An order authorizing physical search may be approved for the period necessary to achieve its purpose, or 
for 90 days, whichever is less. As with electronic surveillance, there are exceptions. Physical search of a foreign 
power, as defined in 101 (a)(1 ), (2) or (3), may be authorized for the period specified in the application or for one 
year, whichever is less, and physical search of a section 101 (b}(1 }(A) agent of a foreign power may be authorized 
for the period specified in the application or for 120 days, whichever is less. An extension may be granted for a 
period not to exceed one year if the judge finds probable cause to believe that no property of any individual United 
States person will be acquired during the period in which search is authorized. 

It is important to ensure that surveillance or searches adhere to the timelines specified in the orders. For 
one thing, the length of time involved in drafting a FISA application and preparing it for presentation to the Court 
requires that requests for renewal be forwarded in timely fashion. You cannot wait until two weeks before an 
order expires to submit a request for the next one. It is also imperative that actual surveillance or search not 
occur beyond the period of authorization specified in the order. If surveillance should overrun the period of 
authorization, any unauthorized "take" must be sequestered and forwarded to the Office of Intelligence Policy and 
Review, via the substantive unit at FBIHQ, for submission to the Foreign Intelligence Surveillance Court. The 
overrun must also be reported by electronic communication to the Inspection Management Unit of the Inspection 
Division within 14 days of discovery of the error. [See section 2-56.E of the National Foreign Intelligence Program 
Manual.] -

Miscellaneous Considerations 

Getting an order from the Court is only the beginning of the successful administration of the authorities 
granted pursuant to FISA. Among the practical considerations that should attend implementation of a FISA order 
is ensuring that the "premises" being surveilled are those named in the order. For example, it is important to 
ensure that telephone coverage is on the right telephone line. Clues that something is amiss might include the 
fact that intercepted communications are in a language other than that expected. Or the information obtained 
might appear to be non-pertinent to the intelligence objectives of the surveillance. 
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In cases of physical search, the Court typically requires a , c "Y the federal officer executing the search. 
The return is essentially a report to the Court of the circumstances u .. .Jer which the search was conducted and 
the information or tangible items seized. It is common for the Court to require a return within twenty-one (21) 
days of the execution of a search, but 21 days is not necessarily applicable to all cases, so it is important to note 
the specific requirements of individual orders. 

Another practical consideration is the provision of subsection 105(c)(2) that the Court may order a 
communications common carrier, landlord, custodian or other specified person to furnish the applicant [the FBI] 
with all information, facilities or technical assistance necessary to accomplish the electronic surveillance in such a 
manner as will protect its secrecy. In addition, the Court may order such persons maintain any records 
concerning the surveillance or the aid furnished that such person wishes to retain under security procedures 
approved by the Attorney General and the Director of Central Intelligence. Subsection 304(c)(2) makes similar 
provision for physical searches. 

A recurring problem is service of the order on service providers or other specified persons who lack security 
clearances or, in some cases, the wherewithal to store classified orders properly. When FISA was originally 
enacted, the overwhelming bulk of the surveillance was simple telephone wiretaps, and there were only a few 
large communications common carriers with which to deal. As a result, it was relatively easy to obtain clearances 
for a security office at a large carrier to obtain proper access to information and storage facilities. Since then, 
however, the large telephone companies have broken up into numerous "baby bells," leading to a proliferation of 
the workload Involved with background investigations and clearances. In addition, the advent of the Internet and 
the concomitant proliferation of Internet service providers have also added to investigative and security clearance 
workloads. 

The security procedures approved by the Attorney General and the Director of Central Intelligence 
empower the SAC to authorize disclosure of a classified order on an emergency basis under circumstances in 
which such disclosure is necessary to execute the order. As a rule, the classified information contained in a 
secondary order is typically limited to identification of the target --which information is frequently communicated to 

the service provider anyway in preliminary discussion. As a result, showing a service provider the secondary 
order typically amounts to disclosure of something he already knows --the identity of the subject of surveillance. 
In a case in which an ongoing relationship is not likely and there is no need for the service provider to have 

longterm access to classified information, the SAC may authorize showing the secondary order to a service 
provider or other specified person on a one-time basis. It is recommended that the service provider be offered a 
"trust receipt" that relates back to the order by date and docket number and that the field office secure the 
secondary order. The service provider should be advised that the order will be made available should the need 
arise. If needed, a copy of the security procedures [which are classified] and a model trust receipt may be 

obtained from NSLU via Groupwise e-mail. 

With regard to the trust receipt, the most common concern expressed by service providers is the fear of 
being sued for providing assistance to the FBI. Service providers may be advised of the following provision of 
subsection 1 05(i): 

No cause of action shall lie in any court against any provider of a wire or electronic communication 
service, landlord, custodian, or other person (including any officer, employee, agent, or other 
specified person thereof) that furnishes any information, facilities, or technical assistance in 
accordance with a court order or request for emergency assistance under this Act for electronic 
surveillance or physical search. 

In addition to this statutory protection from civil liability, if a service provider were to be sued for assisting 
the FBI in conducting electronic surveillance or physical search pursuant to FISA, the Bureau would seek the 

Attorney General's assertion of the State Secrets Privilege [United states v. Reynolds, 345 U.S. 1 (1953)] to 
prevent the disclosure of classified information that would be required to sustain sud1 a cause of action. If a field 

office is contacted by a service provider about such a situation, NSLU should be notified immediately. 

Coming Attractions __ _ 

The gathering of information, including information as to the capabilities, intentions and activities of foreign 
powers and their agents, would be meaningless without successful exploitation of that information to protect the 
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United States from hostile attack and other grave acts, acts of terrorism, sabotage .J clandest"lne intetngence 
activities. Bearing in mind that the recurring theme in various provisions of FISA is the balancing of individual 
rights to privacy against the need of the government's need to acquire and produce foreign intelligence 
information, FISA creates a heavy burden with regard to managing the acquisition, retention and dissemination of 
U.S. person information. In sum, this is the process of "minimization." As most minimization procedures are 
classified, minimization is not addressed here in detail. In addition, the procedures for "information sharing" 
promulgated by the Attorney General on March 6 and modified somewhat by the FISA Court are still subject to 
judicial review. Accordingly, procedures for the sharing of information will be the subject of a separate 
communication. 

Top of Page 

Last Updated: Thursday, September 12, 2002 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Numbers: 1 and 2 

Subject: FISA 

Date of Document: 2/4/2003 

Total Number of Pages: 2 

Total Number of Pages Containing 
National Security Information: 2 

Description of Document: FISA Report 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions on page 1 and on page 2, 

(pages 1 and 2}. The information withheld is a listing of Court 

authorized FISAs active within a specific time frame. The list 

identifies the specific target of each FISA; the file number 

assigned to each Foreign Counterintelligence/International 

Terrorism (FCI/IT}investigation involving the FISA; the specific 

field office or office of origin where the investigation is on-

going; the authorization and expiration dates of each listed 

FISA; and the total number of FISAs. 

The FBI conducts FCI/IT investigations to determine 

whether a foreign intelligence officer or agent or international 

terrorist group is seeking to infiltrate an organization in order 

to influence or control it. In addition, FCI/IT investigations 
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are conducted to determine whether an organization or group 

substantially composed of U.S. persons (citizen or resident 

aliens) is acting for or on behalf of a foreign power. Disclosure 

of a target or of the existence of the FISA would reveal the 

FBI's intelligence activity and method. 

A file number that is assigned to a specific 

intelligence activity and identifies channelization/dissemination 

instructions for information identifiable with the intelligence 

activity. Individual file numbers are assigned by FBI 

Headquarters ("FBIHQ") and field offices and contain the 

geographical prefix or the originating office, and the case 

number, which includes the numerical characterization of the type 

of investigation followed by a chronological number indicating 

the number assigned to a specific investigation/activity. A 

disclosure of the intelligence activity file numbers can lead to 

the exposure of actual current intelligence activities or 

operations. 

The office of origin is the FBI's field office that 

instituted the original investigation regarding the individual or 

organization of national security interest. Disclosure of this 

information could reveal the scope and thrust of the FBI's 

intelligence activities and methods directed at specific targets 

of national security interest within a specific time frame. 

It is my determination that the release of any portion 
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of the information classified and withheld in this document could 

reasonably be expected to cause serious damage to the national 

security, as it would: (1) reveal the existence, methodology, and 

time frame of the FBI counterintelligence activities directed at 

specific targets of national security interest (2) reveal the 

nature, objective, and requirements, and scope of a specific FBI 

counterintelligence activity or method; (3) disclose the 

intelligence-gathering capabilities of the activity or method and 

(4) provide an assessment of the intelligence source penetration 

during a specific period of time. The release of this 

information could permit hostile governments to accurately 

evaluate the FBI's counterintelligence capabilities within 

specific areas and during a particular time frame. This would 

provide hostile agents with an evaluation of hostile intelligence 

plans and programs that have or have not been compromised and 

allow them to devise countermeasures to circumvent these 

intelligence activities and render them useless in providing 

intelligence information, as well as make present and prospective 

U.S. counterintelligence operations more difficult if not 

impossible. This would severely disrupt the FBI's intelligence 

gCJthering capabilities and adversely impact the national defense. 

This information is properly classified at the "Secret" level and 

withheld pursuant to E.O. 12,958, Section 1.5 (c). See Second 

Declaration of Christine Kiefer ("Second Kiefer Declaration''), ,, 
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27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; PAGE NUMBERS: 3 and 4 

Subject: PEN REGISTERS SINCE 10/26/2001 

Date of Document: 2/05/2003 

Total Number of Pages: 2 

Total Number of Pages Containing 
National Security Information: 2 

Description of Document: Report listing the total number of 
Pen Registers issued since 10/26/2001 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions contained on pages 1 and 

~' (pages 3 and 4). The withheld information identifies project 

numbers, which are numbers chronologically assigned to each 

request by the field offices to FBI Headquarters National 

Security Law Unit (''NSLU") for the issuance of a pen register and 

the "Completed Date", which is the completion date of the pen 

register. The withheld information also contains the total 

number of pen register's issued since 10/26/2001. The release of 

this informat..i.on could reveal the scope and thrust of the FBI's 

intelligence activities and methods directed at specific targets 

of national security interest within a specific time frame. 

It is my determination that the disclosure of this 
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classified information could reasonably be expected to cause 

serious damage to the national security, as it would: (1) reveal 

the existence, methodology, and time frame of FBI 

counterintelligence activities directed at a specific targets of 

national security (2) reveal the ~ature, objective, requirements, 

and scope of a specific FBI counterintelligence activity, (3) 

disclose the intelligence-gathering capabilities of the activity, 

and (4) provide an assessment of the intelligence source 

penetration during a specific period of time. The release of 

this information could permit hostile governments to accurately 

evaluate the FBI's counterintelligence capabilities during a 

particular time frame, and an evaluation of hostile intelligence 

plans and programs that have or have not been compromised. This 

would allow hostile agents to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the •secret• level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 5 

Subject: Business Record Order Requests Since 10/26/2001 

Date of Document: 2/07/03 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Report Listing the Number of FISA 
requests for Business Records since 
10/26/2001. 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of page 1. The withheld 

information identifies project numbers (ProjiD), which are 

numbers chronologically assigned to each FISA request from the 

field offices to the National Security Law Unit (NSLU) at FBI 

Headquarters, the date the NSLU received each request and the 

total number of requests received since 10/26/2001. The release 

of this information could reveal the scope and thrust of the 

FBI's intelligence activities and methods directed at specific 

targets of national security interest within a specific time 

frame. 

It is my determination that the disclosure of this 

classified information could reasonably be expected to cause 
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serious damage to the national security, as it would: (1) reveal 

the existence, methodology, and time frame of FBI 

counterintelligence activities directed at a specific targets of 

national security (2) reveal the nature, objective, requirements, 

and scope of a specific FBI counterintelligence activity, (3) 

disclose the intelligence-gathering capabilities of the activity, 

and (4) provide an assessment of the intelligence source 

penetration during a specific period of time. The release of 

this information could permit hostile governments to accurately 

evaluate the FBI 1 s counterintelligence capabilities during a 

particular time frame, and an evaluation of hostile intelligence 

plans and programs that have or have not been compromised. This 

would allow hostile agents to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the •secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 30 

Subject: Not Indicated 

Date of Document: Not Indicated 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal Handwritten Note 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portion below the handwritten 

notation "NSL'S-(#s from NSLU)". The information withheld 

identifies the total number of National Security Letters (NSL's) 

that where authorized within specific time periods. Disclosure 

of this information could reveal the scope and thrust of the 

FBI's intelligence activities and methods directed at specific 

targets of national security interest within a specific time 

frame. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) reveal the existence, 

methodology, and time frame of the FBI counterintelligence 
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activities directed at specific targets of national security 

interest (2) reveal the nature, objective, and requirements, and 

scope of a specific FBI counterintelligence activity or method; 

(3) disclose the intelligence-gathering capabilities of the 

activity or method and (4) provide an assessment of the 

intelligence source penetration during a specific period of time. 

The release of this information could permit hostile governments 

to accurately evaluate the FBI's counterintelligence capabilities 

within specific areas and during a particular time frame. This 

would provide hostile agents with an evaluation of hostile 

intelligence plans and programs that have or have not been 

compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 31 

Subject: Congressional Briefing Re Patriot Act Provisions 

Date of Document: 8/14/02 4:30PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-Mail 

Justifications of Deletions 

The classified information withheld in this document is 

contained within the bracketed portion of lines 1-3 of paragraph 

~- The information withheld identifies specific investigatory 

tools authorized under the Patriot Act, which have been or are 

currently being utilized by the FBI's Minneapolis field office in 

its intelligence gathering operations. Disclosure of this 

information would identify specific activities and methods used 

by this field office and how aggressively they are being 

utilized. 

It is my determination that release of this information 

could reasonably be expected to cause serious damage to the 

national security, as it would: (1) allow hostile entities to 

discover what activities or methods the FBI is currently 
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utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements of 

a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 33 

Subject: Patriot Act Feedback 

Date of Document: 8/15/02 7:39PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-Mail 

Justifications of Deletions 

The classified information withheld in this document is 

contained within the bracketed portion of lines 1-4 of paragraph 

~- The information withheld identifies specific problems 

encountered by the FBI when utilizing a specific investigative 

tool authorized under the Patriot Act and its recommendations for 

amendment of Section 216. Disclosure of this information would 

identify specific activities and methods used by the FBI and how 

aggressively they are being utilized. 

It is my determination that release of this information 

could reasonably be expected to cause serious damage to the 

national security, as it would: (1) allow hostile entities to 

discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements of 
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a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 37 

Subject: USA Patriot Act 

Date of Document: 6/17/2002 2:51PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-Mail 

Justifications of Deletions 

The classified information withheld in this document is 

contained within the bracketed portion of lines 1-5 of paragraph 

~; the bracketed portions of lines 4 and~ of paragraph 3; the 

bracketed portion of line 3 of paragraph 4; the bracketed portion 

of lines 1 and 2 of paragraph 5; and the bracketed portion of 

line 1 of paragraph 6. The information withheld identifies an 

individual or organization as the subject of an FBI national 

security investigation and identifies a specific investigatory 

tool authorized under the Patriot Act, which is currently being 

utilized by the FBI's Minneapolis field office, in its 

intelligence gathering operations targeting this subject. 

Disclosure of this information would reveal the target of the 

intelligence or counterintelligence investigation and the 
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activities and methods directed a~ the target. 

It is my determination that disclosure of this 

information could reasonably be expected to cause serious damage 

to the national security as it would: (1) reveal the FBI's 

ongoing national security investigation; (2) reveal the scope and 

depth of the FBI's intelligence activities and methods directed 

against the target; and (3) alert the target and other targets of 

possible intelligence investigations and allow them to take 

countermeasures to thwart the FBI's capabilities to monitor and 

retrieve intelligence information. This would disrupt the 

intelligence gathering process and severely hamper the FBI's 

efforts to detect and apprehend those who seek to damage the 

national security. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ,, 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 39 

Subject: Patriot Act response 

Date of Document: 8/15/02 5:17PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of lines 1-7 of paragraph 

~- The information withheld identifies specific investigatory 

tools authorized under the Patrict Act, which are currently being 

utilized and those which have yet to be utilized by a specific 

squad of the FBI's Los Angles field office in its intelligence 

gathering operations. The withheld information also details how 

a specific tool is being utilizec by this squad to obtain 

intelligence or counterintelligence information. Disclosure of 

this information would identify specific activities and methods 

and how aggressively they are being utilized. 

It is my determination that the release of this 
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information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the •secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 40 

Subject: Patriot Act Provisions Which Need Further Examination 

Date of Document: Not Indicated 

Total Number of Pertinent Pages: 2 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Report Summarizing possible 
Amendments to the Patriot Act 

Justifications of Deletions 

The classified information withheld in this document is 

contained within the bracketed portion of lines 1 and 2 of 

paragraph 6. The information withheld contains standard 

terminology or phraseology which appears in the most recent FBI 

investigations. Disclosure will reveal the scope and depth of 

the FBI's investigation of a particular intelligence matter. 

Stated another way, disclosure will reveal the limitations of the 

FBI's efforts in a particular investigation or the amount of 

resources or efforts that the FBI is willing to expend on this 

particular matter. This allows a target to determine what 

information has been learned concerning him and what additional 

steps may be expected. If the information described by this 

phraseology is shallow, yet the subject was heavily involved in 
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matters under investigation, it alerts the subject to the fact 

that his activities may continue without fear or detection. 

Conversely, if the information is substantial, it will prompt the 

subject to alter his course of conduct. Although these results 

may not occur in the narrow context of this case, the results 

described are likely to occur if information of this nature is 

routinely released. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security as it would reveal a specific 

intelligence activity or method. This information is properly 

classified at the "Secret• level and withheld pursuant to E.O. 

12, 958, section 1. 5 (c) . 

28. 

See Second Kiefer Declaration, ~~ 27-
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 42 

Subject: Patriot Act Provisions Which Need Further Examination 

Date of Document: Not Indicated 

Total Number of Pertinent Pages: 2 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Report Summarizing possible 
Amendments to the Patriot Act 

Justifications of Deletions 

The classified information withheld in this document is 

contained on page 1 within the bracketed portion of lines 1-2 of 

paragraph 6. The withheld information is the same as previously 

addressed on page 40; therefore, the justifications for 

withholding this information are the same. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 45 

Subject: Briefing on the Patriot Act 

Date of Document: 8/1/02 10:46AM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document 

is contained in paragraph 2, withheld in its entirety, under the 

sub-caption "Usage". The information withheld identifies 

specific investigatory tools authorized under the Patriot Act, 

which have been or are currently being utilized by the FBI's 

Kansas City field office in its intelligence gathering 

operations. The withheld information also indicates the number 

of times each tool has been utilized by this field office. 

Disclosure of this information would identify specific activities 

and methods and how aggressively they are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 
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to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 46 

Subject: Request for CDC assistance 

Date of Document: 8/16/02 12:01PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of lines 2, 4 and 5 of 

paragraph 2. The information withheld identifies specific 

investigatory tools authorized under the Patriot Act, which have 

been or are currently being utilized by the FBI's Little Rock 

field office in its intelligence gathering operations. Disclosure 

of this information would identify specific activities and 

methods used by this field office and how aggressively they are 

being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 
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utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ,~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 47 

Subject: Request for Assistance from the CDCs 

Date of Document: 8/16/02 5:03PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of lines 1-3 of paragraph 

~- The information withheld identifies specific investigatory 

tools authorized under the Patriot Act, which have been or are 

currently being utilized by the FBI's Birmingham field office in 

its intelligence gathering operations. The withheld information 

also indicates the approximate number of times each tool has been 

utilized by this field office. Disclosure of this information 

would identify specific activities and methods used by this field 

office and how aggressively they are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 
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to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 49 

Subject: Request for Assistance from the CDCs 

Date of Document: 8/15/02 5:29PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portion of line 1 of paragraph 1. 

The information withheld identifies a specific investigatory tool 

authorized under the Patriot Act, which has been or is currently 

being utilized by the FBI's Boston field office in its 

intelligence gathering operations. The withheld information also 

indicates the approximate number of times this tool has been 

utilized by this field office. Disclosure of this information 

would identify specific activities and methods used by this field 

office and how aggressively they are being utilized. 

It lS my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 
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to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

~r method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 51 

Subject: Use of Patriot Act 

Date of Document: 8/15/02 12:29PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document 

is contained within the bracketed portions of lines 3-8 

and lines 14-18 below paragraph 1. The information withheld 

identifies specific investigatory tools authorized under the 

Patriot Act, which have been or are currently being utilized by 

the FBI's Washington field office in its intelligence gathering 

operations. The withheld information also indicates the number 

of times each tool has been utilized by this field office. 

Disclosure of this information would identify specific activities 

und methods used by this field office and how aggressively they 

are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 
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to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the •secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ,, 27-28. 

Also, withheld specifically within the bracketed 

portions of lines 3, 5, 6, 8, 14, 16 and 17 is the identity of 

investigative units of the Washington Field Office. The withheld 

units specialize in the investigation of specific intelligence 
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cases or ac~ivities. Disclosure of these units, when combined 

with other known or disclosed information, could reasonably be 

expected to identify specific intelligence activities. It is my 

determination that the disclosure of the investigative unit 

withheld from release could reasonably be expected to cause 

serious damage to the national security, as it would reveal 

actual intelligence activities within a specific location. 

information is properly classified at the "Secret" level and 

This 

withheld pursuant to E.O. 12,958, Section 1.5 (c). 

Kiefer Declaration, ~~ 27-28. 

See Second 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 52 

Subject: Re: Patriot Act 

Date of Document: 8/15/02 3:04PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld ln this document is 

contained in paragraph 3,withheld in its entirety. The 

information withheld identifies specific investigatory tools 

authorized under the Patriot Act, which have been or are 

currently being utilized by the FBI's Omaha field office in its 

intelligence gathering operations. Disclosure of this 

information would identify specific activities and methods used 

by this field office and how aggressively they are being 

utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 
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utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 53 

Subject: Request for Assistance from the CDCs 

Date of Document: 8/15/02 12:26PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document 

is contained within the bracketed portions of lines 2-5 of 

paragraph 1. The information withheld identifies specific 

investigatory tools authorized under the Patriot Act, which have 

been or are currently being ~tilized by the FBI's Phoenix field 

office in its intelligence gathering operations. The withheld 

information also indicates the number of times each tool has been 

utilized by this field office. Disclosure of this information 

would identify specific activities and methods and how 

aggressively they are being uLilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 
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to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ,, 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 54 

Subject: Patriot Act 

Date of Document: 8/16/02 2:32PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of lines 3-5; 

11 and 12; and 16-18 below paragraph 1. The information withheld 

identifies specific investigatory tools authorized under the 

Patriot Act, which have been or are currently being utilized by 

the FBI's San Francisco field office in its intelligence 

gathering operations. The withheld information also indicates 

the number of times each tool has been utilized by this field 

office. Disclosure of this information would identify specific 

activities and methods used by this field office and how 

aggressively they are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 
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to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 55 

Subject: USA Patriot Act 

Date of Document: 8/16/02 4:31PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document 

is contained within the bracketed portions of lines 3-7 of the 

paragraph. The information withheld identifies specific 

investigatory tools authorized under the Patriot Act, which have 

been or are currently being utilized by the FBI's Portland field 

office in its intelligence gathering operations. The withheld 

information also indicates the number of times each tool has been 

utilized by this field office. Disclosure of this information 

would identify specific activities and methods and how 

aggressively they are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 
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to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 56 

Subject: Investigative tools under the Patriot Act 

Date of Document: 8/12/02 6:38PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of lines 1, 8 and 9 of 

paragraph 1. The information withheld identifies specific 

investigatory tools authorized under the Patriot Act, which have 

been or are currently being utilized by the FBI's Sacramento 

field office in its intelligence gathering operations. The 

withheld information also indicates the approximate number of 

times each tool has been utilized by this field office. 

Disclosure of this information would identify specific activities 

and methods used by this field office and how aggressively they 

are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 
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to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1. 5 (c) . See Second Kiefer Declaration, ,, 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Numbers: 58 and 59 

Subject: Routing Slip and attachment dated 8/13/03 

Date of Document: 8/15/02 4:38PM 

Total Number of Pages: 2 

Total Number of Pages Containing 
National Security Information: 2 

Description of Document: FBI Memorandum 

Justification of Deletions 

The classified information withheld in this document is 

as follows: 

Page 1, (page 58): The bracketed portion located in the 

"From" line contains the designated unit within the Miami field 

office which specializes in the investigation of specific 

intelligence cases or activities. Disclosure of the unit, when 

combined with other known or disclosed information, can 

reasonably be expected to identify the specific intelligence 

activity. 

It is my determination that the disclosure of the 

investigative unit release could reasonably be expected to cause 

serious damage to the national security, as it would reveal 

actual intelligence activities within a specific location. See 
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Second Kiefer Declaration, ~~ 27-28. 

The bracketed portions of lines 1-4 of paragraph 1 and 

paragraphs 2 and 3,withheld in their entirety, identifies 

specific investigatory tools authorized under the Patriot Act, 

which have been or are currently being utilized by the FBI's 

Miami field office in its intelligence gathering operations. 

Disclosure of this information would identify specific activities 

and methods used and how aggressively they are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 
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and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the •secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 

Page 2, (page 59): The bracketed portion of line 1 

located in the upper left margin contains the designated unit 

which specializes in the investigation of specific intelligence 

cases or activities. Disclosure of the unit, when cornbined with 

other known or disclosed information can reasonably be expected 

to identify the specific intelligence activity. 

It is my determination that the disclosure of the 

investigative unit withheld from release could reasonably be 

expected to cause serious damage to the national security, as it 

would reveal actual intelligence activities within a specific 

location. See Second Kiefer Declaration, ~~ 27-28. 

The bracketed portions of lines 4, 5, 11 ,12 and 15 

identifies specific investigatory tools authorized under the 

Patriot Act, which have been or are currently being utilized by 

the FBI's Miami field office in ito intelligence gathering 

operations. Disclosure of this information would identify 

specific activities and methods used and how aggressively they 

are being utilized. 
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It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or me~hods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the •secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 68 

Subject: Staff Brief re: Patriot Act 

Date of Document: 8/8/02 2:11PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of line 1 under the sub-

caption "Baltimore" and line 3 under the sub-caption "Kansas 

City". The information withheld identifies a specific 

investigatory tool authorized under the Patriot Act, which has 

been or is currently being utilized by the FBI's Baltimore and 

Kansas City field offices in their intelligence gathering 

operations. The withheld information also indicates the number 

of times each tool has been utilized by each of these field 

offices. Disclosure of this information would identify specific 

activities and methods used by these field offices and how 

aggressively they are being utilized. 

It is my determination that the release of this 
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information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the •secret• level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 70 

Subject: Patriot Act 

Date of Document: 8/15/02 2:50PM 

Total Number of Pages: 2 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained on page 2, in paragraph 2, which is withheld in its 

entirety. The information withheld identifies a specific 

investigatory tool authorized under the Patriot Act, which has 

been or is currently being utilized by the FBI's New Orleans 

field office in its intelligence gathering operations. Disclosure 

of this information would identify specific activities and 

methods used by this field office and how aggressively they are 

being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 
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utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 71 

Subject: Re: Request for Assistance from the CDCs 

Date of Document: 8/16/02 10:15AM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document lS 

contained within the bracketed portions of lines 1-3 under the 

sub-caption "Albany Division". The information withheld 

identifies specific investigatory tools authorized under the 

Patriot Act, which have been or are currently being utilized by 

the FBI's Albany field office in its intelligence gathering 

operations. The withheld information also indicates the number 

of times each tool has been utilized by this field office. 

Disclosure of this information would identify specific activities 

and methods used by this field office and how aggressively they 

are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 
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to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1. 5 (c) . See Second Kiefer Declaration, ~~ 27-28. 

In addition, the withheld information contained within 

the brackets in the lower left portion of the document contains a 

handwritten notation which identifies a specific investigatory 

tool authorized under the Patriot Act, which has been or is 
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currently being utilized by the FBI's field offices in their 

intelligence gathering operations. The withheld information also 

indicates the total number of times this specific tool has been 

utilized by field offices during a specific time frame. 

Disclosure of this information would identify specific activities 

and methods used by the field offices and how aggressively they 

are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devioc countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 
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difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 72 

Subject: Re: CDC Request re Patriot Act Enhancements 

Date of Document: B/19/02 2:53PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained in paragraph 5, withheld in its entirety. The 

information withheld identifies a specific investigatory tool 

authorized under the Patriot Act, which has been or is currently 

being utilized by the FBI's Norfolk field office in its 

intelligence gathering operations. Disclosure of this 

information would identify specific activities and methods used 

by this field office and how aggressively they are being 

utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 
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utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, 

Section 1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 73 

Subject: Request for Assistance from the CDCs 

Date of Document: 8/15/02 4:56PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of lines 3 and ~ of 

paragraph 1. The information withheld identifies specific 

investigatory tools authorized under the Patriot Act, which have 

been or are currently being utilized by the FBI's Atlanta field 

office in its intelligence gathering operations. Disclosure of 

this information would identify specific activities and methods 

used by this field office and how aggressively they are being 

utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is cur~ently 

-57-



Case 1:02-cv-02077-ESH   Document 20-7   Filed 03/07/03   Page 60 of 70

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1. 5 (c) . See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 75 

Subject: Request for Assistance from the CDCs 

Date of Document: 8/16/02 2:03PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document 

is contained within the bracketed portions of lines 1-3 of 

paragraph 1. The information withheld ~dentifies a specific 

investigatory tool authorized under the Patriot Act, which has 

been or is currently being utilized by the FBI's Honolulu field 

office in its intelligence gathering operations. The withheld 

information also indicates the frequency this tool has been 

utilized by this field office. Disclosure of this information 

would identify specific activities and methods used by this field 

office and how aggressively they are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

-59-



Case 1:02-cv-02077-ESH   Document 20-7   Filed 03/07/03   Page 62 of 70

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, requirements, of a 

specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromise an allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 76 

Subject: Staff Brief re: Patriot Act 

Date of Document: 8/8/02 2:23PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of line 1 under the sub-

caption "Baltimore" and line 3 ur_der the sub-caption "Kansas 

City". The information withheld identifies specific 

investigatory tools authorized under the Patriot Act, which have 

been or are currently being utilized by the FBI's Baltimore and 

Kansas City field offices in their intelligence gathering 

operations. The withheld information also indicates the number 

of times each tool has been utilized by each of these field 

offices. Disclosure of this information would identify specific 

activities and methods used by these field offices and how 

aggressively they are being utilized. 

It is my determination that the release of this 
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information could reasonably be expected to cause serious damage 

to the national security, as it would: (1} allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit' hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret '1 level and withheld pursuant to E. 0. 12 1 958 1 Section 

1. 5 (c) . See Second Kiefer Declaration, ~~ 2 7-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 77 

Subject: PUBLIC LAW 107-56-0CT. 26,2001 

Date of Document: 8/21/02 

Total Number of Pages: 2 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Table of content from the USA Patriot 
Act of 2001 

Justification of Deletions 

The classified information withheld in this document is 

contained within the bracketed portions of the lower left margin 

and the lower right margin. The withheld information indicates 

the approximate number of times each investigatory tool 

authorized under the Patriot Act has been utilized by the FBI in 

its intelligence gathering operations. Disclosure of this 

information would identify specific activities and methods and 

how aggressively they are being utilized. 

It is my determination that the release of this 

information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 
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operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1. 5 (c) . See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: I; Page Number: 79 

Subject: Fwd: Message to all CDCs/ADCs 

Date of Document: 8/13/02 4:29PM 

Total Number of Pages: 1 

Total Number of Pages Containing 
National Security Information: 1 

Description of Document: Internal E-mail 

Justification of Deletions 

The classified information withheld in this document is 

contained within paragraphs 2, 4,and 6, withheld in their 

entirety, and the bracketed portions of lines 1 and 3 of 

paragraph 7. The information withheld identifies specific 

investigatory tools authorized under the Patriot Act, which have 

been or are currently being utilized by the FBI's Jacksonville 

field office in its intelligence gathering operations. The 

withheld information also indicates the approximate number of 

times each tool has been utilized by this field office. 

Disclosure of this information would identify specific activities 

and methods used by this field office and how aggressively they 

are being utilized. 

It is my determination that the release of this 
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information could reasonably be expected to cause serious damage 

to the national security, as it would: (1) allow hostile entities 

to discover what activities or methods the FBI is currently 

utilizing in its intelligence or counterintelligence gathering 

operations; (2) reveal the nature, objective, and requirements, 

of a specific FBI counterintelligence activity or method; and (3) 

disclose the intelligence-gathering capabilities of the activity 

or method. The release of this information could permit hostile 

governments to accurately evaluate the FBI's counterintelligence 

capabilities within specific areas and during a particular time 

frame. This would provide hostile agents with an evaluation of 

hostile intelligence plans and programs that have or have not 

been compromised and allow them to devise countermeasures to 

circumvent these intelligence activities and render them useless 

in providing intelligence information, as well as make present 

and prospective U.S. counterintelligence operations more 

difficult if not impossible. This would severely disrupt the 

FBI's intelligence gathering capabilities and adversely impact 

the national defense. This information is properly classified at 

the "Secret" level and withheld pursuant to E.O. 12,958, Section 

1.5 (c). See Second Kiefer Declaration, ~~ 27-28. 
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DESCRIPTION OF DOCUMENT CONTAINING 
NATIONAL SECURITY INFORMATION 

Exhibit: II; Page Numbers: 38-43 

Subject: Transactional Records NSLs Since 10/26/2001 

Date of Document: Tuesday, January 21, 2003 

Total Number of Pages: 6 

Total Number of Pages Containing 
National Security Information: 6 

Description of Document: Computer generated report 

Justification of Deletions 

The classified information withheld in this document is contained 

within the bracketed portions of pages 1-6. The withheld 

information identifies project numbers, which are numbers 

chronologically assigned to each request to FBI Headquarters for 

the issuance o.f a National Security Letter ("NSL") ,and the date 

FBI Headquarters approved and issued the NSL. The release of 

this information could reveal the scope and thrust of the FBI's 

intelligence activities and methods directed at specific targets 

of national security interest within a specific time. 

It is my determination that the disclosure of this 

classified information could reasonably be expected to cause 

serious damage to the national security, as it would: 
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(1) reveal the existence, methodology, and time frame of FBI 

counterintelligence activities directed at specific targets of 

national security interest; (2) reveal the nature, objective, 

requirements, and scope of a specific FBI counterintelligence 

activity; (3) disclose the intelligence-gathering capabilities of 

the activity; and (4) provide an assessment of the intelligence 

source penetration during a specific period of time. The release 

of this information could permit hostile governments to 

accurately evaluate the FBI's counterintelligence capabilities 

during a particular time frame, and an evaluation of hostile 

intelligence plans and programs that have or have not been 

compromised. This would allow hostile agents to devise 

countermeasures to circumvent these intelligence activities and 

render them useless in providing intelligence information, as 

well as make present and prospective U.S. counterintelligence 

operations more difficult if not impossible. This would severely 

disrupt the FBI's intelligence gathering capabilities and 

adversely impact the national defense. This information is 

properly classified at the "Secret" level and withheld pursuant 

to E.O. 12,958, Section 1.5 (c). See Second Kiefer Declaration, 

~~ 27-28. 
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